Ribbon EdgeMarc 2900A R15.7 Interop with SIP Connect:
Interoperability Guide

riooon

Table of Contents

Interoperable Vendors

Copyright

Document Overview

Non-Goals

Audience

Pre-Requisites

Product and Device Details

Network Topology Diagram

Section A: Ribbon EdgeMarc SBC Configuration

. Login

. Network

. VoIP

. SIP Settings

. Survivability

. B2BUA Trunking Configuration

® Section B: Emulated PBX Configuration

® Supplementary Services and Features
Coverage

® Support

® References

® Conclusion

OO0~ wWNPE

Confidential and Proprietary. Copyright © 2020-2023 Ribbon Communications Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.



Interoperable Vendors

Copyright

© 2021 Ribbon Communications Operating Company, Inc. © 2021 ECI Telecom Ltd. All rights reserved. The compilation (meaning the collection,
arrangement and assembly) of all content on this site is protected by U.S. and international copyright laws and treaty provisions and may not be used,
copied, reproduced, modified, published, uploaded, posted, transmitted or distributed in any way, without prior written consent of Ribbon
Communications Inc.

The trademarks, logos, service marks, trade names, and trade dress (“look and feel”) on this website, including without limitation the RIBBON and
RIBBON logo marks, are protected by applicable US and foreign trademark rights and other proprietary rights and are the property of Ribbon
Communications Operating Company, Inc. or its affiliates. Any third-party trademarks, logos, service marks, trade names and trade dress may be the
property of their respective owners. Any uses of the trademarks, logos, service marks, trade names, and trade dress without the prior written consent
of Ribbon Communications Operating Company, Inc., its affiliates, or the third parties that own the proprietary rights, are expressly prohibited.

Document Overview

This document depicts the configuration details for Ribbon EdgeMarc 2900A interworking and compliance against Deutsche Telekom SIP Connect
solution. This is a general reference document that requires user input during the configuration of Ribbon EdgeMarc 2900A.

This guide contains the following configuration sections:
Section A: Ribbon EdgeMarc 2900A Configuration

® Captures general Ribbon EdgeMarc SBC configurations for deploying with Deutsche Telekom SIP Connect solution.
Section B: Emulated PBX Configuration

® Captures the Phonerlite configuration which is used as a Emulated PBX.

Deutsche Telekom is a telecommunications company that offers a range of fixed-network services, such as voice and data communication services
based on fixed-network and broadband technology. They also sell terminal equipment, other hardware, and services to resellers.

Non-Goals

It is not the goal of this guide to provide detailed configurations that will meet the requirements of every customer. Use this guide as a starting point
and build the SBC configurations in consultation with network design and deployment engineers.

Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring both the Ribbon SBCs and the third-party
product.

Steps will require navigating the third-party product as well as the Ribbon product using graphical user interface (GUI) or command line interface
(CLI).

Understanding of the basic concepts of TCP/UDP/TLS, IP/Routing, and SIP/RTP/SRTP is needed to complete the configuration and any necessary
troubleshooting.

Note

This configuration guide is offered as a convenience to Ribbon customers. The specifications and information regarding the product in this
guide are subject to change without notice. All statements, information, and recommendations in this guide are believed to be accurate but
are presented without warranty of any kind, express or implied, and are provided “AS IS”. Users must take full responsibility for the
application of the specifications and information in this guide.
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Pre-Requisites

The following aspects are required before proceeding with the interop:

® Ribbon EdgeMarc 2900A SBC
® DT Digitalisierungsbox Premium

Product and Device Detalls

The following equipment and software were used for the sample configuration provided:

Table 1: Requirements

Equipment Software Version
Ribbon Ribbon EdgeMarc 2900A = V15.7.0
Communications
Deutsche Telekom SIP Connect TR118
Third-party Equipment Phonerlite 2.48

Network Topology Diagram

The following network topology diagram shows connectivity between DT SIP Connect and Ribbon EdgeMarc 2900A.

Figure 1: Network Topology Diagram

DT SIP
Connect
TR118

SIP Trunk

Physical Connectivity

Section A: Ribbon EdgeMarc SBC Configuration

The following EdgeMarc configurations are included in this section:

. Login

. Network
VolP

. SIP Settings

. Survivability

o A W N P

. B2BUA Trunking Configuration

1. Login

® |ogin to EdgeMarc and change GUI and SSH Password.

Figure 2: Admin Login
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O FlOOoON Admin Help Sign Out

Conﬁgumtion Sofpuam Version:
Menu Version 15.7.0 -- Mon Dec 16 15:45:54 PST 2019

- Admin Hostname:

* Encryption Key 2900A

*Backup [ Restore

-

Upgrade Firmware

* RADIUS Settings Model:

*TACACS+ Settings EdgeMarc 29004 with IPv6 support

* Services Configuration

* System Information Vendor:

* System Analysis :

* Time Settings Ribbon

* User Commands

* Eile Download LAN Interface MAC Address:

. i 54:39:68:1B:5B:E5

* Reboot System
+Network Registration Status:
+LUsers The ALG feature is registered. View license key.
+Security
* SD-WAN
+\olP System:
+VPN
* GRE Date : 02/18/2020 15:10:55 UIC

Erasze Button : Enabled

Change Administrative Password:
The password of the read-write administrative user can be changed.

Change Read-Only Password:
The password of the read-only user can be changed.

® Optional: Connect with EdgeView by navigating to Admin > Services Configuration.

Figure 3: EdgeView

Current EMPath Management Server: evdl.emea.rbbn.com
Set EMPath Management Server: evdl.emea.rbbn.com
2. Network

® Configure the network to use DHCP on primary WAN port.

Figure 4: EdgeMarc Network
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@ riobon

Help Sign Out
Network

MNetwaorking configuration information for the public and private networks.

COI'Iﬁ“ﬂLII'ﬂtIIHI LAN Interface Settings:
=1l IP Addrass: 192.168.1.1
+ Admin
Subret Mask: 255.255.255.0

- Natwork

+NAT 1Pw Address/Prefic

*VLAN d
:wiﬂiliiﬁ ficant Enable VLAN support

* High Availability Default VLAN ID: 1
+QHCP Relay

+DHCP Server

+Traffic Shaper WAN Interface IPv6 Settings:

* Pass- Through Rules Select the type of IPwE WAN Interface to use:

+ subinterfaces

* Proxy ARP # Drsabled

* Swikch Ports DHCP

* Static Routes ;

- Static 1P (ethemeat)

* Dynamic DNS

* Network Information IPv6 in IPv4 Tunnel

* Network Restart VLAN

* Network Test Tools

+WAN Falover

* Bouter Advertisement

* B Multicast
+sers WAN Interface IPv4 Settings:
+ Sacurity Select the type of IPv4 WAN Interface to use:

* SD-WAN
+Valp Disabled
+yPN PPPoE

*GRE @ DHOP

Static IP
YLAN

To see the [P address given to the WAN port, chick the Network Information page.

DHCP cheant momitor bnk state ¥

DNS servers:

Note: In case of dynamic links, if the manual overnde checkbox is not checked the address
provided will be used.

Manually set DNS:
Pnmary DNS Server: 192.168.2.1

Sacondary DNS Server:

Submit | | Reset | [ Apply Later

3. VolP

1. Navigate to VolP > B2BUA Options, and select "Route all SIP signaling through B2BUA".

2. This allows EdgeMarc to act as a back to back user agent and modify signaling exchange according to requirements.

Figure 5: VoIP
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& ridbon

Configuration
Menu

Help Sign Qut
VoIP

VolP ALG allows the system to recognize and register network devices.

Enable LLDP: i
LLDP Broadcast Interval (sec): 30
IPv4 only.

TFTP Server IP address:

In some cases, the ALG addresses will not comrespond to the addresses of the LAN or the
WAN ports, The addresses will be alias addresses that have been configured on the ports. In
general, the user should leave this feature disabled.

Use ALG alias IP Addresses:

ALG LAN Interface IP Address:
ALG LAN Interface 1Pvé Address:
ALG WAN Interface IP Address:
ALG WAN Interface IPvE Address:

192.168.1.1

192.168.2.101

Public NAT WAN IP addrass:
Private NAT LAN [P address:

Do strick RTP source check:
Enable Client List lockdown:
Allow Shared Usemames:
Strip G.729 from calls:

B2BUA Options:

Route all SIP signalling through B2BUA: [+
Enable Microsoft Feature: ]
Enable Comfort Nowse Generation [CNG):

Enable User-Agent header pass-through:

Media Security:
Enable SRTP support:
Enable MKI support:

Configure the range of TCP ports to use for handliing H.225 and H.245 TCP connections.
H.225/H.245 Port Range: 14085 - 15084

4. SIP Settings

1. Navigate to VolP > SIP Settings to configure the SIP settings.

2. Configure registrar FQDN as supplied. There is no need to select custom domain in this instance.

3. Choose required transport protocol and port number for signaling.

Figure 6: SIP
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& rivbon

Configuration

Help Sign Out
SIP Settings

SIP protacol settngs.

The SIF Server settings specify the address and port that all client traffic shall be forwarded to.

SIP Server Address: rg. s p-trurik. bilekorm. de
SIP Server Port: 5060

SIP Server Transport TCP -

Use Custom Domain: A

SIP Server Doman: sip-trunk.bebekom. de

List of SIP Servers:
Enable Multi-homed Outbownd Proxy Mada: [
Enable Transparent Proxy Mode:

Limit Qutbound to listed SIF Servers: ¥
Limit Inbound to listed SIP Servers: ¥
Include UPDATE In Allow: &
PRACK Suppart: 4]

GEQLOCATION Support:
Call Audit Support:

Allowed SIP Servers

This is the st of SIP Servers or registrars that are allowed when enabling the “Limit Outbound® (for
transparant meda gnly) and "Limit Inbound” (for transparent as well as non- transparent moda)
options. The configured SIP Server(s) above are always included and do not have to be in this list.

List of Allowed [Maximum 25] STP Servers

[ Deite |

Select: All None

SIP Server Address/FQDN | Port Iﬁanspnn:

The kst is currently empty

Add a new Allowed SIF Server
IP Address/FQDN:
Port:

Transport: UDP =

[ #dd | [ Reset |
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TCP

Port: 5060

Timeout {menutes): 10

TS

Port: 5061

TLS Protocol: TS0

Ciphars String: TLEVI+HIGH: SELv3:lal

LAM: Certificate: Defoult = Policy: Mo chedk -
WAN: Certificate: Defaull =  Policy: Mo check -

Exclude sips headers for TLS Tramsport

MAT Traversal Warning: This feature is beta and may not function correctly with certain NAT
devices
Select the NAT Traversal method to use when the system is behind a NAT dawvice:

@ Disablad
RFC-3581
STUN

S0P Modifications
SOP Codec Operation:
S0P Section that will be modified: audic
Codecs (comma separated list):

Reject when Mo Match Codec:

Strip Matched Expressions:

Ho action -

SIP Use New Port On Hold Resume: o

Priority Mumbers
Prinfity Numbear 1!

Priofity Number 2:
Prionity Mumber 3:

Prionty Number 4;

Enable SIP Statisbics: =

Regstration Rate-Pacing parameters are available on the Sunivability page.

5. Survivability

® Check and confirm SIP connectivity is shown for proxy (and that there is hame resolution since this requires DNS SRV lookup) under VoIP >
Survivability.

® The SIP Server reachability configuration is optional.

® On the same screen, configure registration rate pacing behavior as provided by Softswitch / IP-PBX.

Figure 7: Survivability
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. Helo Sign Out
&) ridbon  survivabiney
Survivabdity is a cellection of features that enable the system to extend the availablity of VolP servces, These
Configuration features inchude support for redundant Softswitches/TP PEX's and local call control in the event of WAN brk failure,
Menu Softswitch/IP PBX Falure, or during periods of network congestion that result in loss of connectivity o & rémobe
Softswitch/1P PEX. Chck bare for mors,
+ fudmin The system is using 3 dynamec WAN ink, Enablng Survivability when usng a dynaemes WAN brk = not 3 recommandad
* Matwork confguration. Seé the HsH Wk for mone detads.
* Usars
+Security.
*S0-WAN
- yalP Current Status
.
.'Hi*e'a S_!F Sarver Reachability:
* Survivabibity rmain Hame Address Port | P |W | Transport | Lost | Rowd | Status
:w @ | reg.pp- trunk. badakom . da | k-pr-302.edns. tipnet.de | 217.0.129.229 | 5060 | 100 | top o o Acbva
VBN 0| reg.sip- k. telekom. e | k-pe- 50 1edns . tipnet.de | 217.0.129.227 | S060 | 20 |0 | tep 1] o Ll
* GRE 0| rag.sip- trunk. tebokom.da | d-ipr- 202 edns.t-iprat.de | 217.0.26.133 | 5060(30|0 |tcp o o Tdle:
SIP Server Update Recenved at 13:59:23
Cumrent Call Control is: Remote
Commen Settings
Survivabiity: Disabled -
Time (8) babween DNS lockups: &0
SIP Server Reachability Configuration
The reachabdity settings control how often messages ane sent to the Softswitch/IP PEX and how quickly a
Softswitch/TP PEX will be declaed unreschable or reachable. The configuration below s used to determine
Softswitch/IP PEX reachability for bath redundancy and local or remote call control functons.
@ Reqular Proxy Reachability Detection
SIP Keepalive Messagas:
Enable keepalive messages for active server
Time betwesn Keepalive messages [sec.): 3
HNumber of mssed messages to declare alam: 3
HNumber of recened messages to clear alarm: 10
Interprat ermor Codé a8 Success: 403
No-rasponse backoff algorithm: Ragular =
Mazxenien backell mterval [sec,): 40
Reachabwbty holdof! (sec.): L]
Ignore holdaff when local
SIP Requests:
Note

If you do not have SIP Server Redundancy Configuration (below) enabled and DNS SRV lookup, you will not see the multiple entries
shown in the screenshot above.

Figure 8: SIP Server Redundancy Configuration
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SIP Server Redundancy Configuration

Redundancy allows the DNS server to give multiple 51P Server names in the answers to SRV lockups, Each servar will
be monitored using penodic messages and the highest priority answer which is curently reachable will be wsed for

slgnahng.

Enable SIP server redundancy: |
Enable forward next REGISTER B
Enable sticky failover mode

Enable SRV Lookup el
Enable 503 responsa for SUBSCRIBE with transparent mode aftar server Failover 1

Local Call Control Configuration

Number of digits for kecal dialing: a

Enable Shared Call:

Request Subscrber Information from SIP Sarver: ]

Maxamum Registration Expiry (5): 3600

Local Made Indicator: off -
Local Made Message: Lacal Mode

Pass Through Mode: il

Codec Choica: G711 ulaw =

Sip Registration Control

Expires Override

The Expirés Overnide settings allow you to configure whether to overmnde the expires values from the phone or the
soft-switch in order to modify the registration expiration tima,

Enable Phone Expires Overnde:

Fhone Expires Overnde (5): &
Enable Soft-Switch Expires Override: B
Softswitch/IP PBX Expires Overnde (5): 3600

Registration Rate-Pacing
The Registration Rate-Pacing sattings allow you to configure the rate that REGISTER messages will be forwarded to
the Softawitch/TP PEX.

Rata-Pacing bahawvior: Soft-Switch/TP PEX provided valug =
Rate-Pacing interval (s): 1500

Send Deregister after Server Failover

Enable Sending Deregister after Server Failover:

De-Register Response Expires value (5): 0

[ submit | [ Reset | | Apply Later |

6. B2BUA Trunking Configuration

1. Navigate to VolP > B2BUA to configure SIP Trunk on LAN to PBX and WAN to DT Registrar.
2. In the test setup, PBX on LAN was the Phonerlite client on the laptop that had its IP address allocated by EM acting as DHCP server.

Figure 9: B2BUA Trunk Configuration
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" bl Seon Ot
@ r|bbon B2BUA Trunking Configuration
This page supports only 1Pvd addressing
Confi 2 I ordir for changes b this page to be applied, you vt oick the “Subavl™ or “Apply Later” butten ab the bottem of the
Menu
.
'% Ti ki Devi
a runking Uevices
:m M Adldrass Pt Grop b ST T Rbgistration Stalus Transport
"R O LANPEX  192.168.1.150 5080 b
W3 Ww Entry
_ﬂ:& M Modal:  Genr PRX -
:m % Address(IP/FQDM): Usé DNS SRY:
* 2lP GW Port: 060 Transport: UDF =
= Tnunking Groug
.!.mﬂiﬂ Source FOON;
* Sunsivabiity Usamama: Pagaword:
+ Chonts List
-m Authaneats Rﬂ?ﬂﬂ'ﬂm!
*4EH Update
*GRE '
Credentials and Registration
ADR Auth-User Password Registrar ‘Status Tramsport
BpI+492 2842234 TOOSID- reg.sp-
0 rrunk. tobsiom. de e ——_ trunic Ealakom, 36: 5060 — -
5511208224 T80
O/ defacie trunk. telekom. de oL
Waw Entry
Crodentials
USamnama Auth-User:
it Paiaword:
Password:
Confim Password:
Usa as dalault:
Pagairas
® Don't Register
Daefault SIP Proxy

® The first set of credentials is for the REGISTER challenge to register the SIP trunk.

Figure 10: Credentials and Registration-1

Credentials and Registration
ADR

@ SPA9IZBA22234700s5i0-

b ¢ yre SS1129622478

O dafaul brunk. telakom.de
Credentials
U rviame; HELIMIIIHT
Eht Pagdwednd:
Password;
Confim Passwond:
Usd a8 Jefauln:
Ragistrar
Don't Register
Dafaut SIP Proxy
Custom UR] Domain:
# Domain: SR ——
Address (optional}:
Transpedt:
Regrter Optond (Cptonal)
Default Expires:

Fibg Bl bRk bebbioe.
TCF =

Update

Auth-User

Password Registrar Status Transport

LR oK TP

reg.sip-
trunk. talekom de: 5060

5511298224 T8 Jsip-

L L L

e Entry

Auth-User: 551129822478

Renew inberval:

® The next part is for the INVITE challenge when trying to place calls over the SIP trunk.

Figure 11: Credentials and Registration-2
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Credentials and Registration
AOR Auth-User Password Registrar Status Transport

Sip:+4R2ZB4232347D RSP reg.sip-
trurik. belakom. de EElizeRaina = et trunk. telakom, de: 5060 i

@ defaul ﬁmﬁ” s sat
New Entry
Credentials
L aamiam 2 Auth-User: 5511206224788 5p-trur
Edit Password:
Pagsword:
‘Confirm Password:
Use as default: 7
Regetras
= Don't Repstar
Default SIP Proxy
Custom URI Domain:
Dremain:
Addrass (optional): Port:
Transpost:
Register Options (Optianal)
Default Expires: ST, Renaw inberval: L

Update

¢ Action to send incoming calls to LAN PBX.

Figure 12: Actions 1

Actions
Hame Sand Pric Hunt Header Refer-To-RalNV
-] SENDTOLANPEX v
=] ADDPPIHEADER o s
Kéw Entry

Hame: SENDTOLANPEX
Send Ta: @ Trunking Device: LANFEY =

Chant:

LAl

ReEponse:
Pricaitize: Rafer to Re-INVITE:
Serial Hunting: P Add

Delete |
E. 164 Conversion nule: Hone - Conversion mode: Add =
Headar Manipulations:
Header Value

Headar: Requast-UR1 - | Add |
Walue:
| update

® Action for adding P-Preferred Identity Header to all calls going to the DT SIP Trunk (only needed if PBX is not already adding this).

Figure 13: Actions 2
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Actions
Nanme Send Prio Hunt Header Refer-To-ReINY
-] SENDTOLANPEX 4
L] ADDPPIHEADER ¥ v
New Entry
Hame: ADDPPHEADER
Send To: # Trunking Davice: Hone -
Chent:
URI:
Rasponsa:
Proritize: Refer to Re-INVITE:
Sarial Hunting: » [ Add |
- | Delete |
E.164 Conwvarsion rule: Hone - Conversion modié: Add =
Header Mansgulations:
Header Value
@ p-preferred- Identiby fesips” + Sfrom.un,user + ‘GSsip- trunk. belekom, de; usersphane >’
Haadar: Requast-URT = Add |
Valua:
[[update |

® Match condition for sending all incoming calls to the LAN PBX.

Figure 14: Match 1

Match
Direction Mode Daf Called Calling Source Action
Match Pattern Match Pattarn
D Inbsund BothModes W Ay SEMOTOLANPEX
@ Outbeund BothModes matches Any ADDPPIMEADER
Mew Entry
Direction: Inbound -
Made BothModes -
@ default
Pattedm:
Called Party © | matches
Caling Party: matches
Source:
Action: SENDTOLANFEX =
update |
submit | | Reset | | Apply Later

® Action to add P-Preferred Identity Header to outgoing calls as required from LAN PBX to DT Trunk.

Figure 15: Match 2
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Match
Diraction Mode Daef Called Calling Source Action
Match Patiern Match Pattern
@ Inbound Bathhades v Any SENDTOLANPEX
O outbound BothMades matchas - ANy ADDPPIHEADER
New Entry
Dargction: Ouithound -
Mode BothModes -
dafault
@ Pattem: Called =
Called Party : matches -
Calling Party: matches
Source: Any v
Action: ADDFPIHEADER ~
(_update |

Section B: Emulated PBX Configuration

Phonerlite is used as an Emulated PBX in the current setup.

Figure 16: Phonerlite 1

® Phonerte — Py

Action Options Help

LT VUBCOES

Destination number

E Number Duration Codecs 5 %
1|
i
e =
Lo ]
et
‘| i f

5 togbook [ [5) Pronebook | = eghowus| 11 confouabon | 5 st

L G hy

[.5. EM_LAKPEX v] |_o =} L | FJ

Il Haw Rerame  Delete Saveas.. Save

R server - uaerlf&t'1 Netmml Y l:odesl[z] i:en:mtel ) sound

Proxy/ Registrar STUN server
192.168.1.1
[T register MWI Bomain/Reaim
00 &) ceco

Bl EM]DENPBX * @ sip:+4922842276160@192.168.2.118;transport=tcp

Figure 17: Phonerlite 2
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:

% Phonerlite
Action Options Help
LeRYéerOE=

Destination number

1 || 2 3 Number Duration Codecs
e %%
FRE il
gi || M | mno
A | - 9 -
FER N X B
P
|
|%:° Logbuok[ phonehuoklﬁ' Nedghhuursl  Messages| K21 configuration | 244 m|
| r ’ d [t
(L Lan_pex A 74 = M 2 B
1! New Rename  Delete Saveas.. Save
*:?:' Server ) User ‘Cﬁ Natwmk‘ I Eodecsl (=] Certﬁcatal B sound|
User name Displayed name Mailbox number
+4922842223471 | | PhonerLite
Password Authentication name Phone number
+4922842223471
<L LAN_PBX ~|@ sp:+4922842223471€192.168.1.150

Supplementary Services and Features Coverage

The following checklist depicts the set of services/features covered through the configuration defined in this Interop Guide.

Sr.No. Supplementary Features/Services Coverage
1 Basic Registration v
2 Basic Inbound Call v
3 Basic Outbound Call v
Legend

Item Definition

| Supported

X Not Supported

N/A | Not Applicable

Support

For any support related queries about this guide, contact your local Ribbon representative, or refer to the following details:

® Sales and Support: 1-833-742-2661
® Other Queries: 1-877-412-8867
® Website: https://ribboncommunications.com/about-us

References

For detailed information about Ribbon products and solutions, visit: https://ribboncommunications.com/products
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For detailed information about Deutsche Telekom products and solutions, visit: https://www.telekom.com/

Conclusion

This Interoperability Guide describes a successful configuration covering Deutsche Telekom SIP Connect interop involving the Ribbon EdgeMarc
SBC. All the necessary features and serviceability aspects stand covered as per the details provided in this interoperability document.

© 2021 Ribbon Communications Operating Company, Inc. © 2021 ECI Telecom Ltd. All rights reserved.
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