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Interoperable Vendors

Anywhere365° B e

Microsoft Teams

Copyright

© 2021 Ribbon Communications Operating Company, Inc. © 2021 ECI Telecom Ltd. All rights reserved. The compilation (meaning the collection,
arrangement and assembly) of all content on this site is protected by U.S. and international copyright laws and treaty provisions and may not be used,
copied, reproduced, modified, published, uploaded, posted, transmitted or distributed in any way, without prior written consent of Ribbon
Communications Inc.

The trademarks, logos, service marks, trade names, and trade dress (“look and feel”) on this website, including without limitation the RIBBON and
RIBBON logo marks, are protected by applicable US and foreign trademark rights and other proprietary rights and are the property of Ribbon
Communications Operating Company, Inc. or its affiliates. Any third-party trademarks, logos, service marks, trade names and trade dress may be the
property of their respective owners. Any uses of the trademarks, logos, service marks, trade names, and trade dress without the prior written consent
of Ribbon Communications Operating Company, Inc., its affiliates, or the third parties that own the proprietary rights, are expressly prohibited.

Document Overview

This document outlines the configuration details for Ribbon's SBC SWe Core interworking & compliance with Anywhere365 and Microsoft Teams.

About Ribbon SBC SWe Core

The Ribbon Session Border Controller Software Edition Core (SBC SWe Core ) provides best-in class communications security. The SBC SWe Core
dramatically simplifies the deployment of robust communications security services for SIP Trunking, Direct Routing, and Cloud UC services. The SBC
SWe Core operates natively in the Azure and AWS Cloud as well as on virtual machine platforms including Microsoft Hyper-V, VMware, and Linux
KVM.

About Anywhere365

Anywhere365 Contact Center and Enterprise Dialogue Management is able to leverage the capabilities of Microsoft Teams to route calls to Teams
powered agents with all the rich features of Anywhere365, such as: Call recording, Real-time Translation, IVR, Supervisor, Reporting, Wallboards and
more.

Scope

This document provides configuration best practices for deploying Ribbon SBC SWe Core when connecting with Anywhere365 and Microsoft Teams.
Note that these are configuration best practices, and each customer may have unique needs and networks. Ribbon recommends that customers work
with network design and deployment engineers to establish the network design that best meets their requirements.

Non-Goals

It is not the goal of this guide to provide detailed configurations that will meet the requirements of every customer. Use this guide as a starting point
and build the SBC configurations in consultation with network design and deployment engineers.

Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring both the Ribbon SBC and the third-party
product. Navigating the third-party product as well as the Ribbon SBC Core is required. Understanding the basic concepts of TLS/TCP/UDP, IP
/Routing, SIP/RTP and SIP/SRTP is also necessary to complete the configuration and any required troubleshooting.

Prerequisites

The following aspects are required before proceeding with the interop:

Ribbon SBC SWe Core on Microsoft Azure
SBC SWe Core License
Public IP Addresses and Port
Anywhere365 SIP trunks
® Contact Anywhere365 for Domain, IP, and Port information

Confidential and Proprietary. Copyright © 2020-2023 Ribbon Communications Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.



® TLS Certificates for SBC SWe Core
® For details refer to the "License and TLS Certificates" section in the document

Note
During this interop, the SIP trunk between Anywhere365 and Ribbon SBC SWe Core has been configured with TLS and SRTP.

Product and Device Detalls

The configuration uses the following equipment and software:

Table 1: Requirements

Product Equipment/ Devices Software/ Firmware Version
Ribbon Communications Ribbon SBC SWe Core 9.2.1
Microsoft Corporation Microsoft Teams Client Desktop app | 1.4.00.11161

Microsoft Teams Client Mobile app 1416

Third Party Phones Kapanga Softphone 1.00
Phonerlite 2.93

Anywhere365 Anywhere365 SIP trunks NA

Administration and Debugging Tools | Wireshark 3.2.7
LX Tool 2.1.0.6
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Document Workflow

The sections in this document follow the sequence below. The reader is advised to complete each section for a successful configuration.
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'

Ribbon SBC SWe Core Configurations
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Ribbon SBC SWe Core Configuration
towards Anywhere365 Cloud

Section A : Ribbon SBC SWe Core Configuration

Installing Ribbon SBC SWe Core on Microsoft Azure

The SBC SWe Core is available for deployment on Microsoft Azure Cloud. To deploy an SBC SWe Core instance, refer to Instantiate Standalone
SBC with Terraform on Azure.

Whitelisting IP's on Network Security Group (NSG)

1. Login to Azure portal.
2. Search for "Virtual Machine" and click on your SBC.

3. Select Networking > Inbound port rules.
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4. Under Inbound port rules, add IPs for MS Teams, PSTN, and Anywhere365.

|,O Search (Ctrl+/) ‘ «

Inbound port rules | Outbound port rules Application security groups Load balancing

K2 Overview

@ Network security group security_groupiot_mgt0 (attached to network interface: tfiot-mgt)

 Activity log Impacts 0 subnets, 4 network interfaces
A Access control (IAM)
¢ Tags Priority Name Port Protocol
&2 Diagnose and solve problems 193 Swelite PSTN_Peer Any Any
Settings 133 wfats Any Any
143 TEAMS_IP Any Any
& Connect 153 I0T_BATS Any Any
& Disks 163 internalCommunication Any Any
B size 173 Corporate Any Any
@ Security 183 plats Any Any
@ Advisor recommendations 193 Ottawa Any Any

5. Under Outbound port rules, add IPs for MS Teams, PSTN, and Anywhere365.

‘/O Search (Ctrl+/) | &

Inbound port rules Outbound port rules |  Application security groups Load balancing

B overview
@ Network security group security_groupiot_mgt0 (attached to network interface: tfiot-mgt)

E Activity log Impacts 0 subnets, 4 network interfaces

A Access control (IAM)

¢ Tags Priority Name Port Protocol

&2 Diagnose and solve problems 100 TEAMS-IP Any Any

Settings 110 anywhere-365 Any Any
65000 AllowVnetOutBound Any Any

& Connect 65001 AllowlInternetOutBound ~ Any Any

& Disks 65500 DenyAllOutBound Any Any

License and TLS Certificates

Prerequisites:

® For TLS to work on the public side of the network, a trusted Certificate Authority (CA) is needed. In this scenario, GoDaddy is used as a
Trusted CA.

® Enable Anywhere365 and Microsoft teams trunk with TLS/SRTP.

® For information related to TLS certificate generation and adding it in SBC, refer to the following page SBC 8.2 - Configure SBC for TLS.

Import Required Certificates

#l mport Public CA Root Certificate into database.

set systemsecurity pki certificate CA _CERT fileName caCertificate.cer type renote state enabl ed

set systemsecurity pki certificate MSFT_CERT fileNane nsftCertificate.cer type renmpte state enabl ed
commi t

#l nmport Public CA Certified SBC Server Certificate into database.
set systemsecurity pki certificate SBC_CERT fil enanme sbcl_cert.pl2 passPhrase <Password defined during CSR
generation> state enabl ed type | ocal

Import Anywhere365 certificates placed on the SBC at /opt/sonus/external location.
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set systemsecurity pki certificate ANYWHERE_CACERT fil eName AAACertificateServices.cer type renote state enabl ed
set systemsecurity pki certificate ANYWHERE_CERT1 fil eName Secti goRSADonmi nVal i dati onSecureServer CA.crt type
renote state enabl ed

set systemsecurity pki certificate ANYWHERE_CERT2 fil eNane USERTrust RSAAAACA. crt type renote state enabl ed

conmi t

Cryptosuite Profile

Create a cryptosuite profile required for Microsoft teams and Anywhere365.

Attach the cryptosuite profile to the packet service profile that will be created later in the Anywhere365 and Microsoft teams Leg Configuration.

set profiles security cryptoSuiteProfile CRYPT_PROF entry 1 cryptoSuite AES-CM 128- HVAC- SHA1- 80

set profiles security cryptoSuiteProfile CRYPT_PROF entry 1 sessionParaneterFl ags unencrypt edSRTCP di sabl e
set profiles security cryptoSuiteProfile CRYPT_PROF entry 1 sessionParaneterFl ags unencrypt edSRTP di sabl e

set profiles security cryptoSuiteProfile CRYPT_PROF entry 1 sessionParaneterFl ags unaut henti cat edSRTP di sabl e
conmi t

TLS Profile
A TLS Profile is required for the TLS handshake between the SBC Core and Anywhere365. This profile defines cipher suites supported by the SBC
Core. Create the TLS profile as mentioned below.

set profiles security tlsProfile CORE_TLS_PROF clientCertNanme SBC_CERT serverCertNanme SBC_CERT ci pher Suitel
tls_ecdhe_rsa_w th_aes_256_cbhc_sha384 cipherSuite2 tls_ecdhe_rsa_w th_aes_128_chc_sha authCient true all owedRol es
clientandserver acceptabl eCertValidati onErrors invalidPurpose

set profiles security tlsProfile CORE_TLS PROF vl1_1 disable

set profiles security tlsProfile CORE_TLS PROF v1_0 disable

set profiles security tlsProfile CORE_TLS PROF vl_2 enable

commi t

Attach the TLS Profile to the SIP Signaling Port that will be created later in the Anywhere365 and Microsoft teams Leg Configuration.

Ribbon SBC SWe Core Common Configurations
RTCP for Media
To configure the RTCP for media, execute the following commands.

Configure the report interval and disable the sendBYEPacket .

set system nedi a nedi aRt cpControl senderReportinterval 5
conmi t
set system nedi a nedi aRt cpControl sendBYEPacket di sabl ed
commi t

Codec Entry

Codec entry allows you to specify the codec used for the call. Create the codec entry for G711Ulaw codec with packet size 20 and rfc2833 method for
dtmf.

set profiles media codecEntry Grll-A codec g711ss | aw ALaw packetSize 20 dtnf relay rfc2833
set profiles media codecEntry Gr11l-U codec g711ss | aw ULaw packet Size 20 dtnf relay rfc2833
commi t

SIP Domain

Configure a global SIP Domain Name.

Note
The SBC performs a failover to another Office 365 site when the primary data center site is down. Currently, Microsoft Office 365 uses the
following sites.

® sip.pstnhub. mcrosoft.com
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® sjp2. pstnhub. microsoft.com
® sjp3. pstnhub. mcrosoft.com

set gl obal sipDonain Sl P. PSTNHUB. M CROSOFT. COM
set gl obal sipDonain SIP2. PSTNHUB. M CROSOFT. COM
set gl obal sipDomain SI P3. PSTNHUB. M CROSOFT. COM
conmi t

Configure FQDN for SBC (example - abc.example.com) and Anywhere365 FQDN (example - xyz.example.com).

set gl obal sipDonai n ABC. EXAMPLE. COM
commi t
set gl obal sipDomai n XYZ. EXAMPLE. COM
conmi t

Configure Ring Back Tone (without DSP)

You can configure ring back tones to play on certain codecs even though DSP cards/licenses are not available.

i Caution
Only certain codecs are supported for playing tones as announcements. For more information, refer to Tones and Announcements > Playin
g Tones as Announcements.

set profiles nmedia toneCodecEntry g711u codec g711

set profiles media toneCodecEntry g711u | aw ULaw

commi t

set profiles nmedia toneCodecEntry g71la codec g711

set profiles media toneCodecEntry g71la | aw ALaw

commi t

set profiles media toneAsAnnouncenentProfile toneType def Ring codecType g711lu segnmentld 20001
set profiles media toneAsAnnouncenentProfile toneType def Ring codecType g71la segnentld 20002
commi t

Configure Path Check Profile

Create and attach a Path Check Profile to the Teams side.

set profiles services pathCheckProfile TEAMS_PATH CHECK PROF protocol sipOptions sendlnterval 60 replyTi meout Count
1 recoveryCount 1

set profiles services pathCheckProfile TEAMS_PATH CHECK PROF transportPreference preferencel tls-tcp preference2
None preference3 None preference4 None

conmi t

Create and attach a Path Check Profile to the Anywhere365 side.

set profiles services pathCheckProfile ANY_PATH CHECK PROF protocol sipOptions sendlnterval 60 replyTineout Count 1
recoveryCount 1

set profiles services pathCheckProfile ANY_PATH CHECK PROF transportPreference preferencel tls-tcp preference2
None preference3 None preference4 None

commi t

Crankback Profile

Create a crankback profile and attach it to the MS teams and PSTN trunk group.

set profiles callRouting crankbackProfil e CRANKBACK_PROFI LE reason 2
set profiles callRouting crankbackProfil e CRANKBACK PROFILE reason 3
set profiles callRouting crankbackProfil e CRANKBACK_PROFI LE reason 34
set profiles callRouting crankbackProfil e CRANKBACK_PROFI LE reason 38
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set profiles callRouting crankbackProfil e CRANKBACK_PROFI LE reason 42

set profiles callRouting crankbackProfil e CRANKBACK PROFILE reason 44

set profiles callRouting crankbackProfil e CRANKBACK_PROFI LE reason 102
set profiles callRouting crankbackProfil e CRANKBACK_PROFI LE reason 130
set profiles callRouting crankbackProfil e CRANKBACK PROFI LE reason 135
set profiles callRouting crankbackProfile CRANKBACK_PROFI LE reason 140
set profiles callRouting crankbackProfil e CRANKBACK_PROFI LE reason 143
set profiles callRouting crankbackProfil e CRANKBACK_PROFI LE reason 147
set profiles callRouting crankbackProfile CRANKBACK_PROFI LE reason 149
set profiles callRouting crankbackProfil e CRANKBACK PROFILE reason 151
set profiles callRouting crankbackProfil e CRANKBACK_PROFI LE reason 152

Ribbon SBC SWe Core Configuration towards Microsoft Teams

IP Interface Group

Create an IP Interface Group. For more information, refer to Configure SBC.

set addressContext default
set addressContext default
i pPubl i cvarV4 | F3. FI PV4
set addressContext default
conmmi t

iplnterfaceGoup LIF2 iplnterface PKT1_V4 ceNane vsbcSystem portNanme pkt1l
iplnterfaceGoup LIF2 iplnterface PKT1_V4 ipVarV4a | F3.1PV4A prefixVarV4 | F3. PrefixV4

iplnterfaceGoup LIF2 iplnterface PKT1_V4 node inService state enabl ed

Configure Zone

This Zone groups the set of objects used to communicate to MS Teams.

Configure the domain name (for example, abc. cust ormer s. i nt er opdonai n. conm) and attach it to the appropriate zone.

set addressContext default zone CORE_ZONE id 4
set addressContext default zone CORE_ZONE donmi nName abc. customers.interopdomai n.com
conmi t

IP Peer

Create an IP Peer for all three sites configured as global SIP Domain names and attach it to the Path Check Profile.

set addressContext default zone CORE_ZONE i pPeer
fqgdnPort 5060

set addressContext default zone CORE_ZONE i pPeer
fqgdnPort 5060

set addressContext default zone CORE_ZONE i pPeer
fqdnPort 5060

conmi t

TEAMS_SI P_PSTNHUB policy sip fgdn sip.pstnhub.nicrosoft.com
TEAVS_SI P2_PSTNHUB policy sip fqgdn sip2.pstnhub. nicrosoft.com

TEAMS_SI P3_PSTNHUB policy sip fqgdn sip3. pstnhub. mcrosoft.com

set addressContext default zone CORE_ZONE i pPeer
set addressContext default zone CORE_ZONE i pPeer
host Nane si p. pst nhub. m crosoft.com host Port 5060
commi t

TEAMS_SI P_PSTNHUB pat hCheck profil e TEAVMS_PATH_CHECK_PROF
TEAMS_SI P_PSTNHUB pat hCheck profil e TEAMS_PATH_CHECK_ PROF
state enabl ed

set addressContext default zone CORE_ZONE ipPeer TEAMS_SI P2_PSTNHUB pat hCheck profil e TEAMS_PATH_CHECK_PROF
set addressContext default zone CORE_ZONE i pPeer TEAMS_SI P2_PSTNHUB pat hCheck profile TEAMS_PATH CHECK PROF
host Nane si p2. pst nhub. m crosoft.com hostPort 5060 state enabl ed

commi t

set addressContext default zone CORE_ZONE i pPeer TEAMS_SI P3_PSTNHUB pat hCheck profile TEAMS_PATH CHECK PROF
set addressContext default zone CORE_ZONE i pPeer TEAMS_SI P3_PSTNHUB pat hCheck profile TEAMS_PATH CHECK PROF
host Narme si p3. pst nhub. m crosoft. com host Port 5060 state enabl ed

conmi t
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Note
For TLS, the SBC increments the port number of the IP Peer by one while sending out any call. Configure a port less than the port on
which the remote peer listens. This is applicable only for the TLS protocol.

SIP Signaling Port

Define the SIP Signaling port, which is a logical address permanently bound to a specific zone, that sends and receives SIP call signaling packets.

set addressContext default zone CORE_ZONE id 4 sipSigPort 104 iplnterfaceG oupNane LIF2 ipVarV4 | F3.1PV4
port Nunber 5060 transportProtocol sAl |l owed sip-tls-tcp ipPublicVarv4 |F3. Fl PV4

set addressContext default zone CORE_ZONE id 4 sipSigPort 104 state enabl ed node inService

conmi t

Attach the TLS Profile to the SIP Signaling Port that will be created for Anywhere365 and Microsoft teams Leg Configuration.

set addressContext default zone CORE_ZONE si pSigPort 104 state disabled node out O Service
conmi t

set addressContext default zone CORE_ZONE sipSigPort 104 tlsProfil eNane CORE_TLS PROF
conmi t

set addressContext default zone CORE_ZONE si pSigPort 104 node inService state enabl ed
conmi t

Configure DNS Group

Create DNS objects for DNS resolution within a particular zone. Use the interface with public connectivity.

set addressContext default dnsG oup EXT_DNS_GRP

set addressContext default dnsG oup EXT_DNS GRP type ip interface LIF2 server EXT_DNS i pAddress 8.8.8.8 state
enabl ed

set addressContext default zone CORE_ZONE dnsGroup EXT_DNS _GRP

conmi t

LRBT Profile

1. Create a Local Ring Back Tone (LRBT) profile that is attached to the Teams side and the PSTN side.
2. Enable Dynamic LRBT.

set profiles media toneAndAnnouncenent Profile LRBT_PROF
set profiles media toneAndAnnouncenent Profile LRBT_PROF | ocal R ngBackTone signal i ngTonePackageSt ate enabl e
set profiles media toneAndAnnouncenent Profile LRBT_PROF | ocal Ri ngBackTone precedence | ower
set profiles media toneAndAnnouncenent Profile LRBT_PROF | ocal R ngBackTone makel nbandToneAvai |l abl e enabl e
set profiles nmedia toneAndAnnouncenent Profile LRBT_PROF | ocal Ri ngBackTone flags useThi sLrbt For Egress enabl e
set profiles media toneAndAnnouncenent Profile LRBT_PROF | ocal R ngBackTone flags useThi sLrbt Forl ngress enabl e
set profiles media toneAndAnnouncenent Profile LRBT_PROF | ocal R ngBackTone flags dynanmi cLRBT enabl e
conmi t

Note

If DSP cards/licenses are not available, set the flag announcenent BasedTones to enabl e:

set profiles nmedia toneAndAnnouncenent Profil e LRBT_PROF | ocal R ngBackTone fl ags announcemnent BasedTones
enabl e
commi t

Ensure that you enter the configuration described in the "Ring Back Tone (without DSP)" section of this page.

DM/PM Criteria

Create the DM/PM Criteria based on the tenant's number prefix. In the following example, the "TEAMS_TENANT_A" profile is created to match the
called number "807777."

set profiles digitParanmeterHandling dnmPnCriteria TENANT_A O_CRITERIA criteriaType digit
set profiles digitParanmeterHandling dnmPnCriteria TENANT_A 0 _CRITERI A di gi t Type cal | edNunber
set profiles digitParanmeterHandling dnmPnCriteria TENANT_A O_CRI TERI A par anet er PresenceCheck exists
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set profiles digitParanmeterHandling dmPnCriteria TENANT_A O_ CRITERIA digitCriteria egressFlag val ue send

set profiles digitParanmeterHandling dnmPnCriteria TENANT_A O CRITERIA digitCriteria egressFlag operation ignore

set profiles digitParanmeterHandling dnmPnCriteria TENANT_A O CRITERIA digitCriteria digitMatch val ue
startDigitPosition O

set profiles digitParanmeterHandling dnmPnCriteria TENANT_A O CRITERIA digitCriteria digitMatch value nunberODigits
6

set profiles digitParanmeterHandling dnmPnCriteria TENANT_A O_CRITERIA digitCriteria digitMtch value matchVal ue
807777

set profiles digitParanmeterHandling dnmPnCriteri
set profiles digitParanmeterHandling dnPnCriteri
set profiles digitParanmeterHandling dnPnCriteri
set profiles digitParaneterHandling dnmPnCriteri
data

set profiles digitParameterHandling dnmPnCriteria TENANT_A O_CRITERIA digitCriteria numberingPl anl ndi cat or
operation ignore

set profiles digitParanmeterHandling dnPnCriteri
set profiles digitParaneterHandling dnmPnCriteri
set profiles digitParanmeterHandling dnPnCriteri
set profiles digitParanmeterHandling dnmPnCriteri
i gnore

set profiles digitParanmeterHandling dnPnCriteria TENANT_A O CRITERIA digitCriteria screeningvatch val ue none

set profiles digitParanmeterHandling dmPnCriteria TENANT_A O_CRITERIA digitCriteria screeningVatch operation ignore
commi t

TENANT A O CRITERIA digitCriteri
TENANT A O CRITERIA digitCriteri
TENANT_A O_CRITERIA digitCriteri
TENANT A O CRITERIA digitCriteri

di gi t Mat ch operation equal s
nat ur eCf Addr ess val ue 950

nat ur eCf Addr ess operation ignore
nunberi ngPl anl ndi cat or val ue

QO oD Q@
LD LoD QP

TENANT_A O CRITERIA digitCriteri
TENANT A O_CRITERIA digitCriteri
TENANT A O CRITERIA digitCriteri
TENANT_A O_CRITERIA digitCriteri

nunber Length val ue 0

nunber Lengt h operation ignore
presentati onMatch val ue none
presentationMat ch operation

[ I )
Lo L P

DM/PM Rule

Create a DM/PM rule and attach the Criteria created under DM/PM Criteria. If the value matches, the SBC puts the tenant's FQDN in the "From"
header ("abc. exanpl e. cont, in this example).

set profiles digitParaneterHandl ing dmPnRul e CORE_DWMPM subRule O criteria TENANT_A O_CRI TERI A

set profiles digitParaneterHandling dnmPnRul e CORE_DVPM subRul e 0 rul eType uri

set profiles digitParaneterHandling dnmPnRul e CORE_DVMPM subRul e O uri Paranet er Mani pul ati on uri Type cal lingUri

set profiles digitParaneterHandling dmPnRul e CORE_DMPM subRul e O uri Paranet er Mani pul ati on uri Paranet er Mani pul ati on
user Par anet er none

set profiles digitParaneterHandling dnmPnRul e CORE_DMPM subRul e O uri Paranet er Mani pul ati on uri Paranet er Mani pul ati on
scheme none

set profiles digitParaneterHandling dmPnRul e CORE_DVMPM subRul e O uri Par anet er Mani pul ati on uri Paranet er Mani pul ati on
user name none

set profiles digitParaneterHandling dnmPnRul e CORE_DVPM subRul e 0 uri Paranet er Mani pul ati on uri Paranet er Mani pul ati on
presentation none

set profiles digitParameterHandling dmPnRul e CORE_DMPM subRul e O uri Paranet er Mani pul ati on user | nf oMani pul ati on
start CharacterPosition 0

set profiles digitParaneterHandling dmPnRul e CORE_DMPM subRul e O uri Paranet er Mani pul ati on user | nf oMani pul ati on
nunber O Characters 0

set profiles digitParaneterHandling dnmPnRul e CORE_DMPM subRul e O uri Par anet er Mani pul ati on user | nf oMani pul ati on
useri nfoLengt h nol nput

set profiles digitParaneterHandling dnmPnrRul e CORE_DVPM subRul e 0 uri Paranet er Mani pul ati on user | nf oMani pul ati on
repl acenent type constant

set profiles digitParaneterHandling dmPnRul e CORE_DMPM subRule O ur
repl acenent characterString callingNunber

set profiles digitParaneterHandling dmPnRul e CORE_DMPM subRul e O uri Par anet er Mani pul ati on user| nf oMani pul ati on
repl acement startCharacterPosition 0

set profiles digitParaneterHandling dnmPnRul e CORE_DMPM subRul e O uri Par anet er Mani pul ati on user | nf oMani pul ati on
repl acement nunber O Characters 0

set profiles digitParaneterHandling dnmPnRul e CORE_DVPM subRul e 0 uri Paranet er Mani pul ati on user | nf oMani pul ati on
repl acenent value ""

set profiles digitParameterHandling dmPnRul e CORE_DMPM subRul e O uri Paranet er Mani pul ati on host Port Mani pul ati on
por t Nunmber noChange

set profiles digitParaneterHandling dmPnRul e CORE_DMPM subRul e O uri Par anet er Mani pul ati on host Port Mani pul ati on
start CharacterPosition 0

set profiles digitParaneterHandling dnmPnRul e CORE_DMPM subRul e O uri Par anet er Mani pul ati on host Port Mani pul ati on
nunber O Characters 64

set profiles digitParaneterHandling dnmPnrRul e CORE_DVPM subRul e 0 uri Paranet er Mani pul ati on host Port Mani pul ati on
repl acenent type constant

set profiles digitParameterHandling dmPnRul e CORE_DMPM subRul e O uri Paranet er Mani pul ati on host Port Mani pul ati on
repl acenent characterString none

set profiles digitParaneterHandling dmPnRul e CORE_DMPM subRul e O uri Par anet er Mani pul ati on host Port Mani pul ati on
repl acement startCharacterPosition 0

set profiles digitParaneterHandling dnmPnRul e CORE_DMPM subRul e O uri Par anet er Mani pul ati on host Port Mani pul ati on
repl acement nunber O Characters 0

set profiles digitParaneterHandling dnmPnRul e CORE_DVPM subRul e 0 uri Paranet er Mani pul ati on host Port Mani pul ati on

Par amet er Mani pul ati on user | nf oMani pul ati on
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repl acement val ue abc. exanpl e. com
conmi t

Packet Service Profile (PSP)

Create a Packet Service Profile (PSP) for the Teams side. The PSP is specified within the SIP Trunk Group configuration.

set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles nedi
enabl e

set profiles medi
set profiles nedi
set profiles nedi
set profiles medi
conmi t

packet Servi ceProfil e TEAMS_PSP

DO oL LY

QL D QP

IP Signaling Profile

packet Servi ceProfile TEAMS_PSP codec codecEntryl Gr11-A

packet Servi ceProfile TEAMS_PSP codec codecEntry2 G711-U

packet ServiceProfile TEAMS PSP rtcpOptions rtcp enabl e term nati onFor Passt hrough enabl e
packet Servi ceProfile TEAVS_PSP preferredRt pPayl oadTypeFor Dt nf Rel ay 101

packet Servi ceProfile TEAMS PSP sil encel nsertionDescriptor g711Si dRt pPayl oadType 13 heart beat

packet Servi ceProfile TEAMS_PSP secureRtpRtcp cryptoSuiteProfil e CRYPT_PROF
packet Servi ceProfile TEAMS_PSP secureRtpRtcp flags enabl eSrtp enabl e
packet Servi ceProfile TEAMS_PSP secureRtpRtcp flags all owFal | back enabl e
packet Servi ceProfile TEAMS_PSP rtcpOptions rtcpMux enabl e

Create an IP Signaling Profile (IPSP) for the Teams side. The IPSP is specified within the SIP trunk group configuration.

set profiles signaling ipSignalingProfile TEAVS | PSP
set profiles signaling ipSignalingProfile TEAMS_I PSP
set profiles signaling ipSignalingProfile TEAVS | PSP
enabl e

set profiles signaling ipSignalingProfile TEAMS_I PSP
set profiles signaling ipSignalingProfile TEAVS | PSP
set profiles signaling ipSignalingProfile TEAMS_I PSP
set profiles signaling ipSignalingProfile TEAMS_I PSP
set profiles signaling ipSignalingProfile TEAVS | PSP
set profiles signaling ipSignalingProfile TEAMS_I PSP
set profiles signaling ipSignalingProfile TEAVS | PSP

i pProt ocol Type sipOnly

comonl pAttributes
comonl pAttributes

commonl pAttributes
commonl pAttributes
comonl pAttributes
commonl pAttributes
commonl pAttributes
comonl pAttributes
comonl pAttributes

m ni m zeRel ayi ngxf Medi aChangesFr ontx her Cal | LegAl | enabl e

set profiles signaling ipSignalingProfile TEAMS_I PSP
r el ayDat aPat hModeChangeFr ont her Cal | Leg enabl e

set profiles signaling ipSignalingProfile TEAMS_I PSP
suppressRepl aceTag enabl e

set profiles signaling ipSignalingProfile TEAVS | PSP
enabl e

set profiles signaling ipSignalingProfile TEAMS | PSP
usel pSi gnal i ngPeer Donai nl nRequest Uri enabl e

set profiles signaling ipSignalingProfile TEAMS_I PSP
set profiles signaling ipSignalingProfile TEAVS | PSP
set profiles signaling ipSignalingProfile TEAMS_I PSP
enabl e

set profiles signaling ipSignalingProfile TEAVS | PSP
set profiles signaling ipSignalingProfile TEAMS_I PSP
enabl e

set profiles signaling ipSignalingProfile TEAVS_ | PSP
set profiles signaling ipSignalingProfile TEAMS_I PSP
set profiles signaling ipSignalingProfile TEAVS | PSP
di sabl e

set profiles signaling ipSignalingProfile TEAMS_I PSP
set profiles signaling ipSignalingProfile TEAVS | PSP
set profiles signaling ipSignalingProfile TEAMS_I PSP
set profiles signaling ipSignalingProfile TEAVS | PSP
set profiles signaling ipSignalingProfile TEAVS_ | PSP
commi t

Configure SMM Profiles towards MS Teams
Outbound

The below SMM commands serve the following purpose:

commonl pAttributes
comonl pAttributes
egresslpAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes

egressl pAttributes

egresslpAttributes
egressl pAttributes

egresslpAttributes
egressl pAttributes
egressl pAttributes

egressl pAttributes
egressl pAttributes
egressl pAttributes

flags includeReasonHeader enabl e
flags includeTransport Typel nCont act Header

flags routeUsi ngRecvdFgdn enabl e
flags sendPtinel nSdp enabl e

flags sendRtcpPort|nSdp enabl e
flags storePChargi ngVector enabl e
flags publishl Pl nHol dSDP enabl e
rel ayFl ags st at usCode4xx6xx enabl e
flags

flags

opti onTagl nRequi r eHeader

donai nNarre useZonelevel Domai nNanel nCont act
donai nName

flags di sabl e2806Conpl i ance enabl e
privacy flags includePrivacy enable

donai nNanme useSi pDomai nNanel nFronfi el d

donai nNane useSi pDomai nl nPAI Header enabl e
redirect flags forceRequeryForRedirection

privacy transparency disable
privacy privacylnformation pPreferredld
privacy flags privacyRequiredByProxy

privacy flags nsLyncPrivacySupport enable
transport typel tlsOverTcp
nunber G obal i zati onProfil e DEFAULT_I P

ingressipAttributes flags sendSdpl n200Ck! f 18xRel i abl e enabl e

commonl pAttributes

transpar encyFl ags unknownHeader enabl e
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® Rule 1: Stores the "From" header hostname and stores it in a variable (varl).

® Rules 2-3: Replaces the current value of the Contact header and PPI with a variable (varl).

® Rules 4-7: Used mainly for handling transfer scenarios in a multi-tenant deployment. It populates the correct tenant information from the

"Ribbon" parameter and adds it in "Contact" and "PPI" headers.
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type message
message

nessage nessageTypes request Al |

header
header name From
header condition exist
2 header hdrlnstance al
type header
operation store
headerInfo fieldValue
from
fromtype header
from val ue From
to
to type variable
to variabl eval ue varl
to vari abl eScopeVal ue | oca
type variable
operation regprede
to
to type variable
to variabl eval ue varl
regexp
regexp string "@*>"
regexp matchl nstance all
type variable
operation regde
to
to type variable
to variabl eval ue varl
regexp
regexp string "(;user=phone>)| >
regexp matchl nstance all
type variable
operation append
from
fromtype val ue
from val ue
to
to type variable
to variabl eval ue varl
to vari abl eScopeVal ue | oca

1
1
1
2 type header
2
2
2

appl yMat chHeader one
criterion
criterion
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criterion
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criteri

act
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1

]

type message
message

nmessage nessageTypes requestAl |

header
header nane Contact
header condition exist
2 header hdrlnstance al
type header
operation regsub
headerInfo fiel dval ue
from
fromtype variable
fromvariabl evVal ue var1l
to
to type header
to val ue Contact
regexp
regexp string "@*:"
regexp matchl nstance all

1
1
1
2 type header
2
2
2

appl yvat chHeader one
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type message
message

type header
header
header
header condition exist

2 header hdrlnstance al
type header

operation regsub

headerInfo fieldValue
from
fromtype variable
fromvariabl eval ue var1l
to
to type header
to value P-Preferred-ldentity
regexp

regexp string "@*:"

regexp matchl nstance all

1 type nessage

nmessage

nessage messageTypes request
nessage net hodTypes invite
nmessage condition exist
type header

header

header nanme Request-Line
header condition exist
type paraneter

par amet er
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condi tion exist
par anet er paraniype uri
paranmet er nane Ri bbon
type paraneter

operation store

par anifype uri

from

fromtype paraneter

from val ue R bbon

to

to type variable

to vari abl eval ue var2

type paraneter

operation delete

paraniType uri
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type paraneter

val ue Ri bbon

type nessage
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message nessageTypes request
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nmessage condition exist
type header
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header nanme From

header condition exist
type variabl e
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vari abl e condition exist
3 variabl e variabl el D var2
type token

operation nodify

from

fromtype variable

from vari abl eval ue var?2

to

to type token
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si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile

si pAdaptorProfile

MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER
MODI FY_HEADER

MODI FY_HEADER

The below SMM rules are created to serve the following purpose:

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

rule 5

rule 6 criteri
rule 6 criteri
rule 6 criteri
rule 6 criteri
rule 6 criteri
rule 6 criteri
rule 6 criteri
rule 6 criteri
rule 6 criteri
rule 6 criteri
rule 6 criteri
rule 6 criteri
rule 6 criteri
rule 6 action
rule 6 action
rule 6 action
rule 6 action
rule 6 action
rule 6 action
rule 6 action
rule 6 action
rule 7 criteri
rule 7 criteri
rule 7 criteri
rule 7 criteri
rule 7 criteri
rule 7 criteri
rule 7 criteri
rule 7 criteri
rule 7 criteri
rule 7 criteri
rule 7 criteri
rule 7 criteri
rule 7 criteri
rule 7 action
rule 7 action
rule 7 action
rule 7 action
rule 7 action
rule 7 action
rule 7 action
rule 7 action

advancedSWM di

state enabl ed

® Rule 1: Stores a urihostname value of "To" header and stores it in a variable.
® Rule 2: Creates a dummy parameter in the "refer-to" header with name "Ribbon" and stores the variable.

profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles

signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

on
on
on
on
on
on
on
on
on
on
on
on

PP RPRPRPRPPRPRPO
S5

o O o
S5 35 S

on
on
on
on
on
on
on
on
on

o
)

e N e N N

action 1 to

WWWNNNNRERPRPPRPP

3
ty
op
fr
fr
fr
to
to
to

[uny

WWWNNNNRE PP

3
ty
op
fr
fr
fr
to
to
to

t okenVal ue uri host nane

type message
message

message nessageTypes request
nessage net hodTypes invite
nmessage condition exist

type header
header
header

type variabl e
vari abl e

vari abl e condition exist
vari abl e variabl el D var2

pe token
eration nodify
om

omtype variable

om vari abl eval ue var2

type token

t okenVal ue uri host nane

type message
message

nessage nessageTypes request
nessage net hodTypes invite
nmessage condition exist

type header
header
header

type variabl e
vari abl e

vari abl e condition exist
vari abl e vari abl el D var2

pe token
eration nodify
om

omtype variabl e

om vari abl eval ue var 2

type token

t okenVal ue uri host nane
abl ed

name Cont act
header condition exist

name P-Preferred-ldentity
header condition exist

si pAdaptorProfile REFER rule 1 criterion 1 type nmessage

si pAdaptorProfile REFER rule 1 criterion 1 nessage

si pAdaptorProfile REFER rule 1 criterion 1 nessage nessageTypes request
si pAdaptorProfile REFER rule 1 criterion 1 message net hodTypes refer
si pAdaptorProfile REFER rule 1 criterion 1 message condition exist
si pAdaptorProfile REFER rule 1 criterion 2 type header

si pAdaptorProfile REFER rule 1 criterion 2 header

si pAdaptorProfile REFER rule 1 criterion 2 header nane To

si pAdaptorProfile REFER rule 1 criterion 2 header condition exist

si pAdaptorProfile REFER rule 1 action 1 type token

si pAdaptorProfile REFER rule 1 action 1 operation store

si pAdaptorProfile REFER rule 1 action 1 from

si pAdaptorProfile REFER rule 1 action 1 fromtype token

si pAdaptorProfile REFER rule 1 action 1 fromtokenVal ue urihostnane
si pAdaptorProfile REFER rule 1 action 1 to

si pAdaptorProfile REFER rule 1 action 1 to type variable
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set profiles signaling sipAdaptorProfile REFER rule 1 action 1 to variableValue varl

set profiles signaling sipAdaptorProfile REFER rule 2 criterion 1 type nmessage

set profiles signaling sipAdaptorProfile REFER rule 2 criterion 1 nessage

set profiles signaling sipAdaptorProfile REFER rule 2 criterion 1 nmessage nessageTypes request
set profiles signaling sipAdaptorProfile REFER rule 2 criterion 1 nessage net hodTypes refer
set profiles signaling sipAdaptorProfile REFER rule 2 criterion 1 nessage condition exist
set profiles signaling sipAdaptorProfile REFER rule 2 criterion 2 type header

set profiles signaling sipAdaptorProfile REFER rule 2 criterion 2 header

set profiles signaling sipAdaptorProfile REFER rule 2 criterion 2 header name Refer-To
set profiles signaling sipAdaptorProfile REFER rule 2 criterion 2 header condition exist
set profiles signaling sipAdaptorProfile REFER rule 2 action 1 type paraneter

set profiles signaling sipAdaptorProfile REFER rule 2 action 1 operation add

set profiles signaling sipAdaptorProfile REFER rule 2 action 1 paraniType uri

set profiles signaling sipAdaptorProfile REFER rule 2 action 1 from

set profiles signaling sipAdaptorProfile REFER rule 2 action 1 fromtype variable

set profiles signaling sipAdaptorProfile REFER rule 2 action 1 fromvariabl evVal ue varl
set profiles signaling sipAdaptorProfile REFER rule 2 action 1 to

set profiles signaling sipAdaptorProfile REFER rule 2 action 1 to type paraneter

set profiles signaling sipAdaptorProfile REFER rule 2 action 1 to value Ri bbon

set profiles signaling sipAdaptorProfile REFER state enabl ed

conmi t

Element Routing Priority

Create an Element Routing Priority profile by assigning the highest priority to the 'Entity Type' Trunk Group for all required Call Types.

set profiles callRouting el enentRoutingPri
set profiles callRouting el ement RoutingPri
set profiles callRouting el enent Routi ngPri
set profiles callRouting el enentRoutingPri
set profiles callRouting el enentRoutingPri
set profiles callRouting el enent RoutingPri
set profiles callRouting el ementRoutingPri
set profiles call Routing el ement Routi ngPri
set profiles callRouting el enentRoutingPri
set profiles callRouting el ement RoutingPri
set profiles callRouting el enent RoutingPri
set profiles callRouting el enentRoutingPri
set profiles callRouting el enentRoutingPri
set profiles callRouting el enent RoutingPri
set profiles callRouting el ementRoutingPri
set profiles call Routing el ement Routi ngPri
conmi t

SIP Trunk Group towards Teams

ority
ority
ority
ority
ority
ority
ority
ority
ority
ority
ority
ority
ority
ority
ority
ority

CORE_ERP
CORE_ERP
CORE_ERP
CORE_ERP
CORE_ERP
CORE_ERP
CORE_ERP
CORE_ERP
CORE_ERP
CORE_ERP
CORE_ERP
CORE_ERP
CORE_ERP
CORE_ERP
CORE_ERP
CORE_ERP

entry _private 1 entityType none

entry national Operator 1 entityType none
entry local Operator 1 entityType none

entry national Type 1 entityType trunkG oup
entry national Type 2 entityType none

entry international Type 1 entityType none
entry international Operator 1 entityType none
entry | ongDi stanceOperator 1 entityType none
entry ipVpnService 1 entityType none

entry test 1 entityType none

entry transit 1 entityType none

entry otherCarrierChosen 1 entityType none
entry carrierCut Through 1 entityType none
entry userName 1 entityType trunkG oup

entry userName 2 entityType none

entry nobile 1 entityType none

Configure the SIP Trunk Group with additional configurations like LRBT, ERP, DM/PM Rule, PSP, IPSP,and SMM created in the previous steps.

1 Caution

You must configure Trunk Group names using capital letters.

def aul t
def aul t
def aul t
def aul t
defaul t
def aul t
def aul t
def aul t
def aul t

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
set addr essCont ext
set addr essCont ext
out put Adapt er Profi |
set addressCont ext
REFER

set addr essCont ext
CORE_DWVPM

set addr essCont ext

set
set
set
set
set
set
set
set
set

zone
zone
zone
zone
zone
zone
zone
zone
zone

CORE_ZONE
CORE_ZONE
CORE_ZONE
CORE_ZONE
CORE_ZONE
CORE_ZONE
CORE_ZONE
CORE_ZONE
CORE_ZONE
default zone CORE_ZONE
default zone CORE_ZONE
e MODI FY_HEADER

default zone CORE_ZONE

default zone CORE_ZONE

default zone CORE_ZONE

si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

si pTrunkG oup

si pTrunkG oup

si pTrunkG oup TEAMS_TG

TEAVE_TG
TEAMS_TG
TEAVB_TG
TEAVE_TG
TEAVB_TG
TEAVB_TG
TEAVE_TG
TEAVB_TG
TEAVE_TG
TEAMS_TG
TEAVB_TG

TEAMS_TG

TEAVE_TG

medi a nedi al pl nt erfaceG oupNanme LI F2

si gnal i ng honor Maddr Par am enabl ed

policy media packet ServiceProfil e TEAMS_PSP
policy signaling ipSignalingProfile TEAVS_|I PSP
signaling rel 100Support enabl ed

services dnsSupport Type a-only

ingresslpPrefix 52.0.0.0 8

signaling relayNonl nvit eRequest enabl ed

si gnal i ng nmet hods update reject

policy media toneAndAnnouncenent Profile LRBT_PROF
si gnal i ng messageMani pul ation

si gnal i ng messageMani pul ation input AdapterProfile
policy digitParaneterHandl i ng egressDnPnRul e

policy digitParaneterHandl i ng nunberingPl an
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NANP_ACCESS

set addressContext default zone CORE_ZONE si pTrunkG oup TEAMS_TG policy call Routing el enent RoutingPriority CORE_ERP
set addressContext default zone CORE_ZONE sipTrunkG oup TEAMS_ TG policy carrier 0000

set addressContext default zone CORE_ZONE sipTrunkG oup TEAMS_TG policy country 1

set addressContext default zone CORE_ZONE si pTrunkGroup TEAMS TG policy | ocalizationVariant northAmerica

set addressContext default zone CORE_ZONE sipTrunkG oup TEAMS_TG policy tgl PVersionPreference both-ipv4-and-ipv6e
set addressContext default zone CORE_ZONE sipTrunkG oup TEAMS_TG policy preferredldentity disable

set addressContext default zone CORE_ZONE sipTrunkG oup TEAMS_ TG policy services classO Service DEFAULT_I P

set addressContext default zone CORE_ZONE sipTrunkG oup TEAMS_TG policy featureControl Profile DEFAULT_IP

set addressContext default zone CORE_ZONE si pTrunkG oup TEAMS TG policy sipDomain Sl P. PSTNHUB. M CROSOFT. COM

set addressContext default zone CORE_ZONE si pTrunkG oup TEAMS_TG node inService state enabl ed

set addressContext default zone CORE_ZONE sipTrunkG oup TEAMS_TG nedi a sdpAttributesSel ectiveRel ay enabl ed

conmi t

Crank Back Profile

Attach the CrankBack Profile under section Crankback Profile to Microsoft teams trunk group.

set addressContext default zone CORE_ZONE si pTrunkG oup TEAMS_TG cal | Routi ng crankBackProfil e CRANKBACK PROFI LE

Static Route

Static routes are used to create communication to remote networks. In a production environment, static routes are mainly configured for routing from
a specific network to a network that can only be accessed through one point or one interface (single path access or default route).

@ Tip

® For smaller networks with just one or two routes, configuring static routing is preferable. This is often more efficient since a link is
not being wasted by exchanging dynamic routing information.
® For networks that have a LAN-side Gateway on Voice VLAN or Multi-Switch Edge Devices (MSEs) with Voice VLAN towards the

SBC Core, static routing configurations are not required.

Note

Add the static route once PSTN Leg and Microsoft Teams and Anywhere365 Leg configurations are done on the SBC.

Static route towards Microsoft teams and Anywhere365 Cloud.

set addressContext default staticRoute O.
set addressContext default staticRoute 8.
conmmi t

Routing Label

0.
8.

0.0
8.8

0 10. X. X. X LI F2 PKT1_V4 preference 100
32 10. X. X. X LI F2 PKT1_V4 preference 100

Create a Routing Label with a single Routing Label Route to bind the PSTN Trunk Group with the PSTN IP Peer.

set global callRouting routinglLabel TEAMS_RL routi ngLabel Route 1 trunkG oup TEAMS_ TG i pPeer TEAMS_SI P_PSTNHUB
inService inService

set global callRouting routinglLabel TEAMS_RL routingLabel Route 2 trunkG oup TEAMS_TG i pPeer TEANMS_SI P2_PSTNHUB
inService inService

set global call Routing routinglLabel TEAMS_RL routinglLabel Route 3 trunkG oup TEAMS_TG i pPeer TEAMS_SI P3_PSTNHUB
inService inService

commi t

Ribbon SBC SWe Core Configurations towards PSTN

IP Interface Group

Create an IP Signaling Profile with appropriate signaling flags towards PSTN.

set address
set address

Cont ext defaul t
Cont ext defaul t

iplnterfaceGoup LIF1 iplnterface PKTO_V4 ceName vshcSystem portNane pktO
iplnterfaceGoup LIFl iplnterface PKTO_V4 ipVarV4 | F2.1PV4 prefixVarV4 | F2. PrefixV4
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i pPubl i cVarV4 | F2. FI PV4
set addressContext default iplnterfaceGoup LIF1 iplnterface PKTO_V4 node inService state enabl ed
commi t

Zone

Create a Zone towards PSTN and specify the ID of the zone.

Note
This Zone groups the set of objects used for the communication towards PSTN.

set addressContext default zone PSTN_ZONE id 2 sipSigPort 102 node inService state enabl ed
commi t

SIP Signaling Port

Set the SIP Signaling port, which is a logical address used to send and receive SIP call signaling packets and is permanently bound to a specific
zone.

Note
Configure a metavariable for the SIP Signaling Port IP of SBC towards PSTN.

set addressContext default zone PSTN_ZONE id 2 sipSigPort 102 iplnterfaceG oupNane LIF1 ipVarV4 | F2.1PV4
port Nunber 5060 transportProtocol sAl |l owed sip-tcp, sip-udp,sip-tls-tcp ipPublicVarv4 | F2. Fl PV4
commi t

IP Peer

Create an IP Peer with the signaling IP address of the PSTN (Service Provider) and assign it to the PSTN Zone.

Note
Replace "x.x.x.x" with the PSTN IP.

set addressContext default zone PSTN_ZONE i pPeer PSTN_PEER i pAddress X X. X. X i pPort 5060
commi t

Packet Service Profile (PSP)

Create a Packet Service Profile (PSP) for the PSTN leg. The PSP is attached to sipTrunkGroup created later in this section.

set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi

packet Servi ceProfile PSTN_PSP

packet Servi ceProfile PSTN_PSP rtcpOptions rtcp disable

packet Servi ceProfil e PSTN_ PSP peer AbsenceActi on none

packet Servi ceProfile PSTN_PSP sil encel nsertionDescriptor g711Si dRt pPayl oadType 13
packet Servi ceProfile PSTN_PSP sil encel nsertionDescriptor heartbeat enable

packet Servi ceProfile PSTN_PSP aal 1Payl oadSi ze 47

packet Servi ceProfile PSTN_PSP codec codecEntryl G711l-A

packet Servi ceProfile PSTN PSP codec codecEntry2 Gr11-U

packet Servi ceProfil e PSTN_PSP packet ToPacket Control transcode conditional

packet Servi ceProfile PSTN_PSP packet ToPacket Control codecsAl | owedFor Transcodi ng t hi sLeg
packet Servi ceProfil e PSTN PSP packet ToPacket Control codecsAl | owedFor Transcodi ng ot her Leg
packet Servi ceProfile PSTN_PSP flags digitDetectSendEnabl ed di sabl e

packet Servi ceProfile PSTN PSP fl ags useDirect Medi a di sabl e

packet Servi ceProfile PSTN_ PSP secureRtpRicp flags all owFal | back di sabl e

packet Servi ceProfile PSTN_PSP secureRtpRtcp flags enableSrtp disable

packet Servi ceProfile PSTN PSP secureRtpRicp flags reset ROCOnKeyChange di sabl e

packet Servi ceProfile PSTN_PSP secureRtpRicp flags reset EncDecROCOnDecKeyChange di sabl e
packet Servi ceProfile PSTN_ PSP secureRtpRtcp flags updat eCrypt oKeysOnhbdi fy di sable
packet Servi ceProfile PSTN PSP secureRtpRicp flags all owPassthru di sabl e

packet Servi ceProfile PSTN_PSP preferredRt pPayl oadTypeFor Dt nf Rel ay 101

AU T < DI < D I <D D D I D <D B I DI I I I )
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set profiles media packetServiceProfile PSTN_ PSP honor Renot ePrecedence disabl e
set profiles media packet ServiceProfile PSTN PSP sendRout ePSPPrecedence di sabl e

commi t

IP Signaling Profile

Create an IP Signaling Profile (IPSP) for the Teams side. The IPSP is specified within the SIP trunk group configuration.

set profiles
set profiles
set profiles
enabl e

set profiles

m ni m zeRel ayi ngOf Medi aChangesFr on her Cal | LegAl |
set profiles signaling ipSignalingProfile PSTN_ | PSP commonl pAttri butes

signaling ipSignalingProfile PSTN_|I PSP i pProtocol Type sipOnly

r el ayDat aPat hModeChangeFr ont her Cal | Leg enabl e

ng
ng
ng
ng
ng
ng

i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal

signaling ipSignalingProfile PSTN_ I PSP cormonl pAttributes flags includeReasonHeader enable
signaling ipSignalingProfile PSTN_|I PSP commonl pAttri butes flags includeTransport Typel nCont act Header
signaling ipSignalingProfile PSTN_|I PSP commonl pAttributes flags
enabl e
flags

ngProfile PSTN_| PSP commonl pAttributes flags sendPtinel nSdp enabl e

ngProfile PSTN_| PSP comonl pAttributes flags | ockDownPreferredCodec enabl e

ngProfile PSTN | PSP egressl pAttributes flags di sabl e2806Conpl i ance enabl e

ngProfile PSTN_|I PSP ingresslpAttributes flags sendSdpl n200Ck! f 18xRel i abl e enabl e

ngProfile PSTN | PSP egresslpAttributes transport typel udp

ngProfile PSTN_| PSP commonl pAttri butes transparencyFl ags unknownHeader enabl e

ngProfile PSTN_I PSP egresslpAttributes numberd obal i zati onProfil e DEFAULT_I P

ng

i pSignali

set profiles signal
set profiles signal
set profiles signal
set profiles signal
set profiles signal
set profiles signal
set profiles signal
conmi t

SIP Trunk Group

Create a SIP Trunk Group towards the PSTN and assign corresponding profiles like LRBT, PSP, IPSP created in earlier steps.

1 Caution

You must configure Trunk Group names using capital letters.

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
set addr essCont ext
set addressCont ext
NANP_ACCESS

set addr essCont ext
set addressCont ext
set addr essCont ext
TEAVS_LRBT_PROF
set addr essCont ext
set addr essCont ext
set addressCont ext
conmmi t

set
set
set
set
set
set
set
set
set
set
set

def aul t
defaul t
def aul t
def aul t
def aul t
def aul t
def aul t
defaul t
def aul t
defaul t
def aul t
def aul t
def aul t

def aul t
def aul t
def aul t

def aul t
def aul t
def aul t

Crank Back Profile

Attach the CrankBack Profile created under section Crankback Profile to PSTN trunk group.

zone
zone
zone
zone
zone
zone
zone
zone
zone
zone
zone
zone
zone

zone
zone
zone

zone
zone
zone

PSTN_ZONE
PSTN_ZONE
PSTN_ZONE
PSTN_ZONE
PSTN_ZONE
PSTN_ZONE
PSTN_ZONE
PSTN_ZONE
PSTN_ZONE
PSTN_ZONE
PSTN_ZONE
PSTN_ZONE
PSTN_ZONE

PSTN_ZONE
PSTN_ZONE
PSTN_ZONE

PSTN_ZONE
PSTN_ZONE
PSTN_ZONE

si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

PSTN_TG nedi a nedi al pl nterfaceG oupNane LI F1

PSTN_TG policy medi a packet Servi ceProfil e PSTN_PSP
PSTN_TG policy signaling ipSignalingProfile PSTN_| PSP
PSTN_TG si gnal i ng rel 100Support enabl ed

PSTN_TG si gnal i ng nmethods notify allow

PSTN_TG servi ces dnsSupport Type a-only

PSTN_TG i ngressl pPrefix 0.0.0.0 0

PSTN_TG si gnal i ng honor Maddr Par am enabl ed

PSTN_TG si gnal i ng rel ayNonl nvi t eRequest enabl ed

PSTN_TG pol i
PSTN_TG pol i
PSTN_TG pol i
PSTN_TG pol i

PSTN_TG pol i
PSTN_TG pol i
PSTN_TG pol i

PSTN_TG pol i
PSTN_TG pol i

cy
cy
cy
cy

cy
cy
cy

cy
cy

country 1

carrier 0000

l ocal i zati onVari ant northAmerica

di gi t Par amet er Handl i ng nunberi ngPl an

cal | Routing el ementRoutingPriority CORE_ERP
t gl PVer si onPref erence bot h-i pv4-and-i pvé
medi a t oneAndAnnouncenent Profile

services classOf Service DEFAULT_I P
featureControl Profil e DEFAULT_I P

PSTN_TG node i nServi ce state enabl ed

set addressContext default zone PSTN_ZONE sipTrunkG oup PSTN_TG cal | Routing crankBackProfil e CRANKBACK PROFI LE

conmmi t

Static Route

Static route towards PSTN.
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set addressContext default staticRoute 0.0.0.0 0 10.X X. X LI F1 PKTO_V4 preference 100
commi t

Routing Label

Create a Routing Label with a single Routing Label Route to bind the PSTN Trunk Group with the PSTN IP Peer.

set gl obal call Routing routinglLabel PSNT_RL routingLabel Route 1 trunkG oup PSTN_TG i pPeer PSTN_PEER i nService
i nService
commi t

Ribbon SBC SWe Core Configuration towards Anywhere365 Cloud
Packet Service Profile (PSP)

Create a Packet Service Profile (PSP) for the Teams side. The PSP is specified within the SIP Trunk Group configuration.

set profiles nedi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
enabl e

set profiles medi
set profiles nedi
set profiles nedi
set profiles nedi
commi t

packet Servi ceProfil e ANYWHERE_PSP

packet Servi ceProfil e ANYWHERE_PSP codec codecEntryl Gri1l-A

packet Servi ceProfil e ANYWHERE_PSP codec codecEntry2 Gr711-U

packet Servi ceProfile ANYWHERE_PSP rtcpOptions rtcp enabl e tern nati onFor Passt hrough enabl e
packet Servi ceProfil e ANYWHERE_PSP pref erredRt pPayl oadTypeFor Dt nf Rel ay 101

packet Servi ceProfil e ANYWHERE_PSP si |l encel nsertionDescriptor g711Si dRt pPayl oadType 13 heart beat

LD oYL LY D

packet Servi ceProfil e ANYWHERE_PSP secureRtpRtcp cryptoSuiteProfile CRYPT_PROF
packet Servi ceProfil e ANYWHERE_PSP secureRtpRtcp flags enabl eSrtp enabl e
packet Servi ceProfil e ANYWHERE_PSP secureRtpRtcp flags al | owFal | back enabl e
packet Servi ceProfile ANYWHERE_PSP rtcpOpti ons rtcpMix enabl e

LoD QP

IP Signaling Profile

Create an IP Signaling Profile (IPSP) for the Teams side. The IPSP is specified within the SIP trunk group configuration.

set profiles signaling ipSignalingProfile ANYWHERE_ I PSP i pProt ocol Type si pOnly

set profiles signaling ipSignalingProfile ANYWHERE_I PSP commonl pAttributes flags includeReasonHeader enabl e
set profiles signaling ipSignalingProfile ANYWHERE | PSP commonl pAttri butes flags

i ncl udeTr ansport Typel nCont act Header enabl e

set profiles signaling ipSignalingProfile ANYWHERE_|I PSP commonl pAttributes flags routeUsi ngRecvdFqdn enabl e
set profiles signaling ipSignalingProfile ANYWHERE_I PSP commonl pAttri butes flags sendPti mel nSdp enabl e

set profiles signaling ipSignalingProfile ANYWHERE_I PSP commonl pAttributes flags sendRtcpPortlnSdp enabl e

set profiles signaling ipSignalingProfile ANYWHERE_| PSP commonl pAttri butes flags storePChargi ngVector enabl e
set profiles signaling ipSignalingProfile ANYWHERE_I PSP commonl pAttri butes flags publishl Pl nHol dSDP enabl e

set profiles signaling ipSignalingProfile ANYWHERE_| PSP commonl pAttri butes rel ayFl ags statusCode4xx6xx enabl e
set profiles signaling ipSignalingProfile ANYWHERE | PSP commonl pAttri butes flags

m ni m zeRel ayi ngOf Medi aChangesFr omt her Cal | LegAl | enabl e

set profiles signaling ipSignalingProfile ANYWHERE_I PSP commonl pAttributes flags

r el ayDat aPat hModeChangeFr ont her Cal | Leg enabl e

set profiles signaling ipSignalingProfile ANYWHERE_| PSP conmonl pAttri butes optionTagl nRequi r eHeader
suppressRepl aceTag enabl e

set profiles signaling ipSignalingProfile ANYWHERE_I PSP egressl pAttri butes donai nNanme

useZonelLevel Donai nNanel nCont act enabl e

set profiles signaling ipSignalingProfile ANYWHERE_|I PSP egressl pAttri butes donai nNane

usel pSi gnal i ngPeer Donwri nl nRequest Uri enabl e

set profiles signaling ipSignalingProfile ANYWHERE_| PSP egresslpAttributes flags di sabl e2806Conpl i ance enabl e
set profiles signaling ipSignalingProfile ANYWHERE_|I PSP egressl pAttributes privacy flags includePrivacy enable
set profiles signaling ipSignalingProfile ANYWHERE_|I PSP egressl pAttri butes donai nNane useSi pDomai nNanel nFronfi el d
enabl e

set profiles signaling ipSignalingProfile ANYWHERE_I PSP egressl pAttri butes donai nNanme useSi pDomai nl nPAI Header
enabl e

set profiles signaling ipSignalingProfile ANYWHERE_| PSP egressl pAttributes redirect flags

forceRequeryFor Redi rection enabl e

set profiles signaling ipSignalingProfile ANYWHERE_| PSP egressl pAttributes privacy transparency disable

set profiles signaling ipSignalingProfile ANYWHERE_I PSP egressl pAttributes privacy privacylnformati on pPreferredld
set profiles signaling ipSignalingProfile ANYWHERE_| PSP egresslpAttributes privacy flags privacyRequiredByProxy
di sabl e

set profiles signaling ipSignalingProfile ANYWHERE_I PSP egressl pAttributes transport typel tlsOverTcp
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set profiles signaling ipSignalingProfile ANYWHERE_I PSP egressl pAttri butes nunberd obalizationProfile DEFAULT_IP
set profiles signaling ipSignalingProfile ANYWHERE_I PSP i ngresslpAttributes flags sendSdpl n200Ck! f 18xRel i abl e

enabl e
conmmi t

SIP Trunk Group towards Anywhere365

Configure the SIP Trunk Group with additional configurations like ERP, DM/PM Rule, PSP, and IPSP created in the previous section.

Caution

You must configure Trunk Group names using capital letters.

Note

"CORE_ZONE" as Microsoft teams.

Note

0)

set addressCont ext
set addr essCont ext
set addressCont ext
ANYWHERE_ PSP

set addr essCont ext
ANYWHERE_| PSP

set addr essCont ext
set addr essCont ext
set addressCont ext
set addr essCont ext
set addr essCont ext
set addressCont ext

def aul t
def aul t
def aul t

def aul t

def aul t
def aul t
def aul t
def aul t
def aul t
defaul t

egr essDnPnRul e CORE_DWVPM

set addr essCont ext
NANP_ACCESS

set addr essCont ext
CORE_ERP

set addr essCont ext
set addr essCont ext
set addressCont ext
set addr essCont ext
i pv6
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
set addr essCont ext
set addr essCont ext
conmi t

IP Peer

def aul t

def aul t

def aul t
def aul t
defaul t
def aul t

def aul t
def aul t
defaul t
def aul t
def aul t

zone
zone
zone

CORE_ZONE
CORE_ZONE
CORE_ZONE
zone CORE_ZONE
zone
zone
zone
zone
zone
zone

CORE_ZONE
CORE_ZONE
CORE_ZONE
CORE_ZONE
CORE_ZONE
CORE_ZONE

zone CORE_ZONE

zone CORE_ZONE
zone
zone
zone
zone

CORE_ZONE
CORE_ZONE
CORE_ZONE
CORE_ZONE

zone
zone
zone
zone
zone

CORE_ZONE
CORE_ZONE
CORE_ZONE
CORE_ZONE
CORE_ZONE

Replace 'X.X.X.X" with Anywhere365 IP and "Y' with prefix.

si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

si pTrunkG oup

si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

si pTrunkG oup
si pTrunkG oup

si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

Since public IP interface is required for Anywhere365, SIP Trunk Group towards Anywhere365 is created on the same zone

ANYWHERE365_TG nedi a nedi al pl nt erf aceG oupNanme LI F2
ANYWHERE365_TG si gnal i ng honor Maddr Par am enabl ed
ANYWHERE365_TG pol i cy nedi a packet ServiceProfile

ANYWHERE365_TG pol i cy signaling ipSignalingProfile

ANYWHERE365_TG si gnal i ng rel 100Support enabl ed
ANYWHERE365_TG servi ces dnsSupport Type a-only
ANYWHERE365_TG i ngresslpPrefix X. X X. XY
ANYWHERE365_TG si gnal i ng rel ayNonl nvi t eRequest enabl ed
ANYWHERE365_TG si gnal i ng net hods update all ow
ANYWHERE365_TG pol i cy di git Paranet er Handl i ng
ANYWHERE365_TG pol i

cy di git Paranet er Handl i ng nunberi ngPl an

ANYWHERE365_TG policy cal | Routing el enent RoutingPriority
carrier 0000

country 1

| ocal i zati onVari ant northAmerica

t gl PVer si onPref erence bot h-i pv4-and-

ANYWHERE365_TG pol i
ANYWHERE365_TG pol i
ANYWHERE365_TG pol i
ANYWHERE365_TG pol i

cy
cy
cy
cy
ANYWHERE365_TG pol i preferredlidentity disable
ANYWHERE365_TG pol i cy services classCOf Servi ce DEFAULT_I P
ANYWHERE365_TG pol i cy featureControl Profile DEFAULT_IP
ANYWHERE365_TG npde i nService state enabl ed
ANYWHERE365_TG nedi a sdpAttri butesSel ectiveRel ay enabl ed

cy

Create an IP Peer for all three sites configured as global SIP Domain names and attach it to the Path Check Profile.

set addr essCont ext

def aul t

anywher e365. cl oud fqgdnPort

set addressCont ext
set addr essCont ext

commi t

Privacy Profile

def aul t
def aul t

zone CORE_ZONE i pPeer ANYWHERE365_HUB policy sip fqgdn enea-weu-t-sbcOl. enea- weu.

5060

zone CORE_ZONE i pPeer ANYWHERE365_HUB pat hCheck profile ANY_PATH CHECK_ PROF
zone CORE_ZONE i pPeer ANYWHERE365_HUB pat hCheck profile ANY_PATH CHECK PROF host Nane
enmea- weu-t - sbc01. enea- weu. anywher e365. cl oud host Port 5060 state enabl ed

Create a privacy profile and attach it to Anywhere365 trunkgroup. For more details refer to Privacy Profile - CLI.
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https://wiki.sonusnet.com/pages/viewpage.action?pageId=246777077#RibbonSBCCoreConfigurationForMicrosoftTeamsMulti-TenantThroughCLI&EMA-DM/PMRule
https://wiki.rbbn.com/display/SBXDOC92/Privacy+Profile+-+CLI

set profiles services privacyProfile ANYWHERE_PRI VACY

conmi t

set addressContext default zone CORE_ZONE si pTrunkG oup ANYWHERE365_TG services privacyProfile ANYWHERE_PRI VACY
commi t

Note
For User-Uri in FROM header to be "anonymous," privacy profile has been created. The profile is being created with default values.

Routing Label
Create a Routing Label with a single Routing Label Route to bind the PSTN Trunk Group with the PSTN IP Peer.

set global call Routing routinglLabel ANYWHERE365_RL1 routingLabel Route 1 trunkG oup ANYWHERE365_TG i pPeer
ANYWHERE365_HUB i nServi ce inService

set global call Routing routinglLabel ANYWHERE365_RL1 routinglLabel Route 2 trunkG oup TEAMS_TG i pPeer
TEAMS_SI P_PSTNHUB i nServi ce inService

set global call Routing routinglLabel ANYWHERE365_RL1 routinglLabel Route 3 trunkG oup TEAMS_TG i pPeer
TEAMS_SI P2_PSTNHUB i nServi ce inService

set global call Routing routingLabel ANYWHERE365_RL1 routinglLabel Route 4 trunkG oup TEAMS_TG i pPeer
TEAMS_SI P3_PSTNHUB i nServi ce inService

commi t

set global call Routing routinglLabel ANYWHERE365_RL2 routingLabel Route 1 trunkG oup ANYWHERE365_TG i pPeer
ANYWHERE365_HUB i nServi ce inService

set global call Routing routinglLabel ANYWHERE365_RL2 routinglLabel Route 2 trunkG oup PSTN_TG i pPeer PSTN_PEER
inService inService

commi t

Call Routing

Call Routing for the endpoints.

Note
Provide ceName used during an SBC deployment. "WVSBCSYSTEM" is the ceName.

Standard Route 1

Use this entry to allow the SBC to route all calls coming from PSTN endpoints to Anywhere365 (irrespective of digits or FQDN).

set global callRouting route trunkG oup PSTN_TG VSBCSYSTEM st andard Sonus_NULL Sonus_NULL all all ALL none
Sonus_NULL routingLabel ANYWHERE365_RL1
commi t

Standard Route 2

Use this entry to allow the SBC to route all calls coming from MS Teams towards PSTN endpoints (irrespective of digits or FQDN).

set global callRouting route trunkG oup TEAMS_TG VSBCSYSTEM st andard Sonus_NULL Sonus_NULL all all ALL none
Sonus_NULL routingLabel ANYWHERE365_RL2
conmmi t

Standard Route 3

Use this entry to allow the SBC to route all calls coming from Anywhere365 based on the called digits.

set global callRouting route none Sonus_NULL Sonus_NULL standard 9993332 1 all all ALL none Sonus_NULL
routi ngLabel PSNT_RL
set global callRouting route none Sonus_NULL Sonus_NULL standard 8077771 1 all all ALL none Sonus_NULL
routingLabel TEAMS_RL
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Standard Route 4

Use this entry to allow the SBC to route all calls towards the MS Teams after receiving REFER from the MS Teams for a call transfer towards PSTN.

set global callRouting route trunkG oup TEAMS_TG VSBCSYSTEM st andard Sonus_NULL Sonus_NULL all all ALL none sip.
pst nhub. m crosoft. com routingLabel TEAMS_RL

set global callRouting route trunkG oup TEAMS_TG VSBCSYSTEM st andard Sonus_NULL Sonus_NULL all all ALL none sip2.
pst nhub. m crosoft.comroutingLabel TEAMS_RL

set global callRouting route trunkG oup TEAMS_TG VSBCSYSTEM st andard Sonus_NULL Sonus_NULL all all ALL none sip3.
pst nhub. mi crosoft.comroutingLabel TEAMS_RL

commi t

Username Routing

Use this entry to allow the SBC to route all calls towards the Teams after receiving REFER from the Teams for a call transfer towards TEAMS.
set global callRouting route trunkG oup TEAMS_TG VSBCSYSTEM user nane Sonus_NULL Sonus_NULL all all ALL none sip.
pst nhub. m crosoft.com routingLabel TEAMS_RL
set global callRouting route trunkG oup TEAMS_TG VSBCSYSTEM user nane Sonus_NULL Sonus_NULL all all ALL none sip2.
pst nhub. m crosoft. com routingLabel TEAMS_RL
set global callRouting route trunkG oup TEAMS_TG VSBCSYSTEM user nanme Sonus_NULL Sonus_NULL all all ALL none sip3.

pst nhub. m crosoft.comroutingLabel TEAMS_RL
commi t

Section B: Anywhere365 Configuration

For Anywhere365 related configurations and queries, please contact the Anywhere365 technical support team.

Supplementary Services and Features Coverage

The following checklist depicts the set of services/features covered through the configurations defined in this Interop Guide.

Sr. No. Supplementary Services/ Features Coverage
1 Call Setup and Termination over TLS (
2 Call Transfer (Blind/Unattended/Cold) /
3 Call Transfer (Consultative/Attended/Warm) /
4 Supervisor actions /
5 Quality Management using DTMF /
6 Call hold and Resume (with MOH enable) /
7 Call hold and Resume (without MOH enable) /
8 Anonymous Call v
9 Long Duration J
10 OPTIONS validation /
11 DTMF handling /
12 Session Refresh v
Legend

Supported /
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Not Supported x

Caveats

When PSTN initiates call to Agent or during a call transfer, ring back tone is heard only one time which is a known issue to Ribbon. This issue has
been addressed and fixed in the upcoming SBC release.

Support

For any support related queries about this guide, please contact your local Ribbon representative or use the details below:
® Sales and Support: 1-833-742-2661

® Other Queries: 1-877-412-8867
® Website: https://ribboncommunications.com/about-us

References

For detailed information about Ribbon products and solutions, please visit:
https://ribboncommunications.com/products

For detailed information about Anywhere365 products and solutions, please visit:

https://anywhere365.i0/

Conclusion

This Interoperability Guide describes the configuration steps required for the Ribbon SBC SWe Core to successfully interoperate with Anywhere365.
All feature and serviceability test cases were completed and passed with the exceptions and observations noted in Test Results.

All features and capabilities tested are detailed within this document - any limitations, notes, or observations are also recorded in order to provide the
reader with an accurate understanding of what is and what is not covered.

Configuration guidance is provided to enable the reader to replicate the same base setup — additional configuration changes are possibly required to
suit the exact deployment environment.

© 2021 Ribbon Communications Operating Company, Inc. © 2021 ECI Telecom Ltd. All rights reserved.
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