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Interoperable Vendors

Deutsche Telekom

Copyright

© 2021 Ribbon Communications Operating Company, Inc. © 2021 ECI Telecom Ltd. All rights reserved. The compilation (meaning the collection,
arrangement and assembly) of all content on this site is protected by U.S. and international copyright laws and treaty provisions and may not be used,
copied, reproduced, modified, published, uploaded, posted, transmitted or distributed in any way, without prior written consent of Ribbon
Communications Inc.

The trademarks, logos, service marks, trade names, and trade dress (“look and feel”) on this website, including without limitation the RIBBON and
RIBBON logo marks, are protected by applicable US and foreign trademark rights and other proprietary rights and are the property of Ribbon
Communications Operating Company, Inc. or its affiliates. Any third-party trademarks, logos, service marks, trade names and trade dress may be the
property of their respective owners. Any uses of the trademarks, logos, service marks, trade names, and trade dress without the prior written consent
of Ribbon Communications Operating Company, Inc., its affiliates, or the third parties that own the proprietary rights, are expressly prohibited.

Document Overview

This document depicts the configuration details for Ribbon SBC Core interworking and compliance against the Deutsche Telekom CompanyFlex SIP
Trunking solution. This is a general reference document that requires user input during the configuration of Ribbon SBC Core.

This guide contains the following configuration sections:

® Section A: Ribbon SBC Core Configuration

® Captures general SBC Core configurations for deploying with the Deutsche Telekom CompanyFlex SIP Trunking solution.
® Section B: CUCM (IP-PBX) Configuration

® Captures general CUCM configuration required to make a call with the Deutsche Telekom CompanyFlex SIP Trunking.

Deutsche Telekom is a telecommunications company that offers a range of fixed-network services such as voice and data communication services
based on fixed-network and broadband technology, and sells terminal equipment and other hardware as well as services to resellers.

Non-Goals

It is not the goal of this guide to provide detailed configurations that will meet the requirements of every customer. Use this guide as a starting point
and build the SBC configurations in consultation with network design and deployment engineers.

Scope

This document provides configuration best practices for deploying Ribbon's SBC Core series when connecting with Deutsche Telekom CompanyFlex.
Note that these are configuration best practices, and each customer may have unique needs and networks. Ribbon recommends that customers work
with network design and deployment engineers to establish the network design which best meets their requirements.

Audience

This document is intended for telecommunications engineers to use when configuring both the Ribbon SBCs and the third-party product. The steps in
this document require navigating the third-party product as well as the Ribbon product using graphical user interface (GUI) or command line interface
(CLI). An understanding of the basic concepts of TCP/UDP/TLS, IP/Routing, and SIP/RTP/SRTP is necessary to complete the configuration and any
necessary troubleshooting.

Note

This configuration guide is offered as a convenience to Ribbon customers. The specifications and information regarding the product in this
guide are subject to change without notice. All statements, information, and recommendations in this guide are believed to be accurate but
are presented without warranty of any kind, express or implied, and are provided “AS IS”". Users must take full responsibility for the
application of the specifications and information in this guide.

Prerequisites

The following aspects are required before proceeding with the interop:

Confidential and Proprietary. Copyright © 2020-2023 Ribbon Communications Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.



Ribbon SBC Core series
SBC License
SIP Connect 2.0 Compliant IP-PBX
Deutsche Telekom "CompanyFlex" SIP trunks
® Contact Deutsche Telekom for Domain, Outbound proxy, Registrar, SIP trunk Registration number, SIP trunk password and block of
numbers for the end points.
® For more details, refer to https://hilfe.companyflex.de/de/einrichtung/einrichtung-sip-trunk

@ Note

Any IP-PBX which is SIP Connect 2.0 Compliant can be deployed with Ribbon SBC Core. For this interop testing we have used CUCM
12.5, which is SIP Connect 2.0 Compliant.

@ Note

SIP Trunk between Deutsche Telekom and Ribbon SBC Core will be over TLS and SRTP.

Product and Device Detalils

The configuration uses the following equipment and software:

Table 1: Requirements

Product Equipment/Devices Software/Firmware Version
Ribbon Communications = SBC Core (SWe) V09.02.00-R002
Cisco Cisco Unified Communication Manager 125
Third Party Phones Phonerlite 2.93
Deutsche Telekom Deutsche Telekom "CompanyFlex" SIP trunk NA

Network Topology

Ribbon SBC Core - Deutsche Telekom CompanyFlex SIP Trunk Deployment Topology
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Section A: Ribbon SBC Core Configuration

This section provides a sample of the Ribbon SBC Core configuration used during interop testing. The following commands and configurations are
only for reference. Other configurations are also possible based on the customer's requirements.

IP-PBX Leg Configuration

Create profiles with a specific set of characteristics corresponding to IP-PBX leg. This includes configuration of the following entities on IP-PBX leg:

Codec Entry

Packet Service Profile
IP Signaling Profile

IP Interface Group
Zone

SIP Signaling Port

IP Peer

SIP Trunk Group

© ©® N o g kw0 NP

Routing Label

.
i

Call Routing

1. Codec Entry

Codec entry allows you to specify the codec used for the call. Create the codec entry for G711Alaw codec with packet size 20 and rfc2833 method for
dtmf.

set profiles media codecEntry G711A codec g711

set profiles media codecEntry G711A | aw ALaw

set profiles media codecEntry Gr711A packet Size 20

set profiles media codecEntry Gr11A dtnf relay rfc2833

set profiles media codecEntry Gr711A fax toneTreatment faxRel ayOr Fall backToGr11
conmi t

2. Packet Service Profile (PSP)

Create a Packet Service Profile (PSP) towards the IP-PBX leg. The PSP is attached to sipTrunkGroup created later in this section.

set profiles media packetServiceProfile | P_PBX PSP codec codecEntryl Gr/11A
set profiles media packetServiceProfile | P_PBX PSP rtcpOptions rtcp enable
conmi t

3. IP Signaling Profile (IPSP)

Confidential and Proprietary. Copyright © 2020-2023 Ribbon Communications Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.



Create an IP Signaling Profile with appropriate signaling flags towards IP-PBX.

set profiles signaling
set profiles signaling
enabl e

set profiles signaling
set profiles signaling

dat aMappi ng none
commi t

set profiles signaling ipSignalingProfile

i pSignalingProfile
i pSignal i ngProfile

di versi onHi st oryl nfol nt erwor ki ng enabl e
commi t

set profiles signaling ipSignalingProfile
hi storyl nformati on i ncludeH storylnformati

conmmi t

4. IP Interface Group

Create an IP interface group.

0)

Note

i pSignalingProfile | P_PBX_ | PSP
i pSi gnal i ngProfile

| P_PBX_I PSP commonl pAttributes flags usePsxRout ef or Regi steredlnvite

| P_PBX_I PSP conmonl pAttributes flags noPortNunber 5060 enabl e
| P_PBX_I PSP egresslpAttributes sipHeadersAndParaneters cal | Forwardi ng

| P_PBX_I PSP egresslpAttributes sipHeadersAndParaneters cal | Forwardi ng

| P_PBX_| PSP egressl pAttributes sipHeadersAndParaneters cal | Forwardi ng

on enabl e

Replace "x.x.x.x" with the SBC's packet interface (pkt) IP address towards INTERNAL (example pktO IP), and "Y" with its prefix length.
Provide ceName used during an SBC deployment.

Here, the ceName is "SBXUK9".

set addressContext default
set addressCont ext default
set addressContext default
commi t

5. Zone

iplnterfaceGoup LIFl iplnterface PKTO_V4 ceNane SBXUK9 port Nanme pktO
iplnterfaceGoup LIF1 iplnterface PKTO_V4 ipAddress x.x.x.x prefix Y
iplnterfaceGoup LIFl iplnterface PKTO_V4 node inService state enabl ed

Create Zone towards IP-PBX and specify the id of the zone.

Note

This Zone groups the set of objects used for the communication towards IP-PBX.

set addressContext default zone INTERNAL id 2
commi t

6. SIP Signaling Port

Set the SIP Signaling port, which is a logical address used to send and receive SIP call signaling packets and is permanently bound to a specific zone.

set
set
set
set
set
set

Note

Replace "x.x.x.x" with SIP Signaling Port IP of SBC towards IP-PBX.

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

commi t

defaul t
def aul t
def aul t
def aul t
def aul t
defaul t

7. Surrogate IP Peer

zone
zone
zone
zone
zone
zone

| NTERNAL
| NTERNAL
| NTERNAL
| NTERNAL
| NTERNAL
| NTERNAL

si pSi gPort
si pSi gPort
si pSi gPort
si pSi gPort
si pSi gPor t
si pSi gPort

WwWwwwww

i pl nterfaceG oupNanme LIF1

i pAddr essV4 x. X. X. X

port Number 5060

transport Protocol sAl | owed si p-udp, sip-tcp
node i nService

state enabl ed

Create a Surrogate IP Peer with the IP address of the IP-PBX and assign it to the INTERNAL Zone.
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Create a Surrogate Registration Profile as follows and attach it to the surrogate IP peer.

aorUserName should be the user to be registered to Deutsche Telekom. Provide the Username and Password required to register to the Deutsche
Telekom CompanyFlex trunk in surrogateRegistrationProfile aorAuthUserName and aorAuthPassword.

set profiles services surrogateRegistrationProfile TEST

+49199296000000100540

set profiles services surrogateRegistrationProfile TEST
set profiles services surrogateRegistrationProfile TEST

aor User Nane

aor User Name
aor User Nane

+49199296000000100540

+49199296000000100540
+49199296000000100540
+49199296000000100540

aor Aut hUser Nane

aor Aut hPasswor d XXXXXXX
aor St at e enabl ed
aor SendCr edenti al s

set profiles services surrogateRegistrationProfile TEST aor User Nane
chal | engeFor AnyMessageAnd! nDi al ogRequest s

set profiles services surrogateRegistrationProfile TEST aor User Nane +49199296000000100540 user St art Range

4961717040872

set profiles services surrogateRegistrationProfile TEST aor User Name +49199296000000100540 user EndRange
4961717040875

conmmi t

Create Surrogate IP Peer as follows:

set addressContext default zone | NTERNAL ipPeer |P_PBX ipAddress Xx.X.X.X

set addressContext default zone | NTERNAL ipPeer |P_PBX ipPort 5060

set addressContext default zone | NTERNAL i pPeer |P_PBX policy description ""

set addressContext default zone | NTERNAL ipPeer |P_PBX policy sip fgdn ""

set addressContext default zone | NTERNAL ipPeer |IP_PBX policy sip fgdnPort 0O

set addressContext default zone | NTERNAL ipPeer |P_PBX surrogateRegistration state enabl ed

set addressContext default zone | NTERNAL ipPeer |P_PBX surrogateRegistration surrRegProfile TEST

set addressContext default zone | NTERNAL i pPeer |P_PBX authentication intChallengeResponse di sabl ed
set addressContext default zone | NTERNAL ipPeer |P_PBX authentication inclnternal Credentials disabled
commi t

set addressContext default zone | NTERNAL ipPeer |P_PBX surrogateRegistration state enabl ed
conmi t

Note
Replace "x.x.x.x" with the IP address of the IP-PBX.

8. IP Signaling Peer Group
Create an IP Signaling Peer Group as follows and attach it to the IP-PBX SIP trunk Group.

Note
Replace "x.x.x.X" with the IP address of IP-PBX.

set profiles ipSignalingPeerGoup PEER GROUP_SURR i pSignal i ngPeer G oupData 0 serviceStatus inService
set profiles ipSignalingPeerGoup PEER_GROUP_SURR i pSignal i ngPeer G oupData 0 i pAddress X.X. X.X

set profiles ipSignalingPeerGoup PEER GROUP_SURR i pSi gnal i ngPeer G oupData 0 i pPort 5060

conmi t

9. SIP Trunk Group

Create a SIP Trunk Group towards the INTERNAL and assign corresponding profiles like PSP and IPSP, created in earlier steps.

@ Warning

You must configure Trunk Group names using capital letters.
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set addressContext default zone | NTERNAL sipTrunkG oup | P_PBX_TG nmedi a nedi al pl nterfaceG oupNane LIF1

set addressContext default zone | NTERNAL sipTrunkG oup | P_PBX_TG node inService state enabl ed

conmi t

set addressContext default zone |NTERNAL sipTrunkG oup | P_PBX_TG policy digitParaneterHandl i ng nunberingPl an
GERVANY_NUM_PLAN

set addressContext default zone | NTERNAL sipTrunkG oup | P_PBX TG policy ipSignalingPeerGoup PEER _GROUP_SURR

set addressContext default zone | NTERNAL sipTrunkG oup | P_PBX_TG policy nedi a packet Servi ceProfile |IP_PBX PSP
set addressContext default zone | NTERNAL sipTrunkG oup | P_PBX TG policy signaling ipSignalingProfile |IP_PBX_ |PSP
set addressContext default zone | NTERNAL sipTrunkG oup | P_PBX_TG signaling registration requireRegistration
support ed- group

set addressContext default zone | NTERNAL sipTrunkG oup | P_PBX TG signaling registration expires 3600

set addressContext default zone | NTERNAL sipTrunkG oup | P_PBX_TG signaling authentication intChallengeResponse
di sabl ed

set addressContext default zone | NTERNAL sipTrunkG oup | P_PBX TG signaling authentication inclnternal Credentials
di sabl ed

set addressContext default zone | NTERNAL sipTrunkG oup | P_PBX TG signaling acceptH storylnfo enabl ed

set addressContext default zone |NTERNAL sipTrunkG oup | P_PBX_TG signaling validateAor disabled

set addressContext default zone | NTERNAL sipTrunkG oup | P_PBX_TG services dnsSupportType a-srv-naptr

set addressContext default zone | NTERNAL sipTrunkG oup | P_PBX TG ingresslpPrefix 0.0.0.0 0

commi t

10. Routing Label

Create a Routing Label with a single Routing Label Route to bind the IP-PBX Trunk Group with the IP Peer.

set global call Routing routinglLabel I P_PBX RL routingLabel Route 1 trunkG oup |P_PBX TG
set global callRouting routinglLabel |P_PBX RL routingLabel Route 1 ipPeer |P_PBX

set global call Routing routinglLabel | P_PBX RL routingLabel Route 1 inService inService
conmi t

11. Call Routing

This entry is used to route all the calls coming from the DT trunk towards the IP-PBX.

Note
Provide ceName used during an SBC deployment. "SBXUK9" is the ceName.

set global callRouting route trunkG oup TELEKOM TG SBXUK9 standard Sonus_NULL 1 all all ALL none Sonus_NULL
routi ngLabel | NTERNAL_RL
conmmi t

DT CompanyFlex Leg Configuration

Create profiles with a specific set of characteristics corresponding to the Deutsche Telekom CompanyFlex trunk. This includes configuration of the
following entities on the External( Telekom) leg:

Ribbon SBC Configuration for TLS/SRTP

Codec Entry

Packet Service Profile

IP Signaling Profile

IP Interface Group

Zone

SIP Signaling Port

IP Peer
SIP Message Manipulation
SIP Trunk Group

© o N o g M w N E
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Routing Label

.
N

Call Routing

Confidential and Proprietary. Copyright © 2020-2023 Ribbon Communications Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.



1. Ribbon SBC Configuration for TLS/SRTP
This section covers the TLS/SRTP configuration between the SBC Core and DT CompanyFlex SIP Trunk.

Prerequisites:
For TLS to work on the public side of the network, a trusted CA (Certificate Authority) is needed. In this scenario, GoDaddy is used as a

Trusted CA.
Download the Deutsche Telekom Global Root Certificate from https://corporate-pki.telekom.de/en/GlobalRootClass2.html

Note
@ The Deutsche Telekom CompanyFlex SIP Trunk prefers to use TLS/SRTP over the internet, so there is a TLS/SRTP connection between
the SBC Core and the Deutsche Telekom CompanyFlex SIP Trunk.

Generate a CSR with OpenSSL
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# To create a Certificate Signing Request (CSR) and key file for a Subject Alternative Nane (SAN) certificate with
mul tiple subject alternate nanes, conplete the follow ng procedure:

Create an OpenSSL configuration file (text file) on the |ocal conputer by editing the fields to the conpany
requirenents.

Note 1: In the exanple used in this article the configuration file is req.conf.

Note 2: req_extensions will put the subject alternative names in a CSR, whereas x509_extensi ons woul d be used when
creating an actual certificate file.

[req]
di sti ngui shed_nane = req_di stingui shed_nane
req_extensions = v3_req

pronpt = no

[ req_di stingui shed_nane]
C=Us

ST = VA

L = SoneCity

O = MyConpany

QU = MyDi vi sion

CN = www. conpany. com

[v3_req]

keyUsage = keyEnci phernent, dataEnci pherment
ext endedKeyUsage = serverAuth
subj ect Al t Name = @l t_nanes
[al t _nanes]

DNS. 1 = ww. conpany. com

DNS. 2 = conpany.com

DNS. 3 = www. conpany. net

DNS. 4 = conpany. net

Make sure there are no whitespaces at the end of the Iines.

#Run the follow ng commands to create the Certificate Signing Request (CSR) and a new Key file:
openssl reg -new -out company_san. csr -newkey rsa: 2048 -nodes -sha256 -keyout conpany_san. key.tenp -config req. conf

#Run the followi ng command to verify the Certificate Signing Request:
openssl req -text -noout -verify -in conpany_san.csr

# After receiving the CSR with above information, provide it to CA (Certificate Authority). You will then receive
the proper CA signed certificate in .crt format that is convertable into other formats using openssl.

# By default, you should receive two or nore certificates from CA (depending upon your CA). One is the SBC
certificate, and other is CA's root and internediate certificate.

# Upload the certificates to the SBC at /opt/sonus/external and convert theminto SBC-readable format, i.e. SBC
certificate is in .pemor .pl2 format and root certificate is in .cer or .der.

#Converting .crt to .pem USING OPENSSL for SBC certificate.

openssl x509 -in sbc_cert.crt -out sbc_cert.der -outform DER

openssl x509 -in sbc_cert.der -inform DER -out sbc_cert.pem -outform PEM

#After generating shc_cert.pemfile, convert it to .pl2 format using bel ow conmand and the | ocation of the
certificate key.

openssl pkcsl2 -export -out sbcl_cert.pl2 -in shc_cert.pem-inkey /opt/sonus/conpany_san. key.tenp

#CONVERTI NG CRT to CER USI NG OPENSSL for CA's root and internediate certificate.
openssl x509 -in root_cert.crt -out root_cert.cer -outform DER

After converting all these certificates upload themon SBC at /opt/sonus/external |ocation.

Generate Required Certificates
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#l nmport Public CA Root Certificate into database.
set systemsecurity pki certificate CA ROOT_CERT type renpote fil eNane root_cert.cer state enabl ed

#l mport Public CA Certified SBC Server Certificate into database.
set systemsecurity pki certificate SBC CERT fil enane sbcl_cert.pl2 passPhrase <Password defined during CSR
generation> state enabl ed type | ocal

TLS Profile

A TLS Profile is required for the TLS handshake between the SBC Core and DT CompanyFlex SIP Trunk. This profile defines cipher suites supported
by the SBC Core. Create the TLS profile as mentioned below:

set profiles security tlsProfile TLS PROF clientCertNane SBC _CERT server Cert Nane SBC _CERT ci pher Suitel
tls_rsa_wth_aes_128_gcm sha256 cipherSuite2 rsa-with-aes-128-cbc-sha-256 cipherSuite3 rsa-w th-aes-256-cbc-sha-
256 authdient true allowedRol es clientandserver acceptabl eCertValidationErrors invalidPurpose

set profiles security tlsProfile TLS PROF v1_1 disable

set profiles security tlsProfile TLS PROF v1_0 disable

set profiles security tlsProfile TLS PROF v1_2 enable

commi t

Note
Attach the TLS Profile to the SIP Signaling Port of the Telekom Leg later in this section.

Crypto Suite Profile

Crypto Suite Profile contains the payload type for SRTP calls.

set profiles security cryptoSuiteProfile CRYPT_PROF entry 1 cryptoSuite AES-CM 128- HVAC- SHAl- 80
commi t

2. Codec Entry

Codec entry allows you to specify the codec used for the call. Create the codec entry for G711 Alaw codec with packet size 20 and rfc2833 method
for dtmf.

set profiles media codecEntry Gr711A codec g711

set profiles media codecEntry Gr711A | aw ALaw

set profiles media codecEntry Gr711A packet Size 20

set profiles media codecEntry Gr11A dtnf relay rfc2833
conmi t

3. Packet Service Profile (PSP)

Create a Packet Service Profile (PSP) for the Telekom leg. The PSP is attached to the sipTrunkGroup that is created later in this section.

set profiles media packet ServiceProfile TELEKOM codec codecEntryl Gr/11A

set profiles media packetServiceProfile TELEKOM rtcpOptions rtcp enable

set profiles media packetServiceProfile TELEKOM fl ags ssrcRandomi ze enabl e

set profiles media packetServiceProfile TELEKOM fl ags ssrcRandoni zeFor Srtp enabl e

set profiles media packet ServiceProfile TELEKOM secureRt pRtcp cryptoSuiteProfile CRYPT_PROF
set profiles media packetServiceProfile TELEKOM secureRtpRtcp flags enabl eSrtp enable

conmi t

4. IP Signaling Profile (IPSP)

Create an IP Signaling Profile with appropriate signaling flags towards Telekom.

Note
The SBC Core to Deutsche Telekom CompanyFlex trunk transport type is TLS.
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set profiles signaling ipSignalingProfile TELEKOM | PSP comonl pAttri butes flags noPort Nunber 5060 enabl e

set profiles signaling ipSignalingProfile TELEKOM | PSP commonl pAttributes fl ags

i ncl udeTr ansport Typel nCont act Header enabl e

set profiles signaling ipSignalingProfile TELEKOM | PSP commonl pAttributes flags insertPeer AddressAsTopRout eHeader
enabl e

set profiles signaling ipSignalingProfile | P_PBX_| PSP egresslpAttributes sipHeadersAndParaneters cal | Forwardi ng
dat aMappi ng none

conmi t

set profiles signaling ipSignalingProfile TELEKOM | PSP egressl pAttributes si pHeadersAndParaneters cal | Forwardi ng
di versi onHi st oryl nf ol nt erwor ki ng enabl e

set profiles signaling ipSignalingProfile TELEKOM | PSP egressl pAttributes si pHeader sAndParaneters cal | Forwardi ng
hi storyl nformation includeH storylnfornmation enabl e

set profiles signaling ipSignalingProfile TELEKOM | PSP egressl pAttributes si pHeader sAndParaneters cal | Forwardi ng
hi storyl nformati on causePar anet er | nNRFC4458 enabl e

set profiles signaling ipSignalingProfile TELEKOM | PSP egressl pAttributes transport typel tlsOverTcp

conmi t

5. IP Interface Group

Create an IP interface group.

{D Note

Replace "x.x.x.x" with the SBC's packet interface (pkt) IP address towards DT CompanyFlex Trunk (example pktl IP), and "Y" with its
prefix length. Provide the ceName used during an SBC deployment.

Here, the ceName is "SBXUK9".

set addressContext default iplnterfaceGoup LIF2 iplnterface PKT1_V4 ceName SBXUK9 port Name pkt1l
set addressContext default iplnterfaceGoup LIF2 iplnterface PKT1_V4 ipAddress x.x.x.x prefix Y
set addressContext default iplnterfaceGoup LIF2 iplnterface PKT1_V4 node inService state enabl ed
conmi t

6. Zone

Create a Zone towards Telekom and specify the id of the zone.

Note
This Zone groups the set of objects used for communication towards Telekom.

set addressContext default zone TELEKOMid 6
conmmi t

7. SIP Signaling Port

Set the SIP Signaling port, which is a logical address used to send and receive SIP call signaling packets and is permanently bound to a specific
zone.

Note
Replace "x.x.x.x" with the SIP Signaling Port IP address of the SBC towards DT trunk.

Attach the TLS profile created earlier.
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set addressContext default zone TELEKOM si pSi gPort
set addressContext default zone TELEKOM si pSi gPort
set addressContext default zone TELEKOM si pSi gPort
set addressContext default zone TELEKOM si pSi gPort
set addressContext default zone TELEKOM si pSi gPort
set addressContext default zone TELEKOM si pSi gPort
set addressContext default zone TELEKOM si pSi gPort
conmi t

i pl nterfaceG oupNarme LIF2

i pAddr essV4 x. X. X. X

por t Nunmber 5060

tlsProfil eNane TLS PROF

transport Protocol sAl l owed sip-tls-tcp
node inService

state enabl ed

NN N NN NN

(D Warning

There are a few areas that result in a TLS negotiation issue. One area involves assigning the incorrect port. Ensure the following are
accomplished:

® SBC listens on port number 5061 (default setting).

8. IP Peer
Create an IP Peer with the fqdn towards DT trunk and attach it to TELEKOM Zone.
set addressContext default zone EXTERNAL i pPeer TELEKOM policy sip fqgdn 551136882893. pri nary. conpanyf | ex. de

set addressContext default zone EXTERNAL i pPeer TELEKOM policy sip fqgdnPort 0O
conmi t

@ Warning

There are a few areas that result in a TLS negotiation issue. One area involves assigning the incorrect port. Ensure the following are
accomplished:

® Configure the DT Trunk fgdn and fgdnPort as "0" so that SBC performs DNS SRV query for the configured fqdn.

9. SIP Message Manipulation

The Deutsche Telekom SIP trunk expects the following SIP messages to be modified.

rule 1 - modify the "Request-uri" with the DT CompanyFlex fqdn.

rule 2 - modify the "To" header with the DT CompanyFlex fqdn.

rule 3 - modify the "From" header with the DT CompanyFlex fqdn.

rule 4 - modify the "P-Preferred-ldentity" header with the DT CompanyFlex fqdn.

rule 5 - add "Security-Client: sdes-srtp;mediasec”, "Proxy-Require: mediasec” and "Require: mediasec" headers in REGISTER message.
rule 6 - add "Security-Server: msrp-tls;mediasec”, "Security-Server: sdes-srtp;mediasec” and "Security-Server: dtls-srtp;mediasec” in
subsequent REGISTER message after SIP 401 Unauthorized.

rule 7 - add "Proxy-Require: mediasec"”, "Require: mediasec”, "Security-Verify: msrp-tls;mediasec” , "Security-Verify: sdes-srtp;mediasec”,
"Security-Verify: dtls-srtp;mediasec” in INVITE message.

rule 8 - add "a=3ge2ae:requested” attribute in SDP of the INVITE message.

rule 9 - add rport in Via header.

rule 10 - add "+" in the History-Info User-part.

rule 11 - replace the host-part of History-Info with the DT CompanyFlex fqdn.

rule 12 - store History-Info user-part in a variable varl.

rule 13 - replace the user-part of P-Preferred-ldentity with the variable varl.

rule 14 - store the user-part of From header in a variable var2.

rule 15 - replace the second History-Info user-part with the variable var2, occurs only in case of call forward scenario.

set profiles signaling sipAdaptorProfile REG TLS state enabl ed

set profiles signaling sipAdaptorProfile REG TLS advancedSMM enabl ed

set profiles signaling sipAdaptorProfile REG TLS profil eType nmessageMani pul ati on

set profiles signaling sipAdaptorProfile REG TLS rule 1 applyMat chHeader one

set profiles signaling sipAdaptorProfile REG TLS rule 1 criterion type nmessage

set profiles signaling sipAdaptorProfile REG TLS rule 1 criterion nmessage

set profiles signaling sipAdaptorProfile REG TLS rule 1 criterion message nessageTypes request Al l
set profiles signaling sipAdaptorProfile REGTLS rule 1 criterion 2 type header

set profiles signaling sipAdaptorProfile REG TLS rule 1 criterion header

set profiles signaling sipAdaptorProfile REG TLS rule 1 criterion header nane request-Iline
set profiles signaling sipAdaptorProfile REGTLS rule 1 criterion header condition exist

NNNMNNPREP PP

Confidential and Proprietary. Copyright © 2020-2023 Ribbon Communications Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles
profiles

profiles

signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptor Profil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptor Profil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptor Profil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptor Profil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptor Profil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptor Profil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptor Profil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptor Profil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptor Profil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptor Profil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptor Profil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptor Profil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptor Profil e REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfile REG TLS
si pAdaptorProfil e REG TLS
si pAdaptorProfile REG TLS

rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule
rule

g oo DMAEDMDBAMDIAMDIDMDAEDMNDIDEDDIDEDREDWOWWOWWWWWWWWWWWWWWWNNNNPNDNNNNNDNNDMNNNNMNNRPREPRPEPRRERREER

criterion 2 header hdrlnstance all

action
action
action
action
action
action
action
action

1

PR R RR R

1

type token

operation nodify

from

fromtype val ue
fromvalue tel.t-online.de
to

to type token

to tokenVal ue urihostnane

appl yMat chHeader one

criteri
criteri
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criteri
criteri
action
action
action
action
action
action
action
action

on
on
on
on
on
on
on
on
1

PR R R R

1

type nessage

nessage

message nessageTypes request Al

type header

header

header nane To

header condition exist
2 header hdrlnstance al

type token

operation nodify

from

fromtype val ue

fromvalue tel.t-online.de

to

to type token

to tokenVal ue urihostnane
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1

type nmessage

nmessage

message nessageTypes request Al l

type header

header

header nanme From

header condition exist
2 header hdrlnstance all

type token

operation nodify

from

fromtype val ue

fromvalue tel.t-online.de
to

to type token

to tokenVal ue urihostnane
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type message
nmessage
nessage nmessageTypes request Al l
type header
header
header nane P-Preferred-ldentity
header condition exist
2 header hdrlnstance all
type token
operation nodify
from
fromtype val ue
fromvalue tel.t-online.de
to
to type token
to tokenVal ue urihostnanme
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appl yMat chHeader one

criterion 1 type nessage

criterion 1 nessage

criterion 1 message nessageTypes request

criterion 1 nmessage net hodTypes [

action
action
action
action
action
action
action

1

PR R RR R

register ]
type header

operation add

header Posi tion | ast

from

fromtype header

from val ue "sdes-srtp; nedi asec"

to
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set profiles signaling sipAdaptorProfile REG TLS rule action 1 to type header

set profiles signaling sipAdaptorProfile REG TLS rule action 1 to value Security-dient
set profiles signaling sipAdaptorProfile REG TLS rule action 2 type header

set profiles signaling sipAdaptorProfile REG TLS rule 5 action 2 operation add

set profiles signaling sipAdaptorProfile REG TLS rule action 2 headerPosition |ast

set profiles signaling sipAdaptorProfile REG TLS rule action 2 from

set profiles signaling sipAdaptorProfile REG TLS rule 5 action 2 fromtype header

set profiles signaling sipAdaptorProfile REG TLS rule action 2 from val ue nedi asec
set profiles signaling sipAdaptorProfile REG TLS rule action 2 to

set profiles signaling sipAdaptorProfile REG TLS rule action 2 to type header

set profiles signaling sipAdaptorProfile REG TLS rule action 2 to val ue Proxy-Require
set profiles signaling sipAdaptorProfile REG TLS rule 5 action 3 type header

set profiles signaling sipAdaptorProfile REG TLS rule action 3 operation add

set profiles signaling sipAdaptorProfile REG TLS rule action 3 headerPosition |ast

set profiles signaling sipAdaptorProfile REG TLS rule 5 action 3 from

set profiles signaling sipAdaptorProfile REG TLS rule action 3 fromtype header

set profiles signaling sipAdaptorProfile REG TLS rule 5 action 3 from val ue nedi asec
set profiles signaling sipAdaptorProfile REG TLS rule action 3 to

set profiles signaling sipAdaptorProfile REG TLS rule action 3 to type header

set profiles signaling sipAdaptorProfile REG TLS rule
set profiles signaling sipAdaptorProfile REG TLS rule
set profiles signaling sipAdaptorProfile REG TLS rule
set profiles signaling sipAdaptorProfile REG TLS rule
set profiles signaling sipAdaptorProfile REG TLS rule
set profiles signaling sipAdaptorProfile REG TLS rule
set profiles signaling sipAdaptorProfile REG TLS rule

action 3 to value Require

appl yMat chHeader one

criterion 1 type nessage

criterion 1 nessage

criterion 1 message nessageTypes request
criterion 1 message nethodTypes [ register ]
action 1 type header

set profiles signaling sipAdaptorProfile REG TLS rule action 1 operation add

set profiles signaling sipAdaptorProfile REG TLS rule 6 action 1 headerPosition |ast

set profiles signaling sipAdaptorProfile REG TLS rule action 1 from

set profiles signaling sipAdaptorProfile REG TLS rule action 1 fromtype header

set profiles signaling sipAdaptorProfile REG TLS rule 6 action 1 fromvalue "msrp-tls; medi asec”
set profiles signaling sipAdaptorProfile REG TLS rule action 1 to

set profiles signaling sipAdaptorProfile REG TLS rule action 1 to type header

set profiles signaling sipAdaptorProfile REG TLS rule action 1 to value Security-Verify

set profiles signaling sipAdaptorProfile REG TLS rule action 2 type header

set profiles signaling sipAdaptorProfile REG TLS rule 6 action 2 operation add

set profiles signaling sipAdaptorProfile REG TLS rule action 2 headerPosition |ast

set profiles signaling sipAdaptorProfile REG TLS rule action 2 from

set profiles signaling sipAdaptorProfile REG TLS rule 6 action 2 fromtype header

set profiles signaling sipAdaptorProfile REG TLS rule action 2 fromvalue "sdes-srtp; nedi asec”
set profiles signaling sipAdaptorProfile REG TLS rule action 2 to

set profiles signaling sipAdaptorProfile REG TLS rule action 2 to type header

set profiles signaling sipAdaptorProfile REG TLS rule action 2 to value Security-Verify

set profiles signaling sipAdaptorProfile REG TLS rule 6 action 3 type header

set profiles signaling sipAdaptorProfile REG TLS rule action 3 operation add

set profiles signaling sipAdaptorProfile REG TLS rule action 3 headerPosition |ast

set profiles signaling sipAdaptorProfile REG TLS rule 6 action 3 from

set profiles signaling sipAdaptorProfile REG TLS rule action 3 fromtype header

set profiles signaling sipAdaptorProfile REG TLS rule 6 action 3 fromvalue "dtls-srtp; nedi asec”
set profiles signaling sipAdaptorProfile REG TLS rule action 3 to

set profiles signaling sipAdaptorProfile REG TLS rule action 3 to type header

set profiles signaling sipAdaptorProfile REG TLS rule
set profiles signaling sipAdaptorProfile REG TLS rule
set profiles signaling sipAdaptorProfile REG TLS rule
set profiles signaling sipAdaptorProfile REG TLS rule
set profiles signaling sipAdaptorProfile REG TLS rule
set profiles signaling sipAdaptorProfile REG TLS rule
set profiles signaling sipAdaptorProfile REG TLS rule

action 3 to value Security-Verify

appl yMat chHeader one

criterion 1 type nessage

criterion 1 nessage

criterion 1 message nessageTypes request
criterion 1 message nmethodTypes [ invite ]
action 1 type header
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set profiles signaling sipAdaptorProfile REG TLS rule action 1 operation add

set profiles signaling sipAdaptorProfile REG TLS rule 7 action 1 headerPosition |ast
set profiles signaling sipAdaptorProfile REG TLS rule action 1 from

set profiles signaling sipAdaptorProfile REG TLS rule action 1 fromtype header

set profiles signaling sipAdaptorProfile REG TLS rule 7 action 1 from value "nedi asec "
set profiles signaling sipAdaptorProfile REG TLS rule action 1 to

set profiles signaling sipAdaptorProfile REG TLS rule action 1 to type header

set profiles signaling sipAdaptorProfile REG TLS rule action 1 to value Proxy-Require
set profiles signaling sipAdaptorProfile REG TLS rule action 2 type header

set profiles signaling sipAdaptorProfile REG TLS rule 7 action 2 operation add

set profiles signaling sipAdaptorProfile REG TLS rule action 2 headerPosition |ast
set profiles signaling sipAdaptorProfile REG TLS rule action 2 from

set profiles signaling sipAdaptorProfile REG TLS rule 7 action 2 fromtype header

set profiles signaling sipAdaptorProfile REG TLS rule action 2 fromval ue "nedi asec "
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to

to type header

to value Require

type header

operation add

header Position | ast

from

fromtype header
fromval ue "nsrp-tls; nmedi asec "
to

to type header

to value Security-Verify
type header

operation add

header Position | ast

from

fromtype header

from val ue "sdes-srtp; nedi asec"
to

to type header

to value Security-Verify
type header

operation add
header Posi tion | ast

from

fromtype header
fromval ue "dtls-srtp; nedi asec
to

to type header

to value Security-Verify
type header

operation add

header Position | ast

from

fromtype header

from val ue supported

to

to type header

to value P-Early-Media

appl yMat chHeader one
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1 type nmessage
1 nessage
1 nessage nessageTypes request
1 nessage nethodTypes [ invite ]
2 type nessageBody
2 messageBody
2 messageBody condition exist
type messageBody
operation regappend
from
fromtype val ue

from val ue "\\na=3ge2ae:requested "

to

to type nmessageBody

to nessageBodyVal ue al
regexp

regexp string "t=0 0"
regexp matchl nstance al
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type nmessage

nessage

nessage nessageTypes request
message nethodTypes [ invite ]
type header

header

header nane History-Info
header condition exist

header hdrlnstance all

type header

operation regappend
headerInfo fieldval ue
from

fromtype val ue
fromvalue +

to
to
to

type header
value History-Info

regexp
regexp string <sip:
regexp matchl nstance one
appl yMat chHeader two

NNNMNNR PP

2

type nessage

nmessage

nessage nessageTypes request
nessage met hodTypes [ invite ]
type header

header

header nane Hi story-Info
header condition exist

header hdrlnstance all

type header

operation regpostsub
header | nfo fiel dval ue
from

fromtype val ue

fromvalue tel.t-online.de

to
to
to

type header
val ue History-Info

regexp
regexp string @

regexp matchlnstance one
appl yMat chHeader one

WWWNNNMNNNDRERE PP P

3

type message

nessage

nessage nessageTypes request
nessage nmet hodTypes [ invite ]
type header

header

header name History-Info
header condition exist
header hdrlnstance all

type token

t oken

token condition exist

token tokenType uri usernane

action 1 type token
action 1 operation store
action 1 from
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set profiles signaling sipAdaptorProfile REG TLS rule 12 action
set profiles signaling sipAdaptorProfile REG TLS rule 12 action
set profiles signaling sipAdaptorProfile REG TLS rule 12 action
set profiles signaling sipAdaptorProfile REG TLS rule 12 action 1 to type variable
set profiles signaling sipAdaptorProfile REG TLS rule 12 action to variabl eval ue varl
set profiles signaling sipAdaptorProfile REG TLS rule 12 action 1 to vari abl eScopeVal ue | ocal
set profiles signaling sipAdaptorProfile REG TLS rule 13 appl yMat chHeader one
set profiles signaling sipAdaptorProfile REG TLS rule 13 criterion 1 type nessage
set profiles signaling sipAdaptorProfile REG TLS rule 13 criterion 1 nessage
set profiles signaling sipAdaptorProfile REG TLS rule 13 criterion 1 nmessage nessageTypes request
set profiles signaling sipAdaptorProfile REG TLS rule 13 criterion 1 nessage nethodTypes [ invite ]
set profiles signaling sipAdaptorProfile REG TLS rule 13 criterion 2 type header
set profiles signaling sipAdaptorProfile REG TLS rule 13 criterion 2 header
set profiles signaling sipAdaptorProfile REG TLS rule 13 criterion 2 header nane P-Preferred-ldentity
2
2
3
3
3

fromtype token
from tokenVal ue uriusernane
to

N N

set profiles signaling sipAdaptorProfile REG TLS rule 13 criterion header condition exist

set profiles signaling sipAdaptorProfile REG TLS rule 13 criterion header hdrlnstance all

set profiles signaling sipAdaptorProfile REG TLS rule 13 criterion type variabl e

set profiles signaling sipAdaptorProfile REG TLS rule 13 criterion vari abl e

set profiles signaling sipAdaptorProfile REG TLS rule 13 criterion vari abl e condition exist

set profiles signaling sipAdaptorProfile REG TLS rule 13 criterion 3 variable variablelD varl

set profiles signaling sipAdaptorProfile REG TLS rule 13 action 1 type token

set profiles signaling sipAdaptorProfile REG TLS rule 13 action 1 operation nodify

set profiles signaling sipAdaptorProfile REG TLS rule 13 action 1 from

set profiles signaling sipAdaptorProfile REG TLS rule 13 action 1 fromtype variable

set profiles signaling sipAdaptorProfile REG TLS rule 13 action 1 from vari abl evVal ue varl

set profiles signaling sipAdaptorProfile REG TLS rule 13 action 1 to

set profiles signaling sipAdaptorProfile REG TLS rule 13 action 1 to type token

set profiles signaling sipAdaptorProfile REG TLS rule 13 action 1 to tokenVal ue uriusernane

set profiles signaling sipAdaptorProfile REG TLS rule 14 appl yMat chHeader one

set profiles signaling sipAdaptorProfile REG TLS rule 14 criterion 1 type nessage

set profiles signaling sipAdaptorProfile REG TLS rule 14 criterion 1 nessage

set profiles signaling sipAdaptorProfile REG TLS rule 14 criterion 1 nessage nessageTypes request
set profiles signaling sipAdaptorProfile REG TLS rule 14 criterion 1 nessage methodTypes [ invite ]
set profiles signaling sipAdaptorProfile REG TLS rule 14 criterion 2 type header

set profiles signaling sipAdaptorProfile REG TLS rule 14 criterion 2 header

set profiles signaling sipAdaptorProfile REG TLS rule 14 criterion 2 header name From
set profiles signaling sipAdaptorProfile REG TLS rule 14 criterion 2 header condition exist

set profiles signaling sipAdaptorProfile REG TLS rule 14 criterion 2 header hdrlnstance all

set profiles signaling sipAdaptorProfile REG TLS rule 14 criterion 3 type token

set profiles signaling sipAdaptorProfile REG TLS rule 14 criterion 3 token

set profiles signaling sipAdaptorProfile REG TLS rule 14 criterion 3 token condition exist

set profiles signaling sipAdaptorProfile REG TLS rule 14 criterion 3 token tokenType uriusernane
set profiles signaling sipAdaptorProfile REG TLS rule 14 action 1 type token

set profiles signaling sipAdaptorProfile REG TLS rule 14 action 1 operation store
set profiles signaling sipAdaptorProfile REG TLS rule 14 action 1 from

set profiles signaling sipAdaptorProfile REG TLS rule 14 action 1 fromtype token
set profiles signaling sipAdaptorProfile REG TLS rule 14 action 1 from tokenVal ue uriusernane

set profiles signaling sipAdaptorProfile REG TLS rule 14 action 1 to

set profiles signaling sipAdaptorProfile REG TLS rule 14 action 1 to type variable

set profiles signaling sipAdaptorProfile REG TLS rule 14 action 1 to vari abl eval ue var2

set profiles signaling sipAdaptorProfile REG TLS rule 14 action 1 to vari abl eScopeVal ue | ocal

set profiles signaling sipAdaptorProfile REG TLS rule 15 appl yMat chHeader two

set profiles signaling sipAdaptorProfile REG TLS rule 15 criterion type message

set profiles signaling sipAdaptorProfile REG TLS rule 15 criterion message

set profiles signaling sipAdaptorProfile REG TLS rule 15 criterion nessage nmessageTypes request
set profiles signaling sipAdaptorProfile REG TLS rule 15 criterion message nethodTypes [ invite ]
set profiles signaling sipAdaptorProfile REG TLS rule 15 criterion type header

set profiles signaling sipAdaptorProfile REG TLS rule 15 criterion header

set profiles signaling sipAdaptorProfile REG TLS rule 15 criterion header nane Hi story-Info

set profiles signaling sipAdaptorProfile REG TLS rule 15 criterion header condition exist

set profiles signaling sipAdaptorProfile REG TLS rule 15 criterion header hdrlnstance all

set profiles signaling sipAdaptorProfile REG TLS rule 15 criterion type token

set profiles signaling sipAdaptorProfile REG TLS rule 15 criterion 3 token

set profiles signaling sipAdaptorProfile REG TLS rule 15 criterion token condition exi st

set profiles signaling sipAdaptorProfile REG TLS rule 15 criterion 3 token tokenType uriusernane
set profiles signaling sipAdaptorProfile REG TLS rule 15 action 1 type token

set profiles signaling sipAdaptorProfile REG TLS rule 15 action 1 operation nodify

set profiles signaling sipAdaptorProfile REG TLS rule 15 action 1 from
1
1
1

WWWNNMNNNNRER PP

set profiles signaling sipAdaptorProfile REG TLS rule 15 action fromtype variabl e
set profiles signaling sipAdaptorProfile REG TLS rule 15 action from vari abl evVal ue var?2
set profiles signaling sipAdaptorProfile REG TLS rule 15 action 1 to
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set profiles signaling sipAdaptorProfile REG TLS rule 15 action 1 to type token
set profiles signaling sipAdaptorProfile REG TLS rule 15 action 1 to tokenVal ue uriusernane

10. SIP Trunk Group

Create a SIP Trunk Group towards Deutsche Telekom and assign corresponding profiles like PSP and IPSP, that were created in previous steps.

(D Warning

You must configure Trunk Group names using capital letters.

set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG nedi a nedi al pl nter f aceGr oupNane LI F2
set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG node i nService state enabl ed
commi t

set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG policy digit Paranet er Handl i ng nunberi ngPl an
GERVANY_NUM_PLAN

set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG policy nedi a packet Servi ceProfile TELEKOM

set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG policy signaling ipSignalingProfile TELEKOM | PSP
set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG signal i ng nmessageMani pul ation

out put AdapterProfile REG TLS

set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG signaling tiners sessionM nSE 900

set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG signaling registration expires 600

set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG signaling registration insideExpiresM ni mum 600
set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG signaling authentication authUserPart
+49199296000000100540

set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG signaling authenticati on authPassword XXXXXX
set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG signaling authentication intChallengeResponse
enabl ed

set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG signaling authentication inclnternal Credentials
enabl ed

set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG signaling transportPreference preferencel tls-tcp
set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG signaling accept Hi storylnfo enabl ed

set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG servi ces dnsSupport Type a-srv-naptr

set addressContext default zone EXTERNAL sipTrunkG oup TELEKOM TG ingresslpPrefix 0.0.0.0 0

commi t

11. Routing Label

Create a Routing Label with a single Routing Label Route to bind the DT Trunk Group with the DT IP Peer.

set global call Routing routingLabel TELEKOM RL routingLabel Route
set global call Routing routinglLabel TELEKOM RL routi ngLabel Route
set global call Routing routinglLabel TELEKOM RL routi ngLabel Route
set global call Routing routinglLabel TELEKOM RL routinglLabel Route
conmi t

rout eType trunkG oup
trunkG oup TELEKOM TG
i pPeer TELEKOM
inService inService

12. Call Routing

This entry is used to route all the calls coming from DT towards endpoint behind SBC.

Note
Provide the ceName used during an SBC deployment. "SBXUK9" is the ceName.

set global callRouting route trunkG oup TELEKOM TG SBXUK9 standard Sonus_NULL 1 all all ALL none Sonus_NULL
routingLabel 1 P_PBX_RL
conmi t

Section B: CUCM (IP-PBX) Configuration

1. Accessing CUCM (Cisco Unified CM Administration)
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1. Open browse and enter the CUCM IP Address.

2. Select Cisco Unified CM Administration from the Navigation drop-down.

3. Provide the credentials and click Login.

alial  Cisco Unified CM Administration YRS Cisco Unificd CM Administration ']
€IS€@  Eor Cisco Unified Communications Solutions

Username

ETT
ied CM Administration

Login [ Reset

opyright © 1999 - 2019 Cisco Systems, Inc.
il rights reserved.

his product contains eryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptagraphic products does not imply third-party authority to import, ex]
Histribute or use encryption. Importers, exporters, and users are r for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unab)

omply with U.S. and local laws, return this product immediately.

2. SIP Trunk Security Profile

Unified Communications Manager Administration groups security-related settings for the SIP trunk to allow you to assign a single security profile to
multiple SIP trunks. Security-related settings include device security mode, digest authentication, and incoming/outgoing transport type settings.

® From Cisco Unified CM Administration, navigate to System > Security > SIP Trunk Security Profile.
® Click Add New.

ahale  Cisco Unified CM Administration
cisco

LWL Cisco Unified CM Administration v | Gl

admin  About  Logouf

For Cisco Unified Communications Solutions

E!’Sﬁem -I CallRouling ~ Media Resources v  Advanced Features Device v  Application =  User Management v  Bulk Administration ~  Help =

ind and List SIP Trunk Security Profiles

SR Addew [ seiectan 7 clearan % Delete Selected

@ 8 records found

SIP Trunk Security Profile (1 -8 of8)

T
Find SIP Trunk Security Profile where [Name | begins with v | |[[Find | clear Fiter | (% | =]
0 e ~ Descrption copy
O DT SBC CORE DT_SBC_CORE B
0 Non Secure SIP Conference Bridos Non Secure SIF Conference Bridge [}
D Non Secure SIP Trunk Profile Non Secure SIP Trunk Profile authenticated by null String |5}
O Non Secure SIP Trunk Profile- aish Non Secure SIP Trunk Profile authenticated by null String B
O Non Secure SIP Trunk Profile Pagja UDP Non Secure SIP Trunk Profile authenticated by null String B
0 Non Secure SIP Trunk Profile UD? Non Secure SIF Trunk Profile_UD? [}
D Secure Profile TLS Profile |5}
O SfBVideolnterap_SecurityProfile SFB-VideoInterop B
T
h add New | select all |[ Clear all |[ Delete Selected

® Provide the desired Name and Description.
Choose Non Secure from Device Security Mode.

- No security features except image authentication apply. A TCP or UDP connection opens to Unified Communications Manager.
From Incoming Transport Type, select TCP+UDP.

- When Device Security Mode is Non Secure, TCP+UDP specifies the transport type.
® Select Outgoing Transport Type as UDP.
® Click Save.
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SIP Trunk Security Profile Configuration TR I 5 Back To Find/List ~ [ Go

B Save x Delete Copy %’ Reset £ Apply Config EI} Add New

-
- Statu:
@ Status: Ready

- SIP Trunk Security Profile Information

Hame* [oT_sBc_core |
Description [DT_sBc_core |
Device Security Mode | Non Secure Vl
Incoming Transport Type* [TcP+upp v
Qutgoing Transport Type | UDP Vl

[ Enable Digest Authentication
Nonce Validity Time {mins)* 500

Secure Certificate Subject or Subject Alternate Name

Incoming Port* 5060

[JEenable Application level authorization

3. SIP Profiles

A SIP profile comprises the set of SIP attributes that are associated with SIP trunks and SIP endpoints. SIP profiles include information such as
name, description, timing, retry, call pickup URI, and so on. The profiles contain some standard entries that you cannot delete or change.

® From Cisco Unified CM Administration, navigate to Device > Device Settings > SIP Profile.
® Use the default "Standard SIP Profile", the configuration is as follows:

P Profile Configuratio Related Back To Find/List ~ [ Go
Copy %’ Reset z Apply Config |:|‘} Add New
rStatu:

@ Status: Ready

@ All SIP devices using this profile must be restarted before any changes will take affect.

SIP Profile Information

* "
Name |5tandard SIP Profile ‘

Description |Defau\l SIP Profile ‘
Default MTP Telephony Event Payload Type™® | 101 ‘

Early Offer for G.Clear Calls* | Disabled ~|
User-Agent and Server header information® [ Send unified CM Version Information as User-Agent ¥ |
version in User Agent and Server Header™ |Major And Minor V|
Dial String Interpretation™ | Phone number consists of characters 0-9, *, =, and ¥ |
Confidential Access Level Headers™® [Disabled v

[ Redirect by Application

[ pisable Early Media on 180

DOutgoing T.38 INVITE include audio mline

(] offer valid IP and Send/Receive mode only for T.38 Fax Relay
[Duse Fully Qualified Domain Name in SIP Requests

[ assured Services SIP conformance

[ Enable External Qos**
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SDP Information

SDP Session-level Bandwidth Modifier for Early Offer and Re-invites® ‘TIAS and AS v|
SDP Transparency Profile ‘ = Mone = V|
Accept Audio Codec Preferences in Received Offer® [Default v

DRequire SDP Inactive Exchange for Mid-Call Media Change
O allow RR/RS bandwidth modifier (RFC 3556)

rParameters used in Phone

Timer Invite Expires (seconds)® |1so
Timer Register Delta (seconds)* |5
Timer Register Expires (seconds)® |3soo
Timer T1 (msec)* [s00
Timer T2 (msec)* [4000
Retry INVITE® [s
Retry Non-INVITE* [10

Media Port Ranges ® common Port Range for Audio and Video

O Separate Port Ranges for Audio and Video

Meet Me Service URI* |x-cls:u-seww:eurl—meetma

Start Media Port™ [16384 |

Stop Media Port* [32766 |

DSCP for Audio Calls | Use System Default ~]

DSCP for Video Calls [Use System Default ~|

DSCP for Audio Portion of Video Calls | Use System Default Vl

DSCP for TelePresence Calls [ Use System Default ~|

DSCP for Audio Portion of TelePresence Calls | Use System Default Vl

Call Pickup URT* |K-cisco-serwceuri—p\ckup ‘

Call Pickup Group Other URT* |K-clsco-serwceurl-op\ckup ‘

Call Pickup Group URI* |x-cls:u-seww:eurl-gp\ckup ‘
|

[JEnable anaT

[ peliver Conference Bridge Identifier

[JEnable External Presentation Name and Number
O Reject Anonymous Incoming Calls

O Reject Anonymous Qutgoing Calls

[ send ILS Learned Destination Route String

) connect Inbound Call before Playing Queuing Announcement

SIP OPTIONS Ping

User Info* [Mone v

DTMF DB Level* [ Nominal v

Call Hold Ring Back* [ off ~|
Anonymous Call Block* [ off ~|

Caller ID Blocking * [ off v

Do Not Disturb Control* [User v

Telnet Level for 7940 and 7960% [Disabled v

Resource Priority Namespace [ = None > v

Timer Keep Alive Expires (seconds)* | 120 ‘
Timer Subscribe Expires (seconds)* | 120 ‘
Timer Subscribe Delta (seconds)* |5 ‘
Maximum Redirections® |70 |
SIP Rel1XX Options* [Disabled vl
Vvideo Call Traffic Class® [ Mixed v
Calling Line Identification Presentation® |Defau\t V‘
Session Refresh Method* [Invite vl
Early Offer support for voice and video calls* | Disabled (Default value) ~|

[JEnable oPTIONS Ping to menitor destinatien status for Trunks with Service Type "Mone {Default)”
ping Interval for In-service and Partially In-service Trunks {seconds)* 50

ping Interval for Out-of-service Trunks (seconds)* 120
ping Retry Timer (milliseconds)* 500
Ping Retry Count™ 6

4. Trunk Configuration

Use a trunk device to configure a logical route to a SIP network.

® From Cisco Unified CM Administration, choose Device > Trunk.

® Click Add New.
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alimln  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System = Call Routing + Media Resources ~  Advanced Features -

Find and List Trunks
DR AddNew

Trunks

Find Trunks where [ Device Name ~ | begins with v || |[ Find ][ Clear Filter ]E

[Select item or enter search text v |

Mo active query. Please enter your search criteria using the options above.

IS

From the Trunk Type drop-down list, choose SIP Trunk.
Choose SIP from Device Protocol drop-down.

From Trunk Service Type, select the default value (None).
Click Next.

alialn  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

System + Call Routing + Media Resources + Advanced Features + Device = Application = User Management »  Bulk Administration + Help -

Trunk Configuration

» Next

rstatus

@ Status: Ready

r Trunk Information

|

runk Type* SIP Trunk ~

Device Protocol SIP -
Trunk Service Type™® | Nane{Default) ~|

® Enter a unique identifier for the trunk.
® Enter a descriptive name for the trunk.
® Choose the Default Device Pool.

Trunk Configuration TR NG Back To Find//List v I Go

H Save x Delete %l Reset ':1} Add New

r Device Information

Product: SIP Trunk

Device Protocol: SIP

Trunk Service Type N&Ml)

Device Name* DT_SBC_CORE I
Description DT_SBC_CORE

Device Pool* [ Default ~| I
Common Device Configuration |< MNone > v|

call Classification® [Use System Default |

Media Resource Group List [ = None = v|

Location® [Hub_nane v

AAR Group |< MNone = Vl

Tunneled Protocol ® |None Vl

QSIG Variant® Changes o

ASN.1 ROSE 0ID Encoding® No Changes v

Packet Capture Mode* [Mone o

Packet Capture Duration |D

I Media Terminatien Point Reguired
R.elry Wideo Call as Audio

Path Replacement Support
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® Provide the destination address.
- The Destination Address represents the remote SIP peer with which this trunk will communicate.

- SIP trunks only accept incoming requests from the configured Destination Address and the specified incoming port that is specified in the
SIP Trunk Security Profile that is associated with this trunk.

® Choose the SIP Trunk Security Profile created to apply to the SIP trunk.
® Select the SIP Profile created from the list.
® Choose the Normalization Script created previously from the list.
® Click Save.
-SIP
O Destination Address is an SRV
Destination Address Destination Address IPvé Destination Port Status Status Reason Duration
1* [10.54 | \Isnso I A N/A /A
MTP Preferred Originating Codec™® 711ula v
BLF Presence Group™® | Standard Presence grouy hd
[ 1P Trunk security profile [orseccore v
Rerouting Calling Search Space [ Hone = <
Out-Of-Dialog Refer Calling Search Space | < None > ]
SUBSCRIBE Calling Search Space | < Mone = |
SIP Profile® [Standard SIP Profile v |Jiew Details
DTHF Signaling Method [RFc2szz ]
ion Script.
seript [ < None = ~]
Enable Trace
Parameter Name Parameter Value
1 | Diversion ®E =

® Reset, Restart and Close the window. Refresh the SIP trunk page and wait until the Server status changes from Unknown to Full Service.

%’ Reset @ Restart

rStatus

@ Status: Ready

r Reset Information

Selected Device: trunkToDT (trunk to DT; SIP Trunk)

If a device is not registered with Cisco Unified Communications Manager, you cannot reset or restart it. If a
device is registered, to restart a device without shutting it down, click the Restart button. To shut down a
device and bring it back up, click the Reset button. To return to the previous window without
resetting/restarting the device, click Close.

MNote:

Resetting a gateway/trunk/media devices drops any calls in progress that are using that
gateway/trunk/media devices. Restarting a gateway/media devices tries to preserve the calls in progress that
are using that gateway/media devices, if possible. Other devices wait until calls are complete before
restarting or resetting. Resetting/restarting a H323 device does not physically reset/restart the hardware; it
only reinitializes the configuration loaded by Cisco Unified Communications Manager.

| Rezet | | Restart | | Close |

{i} Note

Resetting/restarting a SIP device does not physically reset/restart the hardware; it only reinitializes the configuration that is loaded by Cisco
Unified Communications Manager.

For SIP trunks, Restart and Reset behave the same way, so all active calls will disconnect when either choice is pressed.

5. Route Pattern
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A route pattern comprises a string of digits (an address) and a set of associated digit manipulations that route calls to a route list or a gateway. Route
patterns provide flexibility in network design. They work in conjunction with route filters and route lists to direct calls to specific devices and to include,
exclude, or modify specific digit patterns.

® In Cisco Unified Communications Manager Administration, use the Call Routing > Route/Hunt > Route Pattern menu path to configure
route patterns.
® Click Add New.

System « | Call Roufing Media Resources + Advanced Features = Device =  Applicalion = User * Bulk inistration + Help «

Find and List Route Patterns

@ Select All @ Clear Al & Delete Selected

- Status

@ 18 records found

Route Patterns (1 - 18 of 18)

Find Route Patterns where | Pattern ~ | begins with_ ~| || Clear Filter |E\

® Enter the route pattern, including numbers and wildcards (do not use spaces); for example, 49XXXXXXXXX - 49 followed by 9 digits number
would be routed to the Gateway/Route List configured. Valid characters include the uppercase characters A, B, C, and D and \+, which
represents the international escape character +.

® Configure the Route Pattern as shown below.

® Choose SIP Trunk created from the gateway or route list drop-down to add the route pattern.

Route Pattern Configuration CEEEIETES Back To Find/List v

BES x Delete Copy O Add Hew

‘ @ Status: Ready ‘
Route Pattern® |L4eaxxxncnny | J

Route Partition [= None = hd

Description [oT_sBc_core_rp |

Numbering Plan

Route Filter

MLPP Precedence® [Default ~]|

[J Apply call Blocking Percentage
Resource Priority Namespace Network Domain [« None = ]

Route Class* Default ~]

Gateway/Route List* OT_SEC_CORE ~ (Edit)
Route Option @® Route this pattern

O Block this pattern
Call Classification* offiet ~]

External Call Control Profile | < Nane = ~]

[ allow Device averride B provide outside Dial Tane [ allow Overlap Sending [ Urgent Priority

D Require Forced Authorization Code

6. Register Third Party SIP Phones to CUCM
Configure End Users

The End User Configuration window allows you to add, search, display, and maintain information about Unified Communications Manager end users.
End users can control phones after you associate a phone in the End User Configuration window.

® In Cisco Unified CM Administration, use the User Management > End User menu path to configure end users.
® Click Add New.

ahah  Cisco Unified CM Administration

CISCO  kyr Cisco Unified Communications Solutions

Call Roufing + Media Resources =  Advanced Features = Device « -

ation =

Help -

System -

:E'; Add New

User

Find User where [ First name ~ | begins with | || Find || Clear Filter |E\

Mo active query. Please enter your search criteria using the options above.

[z ]
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Enter the unique end user identification name.

Enter alphanumeric or special characters for the end user password and confirm.
Enter numeric characters for the end user PIN and confirm.

Enter the end user last name.

wlinly  Cisco Unified CM Administration

CIS€Q 4 Cisco Unified Communications Solutions

Bulk Administration

Call Reuting ~ Media R - A d Feat ~ Device » Application =  User Management « Help

System -

End User Configuration

Q Save x Delete |:|'}= Add New

- Status

@ Status: Ready

[ ]
—User Information
User Status Enabled Local User
User ID* I |
Password . . |[ Edit credential
Confirm Password |... P . . |
Self-Service User ID | |
PIN [oe wee . . || Edit credential
Confirm PIN .ee . . |
Last name™ |aish1

Middle name

First name

Title

Directory URI

Telephone Number

|

| |

| |

Display name | |
| |

| |

| |

Phone Setup

¢ In Cisco Unified Communications Manager Administration, navigate to Device > Phone to configure phones.
® Click Add New.

alinlin  Cisco Unified CM Administration |
cisco For Cisco Unified C ications

System v  Call Routing v Media Resources v  Advanced Features v | Device w | Application v  User v Bulk Admini v Help v

Find and List Phones

Add New dl} Add New From Template @ Select Al @ Clear All & Delete Selected %l Reset Selected Apply Config to Selected

Status

@ 16 records found

Phone (1-16 of 16)

Find Phone where [ Device Name v | begins with_ v | |[ Find ] Clear Filter E]

[ Select item or enter search text ¥

® From the Phone Type drop-down, choose Third-party SIP Device (Advanced) Endpoint.
® Click Next.
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vhalh, Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System ~  Call Roufing ~  Media Resources = Advanced Features ~  Device »  Application ~  User Management = Bulk Administration ~ He

» Mest

rStatus

@ Status: Ready

r Add New Phone Information

Start by selecting the type of phone you wish to add, or click here to add a new phone using_a Universal Device Template.

Phone Type®|(Third-party SIP Device (Advanced) v]

® Enter the Media Access Control (MAC) address that identifies Cisco Unified IP Phones. Make sure that the value comprises 12 hexadecimal
characters.
® Choose Default Device pool.
- A Device pool defines sets of common characteristics for devices, such as region, date/time group, and soft key template.
® Choose Third-party SIP Device (Advanced) from the phone button template drop-down.
- The phone button template determines the configuration of buttons on a phone and identifies which feature (line, speed dial, and so on)
is used for each button.
® Choose the user ID of the assigned phone user.

System = CallRouing = Media Rescurces »  Advanced Features Devios - User »  BulkAdmb - Help v
Phone Configuration
LH Save x Delate |D Copy %I Reset  4# Apply Config |:‘|}:| Add New
[ Assaciation Phone Type
Modify Button Tiems tmdud Type:  Third-party SIP Device (Ad\ranced)l
B i 0 AT evice Protocol: SID
w13 Line [1] no partition
2 wimz Line [2] - Add 3 new DN rReal-time Device Status
qkne [2] - Add s new DI
3 | G maE =t T Registration: Registered with Cisco Unified Communications Manager cucm12
e 1Pv4 Address: 1
4w Line [4] - Add 2 new DN Active Load ID:  Nons
nne 2l fdc s new DI

Download Status: Nonz
5w Line [5] - Add = new DN
e

& s Line 6] - Add 2 new DN Device Information

7w Line [7) - Add 2 new DN Device is Active
£\ pevice is not trusted

& win:Line [8] - Add 5 new DN =

Tnrine | MAC Address |2eco1233211 | isepascDizzz1AL)

Description [szpascoiazzaian |
Device Pool * [Default | View Datails
‘Commen Device Configuration [< None > | View Details
Phons Button Templata® | Third-party SIP Device (Advanced) v
Common Phane Profile® [ Standard comman Phone erofile ~ || view Details
Calling Search Space LNune>= ~
AAR Calling Search Spacs [ None = v
Media Resource Group List [< MNone > |
Location® [Hub_Non= = v
AAR Group [< None > v

Device Mobility Mode™®

~ | Vigw Current Device Mobility Settings

Owner

Owner User ID*

) Anonymous (Public/Shared Space)

v]

® Choose the security profile Third-party AS-SIP Endpoint - Standard SIP Non-Secure Profile to apply to the device.

® Choose the standard SIP profile.

® Choose an end user that you want to associate with the phone for this setting that is used with digest authentication (SIP security).
® Click Save.
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Q Save x Delete |D Copy %l Resst g7 Anply Config |:‘J= Add New

| K4 Usa Device Pool Calling Party Transformation CSS (Caller ID For Calls From This Phone) ‘

R te Numb.

Calling Party Transformation CSS

Us= Device Pool Calling Party Transformation CSS (Device Mobility Related Information)

r Protocol Specific T

BLF Presence Group®™ Standard Presence group v
MTP Preferrad Originating Codec® 71101
Device Security Prunﬁ‘ Third-Eartv SIP Device Advancaed - Standard SIP NGVI
Rerouting Calling Search Space [ < Mone >

SUBSCRIBE Calling Search Space (< Ngne =

. = =

Digest Usar

View Details

< )€€

[T Media Termination Peint Required
O Unattended Port
[”) Require DTMF Reception

(") Allow Prasentation Sharing using BECP
[ allow iX Applicabla Madia

~MLPP and Confidential Access Level Information

MLPP Domain [< Mane = v
Confidential Access Mode | = None > v
Confidential Access Level [ < None > W

® Click this link to add a remote destination to associate with this device. The Remote Destination Configuration window displays, which allows
you to add a new remote destination to associate with this device.

System = Call Routng = Media Resources =+  Advanced Features =+ Device = licati *  User = Bulk inis ion = Help =

Phone Configuration

LB Save x Delete Copy % Reset z Apply Config Eaa Add New
[ Statu
@Status: Ready
Association Phone Type
Modify Button Items Product Typa:  Third-party SIP Device (Advanced)
Device Protocol: SIP
1| st Line [1] - 2SHNN (no uartltlnn)l
p —
2 winiLine [2] - Add & new DN Real-time Device Stat:
B E—
B | b Wra 1= Al = e Y Registration: Registered with Cisco Unified Communications Manager cuem12
e IPv4 Address: |
4wt Line [4] - Add 2 new DN Active Load ID:  None
R —
Download Status: Nons
#1m2 Line [S] - Add 3 new DN
i

Note
Registration status should be "Registered with Cisco Unified Communication Manager" as shown above.

® Add the Directory number.
® Click Save.
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System = Call Routing = Media Resources +«  Advanced Features = Device =  Application =  User Management =  Bulk Administration = H

Directory Number Configuration

x Delets %l Resst Apply Canfig
r Status
®Status: Raady

r Directory Number Information

. ®
Diractory Number [+ | O urgent priarity
Route Partition [< Mone = b
Dascription | |

Alarting Name | |

ASCII Alerting Mame | |

External Call Cantrol PrnFi|e| = MNone * v|
Associated Devices SERABCD123321A1 -
Edit Device
| Edit Line Appearance
-
A

Dissociate Devices ~

-

® Click Apply Config followed by the Reset button.
® Reset, Restart and Close the window.

Device Association
® Navigate back to User Management > End User.

® In the Device Information field, click Device Association. This displays all the available devices.
® Select the device created in the previous step and save.

System = Call Routing = Media Resources »  Advanced Features + Dewvice =  Application = User Management =  Bulk Administration = Help =

End User Configuration

Q Save x Delete LJI}: Add New
|

r Device Information

Controlled Devices SEPABCD123321A1 I re
!

Device Association I

Line Appearance Association for Presence

Available Profiles o~

CTI Controlled Device Profiles ~

<

Supplementary Services and Features Coverage

The following checklist depicts the set of services/features covered through the configuration defined in this Interop Guide.

Sr. No. Supplementary Services/ Features Coverage

1 SIP Trunk Registration /
2 Inbound Call-Mobile PSTN ,/
3 Outbound Call-Mobile PSTN /
4 Inbound call-Landline PSTN J
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5 Outbound call-Landline PSTN

6 Basic Call With Different Codecs
7 Voice Mail

8 Call Forward

9 FAX using G711

10 Call Hold and Resume Outbound

11 Call Hold and Resume Inbound
12 Anonymous Calls Outbound
13 Session Timers

14 Call Transfer (Blind)

15 Call Transfer (Attended)
16 Call Busy

17 Cancel Call

18 Long Duration Calls

AV YRS YR YN YN N N N N

Legend
Supported /
Not Supported x
Note

Observation - Any call to the PSTN mobile display the caller's number with the country code, whereas any call to the PSTN landline
excludes the country code.

Caveats

Download the Deutsche Telekom Global root Certificate from https://corporate-pki.telekom.de/en/GlobalRootClass2.html

The SBC Core will throw the following error when loading the DT Global Root Certificate:

[ root @BXUK9 external ]# openssl x509 -in d obal Root_O ass_2.crt -inform PEM -out DTroot_cert.cer -outform DER
unable to load certificate

140620648452160: error: 0906D06C: PEM rout i nes: PEM read_bi o: no start line:../crypto/penm pem.|ib.c:686: Expecting:
TRUSTED CERTI FI CATE

The DT Root Certificate would be as follows:

(BEGIN/END line in same line as encoded cert)

----- BEG N CERTI FI CATE- - - - - M | Dwz CCAqQugAWM BAEFEVRTHEFEDDFGdsdf 6Fuwg==- - - - - END CERTI FI CATE- - - - -

The SBC Core expects the (BEGIN/END line in a new line as below)
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https://corporate-pki.telekom.de/en/GlobalRootClass2.html

----- BEG N CERTI FI CATE- - - - -
M | Dwz CCAqugAWM BAEFEWRTHEFEDDFGds df 6Fuwg==
----- END CERTI FI CATE- - - - -

Workaround: Add the new line at the BEGIN/END of the certificate as shown above.

Then convert the DT Global Root certificate from .crt to .der as shown in Ribbon SBC Configuration for TLS/SRTP.

Support

For any support related queries about this guide, please contact your local Ribbon representative, or use the details below:
® Sales and Support: 1-833-742-2661

® Other Queries: 1-877-412-8867
® Website: https://ribboncommunications.com/about-us

References

For detailed information about Ribbon products and solutions, visit: https://ribboncommunications.com/products

For detailed information about Deutsche Telekom products and solutions, visit: https://www.telekom.com/

Conclusion

This Interoperability Guide describes successful configuration covering Deutsche Telekom CompanyFlex SIP Trunk interop involving Ribbon SBC
Core. All the necessary features and serviceability aspects stand covered as per the details provided in this interoperability document.

© 2021 Ribbon Communications Operating Company, Inc. © 2021 ECI Telecom Ltd. All rights reserved.
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