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Interoperable Vendors

Deutsche Telekom

Copyright

© 2021 Ribbon Communications Operating Company, Inc. © 2021 ECI Telecom Ltd. All rights reserved. The compilation (meaning the collection,
arrangement and assembly) of all content on this site is protected by U.S. and international copyright laws and treaty provisions and may not be used,
copied, reproduced, modified, published, uploaded, posted, transmitted or distributed in any way, without prior written consent of Ribbon
Communications Inc.

The trademarks, logos, service marks, trade names, and trade dress (“look and feel”) on this website, including without limitation the RIBBON and
RIBBON logo marks, are protected by applicable US and foreign trademark rights and other proprietary rights and are the property of Ribbon
Communications Operating Company, Inc. or its affiliates. Any third-party trademarks, logos, service marks, trade names and trade dress may be the
property of their respective owners. Any uses of the trademarks, logos, service marks, trade names, and trade dress without the prior written consent
of Ribbon Communications Operating Company, Inc., its affiliates, or the third parties that own the proprietary rights, are expressly prohibited.

Document Overview

This document depicts the configuration details for Ribbon SBC Edge interworking & compliance against Deutsche Telekom CompanyFlex SIP
Trunking solution.

About Ribbon SBC Edge

The Ribbon Session Border Controller provides best-in class communications security. The Ribbon SBC Edge dramatically simplifies the deployment
of robust communications security services for SIP Trunking.

About Deutsche Telekom

Deutsche Telekom is a telecommunications company that offers a range of fixed-network services, such as voice and data communication services
based on fixed-network and broadband technology, and sells terminal equipment, other hardware, and services to resellers.

Scope

This document provides configuration best practices for deploying Ribbon's SBC 1000/2000 and SWe Lite series when connecting with Deutsche
Telekom CompanyFlex. Note that these are configuration best practices, and each customer may have unique needs and networks. Ribbon
recommends that customers work with network design and deployment engineers to establish the network design which best meets their
requirements.

Non-Goals

It is not the goal of this guide to provide detailed configurations that will meet the requirements of every customer. Use this guide as a starting point
and build the SBC configurations in consultation with network design and deployment engineers.

Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring both the Ribbon SBC and the third-party
product. Navigating the third-party product as well as the Ribbon SBC Edge GUI is required. Understanding the basic concepts of TCP/TLS, IP
/Routing, and SIP/RTP/SRTP is also necessary to complete the configuration and any required troubleshooting.

Prerequisites

The following aspects are required before proceeding with the interop:

Ribbon SBC Edge
SBC License
IP-PBX SIP Connect 2.0 Compliant
Deutsche Telekom "CompanyFlex" SIP trunks
® Contact Deutsche Telekom for Domain, Outbound proxy, Registrar, SIP trunk Registration number, SIP trunk password and block of
numbers for the end points.
® For more information, visit https://hilfe.companyflex.de/de/einrichtung/einrichtung-sip-trunk
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@ Note

Any IP-PBX which is SIP Connect 2.0 Compliant can be deployed with Ribbon SBC Edge. For this interop testing we have used CUCM
12.5 which is SIP Connect 2.0 Compliant.

@ Note

During this interop, the SIP Trunk between Deutsche Telekom and Ribbon SBC Edge has been configured with TLS and SRTP.

Product and Device Detalls

The configuration uses the following equipment and software:

Table 1: Requirements

Product Equipment Software Version
Ribbon Networks Ribbon SBC SWe Lite 9.0.3
Third-party Equipment Cisco Unified Communication Manager = 12.5.1.11900-146
Deutsche Telekom Deutsche Telekom "CompanyFlex" NA
Administration and Debugging Tools = Wireshark 3.27

LX Tool 2.1.0.6
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Section A: Ribbon SBC Edge Configuration

Installing Ribbon SBC Edge

Refer to the following document for installing the Ribbon SBC Edge: Installing SBC 1000/2000.

Accessing Ribbon SBC Edge

Open any browser and enter the SBC IP address.

Click Enter and log in with a valid User ID and Password.

Welcome to Ribbon SBC SWe Lite

rs (authorized or unauthorized) have mo explicit or implicit exp
iz systemn and all files on this
d, copied, audited, insp
ive, and |aw enforcement personnel, a5
cials of government age both domestic and foreign.
By using this em, the user consents to such interception, monitoring,
recording, copying, suditing. inspection, and disclosurs at the discretion of
suthorized personne

Amy or 3l uzes o

iz=d or improper use of this system may result in administrative
d criminal penalties. By continuing to use this
reness of and consent to these terms and conditions

stated in this waming

User Namel adrmin |

Password I TR I

Copyright © 2010-2021 Ribbon Communications Operating Company. Inc. AN Rights Reserved

License and TLS Certificates

View License

This section describes how to view the status of each license along with a copy of the license keys installed on your SBC. The Feature Licenses pan
el enables you to verify whether a feature is licensed, along with the number of remaining licenses available for a given feature at run-time.

From the Settings tab, navigate to System > Licensing > Current Licenses.
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Weicome: ribbon | Logout | H
Device Name: 44033514470
R R
Total 18 Feature License Rows
N
1 Noge-Level Settings Feature Licensed Tetal Licenses Available Licenses
LJE3 sIP Calls L% 100 100
I psps
[E] System Timing SIP Registrations L% 200 198
L_| System Companding Law DSP Resources L% Unlimited Unlimited
Forking L% Unlimited Unlimited
ERRSREY SBA [ 7] Unlimited Unlimited
[ nstall New License
Active Director Unlimited Unlimited
P [ software Management it v
[ Auth and Divectory Services Transcoding L% Unlimited Unlimited
P @ Active Direclory ! REST w Unlimited Unlimited
b @ RADIUS ¥
3 cas LY Unlimited Unlimited
w [ Protocals
b pns DR w Unlimited Unlimited
=P
= 0SPF L7 Unlimited Unlimited
[ Static Routes
[ Routing Table RIP LY Unlimited Unlimited
B Stafic ARP IPsec w Unlimited Unlimited
¥ Router Instances
¥ [ Access Conirol Lists REA LY Unlimited Unlimited

For more details on Licenses, refer to Ribbon SBC Edge Licenses.

Import Trusted Root CA Certificates

A Trusted CA Certificate is a certificate issued by a trusted certificate authority. Trusted CA Certificates are imported to the SBC SWe Lite to establish
its authenticity on the network.

From the Settings tab, navigate to Security > SBC Certificates > Trusted CA Certificates.

b @ Protocols + | |SBC Certificates Index
b zE
& Cenerate SBC Edge CSR
" I Uzers # SBC Primary Certificate
3 ogil s53g
& Login Messages * SBC Supplementary Certificates
= . SBC Certificates

| Genersts S5C Edps 033 - T T T e

|| 38C Primary Certificats
\[[] 38C Supplementary Certificates

\[] Trusted CA Ceriificatas

This section describes the process of importing Trusted Root CA Certificates, using either the File Upload or Copy and Paste methods.

To import a Trusted CA Certificate, click the Import Trusted CA Certificate (ﬂ) Icon.

1.
2. Select either Copy and Paste or File Upload from the Mode menu.
3. If you choose File Upload, use the Select File button to find the file.
4. Click OK.
Import Trusted CA Certificate Import Trusted CA Certificate
vese [ ) Hode
Select File | Choose File | Mo file chosen Extensions [pem, der, cer, ber, p7b] *

Pzste Baseds Certificate

Follow the above steps to import the Service Provider's (Deutsche Telekom) Root and Intermediate certificates of their Public CA.

Note
Deutsche Telekom Root certificate: https://corporate-pki.telekom.de/en/GlobalRootClass2.html

For more details on Certificates, refer to Working with Certificates.
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@ Note

When the Verify Status field in the Certificate panel indicates Expired or Expiring Soon, replace the Trusted CA Certificate. You must
delete the old certificate before importing a new certificate successfully.

@ Note

Most Certificate Vendors sign the SBC Edge certificate with an intermediate certificate authority. There is at least one, but could be several
intermediate CAs in the certificate chain. When importing the Trusted Root CA Certificates, import the root CA certificate and all
Intermediate CA certificates. Failure to import all certificates in the chain causes the import of the SBC Edge certificate to fail. Refer to Unab
le To Get Local Issuer Certificate for more information.

View Networking Interfaces

The Ribbon SBC Edge supports five system created logical interfaces (known as Administrative IP, Ethernet 1 IP, Ethernet 2 IP, Ethernet 3 IP,
and Ethernet 4 IP). In addition to the system created logical interfaces, the Ribbon SBC Edge supports user-created VLAN logical sub-interfaces.

Admin IP, Ethernet 2 IP, Ethernet 1 IP are used for this interop.
From the Settings tab, navigate to Networking Interfaces > Logical Interfaces.

Administrative IP

The SBC SWe Lite system supports a logical interface called the Admin IP (Administrative IP, also known as the Management IP). A Static IP or
DHCP is used for running Initial Setup of the SBC SWe Lite system.

rioobon @ Monitor Settings Diagnostics System

Y Logical Interfaces

Expand All | Collapse All | Reload

Admil
b @ Call Reuting et

Signalip ouns
A n IF

| Ethemat 1 1P

Ethemet 2IP

Admin IP

Enabled
b [GI[) EthemetilIp | Enabled
b [G[) Ethemet21p ] Enabled

b @ system

Ethernet 1 IP
Ethernet 1 IP is assigned an IP address used for transporting all the VOIP media packets (for example, RTP, SRTP) and all protocol packets (for

example, SIP, RTCP, TLS). In the default software, Ethernet 1 IP is enabled, and an IPv4 address is acquired via a connected DHCP server. You
can assign a static IP as well. This interface will face the Deutsche Telekom.
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b [E O Adminip

Interface Name  Ethernet 1 IP

I/FIndex B
Sthemet 2 P Description |
b i System Admin State | Enabled e
b [ futh and Dirzctory Services
b i Froweols
- s

b ¥ Locsl Regisirars
[ Local/ Passthru Auth Tables
* [ SIF Profiles

MaC Address Ol

|| Diefault ZIP Profis IF Addressing Mode 1Pwd w
|| TELEMOM SIP FROFILE

phgt-Souduay o Pdmemein
Default SIP Server
| telekom sip server isbie ) :
: IP Assign Method
cucm

P == [

[l WAT Qualified Prefix Tables
b [ Remots Authorization Tables
b [ Contact Registrant Table
b @ Message Manipulasion

U] Bl § miamd 210 Tmbtimme

Primary Netmask | 2552552550 T XXX
Media Mext Hop IP lil TXXNN

Note
Use Static IP address in the interface towards the Deutsche Telekom.

Ethernet 2 IP

Configure this Ethernet 2 interface as follows according to the requirement. This interface will face the IP-PBX (CUCM).
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| | Creste VLAN I/F | Total 3 LogicalInterface Rows

| | |[Interface

¥ @ Call Routing
. N

- ';‘Nemutimg Int=rfaces
[ Logical Interfzces

b [EC Admin IP
b [E ) Ethemet1Ip

B ] —
Sthemat 1 1P
L wefestowswns
B @ Syst=m
b @ Auth and Dirsctory Sarvices Interface Name  Ethernet 2 IP
¥ @ Protocols L'FIndex 9

¥ ¥ Locsl Registrars

¥ Local / Pass-thru Auth Tables Description | |
v ﬂ SIF Profiles Admin State
[] Default SIP Profile Bl
N N
w [ SIF Server Tables
|7 Defautt SIP Server
hj tzlzkom sip server tsbis
I cuem MAC address (/RN
@ Trunk Groups IP Addressing Mode | |Bvd w

[ MAT Qualified Prefic Tables
e T
b @ Contac: Registrant Table

[ Mzssage Manipulation
B Wessage Marip IP Assign Method

[E] Mode-Lewel SIP Settings

s pimary Adress [
¥ ﬁ' Security Primary Netmask | 25523552550 TXEXX

w [ Medi
"} 2 Media Mext Hop IF E TANEX

| Media System Corfiguration
¥ @ Media Profiles

— L e m—— |14

(D Attention

If you are migrating from SIP Trunk DeutschlandLAN towards CompanyFlex, ensure that you configure either a second (different) interface
IP address on SBC1000 / SBC2000, or in case of SBC SWe Lite, a second interface with a different IP address.

Do not use the same IP for DeutschlandLAN and CompanyFlex on the SBC.

Configure Static Routes

Static routes are used to create communication to remote networks. In a production environment, static routes are mainly configured for routing from
a specific network to another network that you can only access through one point or one interface (single path access or default route).

Destination IP
Specifies the destination IP address.
Mask

Specifies the network mask of the destination host or subnet. If the 'Destination IP Address' field and 'Mask' field are both 0.0.0.0, the static route is
called the 'default static route'.

Gateway
Specifies the IP address of the next-hop router to use for this static route.
Metric

Specifies the cost of this route, and therefore indirectly specifies the preference of the route. Lower values indicate more preferred routes. The typical
value is 1 for most static routes, indicating that static routes are preferred to dynamic routes.
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Q Static IP Route Table
Expand All | Collapse All | Reload ———
¥ (@ Call Routing || |Row ID Destination IP Mask | | ive Distance | Primary Key
¥ @ signaling Groups (m! 0.0.0.0 0.0.0.0 10.0.m0 1 1
B @ Networking Interfaces
b g system 0o 2 157.40. .00 255.255.255.255 10.0mm 1 2
¥ @ Authand Directory Services [z 157.40. . 255.255.255.255 10.0mR 1 3
[¥ [ Protocols]
= [ET=as 0 4 115.110. . W 255.255.255.255 10.088 1 4
[ DNS
e 0s 115.110. . 255.255.255.255 10.0mm 1 5
m 157.49. . N 255.255.255.255 10.0m8 1 5
\_| Routing Table
St ARP o7 157.49. . I 255.255.255.255 10.08H 1 7
L]

Ribbon SBC SWe Lite Configuration towards Deutsche Telekom End
This section describes the steps to configure SBC SWe Lite with TLS/SRTP towards Deutsche Telekom SIP Trunk.

Remote Authorization Table

Select Settings > SIP > Remote Authorization Tables.

Remote Authorization Tables entries contain information for responses to request message challenges by an upstream server.

¥ [ Syst=m
F [ Auth and Directory Sarvices
P ¥ Protocols
B [ Local Registrars
¥ Local / Pass-thru Auth Tables
F @ SIP Profiles
¥ @ SIP Server Tables
¥ Trunk Groups
¥ MNAT Cualified Prafix Tables
v Remate Authorization Tables.
|| TELEKOM-REMOTE-AUTH-TAEL

-

TELEKOM-REMOTE-AUTH-TABLE

Total 1 STP Remote Authorization Row

Create a new entry "SipTrunk2" under "Remote Authorization Table" .
Add domain name provided by Deutsche Telekom under "Realm".
Add SIP Trunk number under Authentication ID.
Add password provided by Deutsche Telekom under "Password" and confirm it.
Choose regex under "From URI User Match" and add ".* " for "Match regex".

= [ || telt-online.de

+4—

Realm
Authentication ID

Paszward Setting

B @ Contac Registrant Table
F [0 Meszage Manipuiation
|| Node-Leuel 5IP Settings
@ SIF Recording
b @ Security
* [ Media
| Media System Configuration

From URI Ussr Match

Match Regex

tel.t-online.de

urrent

= (&

it

A I
o

<

Regex

i

Contact Registration Table

Select Settings > SIP > Contact Registration Table.

The Contact Registrant Tables manage contacts that are registered to a SIP server. The SIP Server Configuration can specify a Contact Registrant
Table. The username portion of the table is used for outbound calls.

Confidential and Proprietary. Copyright ©

Create a new entry "Telekom contact reg" under Contact Registrant table.
Choose local as "Type of address of record".
Provide the SIP Trunk number provided by Deutsche Telekom under the "Address of record URI".

Provide 600 seconds for Global Timer to Live and 120 seconds for Failed Registration Retry Timer.
Create an entry under "SIP Contacts".
Provide the SIP Trunk number provided by Deutsche Telekom under "Contact URI Username" and set TTL value as "“Inherited".
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Qa
Expand All | Collapse All | Reload

¥ @ Call Routing
¥ ¥ Signaling Groups
¥ i Metworking Interfzcas
¥ @ Syst=m
¥ @ futh and Directory Senvices
¥ @l Protocols
F @ SIP
F [ Locsl Registrars

¥ Locsl / Pasc-thru Auth Tahles
¥ @ SIF Profiles
¥ @ SIF Server Tables

¥ Trunk Groups

@ MAT Qualified Prefix Tables
¥ @l Remots Authcrization Tables

* [ Contact Registrant Table

b [ Mzssage Manipulstion
|| Mode-Lewed SIP Settings
@ SIP Recording

b @ Security
w [} Media
Medis Svstem Corfiouration

CONTACT REG TABLE

Total 1 STP Contact Registrant Entry Row

Type of Address of Recerd | Local W
Address of Record URI |+d_ * Lgar
Glebal Time to Live {TTL) |600 * cecs B4, 25400
Failed Registration Retry Timer 120 * zars [30. 25400
SIP Contacts

Total 1 SIP User Contact Row

[ | Contact URI Username TTL (sees) | Priority (@)

mEes: Inherited 0O

Click on Registration status under the "Contact Registration profile" to see the status of SIP Trunk registration with Deutsche Telekom.

CONTACT REG TABLE

Expand all | Collzpse All | Reload

¥ @ Call Routing
¥ @ Signaling Groups

Total 1 SIP Contact Registrant Entry Row

AET [Eestmson st ™]

Settings System

Diagnostics

Display

¥ @ Networking Interfaces

1 Local / Pass-thru futh Tables
¥ @l SF Proflles
¥ i SIF Server Tables | |stp server
ji Trunk Grou I
= i Entry 102 (F-ecs-650.edns.t-ipnet.d... [SIP) telskom Regmtered
@l NAT Qualfied Prefix Tables 1

| Remote Autharization Tables

@ Message Manipuiation

¥ @ System n _ _ ~ — o
b gl Auth and Drectory Services o Contact Registrant Registration Status - Google Chrome -
ml; A Notsecure | [N/ -hrVU)/callTableEngine php?parentiD=18tfilter=18parentType=SIPRegistration8ity.. &
&
0 Locsl Registrars Contact Registrant Registration Status Tuly 02, 2021 14:10:18

Total 1 STPRegistrationStatus Row

Signaling Group Registration Status

Create TLS Profile

The TLS profile defines the crypto parameters for the SIP protocol.

Select Settings > Security > TLS Profile. Click the + icon to create a new TLS profile.

Provide desired description.

Disable "Mutual Authentication"”.

Click "Apply".

Disable "Validate Server FQDN".

Set TLS protocol as "TLS 1.2 Only".
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q -

Expand &l | Collapse All | Reload

|| | Dascription

B |QJ[C] Default TLS Profile

B [ Call Routing
3 J‘ Signaling Groups
4 J‘ Metworking Interfaces

w [ | telekom tls profile

Description |te|ekom tls profile

2
¥ [ System
3 J‘ Auth and Directory Services TLS Parameters
3 J‘ Protocols
b
] = C Attributes
B[ Users ITLS Protocol |TLS 1.2 Only VI
g .
L I". Login Messages IMutuaI Authentication | Disabled VI
|3 BC Cerfificates
- L"I' TLS Profiles E| Handshake Inactivity Timeout secs [1.30]
L_| Default TLS Profile Certificate | SBC Edge Certificate i

Client Attributes

|| Change Paszword

|1 Ribbon Protect Bad Actors TLS_ECDHE_RSA_WITH_AES_256 CBC_SHA384 R
B J‘ Media TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 ‘ Up |
N J‘ Tone Tables TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA D. |

. Client Cipher List | TLS_RSA WITH_AES_256_CBC_SHAZ56 —

¥ [ Telephony Mapping Tables TLS_RSA_WITH_AES_128 CBC_SHAZ56 | Ada/Edt |
3 J‘ SNMP/Alarms ‘ Remove |
4 J‘ Logging Configuration -
hd k/l Emergency Services . -

& configuration Verfy Peer Server Certificate

|_}'| Callback Number Pool Validate Server FQDM | Disabled hd

@ Call Status Table

- Server Attribute

SIP Server Table

Select Settings > SIP > SIP Server Tables

SIP Server Tables contain information about the SIP devices connected to the SBC Edge. The entries in the tables provide information about the IP
Addresses, ports, and protocols used to communicate with each server. The table entries also contain links to counters that are useful for
troubleshooting.

When you configure a SIP server table entry with a DNS SRV record, Ribbon recommends that you do not configure another SIP server table entry
with the IPs or FQDNs that the DNS SRV record resolves.

Create a SIP Server Table with a DNS SRV record.

Add domain name provided by the Deutsche Telekom.

Update the Service Name as "sips".

Use TLS protocol.

For Remote Authorization Table choose "sipTrunk2" that was created earlier.

For contact Registration table choose "Telekom contact reg" .

The FQDN provided from Deutsche Telekom will be resolved under SRV servers.

Attach the TLS profile created in the previous step.

Verify the FQDN provided from Deutsche Telekom is resolved under SRV servers with protocol as TLS.
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Server Host Transport

I server Lookup  DNS SRV I Monitor  None

Host IP Version _ IPv4
| Domain Mame/FQDN [N - mpanyflex.de I

Q Service Name  sips

Expand All | Collapse All | Reload GOCOIIRTLS

. I TS Pranle . telchom 11 PIo’ e I
[ Call Routing

[ 3
F J‘ Signaling Groups
[
F

J Metworking Inferfaces Remote Authorization and Contacts Connection Reuse
J System
F |) Auth and Directory Services Remote Authorization Table  TELEKOM-REMOTE-AUTH-TABLE Rzuse  True
|4 :’ll Protocels 1 Contact Registrant Table CONTACT REG TABLE Sockets 4
R l:-1 SIP Clear Remote Registration on Startup  True Reuse Timeout  Forever
& Local Registrars

1 Contact URI Randomizer  False
[& Local/ Pass-thru Auth Tables

b [ SIP Profiles

- Retry Non-Stale Nonce  True
¥ . SIP Server Tables | &

|| Default SIP Server Authorization on Refresh  True

[ telekom sip server table Session URI Validation  Liberal

Stagger Registration  False

cucm

|) Trunk Groups SRV Servers
l_) MAT CQualified Prefix Tables
hd k'l‘ Remote Authorization Tables
lh_, TELEKOW-REMOTE-AUTH-TABLE

g WI Contact Registrant Table

[E| CONTACT REG TABLE 102

Total 2 SipSrvServer Rows
FQDN/Domain Name
- TLS 5061 3559 10 0
101 P TS 5061 3599 20 0

k |" Message Manipulafion

1| Mode-| evel SIP Seiting

Create SRTP Profile

SDES-SRTP Profiles define a cryptographic context which is used in SRTP negotiation. SDES-SRTP Profiles required for enabling encryption and SR
TP are applied to Media Lists. SDES-SRTP Profiles was previously named Media Crypto Profiles.

Select Settings > Media > SDES-SRTP Profile. Click the + icon to create a new SRTP profile.

® Provide desired description.

® Set "Operation Option" as Required. This setting permits call connections only if you can use encryption for the call. If the peer device does
not support SRTP (Secure Real Time Protocol) for voice encryption over the IP network, the call setup will fail.

® Attach the Crypto suite "AES_CM_128_HMAC_SHAI_80" - A crypto suite algorithm which uses the 128 bit AES-CM encryption key and a 80
bit HMAC_SHAL message authentication tag length.

® Key ldentifier Length set to "0" - Set this value to 0 to disable the MKI in SDP.

® Click OK.

a SDES-SRTP Profiles

Expand All | Collapse All | Reload o s

[ Call Routing Crypto Suite

l)I‘ Signaling Groups
J‘ Metworking Interfaces
J‘ System

3

B AES_CM_128 HMAC_SHA1_80
3

3

F J‘ Auth and Directory Services

3

3

B

SRTP Config

J‘ Protocols
J‘ sIp Description |t|s

@ Security

v [ Media

=] Media System Configuration

|Operation Option | Required Vl

[orvpto Suite | AES CM_128 HMAC SHA1 80 w|

b [ Media Profiles 4 Master Key
~ [V SDES-SRTP Profiles 3
Key Identifier Length
P
B [ Media List
b il oo Tokion

Media Profile

Select Settings > Media > Media List.

Media Profiles specify the individual voice and fax compression codecs and their associated settings for inclusion into a Media List. Different codecs
provide varying levels of compression, allowing the reduction of bandwidth requirements.
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® Create new Media list profile.
® G711 media profiles will be there by default under Media profile list, Additional codecs can be added as per the need.
Attach the SDES-SRTP profile (Specifies the profile for authentication/encryption protocols applied with this Media List) created in the

previous step.
Click Apply.

3 ﬁ Call Routing

F ﬁ Signaling Groups

B ¥ Networking Interfaces

3 ﬁ System

B (@ Auth and Directory Services
B ¥ Protocols

B sSIP

= Media System Configuration
B [ Media Profiles

F [/ SDES-SRTP Profiles
M =t

Default Media List

3 ﬁ Tone Tables
F ﬁ Telephony Mapping Tables
B ¥ SNMP/alams
¥ ﬁ Logging Configuration
i ﬁ' Emergency Services
= | Configuration
[i¥ Callback Number Pool

Description  telekom
Default GT11A -
G722
Media Profiles List .

| SDES-SRTP Profile  tis|

Media DSCP 46
Dead Call Detection  Disabled
Silence Suppression  Enabled

Digit (DTMF) Relay Type  RFC 2833

101

Digit Relay Payload Type

Modem Passthrough
Fax Passthrough
Fax Tone Detection

Select Settings > Media > Media Profiles.

Create a Media profile with G729 codec if needed.

¥ @ Call Routing
3 " Signaling Groups

3 “ Metworking Interfaces

¥ @ System

¥ @ Auth and Dirsctory Sarvices
¥ @l Frotoools

k@ sP
b @ Sec
| Media em Corfiguration
Default GT11A

Default GT11u

G2
b i SDES-SRTF Profiles
b Medis List
b o Trns Tahles

Creats Media Profile » | Total 5 Media Profile Rows

k O G711 A-Law

¥ 0 G711 prlaw Default G711u
p—
g729

Description  [g720
s

Codec

Payload Size

Note

As per Deutsche Telekom, T.38 media encryption is not supported. Negotiations within an established connection for T.38 to a UE using

encryption are rejected with SIP Error code 488, so that fax transmission will use G.711 with encryption instead.
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Note

It is recommended to use a maximum packet time (max pTime) of 20ms for all Voice Codecs.

SIP Profile

Select Settings > SIP > SIP Profiles.

SIP Profiles control how the SBC Edge communicates with SIP devices. The SIP Profile controls important characteristics, such as the following:

session timers, SIP header customization, SIP timers, MIME payloads, and option tags.

Create a new SIP profile with the name "Telekom sip profile" with the session timer enabled. The Minimum Acceptable Timer is 600, and the Offered
Session Timer is 1800.

b @ cCall Realing
b @ Signaling Groups

@ Linked Signaling Graups
¥ i‘ Mode Interfaces
b @ Applicasion Salution Moduk:
¥ i‘ System
¥ " Auth and Direciory Services
¥ " Pratacoks

F @ Local Registrars

@ Local ! Pass-thn Auth Tables
|| Default SIP Prfile
 felekom

b @ SIP Server Tables
“ Trunk Graups
@ WAT Qualified Prefix Tables
¥ i‘ Remuote Aulhorization Tables
¥ i‘ Contact Registrant Table
¥ i‘ Message Manipulatian
|| Mode-Level SIP Settings
| 5IP Voice Quality Server
b g cas
¥ " Securily
b @ Media
¥ " Tane Tables
b @ Telephany Mapping Tables
b @ SNMPIAarms
w @ Logging Configuration
¥ “ Remote Log Servers
¥ i‘ Log Prafiles
tij Subsystams
& Port Mirror

¥ i‘ Emerganoy Services

Description  telekom sip profile

es%on T

7 Enable
Minirmum Acceptable Timer  so0
Offered Session Timer 1800
Terminate On Refresh Failure  False

FQDN in From Header  Disable
FQDM in Contact Header Disable
Send Assert Header  Trusted Only
SBC Edge Diagnostics Header  Enable
Trusted Interface  Enable
Uf Header  pibbon SBC Edge
Calling Infe Source  RFC Standard
Diversion Header Selection  Last
Record Route Header  RFC 3261 Standard

Transport Timesut Timer 5000
Maximum Retransmissions  RFC Standard
Redundancy Retry Timer 180000

RFC Timers

Timer T1 500

Timer T2 4000

Tirmer T4 5000

Timer D 32000

Timer B 32000 ms

Timer F 32000 m:

Timer H 32000 ms (&4*Timer T}
Timer ] 4000

ELIN Identifier LOC
FIDF-LO Passthrough  Enable
Unknown Sublype Passthrough  Disable

100rel  Supported
Path Mot Present

Timer  Supported

Update  Supported

Send Number of Audio
Channels

Connection Info in Madia
Section

Origin Figld Usarname SEC
Session Name  Voip€all
Digit Trangmigsion Preference REC 2833/Voice

True

True

SOP Handling Preference ':::;r“

Signaling Group

Signaling Groups allow grouping telephony channels together for the purposes of routing and shared configuration. They are the entity to which calls

are routed, as well as the location from which Call Routes are selected.

Select Settings > Signaling Groups

Create an entry in signaling group named "From/To Telekom".
® Choose "Telekom sip profile " under SIP Profile.
® Choose Call Routing as "From Telekom".

(D Note

Initially choose Default call Route. Create the Route, as shown in the call Routing section, and then update the call Route to "From

Telekom®".

® Choose Agent type as "Back-to-Back user agent" and media list as "telekom media list".

c ial and Proprietary. Copyright © 2020-2023 Ribbon C

Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.




® Choose SIP Server Table as "Telekom SIP Server Table".
® Attach the SRTP profile created in the previous steps under "proxy local SRTP crypto profile ID".

riobon )
Description telekom
Q,

Service Satus  Up
Expand Al | Collapse All | Reload

[* [ Cail Routing SIP Channels and Routing

w b Transtormation
[ Fassthrough Untouched Action Set Table  None
|[[] Towards Deutsche Teizkom Mo, of Channsls 60 Supported Audic

w (g Call Routing Table SIP Mode  Basic Call
\[[] Defautt Routs Table ent Type  Back-to-Back User Agent Supportad
I from local registrar SIF Gerver Table  telekom sip server tabls ol ophtion
B from telekom [o=d Balencing  Friority. Register Active _
(L] FROM CUCM Channel Hunting ~ Mast Idle
1) from telekom to cucm Netify Lync CAC Profile  Disabla Py o T

Challenge Request  Disable
Quthound Proxy TP/FQDN
Outbound Prosxy Port 5060

Play Ringbsck  Auto on 180
Tone Table  Default Tone Table

Play Cangestion

gtar Call Setup Responze Timer 255 Tong  Disable
[E] (siP) Cuch Call Proceeding Timer 180 Early 183 Disable
b @ Networking Inerfaces Use Register as Keep dlive  Enable Allevy Refresh
AT " Ton Enable
b @ System Forked Call Answered Too Soon  Disable
b @l Auth and Dirscrory Serices MaSConHolJDEhlad
» o Prosecas SIP Recording RICR
W Frotocols Multiplexing  Disable
e G =
? SIP Recording Status  Disabled
B [ Locsl Registrars
§ Local | Pass-thru Auth Tables Mapging Tables
[ SIP Profiles
[E] Default SIP Profie SIP To Q850
[E] TELEKOM SIP FROFILE Override  Default (RFCA43T)
Table
* G SIP Server Tables Q.850 T 515
[ Default SIP Seruer Override  Default (RFCA497)

{i} Note

If NAT is used, then add the external public IP of the NAT box under static NAT outbound of the Signaling Group that is facing towards the
Deutsche Telekom server.

Configure NAT so that the external public IP address does not change frequently. If it does, update the new IP address under "Static NAT
Outbound".

® Update the Federated IP/FQDN , i.e. the IPs of the Deutsche Telekom servers and gateway, as provided by Deutsche Telekom.
® Add a listening port for TLS (5061).
® Attach the TLS profile created earlier.

Cause Coges | " %7 77

500 - Server Intemal Error

3IP IP Details

Tezms Loczl Media

=) rigistrar Optimization  DEE0E
{SIP) CUCM N
E =R Signaling/Mediz Source 1P [E%

¥ [ Networking Interfaces
Signaling DSCE 40

b ¥ System

b @ Auth and Directory Services NAT T I

b [ Protocals ICE Suggort  Disgbled

w @ SIP | Static NAT - Outbound

b @ Local Registrars
¥ Local ! Pass-thru Auth Tables
W [ SIP Profiles
| Default SIP Profile
5] TELEKOM SIP PROFILE

Qutbound NAT Traversal  Mone

Static NAT - Inbound
Detection  Disabled

* [ SIP Server Tatles
\E] Default SIP Server Listen Ports Federated IPIFQDN
I telekom sip senver tatle
o cuem Total 3 SIP Listen Port Rows

Total 1 SIP Federated TP Row

i Trank Grougs
i MAT Qusified Prefic Tables
= 3 Remote Autharization Tables 5060 uoe /A E 25
] TELEKOM REMOTE -ALTH TABLE s0e0 . WA
b [ Contact Registrant Table
b Message Manipulston

1P/FQDN Netmask/Prefix

o6 TLS telskom ts profile |

5] Node-Level SIP Setiings

Transformation Table

Transformation Tables facilitate the conversion of names, numbers and other fields when routing a call. They can, for example, convert a public
PSTN number into a private extension number, or into a SIP address (URI). Every entry in a Call Routing Table requires a Transformation Table, and
they are selected from there. In addition, Transformation tables are configurable as a reusable pool that Action sets can reference.

From the Settings > Call Routing > Transformation.
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To Create a Transformation Table

Each Transformation Table contains a list of entries considered as routing rules to execute on. Each rule is executed in order until the end of the table
is reached or when a Mandatory entry fails to execute.

Follow the procedure described below to configure Transformation Tables and the Entries.

1. Click the Create ( +) icon.
2. Enter a descriptive name in the Description text field.

3. Click OK.

Total 3 Transformation Table Rows

¥ [[J [ Passthrough Untouched

BEEE Untouched
| Fasstrough Untouche - DI_I Towards I
\] Towards cucm

] Tewiards Deutsche Telske

[# Tim= of Dy Tahble Description  |Towards cuem |
* [ Call Routing Table
\[[] Default Route Table

W] from koesl registrar

\E] from telekom

\[[] FROM CLICM

|| from telekom to cucm

Similarly create transformation table towards Deutsche Telekom.

Total 3 Transformation Table Rows

Passthrough Untouched

Towards cucm

W] Tewards cucm

W] Tewards Deutsche Telske

j' Time of Day Table

* [ Call Routing Table o
\[[] Default Rout= Table Description IT:}'.\'.ardE Deutzche Telekom |

\[[] from local registrar

\[[] from telekom
@ oo, =
\[[] from telekom o cucm

b @ Call Actions

In the lab environment we added +4 to the called number while sending out to Deutsche Telekom. Towards CUCM, we removed + . The followings
transformation examples are based on the lab setup. It will differ based on the requirements.

Note
For details on Transformation Table Entry configuration, refer to Creating and Modifying Entries to Transformation Tables. For call digit
matching and manipulation through the use of regular expressions, refer to Creating Call Routing Logic with Regular Expressions.

Towards Deutsche Telekom
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assthrough Untouched
\[] Tewsards cucm

(¥ Timz of Day Table

w ¥ Call Routing Table
||| Default Routs Table

from local registrar

| ] from telekom

FROM CUCM

\L ] from telekom to cuem

b o Call fetions

b ﬁ Signaling Groups
(EIF) telekom

k¥ ﬂ Metworking Intarfzces
b o0 Systam

Total 1 Transformation Emtry Row

Admin State | Enzbled |

Mztch Type  [Optional (Match One} % |

Type | Called Address/Number | Type | Called Address/Number v |

Walue ||:."] | Value |+d\1 |

Towards CUCM

\[] Towards Deutsche Teleke

¥ Timz of Day Table

+ [} Call Reuting Table
\[ ] Default Route Table

from looal registrar
from telekom
FROM CUCM
from telekom to cucm
3 ﬂ Call Actionz
b ﬁ' Signaling Groups
(SIF) telekam
{SIF) rigistrar
(SIF) CLCM
¥ ﬂ' Metwerking Interfaces
b i gyst=m
b [ Auth and Directory Services

Total 2 Transformation Entry R

Admin State | Enabled el

Match Type  [Optional (Mazch Ong) |

Type [Called Address/Mumber | Type [ Called Address/Mumber |

Value |\+{."] Value |'\‘I
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—

| M Total 2 Transformation Entry Rows.
il -
= = Input Field Type Output Field Type
= L7 Transfarmation P [@C Iy Called Address/Mumber +(.F) Called Address/Numbse|

- @C ‘4' Calling Address/Number (LX) Calling Address/ Mur

& | Towiards Deutsche Telshe

[ Time of Day Table

W [ Call Routing Table
|[] Default Route Table Admin State [ Enzbled v |

| from locsl registrar Match Type [Optional [Match One) % |
W] from telskom
|E1 FROM CucM
L[] from telekom to cucrm

Description |5b¢; |

Input Field Output Field
¥ @ Call Actions
W [ Signaling Groups
[2] =IF) telekom
L] {SIFY) rigistrar
[ (siFy cucm

Type | Calling Address/Mumbar v | Type | Calling Addrass/Number w |

Value | W17 | Value | W |

P [ Metworking Interfaces
¥ @ Bystem

P @ Auth and Directory Services E
b @ Protoccls

Call Routing Table

Call Routing allows carrying of calls between Signaling Groups. Routes are defined by Call Routing Tables, which allow for a flexible configuration of
which calls to carry, and how to translate them.

Select Settings > Call Routing > Call Routing Table.

Creating an Entry to a Call Routing Table

Call Routing Tables are one of the central connection points of the system, linking Transformation Tables, Message Translations, Cause Code
Reroute Tables, Media Lists and the three types of Signaling Groups (ISDN, SIP and CAS).

In the SBC Edge, call routing occurs between Signaling Groups.

In order to route any call to or from a call system connected to the SBC, you must first configure a Signaling Group to represent that device or
system. The following list illustrates the hierarchical relationships of the various Telephony routing components of a SBC call system:

® Signaling Group describes the source call and points to a routing definition known as a Call Route Table
® Call Route Table contains one or more Call Route Entries
® Call Route Entries points to the destination Signaling Group(s)

Each call routing entry describes how to route the call and also points to a Transformation Table which defines the conversion of names, numbers
and other fields when routing a call.

To create an entry:

1. Click the Create Routing Entry ( +) icon.
2. Set the following fields:

Admin State:
Enabled - Enables the call route entry for routing the call, displays in configuration header as !"
Route Priority:

Priority of the route from 1 (highest) to 10 (lowest). Higher priority routes are matched against before lower priority routes, regardless of the
order of the routes in the table.

Number/Name Transformation Table:
Specifies the Transformation Table to use for this routing entry. This drop-down list is populated from the entries in the Transformation Table.

Destination Signaling Groups:

Specifies the Signaling Groups used as the destination of calls. The first operational Signaling Group from the list is chosen to place the call.
Click the Add/Edit button to select the destination signaling group.
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Audio Stream Mode:

DSP (default entry): The SBC uses DSP resources for media handling (transcoding), but does not facilitate the capabilities/features between
endpoints that are not supported within the SBC (codec/capability mismatch). When the DSP is configured, the Signaling Groups enabled to
support DSP are attempted in order.

Media Transcoding:
Enabled: Enable Transcoding on SIP-to-SIP calls.

3. Click Apply.

Ca(léLF}gLI\J/}ing for Deutsche Telekom signaling group: Any signaling coming from Deutsche Telekom will be routed
to

ribboﬂ Route Details
Description  to registrar
. Admin State  Enabled
Expand All | Collapse All | Reload Route Priority 1
, Cll Priority _Normal
¥ 1 Transiormation I Mumber/Name Transformation Table  Towards cucm I

Time of Day Table Time of Day Restriction  None
W [ Call Routing Table

W] Default Route Table Destination Information

[ | from lacsl registrar
m Destination Type  MNormal
=

e Meszszge Trenslztion Takle  None
\[] from telekom to sucm

Czuse Code Reroutzs  None
b @ Call Actions Cancel Others upen Forwarding  Disabled
I [ Signaling Groups Fork Call Mo

I Metworking Interfaces

P [ System

I Auth and Directory Senvices
I [ Protocols

F @ siP

¥ ¥ Local Registrars

5] CUC 1

Destination Signaling Groups

@ Locsl ! Pass-thru Auth Tables Enzhble Maximum Call Duration  Disabled
Locs! | Pass-hru &

W [ SIF Profiles

| Default 51P Profis Media Quality of Service
=] TELEKOM SIP PROFILE
= [ SIF Server Tables | Audic Stream Mode  DSP ] Quality Metrics Number of Calls 10
\[] Default SIF Server \Video/Application Stream Mode  Disabled Quality Metrics Time Before Retry 10
\[[] telekom sip server table Mediz Transcoding  Enabled Min, ASR. Threshold 0
] cuem Mediz List Mone Enzble Min MOS Threshold  Disabled
i Trunk Groups Enable Max, R/T Delzy  Enabled
[ MNAT Cualified Prefix Tables Max. R/T Delzy 65535
w [ Remote Autharization Tables Enable Ma:x, Jiter  Enabled
| ] TELEKOM-REMOTE-AUTH-TABLE Maz, Jimer 3000

_CI_ZaIII lI(?outing for IP-PBX (CUCM) signaling group : Any signaling coming from CUCM will be routed to Deutsche
elekom
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Call Routing Entry: to telekom

Route Details

I Cescription to telekom I

= Admin State  Enabled
%ilﬂ |Eﬁ_|hp£ | Eeload Route Prioricy 1
— — Call Priority  Mormal
aticm I MNumber/Name Transformation Table  cucm
. \C1 cuem Time of Day Restriction  MNone

|| Passthrough Untouched

W] remiove + while sendimmg Destination Infermation
¥ Time of Day Table
W [ Call Routing Table Destination Type  MNormal
| CoTan o Table

Weszage Trznslation Table  Mone

| from bacal reqistrar
— d Cause Code Reroutes  Mone

| from telekom
Cancel Others upon Forwarding  Disabled
|| FROM CUCM
Fork Call  No
AL from telekom to cuem
[SIF) telekom |

b @ Call Actions

F - Sonaling 3
(¥ Signaling Groups Destination Signaling Groups

| (SIF) telekom

| {SIF) rigistrar

[E (siFy cucm

Enable Maximum Call Duration  Disabled
F [ MNetworking Interfaces

F [ System
F [ Auth and Dirsctory Senvices Media Quality of Service
F ¥ Frotocols
F @ SIP Audic Stream Mode  DSP Quality Metrics Number of Calls 10
b [ Lecsl Registrars Video/spplication Stream Mode  Disabled Quelity Metrics Time Before Retry 10
I Local f Pass-thou Auth Tables Media Transcoding  Enabled Min. ASR Threshold 0
¥ [ SIP Profiles Mediz List  Nane Enable Min MOS Threshold  Disabled

|| Default 3IP Profile
| TELEKOM SIP PROFILE

Ensble Max. R/T Delzy Enabled
Max. R/T Delay  GA5535
Enable Max, Jitter Enabled
Mazx, Jitter 3000

W [ BIP Server Tables
|| Default 3IF Server

SWe Lite Configuration Towards IP-PBX CUCM
SIP Server Table

SIP Server Tables contain information about the SIP devices connected to the SBC Edge. Create a new SIP Server Table towards IP-PBX (Cisco
CUCM)

Select Settings > SIP > SIP Server Tables

Create a SIP Server Table with IP/FQDN.
Provide CUCM IP in the Host FQDN/IP.
Provide Port as 5060.

Choose Protocol as TCP.

Click Apply.
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Q,

, Total 1 SIP Server Row
Exnand Collapse Create SIP Server W I'9s
AT lap ¢ | Reload
D Host [ Domain Server Lookup Port Protocol
-
B [ Call Routing
b @ Signaling Groups v 1) 1 IP/FQDN 5060 TCP
F j MNetworking Interfaces
b system Server Host Transport
F j Auth and Directory Services
¥ @ Protocols Server Lookup  IP/FQDN Monitor

'l
Priority

P [ Local Registrars

[ Local / Pass-thru Auth Tables Host FoDny/1e | WG :
:

3

| Default SIP Server Protocol | TCP |-
lh_, telekom sip server table
Remote Authorization and Contacts Connection Reuse
j Trunk Groups
4‘ NAT Qualified Prefix Tables Remote Authorization Table | None V| + Reuse |True v
3 M Remote Authorization Tables
B ﬁ‘ Contact Registrant Table Contact Registrant Table | MNone V| + Sockets
- lﬁfl Message Manipulation Session URI Validation Reuse Timeout |Forever W
A K} Message Rule Tables
U‘_, telekom

[[E] sMm FOR NV
[[E] sMM FOR REG

Signaling Group Table

Signaling Groups allow grouping telephony channels together for the purposes of routing and shared configuration. They are the entity to which calls
are routed, as well as the location from which Call Routes are selected.

Select Settings > Signaling Groups

Create an entry in signaling group named "CUCM".
Choose "Default SIP profile" under SIP Profile.
Choose Call Routing as "From CUCM".

Choose Sip Mode as "Basic Call".

Choose Agent Type "Back to Back user agent".
Choose Sip Server Table created in the previous step.

SIP Channels and Routing

Media Information
Action Set Table  None
|call Routing Table  FrOM cucm | ose
No. of Channels 60 Supported Au;‘]\o PT_JKY 5
a SIP Profile Default SIP Profile Modes | Direct

N Proxy with Local SRTP
SIP Mode  Basic Call

I Agent Type  Back-to-Back LIs.EnﬂgEnlI Supported  |Proey

(3 Call Bouting V\deompphﬁ‘ité;;ns Direct
F [ Signaing Groups Load Balancing  Priority: Register All
T (5P felekom Media List ID  Default Media List I

Channel Hunting  Most Idle

BE
B
E
i

=] (5P} rigistrar ) Proxy Local SRTE

Not fy Lync CAC Profile  Disable Crvato Profie 10 Mome
b 5 Networking Interfaces Challenge Request  Disable Play Ringback Auto on 180
b (@ System Qutiound P IE/E0ON Tone Table  Default Tone Table
b [ Auth a1 Directory Services Quthound Proxy Port 5060 Play Congestion .
N J Protocals Call Setup Response Timer 255 one
e 2 sip Call Proceeding Timer 180 Early 183 Disable

b [ Losal Registrars Use Register as Keep Alive  Enable Allow REFresh  enable

[ Lozal / Pass thru Auth Tables
b [ SIP Profiles

Forked Call Answered Too Soon  Disable Music on Hold  Disabled

RTCP "
w b SIP Server Tables SIP Recording Multiplexing  Disable
] Defautt SIP Server
5 telekom sip server table SIP Recording Status  Disabled
\E cuem Mapping Tables

[ Trunk Groups

@ NAT Qualified Prefix Tables
¥ [ Remote Authorization Tables
b [ Contact Registrant Table Pass-thru Peer SIP Response Code  Enable

SIP To Q.850 Override Table  Default (RFC4497)

Q.80 Tu SIF Oveniide Table  Defaull (RFC4497)

.
B Mecrzna Maminidatinn

® Update the Federated IP/FQDN , i.e. the IP of the CUCM.
® Add a listening port for TCP.
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Optimization oo

Ethernet 2 IP
Signaling/Media Source 1P

L
ribbon Signaling DSCP 40
——————————NAT Traversal
Q ICE Suppert  Disabled
%pand | Cltll\lapg | Beload ————————Static NAT - Outbound

Outbound NAT Traversal None

B ; Call Routing ————— Static NAT - Inbound —————————
m' 4 S'-I' -G p
_L'."tlil; tetom Detecton  Disbled

|| (SIP) rigistrar

b i Networking Interfaces Listen Ports I Federated IPIFQDN |

b @ system
b @ Auth ang Directory Services Total 2 SIP Listen Port Rows Total 1 SIP Federated IP Row
b @ Protocols
ke I‘/' o Netmask/Prefix
b @ Local Registrars 5060 uDP N/A ] 255.255.255.255 |

[ Local ! Pass-thru Auth Tables L
b # siPProfiles
w i SIP Server Tables
% Default SIP Server

[ telekom sip server table ‘ Message Manipulation Enabled

B cuem
5 Trunk Groups | Inbound Message Manipulation | IOuﬂmund Message Manipulation I
J MAT Qualified Prefix Tables
b (@ Remote Authorization Tables ve history info fram cucm ] = ]

b [ Contact Registrant Table

Message Manipulation

The Message Manipulation feature comprises two primary components that work in concert to modify SIP messages. Those components are
Condition Rules and Rule Tables. Conditional rule and rule table for the TLS registration and call to work are shown below.

Creating a Condition Rule Table

Condition rules are simple rules that apply to a specific component of a message (e.g., diversion.uri.host, from.uri.host, etc.) The value of the field
specified in the Match Type list box can match against a; literal value, token, or REGEX.

Settings > SIP > Message Manipulation > Condition Rule Table. Click the Create ( +) icon at the top of the Condition Rule Table page.
If Authorization is present in INVITE:
® Provide a suitable description for the rule.

® From the Match type drop-down, select "SG USER VALUE 5" as we are checking if the auth is present in the INVITE.
® We have saved the auth header in variable "SG USER VALUE 5" in one of the following Rule tables.

I ] T
T
B [ SG UserValue 1 Regex N/A
b [ Local Registrars
[ Local / Pass-thru Auth Tables w [][J SGUserValue5 Regex N/A

b @ SIP Profiles

B (i SIP Server Tables
@ Trunk Groups Description “auth is present for inv

\,‘l NAT Qualified Prefix Tables
L4 [" Remote Authorization Tables

[ 4 [j Contact Registrant Table Match Type
| (¥ Message Manipulation |
L e s Match Type |SG User Value 5 *
|_¥ [ Condition Rule Table ] -
|| if auth is present Operation | Regex het |
|. | auth is present for invI Match Regex |Digest realm.” *

| chk if diversion is present

.| Node-Level SIP Settings

If Authorization is present in REGISTER:
® Provide a suitable description for the rule.

® From the Match type drop-down, select "SG USER VALUE 1" as we are checking if the auth is present in the REGISTER.
® We have saved the auth header in variable "SG USER VALUE 1" in one of the following Rule tables.
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: T i i
S‘F‘ II v [ ][] SGUserValue 1 Regex N/A
¥ | Local Registrars

[j‘ Local / Pass-thru Auth Tables

v

[ SIP Profiles

} Description “f auth is present
[ SIP Server Tables

-

[j' Trunk Groups

lj‘ NAT Qualified Prefix Tables

12 l‘ Remote Authorization Tables Match Type

[ l‘ Contact Registrant Table

|v J,' Message Manipulation | Match Type ‘SG User Value 1
P [/ Message Rule Tables

|__¥ [ Condition Rule Table |

Match Regex | Digest realm.” §
O]

|| auth is present for inv

Operation ‘ Regex ~ |

| chkif diversion is present

If Diversion header is present in INVITE:

Provide a suitable description for the rule.

From the Match type drop-down, select "Diversion" .
Choose Operation as "Equal".

Choose Match value type as "Token".

Choose Match Value as Diversion.

F=ZSH II v [ ][] diversion Equals Token

b {“‘ Local Registrars

M" Local / Pass-thru Auth Tables
P [0 SIP Profiles Description “:hk if diversion is present
{“' SIP Server Tables

-

Mj‘ Trunk Groups

[ NAT Qualified Prefix Tables
4 {“' Remote Authorization Tables
4 {“' Contact Registrant Table

| . Message Manipulation|

Match Type

Match Type ‘ diversion

¥ [/ Message Rule Tables QOperation ‘ Equals v |
[ ¥ 2F Condition Rule Table]

| if auth is present

Match Value Type ‘ Token v |

. ) Match Value ‘ diversion
|| auth is present for inv

|Q chk if diversion is presem:l

Creating a SIP Message Rule Table

Settings > SIP > Message Manipulation > Message Rule Table. Click the Create Message Rule Table(+)icon.
Add FQDN provided by Deutsche Telekom in the URI host of the following headers of the outbound SIP messages.
* To
®* From
®* Reg-URI
Add SIP trunk number in URI user for CONTACT header of all outgoing SIP messages.

Select Settings > SIP > Message Manipulation > Message Rule Table

Click the Create Message Rule Table(+) icon.
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"i SIF I

¥ @ Local Registrars

| Test Selected Tables Total 3 SIP Message Manipulation Table Rows
¥ Local ! Pass-thru Auth Tables
s ) m—

¥ i SP Profiles [ : :
¥ @ SP Server Tables b 010 relekom Optinal All

@ Trunk Groups =

[ NAT Quzified Prafi Tables ¥ (@0 passerted Optional INVITE
¥ @ Remote Authcrization Tebles b [0 acd allow and supported in reg Opcional e
¥ @ Contac: Registrant Table

(] prassenad

\[] add aBow and supported in reg
@ Condition Rule Table
|| Node-Level SIP Settings
] SIP Voica Quality Sarver

Telekom - From, To, Request URI sends FQDN in URI Host:

Provide a description as "Telekom" for the Rule Table.

Apply the SMM for All messages.

Click the expand icon next to the Rule Table entry created.

From the Create Rule drop-down box, select Header Rule.

Provide the desired description.

Provide Header action as "Modify" and header name as "From".

Under URI host give modify and click add/edit. Provide the FDQN that will replace the URI host in from header.

¥ [ Frotocols
' | Create Rule = | 1 #1 | Test Message Total @ Message Manipulation Rules Rows
b 0 Locsl Registrars | fadmin o erwe |resurrype | :
@ Locsl / Pass-thru Auth Tables —_—
b SF Profiles [ Optional change from host to tel
b @ SIP Server Tables
ﬂ Trunk Groups

@ NAT Qualified Prefix Tables

Description |kr£\9e from host to telt-anline.de I

Condition Expression | Add/Edit

Admin Stats [Enzblsd b
Result Type Opticns| hdl|
em—— Header Action | Modi e
& ace and supported in reg Heacer Name | From -
@ Condition Rule Table
|| Mode-Lewsl SIP Settings w Header Value
| SIP \foice Quality Server
b g cas Display Name | Ignore v
- URI
w o Security
- ,} Uszers URI Scheme
Ll Global Security Opsions ¥ URI User Info

\I_l Locsl User Management
. URI Host
| Active User Sessions =
w ) Remate Auth Permissions

U_| AD User Group
\[] RADIUS User Class

- l} Login Messages URI Parametars
|| Pre-Login Message
|| Post-Login Messaps

w [ 38C Cartficatas

-- Table is empty --

Under "Telekom" Repeat the same for the To header.
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| Create Rule = | | _f' | Test Message Total 3 Message Manipulation Rules Rows

Header Rule i change from hest te tel.t-enline.d=

change to host to tel.t-online.de

Description |changeuo host to tel t-online.ds |
Condition Expression | Add/Edit | |

Admin Stzte | Enabled v

Result Type | Optionsl
Header Action | Modi

Header MName |To a

A EEES—
* Header Value

ol
e

Display Mame |igncre o
- URI

URI Scheme
¥ URI User Info

URI Host
URI Fort

URI Parametsrs

- Table is empty -

Under "Telekom" repeat the same for request URI.

b @ Auth and Directory Servicas -

b @ Frotocols
e

¥ @ Locsl Registrars
@ Locsl / Pass-thru Auth Tables

] Create Rule » | | f' | Test Message Total 9 Message Manipulation Rules Rows

b @ SIF Profiles Header Rule Optienal change from hd
b [ SIP Server Tabies P @O W Hezder Rule Optional change to host
ﬂ Trunk Groups —

@ NAT Cualiied Prefix Tables E=gue-tiEmelRule Erie=] e e
b @ Remote Autharization Tables
b @ Contact Registrant Table

| & Message Manipulation ]

|| Mzssage Rule Tables

Description  [fzouestiine |
Condition Expression | Add/Edie] | |
Admin State | Enabled v
Result Type

T EESESE—
* Request Line Value

uj 3dd sllow and supportd in reg
@ Condition Rule Table

|| Mode-Lewsl SIP Settings
|| SIP Vioice Qushity Sarver

b @ CAS Method |Ignore ~
v @ Security - R
b j’ Users.
URI Scheme

] Global Security Otions

\[] Local User Management ¥ URI User Info
ll_'] Active User Sescions I URT Host
* (3 Remots Auth Permissions —

UADUsEerup
|l RADIUS User Class

- ;} Login Meszsges
|| Pre-Login Message
|| Post-Login Messaps
w [} 33C Cartficats

URI Parameters

-- Table is empty -

Telekom - add SIP Trunk number in URI user for contact header:

Click the expand icon next to the Rule Table entry created previously named "Telekom".
From the Create Rule drop-down box, select Header Rule.

Provide the desired description.

Modify Contact header.

Add SIP Trunk number under URI User.
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: g Locsl Registrars

@ Local / Pass-thru Auth Tables
¥ @ 5P Profiles
¥ @ SIP Server Tables

ﬂ Trunk Groups

@ MAT Qualified Prefix Tables
¥ @ Remote Autharization Tables
¥ @ Contact Registrant Table
-

| p-3ssened
U_"| add sllow and supported in reg
@# Condsion Rule Table

[7] ModeL evel SIP Setiings
|| SIP Vigice Quality Server
b @ CAS
¥ [ Security
hd {} Usars
| Global Security Opions
uj Loesl User Management
I Active User Sessions
¥ [ Remots Auth Permissions
U_"| AD User Group
|5l RADIUS User Class
- ;} Login Messages
|| Pre-Login Messape
|| Post-Login Messape
¥ [} 33C Cartficatas
L GCenergte 35C Edo= CSR

Description  [Fontact |
Condition Expression | Add/Edit | | |

Admin State | Enabled w

Result Type

Header Acoon

I
Header Name .
Header Ordinal Number

* Header Valus

w URL

URI Scheme | Ignors o
w URI User Info

URI User ModiE || Add/Edit

EET Ignors

{

i
i
:

URI User Parameters

-- Table is empty -
—
URI Host | Ignore d
URI Port | Igrore el

Telekom - add rport in the Via header:

® Click the expand icon next to the Rule Table entry created previously named "Telekom".
® From the Create Rule drop-down box, select Header Rule.

® Provide the desired description.

® Add header parameter "rport" in the Via header.

» [ Protocols
¥ o sip|
13 ﬂ Local Registrars
@ Local/ Pass-thru Auth Tables
b o SIP Profiles
2 ﬁ SIP Server Tables
@ Trunk Groups
ﬂ MNAT Qualified Prefix Tables
b [ Remote Authorization Tables
B 4 Contact Registrant Table
|v ﬂr Message Manipulation |
hd Message Rule Tables
|| SMM FOR INV
|| SMM FOR REG

Ej p-a-i

E] save history info from cucm

[} retay-nistory
E] relay history 2
¥ ¥ Condition Rule Table
|| Node-Level SIP Settings
# SIP Recording
b @ Security
¥ i Media
» [ Tone Tables
1 ﬁ Telephony Mapping Tables
» [ SNMF/Alamms

Description ”addrport |
Condition Expression | Add/Edit ‘ ‘

Admin State | Enabled ha

Result Type | Optional

Header Action | Modify

Header Name |Viz “

w Header Value

! SIP Version | Ignore hd
Transport | Ignore ~

Host | Ignore ~

Port | Ignore h

[ rport Add

Telekom - remove port from request line:

Click the expand icon next to the Rule Table entry created previously named "Telekom".

Provide the desired description.

L]
® From the Create Rule drop-down box, select Request line Rule.
L]
L]

Remove port from request line.
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B @@ Auth and Directory Services -
b @ Profocols |
T Description i i
m p }emove port in reg line
3 “ Local Registrars Condition Expression | Add/Edit
i Local / Pass-thru Auth Tables Admin State | Enabled ~
12 “ SIP Profiles Result Type | Optional -
B [ SIP Server Tables
@ Trunk Groups
@ NAT Qualified Prefix Tables « Request Line Value
b “ Remote Authorization Tables
b @ contact Registrant Tabie Method
¥ Message Manipulation - URI
[ telokom URI Scheme
Ty { b URE Usr It
W] 8MM FOR REG
|21 save history info from cucm URI Port Add/Edit | | Matcn: 5061
W] relay-history
Total 0 SPRUriParam Ro:
W] relay history 2 + ! x rifaram Sows
¥ [ Condition Rule Table ) Name Value ||Actinn ”
URI Parameters
|| Node-Level SIP Settings
¥ SIP Recording - Table is empty -
b @ security
b @ Media
b [ Tone Tables SIP Version | Ignore Al
b [ Telephony Mapping Tables

Create a new rule table for INVITE messages.

Settings > SIP > Message Manipulation > Message Rule Table. Click the Create Message Rule Table(+)icon.

® Provide a description for the Rule Table.

® Apply the SMM only for the Selected messages and choose Invite from the Message Selection list.

® Click OK.
[ MAT Qualified Prefix Tables “ || SIP Message Rule Table
13 [i' Remote Authorization Tables
= | Test Selected Tables Total 7 SIP Message Manipulation Table Rows
P [ Gontact Registrant Table

b (D[] telekom

Result Type

Optional

= [J[| SMMFORINV

Optional

[[7] smm FoR REG

Eip-ai

[ add + in diversion hasder Description  |SMM FOR INV

=

nv - medify history info Applicable Messages

| Selected Messages

[] hardcoded history info

HQ save history info from cucm [z I -
=] relay-history | Add/Edit
= ; Message Selection *
lh_l relay history 2
» ¥ Condition Rule Table
|| if auth is present e
|1 auth is present for inv Table Result Type | Opticnal hd |

|| chi if diversion is present

SMM for INVITE - save Proxy-Authorization header:

® Click the expand icon next to the Rule Table entry created above.

® From the Create Rule drop-down box, select Header Rule.

® Provide the desired description.

® Save the Proxy-Authorization header in variable "SG User Value 5".

Note
This is used in the Condition Rule Table.
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IVQSIF'I

13 ﬁ Local Registrars

ﬁ Local / Pass-thru Auth Tables Description |k3\'e auth |
b SIP Proflles Condition Expression | Add/Edit | |
b @ sIP Server Tables .
Admin State Enab\ed
ﬁ Trunk Groups
# NAT Qualifisd Prefix Tables Result Type | Optional
12 ﬁ Remote Authorization Tables Header Action

14 ﬁ Contact Registrant Table Header Name | Proxy-Authorization

- ﬂ' Message Manipulation
w & Message Rule Tables

(] tetekom q Header Value |Copy Valueto v | Add/Edit ] |5G User Value 5

!—' SMM FOR REG

SMM for INVITE - If Authorization is present in INVITE delete route:

Click the expand icon next to the Rule Table entry created above.

From the Create Rule drop-down box, select Header Rule.

Provide the desired description.

Attach Condition Rule "If Auth is present in INVITE" in condition Expression.

Match All Conditions hd

[auinis prosentorme v | Y
[ apply | cencel )

® Remove all Route header from INVITE.

2 ﬁ Protocols

¥ [ SIP
¥ [ Local Registrars

@ Local / Pass-thru Auth Tables
b J SIP Profiles

- @ 0 W Header Rule Optional

14 - -
ﬁ Sligseveriabics Description “f auth is present-delete route |
ﬂ Trunk Groups
ﬂ T T E R R ICondltlon Expression | Add/Edit | 52 I
¥ [ Remote Authorization Tables Admin State | Enabled v |
12 ﬁ Contact Registrant Table Result Type |Opt'|ona| hd |
- Gf Message Manipulation Header Action | Remove [ |
- ? IMezsage Rule Tables o
— Header Name | Route 2
[[] telekom q -
SMM FOR INV Header Ordinal Number |AII hd |
[] smm FOR REG e —————————————————
Note

To avoid multiple instances of the same header in INVITE message, All the instances of the header are first removed and then the single
instance is added again. Condition Rule is added to achieve it for the following SMM's.

SMM for INVITE - add route:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description.

Add Route header with the Deutsche Telekom resolved IP.
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b @ Protocols
v [ SIP
3 " Local Regisirars
" Local / Pass-thru Auth Tables
b @ SIP Profiles
b “ SIP Server Tables
" Trunk Groups
@ NAT Qualified Prefix Tables
3 “ Remote Authorization Tables
3 ’- Contact Registrant Table
¥ [ Message Manipulation
| hd W Message Rule Tables |

i telekom

| SMM FOR INV

| SMM FOR REG
& padi

==
Test Rule

Description
Condition Expression
Admin State

Result Type

Header Action

Header Name

| ADD ROUTE
Add/Edit
Add ~

Route *

b Header Value | add ~ || Add/Edit ] | <sip:2 7 R 50

SMM for INVITE - If Authorization is present in INVITE delete P-Early-Media:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.

Provide the desired description.
Attach Condition Rule "If Auth is present in INVITE" in condition Expression.
Remove all P-Early-Media header from INVITE.

|v i SIF'l

3 j Local Regisirars
b @ SIP Profiles

b [ SIP Server Tables
i Trunk Groups

3 i Contact Registrant Table

j Local / Pass-thru Auth Tables

¥ NAT Qualified Prefix Tables
2 ;‘ Remote Authorization Tables

- w’ Message Manipulation

¥ (. Message Rule Tables

] telekom

Il\_j SMM FOR INVI

Test Rule

|

H

Condition Expression

Description “f auth is presnt-delete P-Early-Meadia |

Add/Edit | | 572/

Admin State |Enab|ed

Result Type | Opticnal

Header Action | Remove

eader Name | p-Early-Media

SMM for INVITE - Add P-Early-Media:

b @ Protocols
¥ @ siP
3 i Local Registrars
i Local / Pass-thru Auth Tables
b @ SIF Profiles
3 i SIP Server Tables
i Trunk Groups
i MNAT Qualified Prefix Tables
P j Remote Authorization Tables
'3 i Confact Registrant Table
¥ [ Message Manipulation
| v ;) Message Rule Tamesl

I] telekom

SMM FOR INV

| SMM FOR REG
] pad

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description.
Add P-Early-Media header.

Test Rule

Description
Condition Expression
Admin State

Result Type

Header Action

Header Name

[rdd P-£arly-Media

 Add/Edit
f[ag ]
-

Header Value |Add ~ | Add/Edit] | ‘suppo

SMM for INVITE - If Authorization is present in INVITE delete Allow-Events:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.

Provide the desired description.
Attach Condition Rule "If Auth is present in INVITE" in condition Expression.
Remove all Allow-Events header from INVITE.
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™ Sl‘F' v QoD Header Rule Optional
B [ Local Registrars

@ Local / Pass-thru Auth Tables
b @ SIP Profiles

b [ SIP Server Tables
(@ Trunk Groups Description “f auth is present- delete allow events
,
NAT Qualified Prefix Tables e q -
{ Condition Expression | Add/Edit
b (@ Remote Authorization Tables -
Admin State v
b (7 Coniact Registrant Table |Enab|ed |
¥ [ Message Manipulation Result Type | Optional v
- L“ Message Rule Tables Header Action | Remaove v |
L telekom 1 Header Name | Allow-Events :
| SMM FOR INV .

| SMM FOR REG

SMM for INVITE - Add Allow-Events

® Click the expand icon next to the Rule Table entry created above.
® From the Create Rule drop-down box, select Header Rule.

® Provide the desired description.

¢ Add Allow-Events header.

¥ @ Protocols v 0 Header Rule

Iv 4 SIF’I Test Rule
¥ [ Local Registrars

j Local / Pass-thru Auth Tables
b @ sIP Profiles

¥ @ SIP Server Tables Description “add allow events |
g Trunk Groups Condition Expression | Add/Edit

" NAT Qualified Prefix Tables Admin State | Fnabled v
3 [ Remote Authorization Tables
2 ) Result Type | Optional v
b @ contact Registrant Table
v

[F7 e | Header action [add ]
Header Name | Allow-Events = *

- u/ Message Rule Tables

I ] telekom E
| SMM FOR INV
] SMM FOR REG Header Value |Add ~ || Add/Edit ] | ‘refer, messa ary, dialo

& p-ai
\(Z] save history info from cucm

SMM for INVITE - Remove user and Add transport parameter in request line URI:

® Click the expand icon next to the Rule Table entry created above.
® From the Create Rule drop-down box, select Request Line Rule.
® Provide the desired description.

® Remove user and Add transport parameter in request line URI.

3 j Auth and Directory Services

b ¥ Protocols Description ”add tls
Condition Expression _Add/Edit

b ¥ Local Registrars )
P Admin State | Enabled
@ Local / Pass-thru Auth Tables

b i SIP Profiles Result Type | Optional

.
B [ SIP Server Tables

II

j Trunk Groups

2 Request Line Value
[ NAT Qualified Prefix Tables I

b j Remote Authorization Tables

= Method | Ignore ~
b [ Contact Registrant Table
T v URI
¥ [ Message Manipulation
¥ - Message Rule Tables
URI Scheme | Ignore v

|| telekom E|

T SWMFOR INV b URI User Info | |gnore

i SMM FOR REG
& pai

\_| save history info from cucm

I

<

URI Host | Ignore
URI Port Ignore ~

\Z| relay-history + I % Total 2 SPRUriParam Rows
relay history 2
; u [ || name value HAA:I:iun H
3 (& Condition Rule Table URI Parameters
[) user Remove
|| Node-Level SIP Settings B
j SIP Recording f [) transport “tls Add

3 " Security

b @ Media
- SIP Version

b j Tone Tables

3 j Telephony Mapping Tables

Confidential and Proprietary. Copyright © 2020-2023 Ribbon Communications Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.



Note
For TLS calls to work INVITE messages sent to Deutsche Telekom should have the following headers.

The initial INVITE includes the SIP header fields:
« Proxy-Require: mediasec

* Require: mediasec

« Security-Verify: msrp-tls;mediasec

« Security-Verify: sdes-srtp;mediasec
 Security-Verify: dtls-srtp;mediasec

Additionally, the SDP includes the attribute:

« a=3ge2ae:requested

SMM for INVITE - If Authorization is present in INVITE delete Proxy-Require:

Click the expand icon next to the Rule Table entry created above.

From the Create Rule drop-down box, select Header Rule.

Provide the desired description.

Attach Condition Rule "If Auth is present in INVITE" in condition Expression.
Remove all Proxy-Require header from INVITE.

SIP
b @ Local Registrars

}' Local / Pass-thru Auth Tables
b 0 SIP Profiles
b ¥ SIP Server Tables

@l Trunk Groups

v [ l‘/ Header Rule Optional

Description “f auth is present-delete Proxy-Require

¥ NAT Qualiied Prefix Tables Condition Expression | Add/Edit] | 5/2)
b ‘ Remote Authorization Tables Admin State | Enabled v |
(3 ‘ Contact Regisfrant Table Result Type |Opt'|ona| v |
M Mz:assage LETTAET Y Header Action | Remaove v |
¥ [ Message Rule Tables

[ telekom Header Name | Proxy-Require

| SMM FOR INV

| SMM FOR REG

SMM for INVITE - Add Proxy-Require

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description.

Add Proxy-Require header with value "mediasec".

¥ & SIP
3 , Local Registrars
@ Local / Pass-thru Auth Tables
b @ SIP Profiles
¥ @ SIP Server Tables

Test Rule

Description Ibdd Proxy-Require |

@ Trunk Groups Condition Expression | Add/Edit
,' MNAT Qualified Prefix Tables Admin State | Enabled ~
B ‘ Remote Authorization Tables Result Type | Optional -
P [ Contact Registrant Table i
¥ (o Message Manipulation
w (& Message Rule Tables Header Name | Proxy-Require =
] telekom
|| SMM FOR INV
| SMM FOR REG Header Value |Add ~ | Add/Edit ] | mediasec
KT pa-i

I save history info from cucm

SMM for INVITE - If Authorization is present in INVITE delete Require:

Click the expand icon next to the Rule Table entry created above.

From the Create Rule drop-down box, select Header Rule.

Provide the desired description.

Attach Condition Rule "If Auth is present in INVITE" in condition Expression.
Remove all Require header from INVITE.
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* [ SIP

¥ i Local Registrars

¥ Local / Pass-inru Auth Tables
b 0 SIP Profiles
B (0 sIP Server Tables

j Trunk Groups

j NAT Qualified Prefix Tables
B j Remote Authorization Tables
B @ Contact Registrant Table

v W Message Manipulation

- ur/ Message Rule Tables
| telekom

| SMM FOR INV

| SMM FOR REG

v Q0 A&

Header Rule

Optional

Description
Condition Expression
Admin State

Result Type

Header Action

: | Header Name

“f auth is present -delete Require

Add/Edit] | 52}

[ Enabled v

| Optional ~ |

| Remove v |
|Requ'|re =l

SMM for INVITE - Add Require:

3 j Local Registrars
i Local / Pass-thru Auth Tables
b @ sIP Profiles
b @ SIP Server Tables
j Trunk Groups
i MNAT Qualified Prefix Tables
b @ Remote Authorization Tables
b @ contact Registrant Table
¥ u,« Message Manipulation
| w (& Message Rule Tables |

[ tetekom

| SMM FOR INV

| SMM FOR REG
Ko p-a-i

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description.

Add Require header with value "mediasec".

Test Rule

Description “add Require

Condition Expression | Add/Edit

Admin State
Header Action _
Header Name =

Header Value |Add ~ || Add/Edit] | me

SMM for INVITE - If Authorization is present in INVITE delete Security-Verify:

® Click the expand icon next to the Rule Table entry created above.
® From the Create Rule drop-down box, select Header Rule.
® Provide the desired description.
® Attach Condition Rule "If Auth is present in INVITE" in condition Expression.
® Remove all Security-Verify header from INVITE.
v [F SIP [

3 j Local Registrars

i Local / Pass-thru Auth Tables
b ¥ SIP Profiles
b ¥ SIP Server Tables

j Trunk Groups

i NAT Qualified Prefix Tables
B j Remote Authorization Tables
3 j Contact Registrant Table
v u/ Message Manipulation

hil ur/ Message Rule Tables
| telekom

| SMM FOR INV

=] SMM FOR REG

v OO0 By

Header Rule

Optional

Description
Condition Expression
Admin State

Result Type

Header Action

g Header Name

“f suth is present -delete Security-Verify

Add/Edit] |52

[ Enabled v |
|Opt'|ona| v |
| Remove v |

| Security-Verify

SMM for INVITE - Add Security-Verify:

® Click the expand icon next to the Rule Table entry created above.
® From the Create Rule drop-down box, select Header Rule.

® Provide the desired description.
[ ]

AddSecurity-Verify header with value "msrp-tls;mediasec, sdes-srtp;mediasec, dtls-srtp;mediasec"”.
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¥ [ SIP
3 “ Local Registrars
@ Local / Pass-thru Auth Tables
b @ SIP Profiles
b ¥ SIP Server Tables
@ Trunk Groups
@ NAT Qualified Prefix Tables
3 " Remote Authorization Tables
¥ j‘ Contact Regisirant Table
| - V Message Manipulation |

bl y Message Rule Tables

| telekom

| SMM FOR INV

& SMM FOR REG
W& p-a-i

Test Rule

Description  [dd Security-verify

Condition Expression | Add/Edit

Admin State

Result Type
Header Action _
Header Name =i

Header Value |Add ~ || Add/Edit | |'msrp-tis:m

B
a
a’
a

o

SMM for INVITE - If Authorization is present in INVITE delete SDP info a=3ge2ae:requested:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Raw Message Rule.

Attach Condition Rule "If Auth is present in INVITE" in condition Expression.

L]
L]
® Provide the desired description.
]
L[]

Remove "a=3ge2ae:requested” from INVITE SDP.

¥ ¥ Protocols
b g Local Registrars
j Local / Pass-thru Auth Tables
b [ SIP Profiles
b [ SIP Server Tables
i Trunk Groups
8 NAT Qualified Prefix Tables
3 j Remote Authorization Tables
F j Contact Registrant Table
- W Message Manipulation

- ? Message Rule Tables

] telekom

| SMM FOR INV

| SMM FOR REG

Test Rule

Description
Condition Expression
Admin State

g Result Type

“f auth is present-delete Sdp val

Add/Edit | | 42
Enabled

A
W

Match Regex |a:3geEae:requested

Replace Regex |

SMM for INVITE - Add a=3ge2ae:requested in INVITE SDP:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Raw Message Rule.
Provide the desired description.

Add "a=3ge2ae:requested" from INVITE SDP.

b § Protocols

b @ Local Registrars

¥ Local/ Pass-thru Auth Tables
b [ SIP Profiles
b [ SIP Server Tables

i Trunk Groups

' NAT Qualified Prefix Tables
B i Remote Authorization Tables
B [ Contact Registrant Table

¥ [ Message Manipulation

v ? Message Rule Tables

| telekom

| SMMFOR INV

| SMM FOR REG
o pai

] save history info from cucm

v Qb B

Raw Message Rule

Optional

Description
Condition Expression
Admin State

Result Type

[batd scip

Add/Edit
Enabled -

Match Regex |$

Replace Regex | a=3gelaerequested

SMM for INVITE - Add P-Asserted-ldentity:
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Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.

Provide the desired description.
Modify P-Asserted-Identity header, the host IP should have Deutsche Telekom domain.



¥ @ security

» @ Media

b @l Tane Tables

» @ Telephony Mapping Tables
b @ snmeiAlms

¥ @ Logging Configuration

» @ Emergency Services

Optianal

EQ
¥ @ Local Registrars Fleader Rite
@ Local ! Pass-th Auth Tables Header Rule Ogtianal
¥ @l SIP Profikes
¥ @ SIP Server Tables Pl Ee e
@ Trunk Graups Raw Message Rule Optional
@ NAT Qualified Profix Tables — -

» @ Remote Authorization Tables
» gl Contact Regisirant Table
-

Message Manipalatian
Message Rule Tables

| teleicom

| SMM FOR REG
Bipai
|1 =ave history infa fom ceem
1 retay-history
1) redary history 2

¥ @ condition Rule Table

[ Mode-Level SIP Sesings
@ 1P Reconting

Drescription |p zzzerted identity - 2dd domain |

[Ada/edit] | |
Adimin State | Enzbled
Cpticnal

Condition Expression

!

Result Type
Header Action

Header Name  |P-Azserted-ldentity

=
g
Ii

o

Header Ordinal Number st

w Header Value

Disglay Mame | Ignore W
- URI
URI Scheme
¥ URI User Infe [ |gnore '
URT Host [ Madify | [AdoyEdit] [ sele-ontine ce

URIPort | Igmore

I!

URI Parameters

-- Table is empry —

-- Tahle is empry --

Create a new rule table for REGISTER messages.

Settings > SIP > Message Manipulation > Message Rule Table. Click the Create Message Rule Table(+) icon.

* Provide a description for the Rule Table.
* Apply the SMM only for the Selected messages and choose Register from the Message Selection list.

® Click OK

i Trunk Groups
[ NAT Qualified Prefix Tables
¥ [ Remote Authorization Table:

[[-] add + in diversion hae
inv - modify history inf
hardcoded history info
save history info from
relay-history
relay history 2
¥ (¥ Condition Rule Table
if auth iz present
auth is present for inv

Node-Level SIP Settings

chk if diversion is pres

| Test Selected Tables Total 7 SIP Message Manipulation Table Ro

[ |
¥ D telekom

B [C] SMM FOR INV

Optional

Optional

Description  [SMM FOR REG

| Selected Messages

Register

Applicable Messages

Message Selection

Table Result Type |Opticma|
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SMM for REG - Add Allow in REGISTER:

® From the Create Rule drop-down box, select Header Rule.

® Provide the desired description.

® Provide Header action as "Add" and header name as "Allow".

® Under header value give "Add" and click on add/edit and provide 'ACK, BYE, CANCEL, INFO, INVITE, NOTIFY, MESSAGE, SUBSCRIBE,
UPDATE, PRACK, REFER'.

® Click Apply.

[i NAT Qualified Prefix Tables &

3 ["’ Remote Authorization Tables
b [ Contact Registrant Table
Ll Wessage Rule Tables]
".I:I telekom
h.l:l p-asserted
Haﬂd allow and supported in red
[““ Condition Rule Table

add allow and supported in reg

| CreateRule w | | #! | Test Message Total 2 Message Manipulation Rules Rows

Rule Type Result Type

Header Rule Optional add

|| Mode-Level SIP Settings Description |add
|| SIP Voice Quality Server
P Condition Expression | Add/Edit
b [l cas
- L} Securily min State | Enabled
- I;} Users Result Type Opticnal i
|| Global Security Opfions I Header Action | Add hal
I[7] Local User Management IHeadar Name |AHOW ||v =
U‘j Active User Sessions
3 ["‘ Remofe Auth Permissions
-
l‘} L_ogm Messages Header Value |Add V| Add/Edit | I I
|| Pre-Login Message
|| Dogtl opin b

SMM for REG - Add Supported in REGISTER:

® Under the same Message Rule Table, choose Create Rule from the drop-down box, select Header Rule.
® Provide the desired description.

® Provide Header action as "Add" and header name as "Supported".

® Under header value, give "Add" and click on add/edit and provide '100rel, replaces'.

® Click Apply.

add allow and supported in reg

| | CreateRule v | | #] | Test Message Total 2 Message Manipulation Rules Rows

[,’.‘- MNAT Qualified Prefix Tables
F ["' Remote Autharization Tables
4 [,’.‘- Contact Registrant Table

- Message Manipulation

Rule Type Result Type

o [ Message Rule Tables
1] telekom Header Rule Optional add
[ p-asserted Header Rule Optional add supported

U:I add allow and supported in ﬁ

|f Condition Rule Table

|| Node-Level SIP Seftings
|| SIP voice Quality Server

5 L.“" cas Description |add supported
- lﬂ. Securiy Condition Expression | Add/Edit

A I;} Users Admin State | Enabled hd
|| Glebal Security Cpficns Result Type | Optional "

lu:l Local User Management

- Header Action | Add v
M:‘ Active User Sessions
b [ Remate Auth Permissions Header Name | Supported Al

A I;} Login Messages
|| Pre-Login Message

|| Post-Login Message Header Value | Add w || Add/Edit | f | |

w (i SBC Cerfificates
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{D Note

For successful registration of trunk to Deutsche Telekom, the following header must be in REGISTER header.
For an initial REGISTER without Authentication Challenge, include the SIP header fields:

« Security-Client: sdes-srtp;mediasec
« Proxy-Require: mediasec
* Require: mediasec

For the following REGISTER with Authentication Challenge, in addition to the originally included SIP header fields it should also contain the
following headers:

« Security-Verify: msrp-tls;mediasec
« Security-Verify: sdes-srtp;mediasec
 Security-Verify: dtls-srtp;mediasec

SMM for REG - Add Security-Client:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description

Add Security-Client with value "sdes-srtp;mediasec".

w (2 SIP Test Rule

B @ Local Registrars
" Local / Pass-thru Auth Tables
b @ SIP Profiles

b [ SIP Server Tables - . -
i Trunk Groups Condition Expression | Add/Edit

Description [hdd Security-Client |

:

[ NAT Qualiied Prefix Tables Admin State | Enabled hd
B ’ Remote Authorization Tables Result Type QOpticnal ~
B l Contact Registrant Table g Header Action
W [ Message Manipulation -
s Header Name | Security-Client >
¥ [ Message Rule Tables b
] telekom
| SMM FOR INV
G TORREG Header Value |Add ~ | Add/Edit | | sqe
& pai

SMM for REG - Add Proxy-Require:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description

[ ]
[ ]
[ ]
® Add Proxy-Require with value "mediasec".

¥ [ Protocols v @0 m Header Rule Optional add P
3 ’ Local Registrars
) Local / Pass-thru Auth Tables
b @ SIF Profiles
4 ’ SIP Server Tables Description “add Proxy-Reguire |
(& Trunk Groups
@ NAT Qualified Prefix Tables

Test Rule

Condition Expression AddjEd\t.

‘

B @ Remote Authorization Tables Sl Erabled
b ¥ contact Registrent Table 1 Result Type
|v (& Message Manipulation | Header Action | Add ~
¥ [ Message Rule Tables Header Name | proxy-Require .
|| telekom b
| SMM FOR INV
.| SMM FOR REG "
Header Value |Add w || Add/Edit| | 'me

W p-a-i ~

| save history info from cucm

SMM for REG - Add Require:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description

[ ]
L[]
[ ]
® Add Require with value "mediasec".
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b ﬁ Protacols - 0 v Header Rule Optional add R
[ 3 ﬂ Local Registrars
@ Local / Pass-thru Auth Tables
b i SIF Profiles

13 ﬁ SIP Server Tables Description Hadd Require I
ﬁ Trunk Groups Condition Expressien Add/Edit] ‘ |
ﬁ NAT Qualified Prefix Tables Admin State | Enabled

12 ﬁ Remote Authorization Tables
b # Contact Registrant Table

Header Action d
i3 Q Message Manipulation
v ) Message Rule Tables Header Name | Require =l

Result Type | Optional

—
g
<Jl<¢

@ teiskom .4
[ sMM FOR INV

[ SMM FOR REG Header Value [Add v || Addfedit] mecine |

| p-a-i

Ej save history info from cucm

SMM for REG - save Authorization:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description

Save Authorization under variable "SG User Value 1".

b g Protocols - 0 -w Header Rule Optional save
[ ﬂ Local Registrars
¥ Local/ Pass-thru Auth Tables
B @ SIF Profiles

b 1 SIP Server Tables Description |kave auth |
ﬂ Trunk Groups Condition Expression Add/Edit | ‘

@ NAT Qualified Prefix Tables
b # Remote Authorization Tables
b ¥ Contact Registrant Table

Admin State | Enabled

Result Type | Optional

% [ Message Manipulation 1 fisadenpictionly| Modity
= [ Message Rule Tables Header Name | Authorization N
|| telekom

|| SMM FOR INV
Header Value |Copy Valuete W | Add,'Ed'\t] ‘SG Us

m

E] save history info from cucm

Note
This will be used for condition rule table.

SMM for REG - add Security-Verify:

® Click the expand icon next to the Rule Table entry created above.
® From the Create Rule drop-down box, select Header Rule.
® Provide the desired description

® Add condition and check if Authorization header is present.

Match All Conditions ~

[ LR

® Add Security-Verify header with value "msrp-tls;mediasec, sdes-srtp;mediasec, dtls-srtp;mediasec".
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(3 , Protocols v [0) Header Rule Optional add securi
Test Rule
b [ Local Registrars
" Local / Pass-fhru Auth Tables
b @ SIF Profiles
B @ SIP Server Tables Description “add security-verify if auth is present |
(& Trunk Groups I Condition Expression | Add/Edit| ¢/7} I

" NAT Qualified Prefix Tables )
Admin State | Enabled b

B l Remote Authorization Tables

¥ # Contact Registrant Table 1 Rasuliilypa
¥ [ Message Manipulation Header Action | Add ~
| bl M Message Rule Tab\esl Header Name - *
| telekom
| SMM FOR INV
Header Value /Add—v| Add/Edit | | ‘msrp-tisme
| pad

\_| save history info from cucm

Create a new rule table for INVITE messages.

Settings > SIP > Message Manipulation > Message Rule Table. Click the Create Message Rule Table(+) icon.

® Provide a description for the Rule Table.
® Apply the SMM only for the Selected messages and choose Invite from the Message Selection list.

® Click OK
r =g
IMessage Manipulation
W Message Rule Tables b (L[] SMMFOR REG Optional
(= telekom v [][ | p-a-i Optional

[[Z] smma FOR Iy
[[Z] MM FOR REG

Description “3-3 -i
=] add + in diversion has

lh_n inv - modify history inf 5' Applicable Messages | Selected Messages Vl

lh_, hardcoded history info 'rwite I N
|| save history info from

= ) Add/Edit
[Z] relay-history ~

; Message Selection
U] reday history 2

= ;¥ Condition Rule Table .
|| if auth is present

[2] auth is present for inv Table Result Type | Opticnal A |

= chk if diversion is pres

SMM for PAI - remove + from the number sent out to PBX/PSNT end:

{D Note

This SMM depends on the number transformation that is chosen in SWe Lite. For example, in our lab setup the phones registered to the
PBX has phone number as 4xxxxxxxxxx. Any request from Deutsche Telekom will have number +4xxxxxxxxxx. These changes are
handled by transformation tables in SWe Lite. This will update only 'To', 'From' headers, the changes in P-Asserted-ldentity header for the
number needs to be done using this SMM. Add regex based on the requirements.

Click the expand icon next to the Rule Table entry created above.

From the Create Rule drop-down box, select Header Rule.

Provide the desired description.

Modify P-Asserted-ldentity header.

SMM removes + from the number present in the uri user of P-Asserted-ldentity header.
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Q

Admin
B [recet 1ee

|R|l|eTy|!

Expand All | Collapse All | Reload

b [ Call Routing
¥ [ Signaling Groups
¥ [ Networking Interfaces
13 u“ System
¥ [ Auth and Directory Services
b [ Protocols
¥ e
[ 3 J Local Registrars
[ Local / Pass thru Auth Tables
b @ SIP Profiles
¥ [ SIP Server Tables
@ Trunk Groups
J MAT Qualified Prefix Tables
¥ [ Remote Authorization Tables
¥ [ Contact Registrant Table
+ [ Message Rule Tables
[ tetekam
[ smma FOR NV
[ sMM FOR REG
=
5 save history info from cucm
Lh_, relay-history
5 retay history 2
¥ [# Condition Rule Table

|| Node-Level SIP Settings
[ SIP Recording

13 u" Security

¥ [ Media

P [ Tone Tables

¥ [ Telephony Mapping Tables

B [ sNmPiAlams

13 M" Logging Configuration

¥ [f Emergency Services

Header Rule Optional

- oo

Description  [pai

Condition Expression | Add/Edit

Admin State

Header Action
v

Header Name | P-Asserted-Identity
Header Ordinal Number [A1 ]

v Header Value

- URI

w URI User Info

URI User Add/Edit] | Match: | -

Password | Ignore ~
+1x

Totz| 0 SPRUriUserParam Rows

Name value Hadion

URI User Parameters

-- Tabie is empiy --

URI Port
+ix

Totzl 0 SPRUriParam Rows

Name Value || Action

URI Parameters

-- Table is empty --

Create a new rule table for INVITE messages.

Settings > SIP > Message Manipulation > Message Rule Table. Click the Create Message Rule Table(+) icon.

® Provide a description for the Rule Table.
® Apply the SMM only for the Selected messages and choose Invite from the Message Selection list.

® Click OK

I % L{.lr llessage I'u'IanipuIaIiunI
|V u:dl Message Rule Tablesl
] telekom
[ snm FOR 1NV
[[5] =Mm FOR REG
E pai

lu_, add + in diversion hae

[ inv - modify history inf

lu_, hardcoded history info
I lu_, save history info fron"

=] relay-history

lu_, relay history 2

= ;> Condition Rule Table
|| if auth is present

=] auth is present for inv

B[O p-a-i Optional
w []|_| save history info from cucm Optional
q Description |save history info from cucm
Applicable Messages | Selected Messages V|
I Invite I
[ Add/edit |
Message Selection |R_| =
emove
Table Result Type | Opticnal w |

Note

@ SWe Lite does not support History Info header. SWe Lite will convert History Info header into Diversion header while relaying it out
to Deutsche Telekom. As Deutsche Telekom expects History Info, we are storing the header that we receive from PBX in a local variable.
This header will be used later.

Save History info - save History Info in a local variable:

Click the expand icon next to the Rule Table entry created above.

From the Create Rule drop-down box, select Header Rule.

Provide the desired description

Choose header action as ‘Modify' and Header name as 'History Info'.

Choose "Copy Value to" option to store History Info received from PBX in a local variable "SG User Value 2".
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b g Protocols

3 " Local Registrars

@ Local/ Pass-thru Auth Tables
b i SIP Profiles
B }J SIP Server Tables

j Trunk Groups

(@ NAT Qualified Prefix Tables
b (i Remote Authorization Tables
b @ Contact Registrant Table

- W IMessage Manipulation
v (i Message Rule Tables

| telekom

] SMM FOR INV
| SMM FOR REG
o] p-a-i

L_j save history info from cucml

|| relay-history
I relay history 2

v OO m Header Rule Optional

Test Rule

Description ";ave all history info |
Condition Expression _Add/Edit
Admin State
Result Type
Header Action

Header Ordinal Number | Al v

b Header Value |CopyValueto v || Add/Edit| 56 User Valus 2

Create a new rule table for INVITE messages.

Settings > SIP > Message Manipulation > Message Rule Table. Click the Create Message Rule Table(+) icon.

® Provide a description for the Rule Table.

® Apply the SMM only for the Selected messages and choose Invite from the Message Selection list.

® Click OK

I ® b Message Manipulation

+ [, Message Rule Tables

[ telekom

[ sMm FOR 1NV

[ sMm FOR REG

UD p-a-i

lu;, add + in diversion hae
[[Z] inv - modify history inf
UD hardcoded history info
|| save history info from

uEI relay-history

U] retay histury 2

* ¥ Condition Rule Table
] irauth s present

|| auth is present for inv

|| ek if diveraion ia prez

|| Mode-Level SIP Settings
[j SIP Recording

B |C1[] SMM FOR INV Optional
b |1 SMM FOR REG Optional
P Q] pra-i Oplivnal
E |:| [_] save history info from cucm Optional
= []|_| relay-history Optional

Description I relay-history

Applicable Messages | Selected Messages V|

I Invite IA

Add/Edit
Message Selection 2

-

Table Result Type Cpticnal 4 |

Note
Add the history-info header that was stored in the previous step to the INVITE sent to Deutsche Telekom.

Save History info - save History Info in a local variable:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description.

Choose header action as 'Add' and header name as 'History-Info'.
Add value from variable "SG User Value 2".
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¥ [ SIP « [0 R, Header Rule Optional add histol

3 ‘ Local Registrars

. Test Rule
[ Local/ Pass-thru Auth Tables
b @ SIP Profiles
b @ SIP Server Tables
@ Trunk Groups Description “add history info |
@ NAT Qualified Prefix Tables Condition Expression | Add/Edit] | <13

3 ‘ Remote Authorization Tables .
. Admin State
B @ Contact Registrant Table

Enabled v
¥ [ Message Manipulation esult Type | Opticnal v

¥ [ Message Rule Tables Header Action | Add ~
T telekom Header Name | History-Info e
[ SMM FOR INV q

i SMM FOR REG

& pad b Header Value /Add—v‘ Add/Edit] | SG User Value 2

| save history info from cucm

relay-history |

| relay history 2

{D Note

This SMM depends on the number transformation that is chosen in Swe Lite. For example, in our lab setup the phones registered to the
PBX has phone number as 4xxxxxxxxxx. Any request to Deutsche Telekom will have number +4xxxxxxxxxx. To accommodate this in
Diversion header we need to add SMM. This SMM will add + before the number.

{D Note

To avoid duplicate + on the diversion header during re-Invite we need to remove all the + and then add only one +.

Relay History - remove + from diversion header:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description.

Choose header action as ‘Modify' and header name as 'Diversion'.
Remove + using regex.

b @ Protocols

b @ Local Registrars Description "emove additional + from diversion
‘. Local / Pass-thru Auth Tables Condition Expression R
b @ SIP Profiles . Add/Edit |
B [ sIP Server Tables Enabled
~

" Trunk Groups Result Type | Optional
g NAT Qualified Prefix Tables Header Action
b # Remote Authorization Tables Header Name 5

b ¥ Contact Registrant Table Header Ordinal Number |[1st hd
¥ [ Message Manipulation
v ) Message Rule Tables

| telekom :
] SMM FOR INV q BliicadenValue ’m Add/Edit] | Ma

"] SMM FOR REG

=)
0
o0

o Header Paramete
eader Faral rs
| save history info from cucm
|| relay-history
T rotay nistory 2 + 4 Total 0 SPRHeaderParam Rows
¥ @ Condition Rule Table Ll Name value ||Al:|inr| H
__| Node-Level SIP Settings
i sip Recording - e is em) -
@ Table is emp
b @ Security
b @ Media

Relay History -add + from diversion header:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description.

Choose header action as '‘Modify' and header name as 'Diversion'.
add + using regex.
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¥ @ Protocols

-Lucal e Description |hdd + in diversion |
i Local / Pass-thru Auth Tables Condition Expression | Add/Edit )| |
b @ SIP Profiles Admin State
13 ‘ SIP Server Tables Result Type | Optional

‘ Trunk Groups
‘ NAT Qualified Prefix Tables
(2 ‘ Remote Authorization Tables

Header Action | Modify

Header Name | Diversion

'3 ‘ Contact Registrant Table Header Ordinal Number | 1st i3
¥ @ Massags Manipulation ——————
w J Message Ruls Tables|
telekom b Header Value [ Modify | Add/Edit) | March: (110,15 | [Replace: +\1 |

SMM FOR INV

SKMM FOR REG

p-a-i

save history info from cucm

&
’FE relay history 2
¥ (i Condition Rule Table

Node-Level SIP Settings
‘ SIP Recording

[ ‘ Security

¥ @ Media

- Table is empty —

@ Note

P-Preferred-ldentity header is an important header for Deutsche Telekom during forward cases. The P-Preferred-Identity header should
carry the details of the instance that forwarded the call. This is same as that of the diversion header value. Hence P-Preferred-ldentity
header value will be picked from diversion header.

-

Relay History - add P-Preferred-ldentity:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description.

L]
L]
L]
® Add condition and check if Diversion header is present (this SMM will be applicable only for forward scenario).

Match All Conditions] e

Ichk if diversion is present w |I - i] -

® Choose header action as 'Add' and header name as 'P-Preferred-ldentity’.
® Get user info from diversion header, Uri host as Deutsche Telekom domain (tel.t-online.de) and additional parameter 'user'.
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http://tel.t-online.de

- Q/ Header Rule Optional add ppi
Q
Expand Al | Collapse Al | Reload Description  [pdd ppi
b J Call Routing Condition Expression | Add/Edit| | 'Z/2
b @ signaling Groups Admin State | Enabled v
.
B [ Networking Interfaces Result Type | Optional ~
.
DL Header action
B [ Auth and Directory Services ; .
. Header Name | P-Preferred-ldentity *
k[ Protocols =
P [ Local Regisirars
1 w Header Value
[ Local / Pass-thru Auth Tables
b @ SIPProfies .
. Display Name |Ignore ~
B [ SIP Server Tables
1 - URI
[ Trunk Groups
Q NAT Qualified Prefix Tables
¥ [/ Remote Authorizaticn Tables
b [ Contact Registrant Table b URI User Info Add/Edit] | civersic ce
hd Message Manipulation
o 1 N ? URI Host Add/Edit | | 'tel-online.de
¥ [ Message Rule Tables|
1] telekom URI Port | Ignore v
I smm FOR INV 4= 1% Totzl 1 SPRUriParam Row
[ smm FOR REG
& padi URI Parameters ] | mame value HAdiun H
ILI save history info from cucm [] user ‘phone’ Add
[ relay-history
[ relay history 2
¥ [ Condition Rule Table
|| Node-Level SIP Settings
[ SIP Recording Header Parameters
[ J’ Security
b Media + 1% Total 0 SPRHeaderParam Fowis
b [ Tone Tables
J.I (] Name value Action
F [ Telephony Mapping Tables
B [ SnmPiAlams
¥ [ Logging Configuration = TR E =

Create a new rule table for INVITE messages.

Settings > SIP > Message Manipulation > Message Rule Table. Click the Create Message Rule Table(+) icon.

® Provide a description for the Rule Table.
® Apply the SMM only for the Selected messages and choose Invite from the Message Selection list.

® Click OK
|V [ Message Manipulation | ¥ [ relay-history Optional
* . Message Rule Tables
I = oE I v ([ |:| relay history 2 Optional

] telekom
(] shm FOR 1MV
[[Z] smr FOR REG

Epai

Description |relay history 2

5 Applicable Messages | Selected Messages V|

l[] add + in diversion has

[ inv - modify history inf Invite ]

lh_, hardcoded histary infa | Add/Ed |
[El history info fr Message Selection —_—
lh_, save history info from | Pe— |

| relay-histo

* [+ Gondition Rule Table

=] if 20ith io nracant

Table Result Type | Opticnal V|

Note
@ 1st instance of History info relayed to Deutsche Telekom needs to be in the Specific format. Else forwarding wont be successful. The SMM
shown below will modify the History info to the following format.

History-Info: <sip:+4XXXXXXXXXX@tel.t-online.de;cause=302>;index=1

Once that is achieved we delete the Diversion header.

Relay History 2 - Modify History-info:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description.

[ ]
[ ]
[ ]
® Add condition and check if Diversion header is present (this SMM will be applicable only for forward scenario).
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® Choose header action as 'Modify' ,header name as 'History-Info' and Header Ordinal Number to 1st.
® Get Uri from P-Preferred-ldentity.

13 w‘ Auth and Directory Services
13 w‘ Protocols
¥ ¥ Local Registrars
\“ Local / Pass-thru Auth Tables
b (¥ sIPProfiles
b ¥ SIP Server Tables
\“ Trunk Groups
\“ NAT Qualified Prefix Tables
L4 w‘ Remote Authorization Tables
B [ Contact Registrant Table

v ) Message Manipulation
v ﬁ IMessage Rule Tables
I telekom
] SMM FOR INV
] SMM FOR REG

Cipai

|| save history info fram cucm

\_| relay-history

Rule Type

Result Type

Header Rule

Optional

Description
Condition Expression
Admin State

Result Type

Header Action
Header Name

Header Ordinal Number

”nodify history

Add/Edit | | 53}

Enabled v
~

History-Info ’ *

Tst

~

B Header Value Modify ~ Add/Edit]

Relay History 2 - Modify History-info:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description.
Add condition and check if Diversion header is present (this SMM will be applicable only for forward scenario).
Choose header action as '‘Modify' ,header name as 'History-Info' and Header Ordinal Number to 1st.

Replace 'user=phone' to 'cause=302".

b @ Protocols
F&sF]
2 1“ Local Registrars
l“ Local / Pass-thru Auth Tables
b # SIP Profiles
b [ SIP Server Tables
L“ Trunk Groups
[ NAT Qualified Prefix Tables
L5 L“ Remote Authorization Tables
12 j Contact Registrant Table
v )/ Message Manipulation
hd _) Message Rule Tables|
| ] telekom
L] SMM FOR INV
{[_| SMM FOR REG

@irai

U] relay-history

N_J relay history 2

» @0 ®

Header Rule

Optional modify]|

vDDw

Header Rule

Optional modify

Description
Condition Expression
Admin State

Result Type

Header Action
Header Name

Header Ordinal Number

”nodify header

Add/edit] | 572

Enabled v

1st

v

History-Info ( d

Nj save history info from cucm

b Header Value | Modify ~ | Add/Edit ] | Match: user

Relay History 2 - Modify History-info:

Click the expand icon next to the Rule Table entry created above.
From the Create Rule drop-down box, select Header Rule.
Provide the desired description.
Add condition and check if Diversion header is present (this SMM will be applicable only for forward scenario).
Choose header action as 'Modify' ,header name as 'History-Info' and Header Ordinal Number to 1st.

Add 'Index=1" at the end.
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= @ sie|
b @ Local Registrars
_" Local / Pass-thru Auth Tables
b [ SIP Profiles
[ 2 M SIP Server Tables
_" Trunk Groups
[ NAT Qualified Prefix Tables

» OO0 B Header Rule Optional modil

Description ”nodify history

» l‘ Remote Authorization Tables Condition Expression | Add/Edit | '5/3}
b (@ Contact Registrant Table Admin State | Enabled v
v _,/' Message Manipulation Result Type
1
I ] telekom i B
Header Name | Histary-Info =

| SMMFOR INV

[ SMM FOR REG Header Ordinal Number | 1st hd

pad
I save history info from cucm

B relay-histary b Header Value | Modify v | Add/Edit |
\__ relay history 2

Relay History 2 - Modify History-info:

Click the expand icon next to the Rule Table entry created above.

From the Create Rule drop-down box, select Header Rule.

Provide the desired description.

Add condition and check if Diversion header is present (this SMM will be applicable only for forward scenario).
Choose header action as 'Remove' ,header name as 'Diversion' and Header Ordinal Number to 1st.

2 |.‘ Remote Authorization Tables

12 |j‘ Contact Registrant Table
% [ Message Manipulation Description ”emove diversion
hdl "} Méssage Euiciabies Condition Expression | Add/Edit| '$/2

| telekom
L) SMM FOR INV Admin State | Enabled v |
(] SMM FOR REG Result Type | Optional v |
] p-ai Header Action | Remove v |
||| save history info from cucm Header Name | Diversion = *
L] retay-history Header Ordinal Number | 1st v |
. relay history 2

Updating Signaling Group with Message Manipulation

Signaling Groups allow grouping telephony channels together for the purposes of routing and shared configuration. They are the entity to which calls
are routed, as well as the location from which Call Routes are selected.

Expand the signaling group towards Deutsche Telekom.

Settings > Signaling Groups. Click the expand ( g ) icon next to the entry.

® Enable Message Manipulation.
® Choose "Outbound Message Manipulation”.
® Add the following SMM's in the same order.

Signaling Group Table June 30, 2021 12:35:38 @

Total 2 Signaling Group Rovs

] |Type Description. Admin State Service Status Display ::'"""
> Q] s telekom up Counters | Channels | Sessions 1
I [ TS telekom tis profile I ‘ I ‘

[ (sIPy rigistrar

[E (sipy cucm
P [ Networking Interfaces Message Manipulation | Enabled %
b @ system

”
D [JOOEE R Inbound Message Manipulation [ Outbound Message Manipulation|
¥ @ Protocols
!
v i sip
e telekom

@ Local Registrars b FOR N

”

@ Local f Pass-thru Auth Tables MM FOR REG

b @ SIP Profiles Message Table List Message Table List [y o
* (2F SIP Server Tables relay history 2
¥ [[E) Defautt SIP Server - Y ’
[ telekom sip server table
1) cucm
[ Trunk Groups
[ NAT Qualified Prefix Tables E

Expand the signaling group towards IP-PBX Cisco UCM.
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Settings > Signaling Groups. Click the expand ( » ) icon next to the entry.

® Enable Message Manipulation.
® Choose "Outbound Message Manipulation".
® Add the following SMM's in the same order.

. Q
Espand All | Collapse All | Reload

w @ Call Routing
¥ @ Transformation

v [ Signaling Group|
=]

telekom

(SIP) CUCM

(R

Total 3 Signaling Group Rows

Display

Signaling Group Table

= P @O s telekom n Up Counters | Channels | Sessions
@ Time of Day Table

* [ Call Routing Table k@0 se rigistrar Y Down Counters | Channels | Sessions
|[[) Defautt Route Tsbie - s cuch [ up Counters | Channels | Sessions
51 from laesl ragistar
£} from telekom Ll |r¢g |I\ruhwl ”m Profile I L] ||unmu Netmask /Prefix ‘
Gerom e [ 5080 upp A C
) from tekekom to cuem : '

¥ @ Call Actions [ s080 TP N/A

Massage Manipulstion

¥ @ Neworking Imeriaces | Inbound Message I:nipuhlinnl I Outbound Message Manipulation I
b sysm
¥ @ Auth and Direotory Services. save history info from cucm R o2
¥ Frotocols
- i sF Message Table List Message Table List

¥ Locs Registrars

i Local { Pass-shru Auth Tables ™
~ (@ SIF Profiles

Section B: CUCM (IP-PBX) Configuration

Accessing CUCM (Cisco Unified CM Administration)

1. Open browse and enter the CUCM IP Address.
2. Select Cisco Unified CM Administration from the Navigation drop-down.

3. Provide the credentials and click Login.

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

[EWUEERLN Cisco Unified CM Administration ¥
cisco

Username:

admin

Password

ied CM Administration

opyright © 1999 - 2019 Cisco Systems, Inc.
I rights reserved.

his product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party autherity to import, ex
Histribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unab]
omply with U.S. and local laws, return this product immediately.

Configure SIP Trunk Security Profile

Unified Communications Manager Administration groups security-related settings for the SIP trunk to allow you to assign a single security profile to
multiple SIP trunks. Security-related settings include device security mode, digest authentication, and incoming/outgoing transport type settings.

® From Cisco Unified CM Administration, navigate to System > Security > SIP Trunk Security Profile.
® Click Add New.
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alinl  Cisco Unified CM Administration

CIS€Q  p4p Cisco Unified Communications Solutions

System v| Call Routing v Media Resources v  Advanced Features v Device v  Application v  User Management »  Bulk Administration v  Help +

d a p e nfiles
EI‘} Add New @ Select All @ Clear All g Delete Selected
Statu:
’V® 8 records found

SIP Trunk Security Profile (1-8of8)

Find SIP Trunk Security Profile where [ Name w | begins with v | |‘ Clear Filter |\EI
CJ Name * Description
O OT SBC CORE DT_SBC_CORE
(] Non Secure SIP Conference Bridge Non Secure SIP Conference Bridge
O Non Secure SIP Trunk Profile Mon Secure SIP Trunk Profile authenticated by null String
(] Non Secure SIP Trunk Profile- aish Non Secure SIP Trunk Profile authenticated by null String
O Non Secure SIP Trunk Profile Pogja UDP Mon Secure SIP Trunk Profile authenticated by null String
(] Non Secure SIP Trunk Profile UDP Non Secure SIP Trunk Profile_UDP
O Secure Profile TLS Profile
(] SfBVideolnterop SecurityProfile SFB-Videolnterop

Il Add New ‘I Select All H Clear All H Delete Selected |

® Provide the desired Name and Description.
® Choose Non Secure from Device Security Mode.
- No security features except image authentication apply. A TCP or UDP connection opens to Unified Communications Manager.
® From Incoming Transport Type, select TCP+UDP.
- When Device Security Mode is Non Secure, TCP+UDP specifies the transport type.
® Select Outgoing Transport Type as TCP.
® Click Save.

System - Call Routing ~ Media Resources + Advanced Features + Device »  Application «  User Management ~  Bulk Adr

SIP Trunk Security Profile Configuration

B Save x Delete Copy ‘E' Reset z Apply Config EDE Add Mew

rStatus

@ Status: Ready

rSIP Trunk Security Profile Information

Name* |N|:|n Secure SIP Trunk Profile- aish I
Description Mon Secure SIP Trunk Profile authenticated by null String

Device Secunty Mode | MNon Secure V|
Incoming Transport T\,u'pe* ITCP+UDF‘ VI
Qutgoing Transport Type TCP w

[ Enable Digest Authentication
Nonce Validity Time (mins)* 500

Secure Certificate Subject or Subject Alternate Name | cystomers.interopdomain.com

Incoming Port* 5060

CJEnable Application level authorization

Configure SIP Profiles

A SIP profile comprises the set of SIP attributes that are associated with SIP trunks and SIP endpoints. SIP profiles include information such as
name, description, timing, retry, call pickup URI, and so on. The profiles contain some standard entries that you cannot delete or change.

® From Cisco Unified CM Administration, navigate to Device > Device Settings > SIP Profile.
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® Click Add New.

System = Call Routing + Media Resources v Advanced Features - User « Bulk inistration + Help -

o Addtew [T sectan T ciearan Hyg Defte Seiected
- Statu:
@ 10 records found
SIP Profile (1-10o0f10)
Find SIP Profile where [ Hame ~ | begins with ~ | E
Il Name * Dascription
(] SIP Profile SIP Profile
(] Secure SIP Profile Secure_SIP_Profile
(] SfevideoInterop SIPProfile
Standard SIP Profile Default SIP Profile
(] Standard SIP Profile - Pooja Default SIP Profile - Pooja
(] Standard SIP Profile -aish Default SIP Profile
Standard SIP Profile For Cisco VCS Default SIP Profile For Cisco Video Communication Server
Standard SIP Profile For TelePresence Conferencing Default SIP Profile For Cisco TelePresence Conferencing
Standard SIP Profile For TelePresence Endpoint Default SIP Profile For Cisco TelePresence Endpoint
Standard SIP Profile for Mobile Device Default SIP Profile for Mobile Device
T |
I‘ Add New || Select All H Clear All H Delete Selected |
1 (|
® Enter a name to identify the SIP profile.
® Provide description to identify the purpose of the SIP profile.
ysiem al outing - 13 Resources - van ealures - evice - - ser - ui ation - € -
Systel Call Routi Media R Advanced Featu Devi Applicati User M t Bulk Admini i H

SIP Profile Configuration

LB Save x Delete Copy %’ Reset i Apply Config Ell} Add New

r SIP Profile Information

Mame* IStandard SIP Profile -aish I
Description [Default SIP_Profile |
Default MTP Telephony Event Payload Type™® | 101 |
Early Offer for G.Clear Calls* [Disabled v
User-Agent and Server header information* [Send Unified CM Version Infermation as User-Agent ¥ |
Wersion in User Agent and Server Header™ | Major &nd Minor V|
Dial String Interpretation® [Phone number consists of characters 0-9, *, #, and ¥ |
Confidential Access Level Headers* | Disabled V|

[ Redirect by Application

[ pisable Early Media on 180

DOutgoing T.38 INVITE include audio mline

[ offer valid IP and Send/Receive mode only for T.38 Fax Relay
Cuse Fully Qualified Domain Name in SIP Requests

(] Assured Services SIP conformance

[CJEnable External Qos**

SDP Information

SDP Session-level Bandwidth Modifier for Early Offer and Re-invites™ |TIAS and AS V|
SDP Transparency Profile |Pass all unknown SDP attributes V|
Arrant Audin Cnder Drefarencas in Barsived Nffar¥ ISP wl

® From Early Offer support for voice and video calls drop-down, choose Mandatory (insert MTP if needed).
® Enable SIP OPTIONS Ping.

- SIP OPTIONS are requests to the configured destination address on the SIP trunk.
® Click Save.
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— Trunk Specific Configuration

Reroute Incoming Request to new Trunk based on® | Newer

]
Resource Priority Mamespace List | < MNone = V|
SIP Rel1XX Options™® [Disabled v
Video Call Traffic Class* [ Mixed v|
Calling Line Identification Presentation™® |Defau|t V|
Session Refresh Method* [1nvite v
Early Offer support for voice and video calls* | Mandatory {(insert MTP if needed) wv|

[_JEnable AnaT

(O peliver conference Bridge Identifier

[JEnable External Presentation Name and Number

O Reject Anonymous Incoming Calls

O Reject Anonymous Outgoing Calls

[ send ILS Learned Destination Route String

[ connect Inbound call before Playing Queuing Announcement

rSIP OPTIONS Ping

nable OPTIONS Ping to monitor destination status for Trunks with Service Type "None (Default)"
Ping Interval for In-service and Partially In-service Trunks {seconds)™® |50

Ping Interval for Out-of-service Trunks (seconds)™

|

[120 |

Ping Retry Timer (milliseconds)™® |SDD |
Ping Retry Count™® |5 |

Configure Normalization Script

SIP trunks can connect to a variety of endpoints, including PBXs, gateways, and service providers. Each of these endpoints implements the SIP
protocol a bit differently, causing a unique set of interoperability issues. To normalize messages per trunk, Cisco Unified Communications Manager all
ows you to add or update scripts to the system and then associate them with one or more SIP trunks.

® From Cisco Unified CM Administration, choose Device > Device Settings > SIP Normalization Script
® Click Add New.

System = Call Roufing + Media Resources =  Advanced Features = | Device - | Application =  User M t Bulk A

-

ation + Help =

Find and List STP Normalization Scripts

|:|‘]a Add New @ Select All @ Clear Al & Delete Selected

Status

@ 9 records found

SIP Normalization Script {1-90f9)

Find SIP Normalization Script where | Name ~ | begins with | || Clear Filter |E|

D Mame “ Description
HCS-PCV-PAI-passthrough Cisco HCS platform integration with Enterprise IMS

O aish medify diversion to history info
att-header-passthrough Provides passthrough of header x-att-loop

cisco-meeting-server-interop
cisco-telepresence-conductor-interop
cisco-telepresence-mcu-ts-direct-interop
diversion-counter

Provides interoperability between Unified Communication Manager {UCM) and Cisco Meeting Server
Provides interoperability for endpoints registered to the TelePresence Conductor

Provides interoperability between Unified Communications Manager {(UCM) and Cisco TelePresence MCU
Provide capability to adjust the diversion counter

refer-passthrough Remove Unified CM from the call due to a blind transfer between SIP trunks

ves-interop Provides interoperability for endpoints registered to the Video Communications Server (VCS)

|| Add New I| Select All || Clear All H Delete Selected |

® Provide the desired Name and Description.
® Add the script under content to convert diversion header to history info.
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SIP Normalization Script Configuration

LB Save x Delete %l Reset |:|']= Add New Eéi Import File
@ Status: Ready
—SIP Normalization Script Info
MName Imodlf‘y_dl\rers|0n_t0_h|ston.f_|nfo I
Description |modif‘y diversion to history info |
Content* M={}
function M.outbound_INVITE(msg)
if msg:getHeader{ "Diversion")
then
msg:convertDiversionTeHI{)
msg:removeHeader{"Diversion”)
end
end
return M
Script Execution Error Recovery Action® | Message Rollback Only Vl
Systemn Resource Error Recovery Action*® | Disable Script v|
Memory Threshold* |50 | kilobytes
Lua Instruction Threshold* | 1000 | instructions

Trunk Configuration
Use a trunk device to configure a logical route to a SIP network.

® From Cisco Unified CM Administration, choose Device > Trunk.
® Click Add New.

alimln  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System » Call Rouling + Media Resources =

Advanced Features

Em Application = User M

Find and List Trunks

I% Add Mew

Trunks

Find Trunks where [ Device Name

v | begins with_ v ||

I[ Find ][ Clear Filter ]E]

[Select item or enter search text v |

Mo active query. Please enter your ssarch criteria using the options abowve.
[7ad vew]
® From the Trunk Type drop-down list, choose SIP Trunk.
® Choose SIP from Device Protocol drop-down.
® From Trunk Service Type, select the default value (None).
® Click Next.
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alinln  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System = Call Routing ~ Media Resources +  Advanced Features + Device »  Application +  User Management -

Bulk Administration + Help

Trunk Configuration

. Nesxt

rStatus

@ Status: Ready

r Trunk Information

runk Type* SIP Trunk ~
Device Protocol sIP -
Trunk Service Type* None(Default) v

® Enter a unigue identifier for the trunk.
® Enter a descriptive name for the trunk.
® Choose the Default Device Pool.

System = Call Routing + Media Resources -  Advanced Features + Device = Application +  User Management »  Bulk Administration =  He|

Trunk Configuration

Q Save x Delete %’ Reset I:IIF Add Hew

Trunk Service Type Mone(Default)

I Device Name™ |trun|-<ToDT I
Description [trunk to DT

IDevice Pool* | Default v
Common Device Configuration |=; None = w
Call Classification™® | Use System Default Vl
Media Resource Group List |=; None = v|
Location™® | Hub_Mone v|
AAR Group | = None = v|
Tunneled Protocol™ | Mone v|
QsIG Variant* No Changes v
ASM.1 ROSE OID Encoding™ Mo Changes b
Packet Capture Mode™ | Mone v
Packet Capture Duration |0
[ Media Terminatien Point Required
Retry Video Call as Audio

Path Replacement Support
[ Transmit UTF-8 for Calling Party Name
Transmit UTF-8 Mames in Q5IG APDU

[CJunattended Port

® Provide the destination address.
- The Destination Address represents the remote SIP peer with which this trunk will communicate.
- SIP trunks only accept incoming requests from the configured Destination Address and the specified incoming port that is specified in the
SIP Trunk Security Profile that is associated with this trunk.
Choose the SIP Trunk Security Profile created to apply to the SIP trunk.
Select the SIP Profile created from the list.
Choose the Normalization Script created previously from the list.
Click Save.
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[ Destination Address is an SRV
Destination Address Destination Address IPvé Destination Port
1 [— I | |s0s0 |
MTP Preferred Originating Codec* Filulaw v
BLF Presence Group™® | Standard Presence group hd |
ISIP Trunk Security Profile [Non secure SIP Trunk Profile- aish ~|
Rerouting Calling Search Space |< Mone = V|
Qut-0f-Dialog Refer Calling Search Space | = Mone = hd |
SUBSCRIBE Calling Search Space = None > v
[P Profile* standard SIP Profile -aish | view Details
DTMF Signaling Method * No Preference hd
Eormalization Scr ipa
Normalization Script Eish |
[Jenable Trace
Parameter Name Parameter Value
1 |Diversion || | =
r Recording Information
@ MNone
() This trunk connects to a recordina-enabled aatewav

® Reset, Restart and Close the window. Refresh the SIP trunk page and wait until the Server status changes from Unknown to Full Service.

%’ Reset % Restart

r Status

@ Status: Ready

r Reset Information

Selected Device: trunkToDT (trunk to DT; SIP Trunk)

If a device is not registered with Cisco Unified Communications Manager, you cannot reset or restart it. If a
device is registered, to restart a device without shutting it down, click the Restart button. To shut down a
device and bring it back up, click the Reset button. To return to the previous window without
resetting/restarting the device, click Close.

MNote:

Reszetting a gateway/trunk/media devices drops any calls in progress that are using that
gateway/trunk/media devices. Restarting a gateway/media devices tries to preserve the calls in progress that
are using that gateway/media devices, if possible. Other devices wait until calls are complete before
restarting or resetting. Resetting/restarting a H323 device does not physically reset/restart the hardware; it
only reinitializes the configuration loaded by Cisco Unified Communications Manager.

| Reset | | Restart | | Close |

{D Note

Resetting/restarting a SIP device does not physically reset/restart the hardware; it only reinitializes the configuration that is loaded by Cisco
Unified Communications Manager.

For SIP trunks, Restart and Reset behave the same way, so all active calls will disconnect when either choice is pressed.

Configure Call Routing
A route pattern comprises a string of digits (an address) and a set of associated digit manipulations that route calls to a route list or a gateway. Route

patterns provide flexibility in network design. They work in conjunction with route filters and route lists to direct calls to specific devices and to include,
exclude, or modify specific digit patterns.
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® |n Cisco Unified Communications Manager Administration, use the Call Routing > Route/Hunt > Route Pattern menu path to configure
route patterns.
® Click Add New.

System = | Call Reuting Media Resources »  Advanced Features » Device »  Application +  User M t + Bulk Administration = Help «

Find and List Route Patterns

DR AddNew @ Select All @ Clear All & Delete Selected

- Status

® 18 records found

Route Patterns (1 - 18 of 18)

Find Route Patterns where | Pattern VI begins with VI || Clear Filter |E\

® Enter the route pattern, including numbers and wildcards (do not use spaces); for example, for NANP, enter 9.@ for typical local access or
8XXX for a typical private network numbering plan. Valid characters include the uppercase characters A, B, C, and D and \+, which
represents the international escape character +.

® Configure the Route Pattern as shown below.

® Choose SIP Trunk created from the gateway or route list drop-down to add the route pattern.

System » Call Roufing ~ Media Resources = Advanced Features » Device »  Application v  UserM t + Bulk Administration + Help «

Route Pattern Configuration

B Save x Delete Copy Ell} Add Mew

r Status

@ Status: Ready

r Pattern Definition

* I |
Route Pattern | sxoocoooonoa |
Route Partition [< Mone = v
Description | |

Mumbering Plan .

Route Filter = None

MLPP Precedence™® | Default v|

DApply Call Blocking Percentage

Resource Priority Mamespace Network Domain | = Mone = Vl
Route Class* |Defau|t V|
Gateway/Route List* |trunanDT VI (Edit)
Route Option ® Route this pattern
O Block this pattern | No Error V‘
call Classification* [ offret v
External Call Control Profile | = Mone = v

[ Allow Device Override Provide Outside Dial Tone [ Allow Overlap Sending DUrgent Priority

Configure End Users

The End User Configuration window allows you to add, search, display, and maintain information about Unified Communications Manager end users.
End users can control phones after you associate a phone in the End User Configuration window.

® |n Cisco Unified CM Administration, use the User Management > End User menu path to configure end users.
® Click Add New.
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alinln  Cisco Unified CM Administration
cisco For Cisco Unified C ications Sol

Call Roufing + Media Resources =  Advanced Features = Device « ication »

System -

Find and List Users

:‘E.E Add New

User

Find User where [ First name ~ | begins with | ” Find ][ Clear Filter ]E]

Mo active query. Please enter your search criteria using the options above.

[z ]

Enter the unique end user identification name.

Enter alphanumeric or special characters for the end user password and confirm the same.
Enter numeric characters for the end user PIN and confirm.

Enter the end user last name.

alimln  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System +  Call Routing =  Media Resources - Advanced Features -+ Device »  Application +  User Management »  Bulk Administration =  Help

End User Configuration

Q Save x Delete |:|'}= Add New

- Status

@ Status: Ready

[ ]
- User Information
User Status Enabled Local User
User ID* 49c | |
Password e ase .. . |[ Edit Credential
Confirm Password |... . . . |
Self-Service User ID | |
PIN [oe wee . . |[ Edit credential
Confirm PIN .ee . . |
Last name™® |aish1

Middle name

First name

Title

Directory URI

|

| |

| |

Display name | |
| |

| |

| |

Telephone Number

Phone Setup

® |n Cisco Unified Communications Manager Administration, use the Device > Phone menu path to configure phones.
® Click Add New.
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alili,  Cisco Unified CM Administration
cisco For Cisco Unified C ications

System - Call Routing ~  Media Resources ~  Advanced Features « Application = User t »+  Bulk Admini: il -+ Help =

Find and List Phones

Add New | C{ja Add New From Tempiate ||| Selectal [TT] Clearal Sy Delete Seiected %' Reset Selected 2 Apply Config to Selected

r Status

@ 16 records found

Phone (1-16 of 16)

Find Phone where [ Device Name ~ | begins with ~| | Find || Clear Filter E]

| Select item or enter search text Vl

® From the Phone Type drop-down, choose Third-party SIP Device(Advanced) Endpoint.
® Click Next.

alinly  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System » Call Roufing + Media Resources + Advanced Features + Device +  Application + User Management «  Bulk Administration + He

’ Mest

- Status

@ Status: Ready

—Add New Phone Information

Start by selecting the type of phone you wish to add, or click here to add @ new phone using_a Universal Device Template.

Phone Type™|| Third-party SIF Device (Advanced) |

® Enter the Media Access Control (MAC) address that identifies Cisco Unified IP Phones. Make sure that the value comprises 12 hexadecimal

characters.
® Choose Default Device pool.
- A Device pool defines sets of common characteristics for devices, such as region, date/time group, and soft key template.
® Choose Third-party SIP Device(Advanced) from the phone button template drop-down.
- The phone button template determines the configuration of buttons on a phone and identifies which feature (line, speed dial, and so on)
is used for each button.
® Choose the user ID of the assigned phone user.
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System = CallRouting = Meds Resources = Advanced Features = Davice « i w*  User = Bulk i ion +  Help =

Phone Configuration
LB Save x Delate |D Copy %’ Reset 4 Apply Config cﬂ: £dd New
Assaciation Phone Type
:radud Type:  Third-party SIP Device {Ad\ranced)l
) - =vice Profoc
1 wmeLine [1] - 4N (no oartition)
2 wmaline [2] - Add 3 new DN Real-time Device Statu:
inkine [2] - Adc s new DI
3 | G E =l ol Registration: Registered with Cisco Unified Communications Manager cucm12
e IPv4 Address: 1
4 wims Line [4] - Add a new DN Active Load ID:  Nons
nrnne 2l Add s new DI

Download Status: Nona
5 wmmline [5] - Add 3 new DN
e

& wm:Line [5] - Add 2 new DN [piexice
B S &
7 e Line [7] - Add 2 new DN [ pevics is active
B
[\ Devics is not trusted
#ins Line [8] - Add & new DN A *
T MAC Address ancoiz3za100 | isepascDizazaiAL)
Description [sepaBcoi23321A1 |
Device Pool® [Default | View Details
Commen Device Configuration [< None > | View Details
Phone Button Template® | Third-party SIP Device (Advanced) ~
Comman Phene Profile Standard Comman Phone Profile | view Details
Calling Search Space < None > v
AAR Calling S=arch Spaca [< None > |
Mediz Resource Group List [ None = v
Location® [Fub_Nons - v
AAR Group [ None = ]

Device Mability Mode*

Owiner

D=fault e | View Current Device Mobility Settings
() anonymous (Public/Shared Space)

Owner Usar ID*

]

Choose the security profile Third-party AS-SIP Endpoint - Standard SIP Non-Secure Profile to apply to the device.

Choose the standard sip profile.

Choose an end user that you want to associate with the phone for this setting that is used with digest authentication (SIP security).
Click Save.

Q Save x Delete |D Copy %l Resst g7 Anply Config |:‘J= Add New

| Ed Us= Device Pool Calling Party Transformation CSS (Caller ID For Calls From This Phone) ‘

R te Numb.

Calling Party Transformation €SS | < Hone = v
Us= Device Pool Calling Party Transformation CSS (Device Mobility Related Information)

r Protocol Specific T

8LF Prezence Group® Standard Prasancs group v
MTP Preferrad Originating Codec® 71
Device Security Profile ® | Third-party SI2 Device Advanced - Standard SI8 No W |
Rerouting Calling Search Space [ < Mone = v

SUBSCRIBE Calling Search Space [= Nope >
2 [ Stzpdard 210 prodl

[El w

iy

Digest Usar

Viewr Details

<K<

[ Media Termination Point Required
) Unattended Port
[”) Require DTMF Reception

() Allow Prasentation Sharing using BECP
[ allow iX Applicabla Madia

~MLPP and Confidential Access Level Information

MLPP Domain [< Nane = v
Confidential Access Mode | < None > v
Confidential Access Level [ < None > W

® Click this link to add a remote destination to associate with this device. The Remote Destination Configuration window displays, which allows
you to add a new remote destination to associate with this device.

System = Call Routng =+ Media Resources =+  Advanced Features + Device = licati *  User = Bulk inis ion = Help =

Phone Configuration

LB Save x Delet=

r Statu:
@ Status: Ready

[ Assaciation Phone Type

Modify Button Ttems Product Type:  Third-party SIP Device (Advanced)
- — Device Protocol: SIP
1| w11 Line [1] - 2 (no uartlhnn)l
B —
2 e Line [2] - Add a new DN —Real-time Device Stat:
nene lel-foe s new DR

Copy % Reset  # Apply Config d;a Add New

Registration: Registered with Cisco Unified Communications Manager cucm12
IPva Address: I
4 wmiline [4] - Add 8 new DN Active Load ID:  Nene
B e —
Download Status: Nene

2w Line [3] - Add 3 new DN
L

wtna Line [5] - Add s new DN
nirsine |
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® Add the Directory number.
® Click Save.

System = Call Routing = Media Resources =  Advanced Features =+ Device =  Application =  User Management =  Bulk Administration = H

Directory Number Configuration

r Status

@ Status: Ready

r Directory Number Information

) ®
Diractory Number |4_ | [l urgent pricrity
Route Partition [= Mone = bl

Description | |

Alarting Name | |

ASCII Alerting Mame | |

External Call Cantrol PruFi|e| = MNone * w
Associated Devices SERPABCD123321A1 -
Edit Device
| Edit Line Appearance
-
v A
Dissociate Devices ~
-

® Click Apply Config followed by the Reset button.
® Reset, Restart and Close the window.

Device Association

® Navigate back to User Management > End User.
® In the Device Information field, click Device Association. This will display all the available devices.
® Select the device created in the previous step and save.

System = CallRouting + Media Resources » Advanced Features + Device = Application » User Management = Bulk Administration = Help =

End User Configuration

Q Save x Delete LJI} Add New
|

r Device Information

Controlled Devices SEPABCD123321A1 I i

Device Association I

Line Appearance Association for Presence

Available Profiles -

WA
CTI Controlled Device Profiles o~

<

Supplementary Services and Features Coverage

The following checklist depicts the set of services/features covered through the configuration defined in this Interop Guide.

Sr. No. Supplementary Services/ Features Coverage
1 SIP Trunk Registration /
2 Inbound Call-Mobile PSTN (
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3 Outbound Call-Mobile PSTN

4 Inbound call-Landline PSTN

5 Outbound call-Landline PSTN

6 Basic Call With Different Codecs
7 Voice Mail

8 Call Forward

9 FAX using G711

10 Call Hold and Resume Outbound

11 Call Hold and Resume Inbound
12 Anonymous Calls Outbound
13 Session Timers

14 FAX - transcoding

15 Call Transfer (Blind)

16 Call Transfer (Attended)

17 Cancel Call

AN NENENENENENE VR NN VR NN NN

18 Long Duration Calls

Legend
Supported /

Not Supported x

Note
Observation - Any call to the PSTN mobile display the caller's number with the country code, whereas any call to the PSTN landline
excludes the country code.

Caveats

* NA

Support

For any support related queries about this guide, please contact your local Ribbon representative, or use the following details:
® Sales and Support: 1-833-742-2661

® Other Queries: 1-877-412-8867
® Website: https://ribboncommunications.com/about-us

References

For detailed information about Ribbon products and solutions, visit: https://ribboncommunications.com/products

Conclusion
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https://ribboncommunications.com/about-us
https://ribboncommunications.com/products

This Interoperability Guide describe the configuration steps required for Ribbon SBC Edge to successfully interoperate with Deutsche Telekom. All
feature and serviceability test cases were completed and passed with the exceptions/observations noted in Test Results

All features and capabilities tested are detailed within this document - any limitations, notes or observations are also recorded in order to provide the
reader with an accurate understanding of what is/is not covered.

Configuration guidance is provided to enable the reader to replicate the same base setup — additional configuration changes are possibly required to
suit the exact deployment environment.

© 2021 Ribbon Communications Operating Company, Inc. © 2021 ECI Telecom Ltd. All rights reserved.
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