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Interoperable Vendors

Copyright

© 2021 Ribbon Communications Operating Company, Inc. © 2021 ECI Telecom Ltd. All rights reserved. The compilation (meaning the collection,
arrangement and assembly) of all content on this site is protected by U.S. and international copyright laws and treaty provisions and may not be used,
copied, reproduced, modified, published, uploaded, posted, transmitted or distributed in any way, without prior written consent of Ribbon
Communications Inc.

The trademarks, logos, service marks, trade names, and trade dress (“look and feel”) on this website, including without limitation the RIBBON and
RIBBON logo marks, are protected by applicable US and foreign trademark rights and other proprietary rights and are the property of Ribbon
Communications Operating Company, Inc. or its affiliates. Any third-party trademarks, logos, service marks, trade names and trade dress may be the

property of their respective owners. Any uses of the trademarks, logos, service marks, trade names, and trade dress without the prior written consent
of Ribbon Communications Operating Company, Inc., its affiliates, or the third parties that own the proprietary rights, are expressly prohibited.

Document Overview

This document outlines the best practices for configuring Ribbon SBC SWe Lite for SIPREC feature verification.

About Ribbon SBC SWe Lite

The Ribbon Session Border Controller Software Edition Lite (SBC SWe Lite) provides best-in-class communications security. Microservices design to
optimize resource allocation, dynamic scaling, automated lifecycle management are all attributes of the SBC SWe Lite, delivering edge SBC
capabilities, such as robust network security, overload controls, SIP normalization, SIP Recording, IPv4-IPv6 interworking, and audio transcoding.

About NICE Engage platform

The NICE Engage Platform provides comprehensive omnichannel interaction recording. Omnichannel recording helps organizations provide
customers a coherent experience by providing a single place to define and implement compliance and quality practices across all channels.

About SIP Recording

SIP Recording (SIPREC) is a recording capability that helps users to comply with regulations, to monitor the quality of service of representatives, to
store call information for quality analysis, and so on. The Ribbon SBC SWe Lite supports SIPREC towards multiple recorders based on the Internet
Engineering Task Force (IETF) standard.

The Ribbon SBC SWe Lite SIPREC supports the RFC standard for a SIP recording interface. To support SIPREC, the SBC SWe Lite acts as a
Session Recording Client (SRC) initiating a Recording Session (RS) towards a Session Recording Server (SRS). The SBC SWe Lite initiates a
recording session for all the Communication Sessions (CS) to record over SIP towards the SRS. The CS output is based on the SBC SWe Lite's Web
Ul configuration for enabling recording.

SIP Recording is supported on the SBC SWe Lite for the following purposes:

Storing call information for quality analysis.

Recording call and media sessions on a third-party recording server.

Checking the call detail records and determining if a call is recording or not.

[ ]
[ ]
[ ]
® Providing call detail records for recorded calls.

Table 1 : Terminology

Term Definition
Cs Communication Session
RS Recording Session
SRC Session Recording Client

SRS Session Recording Server

Scope
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This document provides configuration best practices for deploying Ribbon's SBC SWe Lite for SIPREC interop. Note that these are configuration best
practices, and each customer may have unique needs and networks. Ribbon recommends that customers work with network design and deployment
engineers to establish the network design that best meets their requirements.

Non-Goals

It is not the goal of this guide to provide detailed configurations that meets the requirements of every customer. Use this guide as a starting point and
build the SBC configurations in consultation with network design and deployment engineers.

Audience

This is a technical document intended for telecommunications engineers to configure both the Ribbon SBC and the third-party product. Navigating the
third-party product as well as the Ribbon SBC SWe Lite GUI is required. Understanding the basic concepts of TLS/TCP/UDP, IP/Routing, and SIP
ISRTP is also necessary to complete the configuration and for any required troubleshooting.

Prerequisites

Before proceeding with the interop, make sure you have the following:

® Ribbon SBC SWe Lite
® SBC SWe Lite License

® This interop requires the acquisition and application of SIP sessions. Refer to Working with Licenses for more information.
® NICE Engage Platform

* NICE Engage platform SIPREC server running on 4.1 version or above.

® Licenses for the required number of recording sessions.

® NICE Dispatch Integration Services running on the SIPREC server.

Product and Device Details

The configuration uses the following equipment and software:

Table 2 : Requirements

Product Equipment Software Version
Ribbon Networks Ribbon SBC SWe Lite = 9.0.1
Third-party Equipment NICE Engage platform @ 4.1
Administration and Debugging Tools | Wireshark 3.27

LX Tool 2.1.0.6

Network Topology and E2E Flow Diagrams

SBC SWe Lite - NICE Engage Deployment Topology

Access Network/SIP SBCSWa Lite (,5;;) Access Network/SIP
Trunk @,r_lw_ of Trunk

Enterprise Solution/Access
Network

Enterprise Solution/Access
Network

Public Network

3" party Intercept Device
(SRS)

SRC : Session Recording Client
SRS : Session Recording Server Ribbon SBC SWe Lite Deployment with SIPREC server
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Interoperability Test Lab Topology and Call Flow Diagram

SBC SWe Lite
SIP INV/1x¢/200/ ACK @ @ iDDON  siP INV/1x4/200/ACK @
S | -
————— — == <4« — — — — —
RTP @ @ RTP @
|
|
Endpoints MetaData RTP®‘ sw@ Endpoints

(NICE Engagement Platform)

SIP Signalling Path

SIPREC Signalling Path SBC Swe Lite - SIPREC Flow Path
_______ RTP Media Path — EPs Signalling Flow (SIP): 1 -2 -3
——————— Media Path — SIPREC Media Flow (RTP): 1- 2 - 3

I
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I
I
Session Recording Server |
I
I
I
I
I
I

SBC SWe Lite — NICE Call Flow

Installing the SBC SWe Lite

To install and run the SBC SWe Lite on the VMware ESXi, refer to Installing SBC SWe Lite on VMware ESXi.

SBC SWe Lite Configuration

Accessing the SBC SWe Lite

Open any browser and enter the SBC SWe Lite IP address.

SBC Edge

Copyright © 2010-2021 Ribbon Communications Operating.Company. nc. Al Rights Reserved

Click Enter and log in with a valid User ID and Password.
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Welcome to Ribbon SBC SWe Lite

Users (authorized or unauthorized) have no explicit or implicit expectation of
privacy. Any or all uses of this system and all files on this system may be
intercepted, monitored, recorded, copied, audited, inspected. and disclosed to
authorized site, customer administrative, and law enforcement personnel, as
well as authorized offcials of govemment agencies, both domestic and foreign.
By using this system, the user consents to such interception, monitoring,
recording, copying, auditing, inspection. and disclosure at the discretion of
authorized personnel,

Unauthorized or improper use of this system may result in administrative
disciplinary action and civil and criminal penalties. By continuing to use this
system you indicate your awareness of and consent to these terms and conditions
of use. CANCEL YOUR LOGIN IMMEDIATELY if you do not agree to the conditions
stated in this warming.

UserName[aamn |

Password

‘Copyright © 2010-2021 Ribbon Communicafions Operating Company. Inc. All Rights Reserved

License and TLS Certificates

View License

Q | Current Licenses
Historical Usage | D load Lice Fily
Expand All | Collapse All | Reload oneal [[Dows ense File

» @ call Routing

¥ # sianaling Groups ‘ License Format Version 3
¥ i Networking Interfaces

Feature Licenses
de-Level Settings

Total 6 Feature License Rows

[ Current Licenses

|| Install New License Feature. Licensed Total Licenses Available Licenses. Feature Expiration
¥ @ software Management SIP Signaling Sessions I!/ 300 300 August 09, 2021 23:59:59
® @ Auth and Directory Services Enhanced Media Sessions with Transcoding L7 100 100 August 09, 2021 23:59:59
» @ Protocols
» Enhanced Media Sessions without Transcoding I‘/ 600 600 August 09, 2021 23:59:59
W sP
b @ security SIP Registrations II/ 300 300 August 09, 2021 23:59:59
»
o ol AMR-WE Y Not Licensed Not Licensed Not Applicable
» # Tone Tables
» (@ Telephony Mapping Tables SIP Recording l!/ 200 300 August 09, 2021 23:59:59

For more details on Licenses, refer to Working with Licenses.

Import Trusted Root CA Certificates

A trusted certificate authority issues a Trusted CA Certificate. Trusted CA Certificates are imported to the SBC SWe Lite to establish its authenticity
on the network.

From the Settings tab, navigate to Security > SBC Certificates > Trusted CA Certificates.

The following procedure shows you how to import Trusted Root CA Certificates, using either the File Upload or Copy and Paste method.

1. To import a Trusted CA Certificate, click the Import Trusted CA Certificate (ﬂ) Icon.

2. Select either Copy and Paste or File Upload from the Mode menu.
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3. If you choose File Upload, use the Select File button to find the file.

4. Click OK.

Note
Follow the above steps to import the SIPREC App Server certificates.

View Networking Interfaces

This section describes how to manage the way Ribbon SBC SWe Lite interfaces with the network. The SBC SWe Lite supports five system-created
logical interfaces known as Administrative IP, Ethernet 1 IP, Ethernet 2 IP, Ethernet 3 IP, and Ethernet 4 IP. In addition to the system-created
logical interfaces, the SBC SWe Lite supports user-created VLAN logical sub-interfaces.

From the Settings tab, navigate to Networking Interfaces > Logical Interfaces.

Administrative IP

The SBC SWe Lite system supports a logical interface called the Admin IP (Administrative IP, also known as the Management IP). A Static IP or
DHCP is used for running the initial setup of the SBC SWe Lite system.

o Logical Interfaces
Expand All | Collzpse All | Reload |1 Create VLAN I/F | Total 5 LogicalInterface Rows
¥ @ all Routing i e 1Pva Address 1Pv6 Address Description Pl Display Primary Key
¥ @ Signaling Groups b (@0 Admin 1P 10.34.3.132 Enabled Counters 35
w [ Networking Interiaces —
v ¥ Logkcai interiaces b [0 Ethernet11p 10.10.10.10 Enabled Counters 36
=] Admin 1P » |01 Ethernet 1.370 IP 10.24.5.132 fd00:10:6b50:5040::184 Enabled Counters 1
Ethe 1P
e b [G(0 Ethernet21p 20.20.20.20 Enabled Counters 37
[ Ethernet 1.370 1P -
[ Ethernet 2 1P ¥ ) () Ethernet 2.371 1P 10.34.7.132 fdD0:10:6b50:5060::184 Enabled Counters 2
|| Ethernet2.371IP S
Ethernet 1 IP
Q w [][ | Ethernet 1.370 IP 10.34. N fd00: 10: SN Enabled Counters 1
Expand &ll | Collapse All | Reload entiication/Sais
¥ [ call Routing
2 L‘I Signaling Groups Interface Name  Ethernet 1.370 IP
= [ Networking Interfaces I/F Index 8
(=] Admin 1P
[=] Ethemet 11P Description |
=] e AT Admin State | Enabled A
=] Ethernet 21P
=] Ethernet 2.371 IP
= Networking
b @ system
¥ [ Auth and Directory Services
b @ Protacols
. MAC Address  00:0c: NS
b @ sip
b security VLAN tag 370

N 1P Addressing Mode
b (@ Tone Tables
b (@ Telephony Mapping Tables El
B SNMPiAlams

¥ [ Logging Configuration

b Emergency Sences 1P Assign Hethod
Primary Address * RHXE
Primary Netmask * R

Media Next Hop IP RN

1Pv4 Information

1Pv6 Information

Link Local Address  fe80:20c: I
Link Local Prefix 64

Primary Address |fd0l]:'\0:— DK
Primary Address Prefix .127]
Media Next Hop IP |fd00:'\01_ * KX

Ethernet 2 IP
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Q

= [1[ | Ethernet2.3711P 10.34. fd00: 10: I Enabled Counters 2
Expand All | Collapse All | Reload
b [# Call Routing Identification/Status
¥ i signaling Groups
- £
¥ N_?“"oﬂﬂﬂﬂ Inferfaces Interface Name  Ethernet 2.371 1P
-
[ Logical Interfaces UFIndex 9
[E] Admin 1
[E] Ethemet 11P s I:I
[E] Ethemet 1370 1P Description |

(] Ethemet 2 1P
|_| Ethernet 2.371 IP

Admin State | Enabled b

13 .j System

b [# Auth and Directory Services
P [ Protocols

b il sip

B [ Securiy MAC Address  00:0c EE—

b @ Media VLAN tag 371

b [ Tone Tables 1P Addressing Mode
b [ Telephony Mapping Tables 1
b [ SNMP/Alamms
¥ [ Logging Configuration 1Pv4 Information

1P Assign Method
Primary Address g
Primary Netmask GF2 s

Media Next Hop TP *

Networking

¥ [ Emergency Services

1Pv6 Information

Link Local Address ~ fe80:20c: NN
Link Local Prefix 64

Primary Address

[ fd00:10:—

Primary Address Prefix p.127)

S d

Media Next Hop 1P ‘deG:‘IG:_

Configure Static Routes

Static routes communicate with remote networks. In a production environment, static routes are mainly configured for routing from a specific network
to another network and accessed through one point or one interface (that is, single path access or default route).

® Configure static routes for smaller networks with just one or two routes, so that a link is not wasted for exchanging dynamic routing

information.
® You do not require static routes for networks that have a LAN-side gateway on Voice VLAN or Multi-Switch Edge Devices (MSEs) with voice

VLAN towards the SBC Edge,

Destination IP
Specifies the destination IP address.

Mask
Specifies the network mask of the destination host or subnet. If the ‘Destination IP Address' field and 'Mask' field are both 0.0.0.0, the static route is
called the 'default static route'.

Gateway
Specifies the IP address of the next-hop router to use for this static route.

Metric
Specifies the cost of this route, hence indirectly specifying the preference of the route. Lower values indicate more preferred routes. The typical value
is 1 for most static routes, indicating that static routes are preferred over dynamic routes.

Static IP Route Table

Q

Expand All | Collapse All | Reload e

B @ Call Routing
3 M‘ Signaling Groups
B [ Networking Interfaces
b @ system
3 J Auth and Directory Services
b [ DNS
[~ Static Routes|
4| Routing Table
W[Z] Static ARP
3 J Access Control Lists
b @ NaT
b i 1pve

Confidential and Proprietary. Copyright © 2020-2023 Ribbon Communications Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.



Configure SIP Profile

SIP Profiles control how the SBC Edge communicates with SIP devices. They control important characteristics, such as session timers, SIP header

customization, SIP timers, MIME payloads, and option tags.

From the Settings tab, navigate toSIP > SIP Profiles.

¥ [ Call Routing
¥ [ Signaling Groups
¥ [ Networking Interfaces
13 ﬁ System
¥ [# Auth and Directory Services
¥ [ Protocols
-k sip
ﬁ Local Registrars
[ Local / Pass-thru Auth Tables
= [ SIP Profiles
[Z] Default SIP Profile
| sip Profile
P [ SIP Server Tables
[ Trunk Groups
@ NAT Qualified Prefix Tables
[# Remote Aulnorization Tables
[ Contact Registrant Table
b [ Messags Manipulation
[] Mode-Level SIP Settings
b [ sIP Recording
¥ [ Security
b [ Media
¥ [@# Tone Tables
¥ [ Telephony Mapping Tables
¥ @ SNMPiAlams
¥ [# Logging Configuration
¥ [ Emergency Services

: Trusted Interface

~ [CI[| SipProfile

Description [Sip Prafile J

session Timer

<

Disable

<

FQDN in From Header

<

| IIIII
<<«

FQDN in Contact Header Disable

Send Assert Header | Trusted Only v

Enable

<

SBC Edge Diagnostics Header

<

Enable
UA Header  |Ribbon
Calling Info Source | RFC Standard

Diversion Header Selection

Record Route Header | RFC 3261 Standard

Transport Timeout Timer ms [5000..32000)
Maximum Retransmissions | RFC Standarc v
Redundancy Retry Timer | 180000 ms [S000. 180000]

ELIN Identifier LO

&

PIDF-LO Passthrough Enable

Unknown Subtype Passthrough | Disable

100rel  |Supported W

Path | Not Present v
Update |Supported v

Send Number of Audio
Channels

Connection Info in Media
Section

o
b

i
<l [<

Origin Field Username defoutt: SEC

Session Name defout:
VoipCall

Digit Transmission Preference | RFC 2833/Voice W

SDP Handling Preference [ Legacy Audio/Fa v

RFC Timers
Timer T1 ms [100. 10900]
TimerT2 [4000 ms [1000.80000](>= T1)
Timer T4 5000 ms [1000.. 100000}

SIP Server Tables

SIP Server

SIP Server Tables contain information about the SIP devices connected to the SBC Edge. The entries in the tables provide information about the IP

Addresses, ports, and protocols used for communicating with each server.

From the Settings tab, navigate to SIP > SIP Server Tables.

. Click OK.

Click the Create ( +) icon.

In the Description field, enter a descriptive name for the SIP Server Table.
. From the Type drop-down box, select SIP Server.

I

Row ID 11

Description | UAC

|Tvpe [ SIP Server

~]

SIP Server Table Entry

From the Settings tab, navigate to SIP > SIP Server Tables.

1. Click on the desired SIP Server Table.
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2. From the Create SIP Server drop-down list, select IP/FQDN.

UAC - IPv4

Total 1 SIP Server Row

b [ Call Routing
¥ [ Signaling Groups
b [ Networking Interfaces

b System
B @ Auth and Directory Services
b [ Protocols
Server Lookup  IP/FODN Monitor

[* = sip|
i# Local Registrars Priority
ﬂ Local f Pass-thiu Auth Tables Host FQDN/IP .
b [ SIP Profiles
[~ [ 5o Servr Tabics] Port [3s070  esnessss
[=] Default SIP Server Protocol m =

[E vas

5 uast

[E vas2

I uass Remate Authorization Table +*
£ uacvs 1 Contact Registrant Table :
(5 vasve

Session URI Validation

[F) sIP_RECORDER1
[F) sIP_RECORDER2
[[] sIP_RECORDERVE

[ Trunk Groups m

[ NAT Qualified Prefix Tables

UAC - IPv6

Create SIP Server ¥ Total 1 SIP Server Row

B [ Call Routing
¥ ¥ signaling Groups

B [ Networking Interfaces

[ 3 ﬂ System

B @ Auth and Directory Services

w‘s Server Lookup  IP/FQDN [rhca
ﬁ Local Registrars Priority
[# Local / Pass-thru Auth Tables Fiast Eob/D ‘
b [ 31P Profiles
[ S ServerTanes Pt [3510  Jresssy
-] Default SIP Server Pratocol ‘

[E vac

[E vas

I uas1

[E uas2

[E uasa Remote Authorization Table +

Session URI Validation

1

[[£] SIP_RECORDER1
[ SIiP_RECORDER2
[Z] SIP_RECORDERVE

ﬂ Trunk Groups
Appl
[# NAT Qualified Prefix Tables

UAS - IPv4
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Total 1 SIP Server Row

b @ Gall Routing
b (i signaing Groups - [ 10.54. 1P/FQDN 35090
P [ Networking Interfaces
k ﬁ System
b B o ety S [ e ]
P @ Protocols
Server Lookup  IP/FQDN Monitor
[# Local Registrars Priority
[# Local / Pass-thru Auth Tables Host FQDN/IP |10‘54.- .
P @ SIP Profiles
[+ =i Server 03] Port “[1.65535}
2] Default 1P Server Protocol | UDP ~ |+
[ uac
[E uas
s s
[ uas?
[ uass Remote Authorization Table =+
[Euacvs ! Contact Registrant Table =+
U] uasve
[ SIP_RECORDER1 Session URI Validation
U] SIP_RECORDER2
|| SIP_RECORDERVE
ﬁ Trunk Groups -
[# NAT Qualified Prefix Tables AV,

UAS - IPv6

Total 1 S5IP Server Row

¥ [ Call Routing

¥ (i signaling Groups 1P/FQDN

B [ Networking Interfaces

b @ System

B ¥ Auth and Directory Services

¥ [ Protocols

e Server Lookup  IP/FQDN Menitor
@ Local Registrars Priority
¥ Local / Pass-thru Auth Tables Host FODN/IP R

¥ [ sIP Profiles

Fete 35130 (165535
= Default SIP Server Protacol | UDP - |-

[E uac

[E vas

[E vas2

[E uas3 Remote Authorization Table +
[Evacve 1 Contact Registrant Table +
UASVE

e ORI Session URI Validation

[[F) sIP_RECORDER2
(7] SIP_RECORDERVE

ﬁ Trunk Groups m

@ NAT Qualified Prefix Tables

Note
The number of Sip Server Table Entries depends on the requirements.

SIPREC configuration on Ribbon SBC SWe Lite

SIP Server Table for SIPREC

SIP Recorder

A SIP Recorder Table contains information about the Network interface through which the SRC initiates recording requests toward the SRS. To
support the SIPREC, the SBC Edge acts as a Session Recording Client (SRC), initiating a Recording Session (RS) toward a Session Recording
Server (SRS). The SBC Edge initiates a recording session for all the Communication Sessions (CS). The CS output is based on the SBC Edge's Web
Ul configuration for enabling recording. The SIP Server (SIP Recorder) supports either an FQDN or IP Address (V4 or V6). Each SIPREC Server
entry enables configuring multiple servers. When the standby SRS is configured, the SBC Edge sends the recording first to the active SRS. If the
request fails (due to server reachability fault), the SBC SWe Lite sends the recording session to the standby SRS.

From the Settings tab, navigate to SIP > SIP Server Tables.

1. Click the Create ( +) icon.
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2. In the Description field, enter a descriptive name for the SIP Server Table.

3. From the Type drop-down box, select SIP Recorder.
4. Click OK.

Row ID 11

Description  [SIP_RECORDER

Type SIP Recorder

SIP Server Table entry for SIPREC

From the Settings tab, navigate to SIP > SIP Server Tables

1. Click on the desired SIP Server Table.
2. From the Create SIP Server drop-down list, select IP/FQDN.

SIPREC - IPv4

Create SIP Recorder ¥ | I Total 1 STP Server Row

b @ Call Routing
b [ Signaling Groups

b [ Networking Interfaces

F ﬁ System

P [ Auth and Directory Services

b [ Protocols
D Server Lockup  IP/FQDN Monitor
[ Local Registrars Priority

@ Local / Pass-thru Auth Tables R ODNITE |10.34.- N
¥ @ SIP Profiles
2 Sie Server Taies] Port [s080  |-essag

(] Default SIP Server Protocol UDP W[
& vac
[E uas
[E vast
Sy [ noply
[E uass
2] uacve q
5] uasve
SIP_RECORDER2
SIP_RECORDERVE

» [0 1034.mmm IP/FQDN

I

SIPREC - IPv6

Total 1 SIP Sarver Row

b @ Call Routing
2 ﬁ Signaling Groups
¥ [ Networking Interfaces

b system
B [ Auth and Directory Services
B @ Protacols

Server Lookup  IP/FQDN
prrey
Port = [1.65535]
Protocol &

Montor

[ Local Registrars
[# Local f Pass-thru Auth Tables
¥ [ SIP Profiles
¥ (& SIP Server Tables|
] Default SIP Server
[E uac
[ uas
[E uast
[ uas2
[ uas3
5 uacve
[[5] uasve
[[Z] sIP_RECORDER1
[/ ] 8IP_RECORDER2

] sIP_RECORDERVS.
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SIP Recording Table entry

A SIP Recorder Table contains information about how a Signaling Group starts a SIP Recording (SIPREC) session. Through the configuration
options, you select the Recording Server (SIP Server), SIP channels, routing, and media, which directs the SBC to communicate with the Session
Recording Server (SRS).

From the Settings tab, navigate to SIP > SIP Recording.

SIP Recording Table 1

Total 2 SIP Recording Rows

¥ @ call Routing
¥ g signaiing Groups
13 ‘ Networking Interfaces

13 ‘ System
» @ Auth and Directory Services Description  [SIP Recorder 5G1
¥ @ Frotocols

> Admin State | Enabled il

@ Local Registrars

@ Local / Pass-thru Auth Tables
¥ i sIP Profiles
¥ gl SIP Server Tables

‘ Trunk Groups

Signaling/Media
Source IP

No. of Channels | 100 * [1.960]

[Ethernet 1370 1P (1034 mumm)  ~ ||

i NAT Qualified Prefix Tables SIP Profile | Default SIP Profile v+ signaling DSCP * f0.63]
# Remote Authorization Tables [Recording Server Table | 5iP_RECORDERT v |+
‘ Contact Regisirant Table Load Balancing ‘ Round Robin - ‘
12 ‘ Message Manipulation
Channel Hunting ‘ Most Idle o ‘

Node-Level SIP Settings

SIP Recording

SIP_Recorder_562

SIP Recording Table 2

Total 2 SIP Recording Rows

¥ @ Ccall Routing
¥ g signaling Groups
» ‘ Networking Interfaces
¥ @ system
13 ‘ Auth and Directory Services
¥ @ Protocols
¥ Local Registrars
@ Local/ Pass-thru Auth Tables
b @ SIF Profiles
b [ SIF Sever Tables

‘ Trunk Groups - 7 =
# NAT Qualified Prefix Tables No. of Channels | 100 *[1.960] =7 'Sgﬁr'c‘: te [Ethemet 2371 1P (10.34 )

@ Remote Authorization Tables SIP Profile | Default SIP Profile Signaling DSCP ’(D..ES}'

b : ek | Recording Server Table | S|p_RECORDER2
Message Manipulation
Node-Leve! SIP Seftings Load Balancing | Round Robin

7 SIF Recording Channel Hunting | Most Idle
_| SIP_Recorder_SG1

b [0 SIP_Recorder_SG1

—
- C] SIP_Recorder_SG2

_ Counters | Channels | Sessions
I
T —

ala

Description | 5IP_Recorder_SG2

Admin State Enabled b

Tip
For details on the SIP Recording (SIPREC) feature, refer to Working with SIP Recording - SIPREC.

&

Configure Media Profiles

From the Settings tab, navigate to Media > Media Profiles.

1. From the Create Media Profile drop-down box at the top of the Media Profiles page, select Voice Codec Profile.
2. From the Codec drop-down box, select a codec.

Codec - G.729
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b @ call Routing
13 ‘ Signaling Groups
B ¥ Networking Interfaces
13 ‘ System
13 ’ Auth and Directory Services
12 ‘ Protocols
L
13 ‘ Security
* [ Media
Media System Configuration
¥ [ Media Profiles
[ Default 67114
Default G711u
B
[]am2s
[/ SDES-SRTP Profiles

Create Media Profile + |

Total 4 Media Profile Rows

3 [1 G.711 A-Law Default G7114 1
[ [] G.711 p-Law Default G711u 2
v [ G.729 G729A 5

Description
Codec

Payload Size

| G720

[G.729

[20

Apply

Codec - G.726

b @ Call Routing
13 ﬂ Signaling Groups
13 ‘ Networking Interfaces
b @ system
¥ @ Auth and Directory Services
¥ g Protocols
bl siP
13 ﬂ Security
w o Media
Media System Configuration
w (.} Media Profiles

Default G714

_ | Default G711y

[ 6720

e

[ SDES-SRTP Profiles
P @ Media List

¥ ‘ Tone Tables
13 ’ Telephony Mapping Tables
b @ sNmPialams

Create Media Profile » | Total 4 Media Profile Rows

S D G.711 A-lLaw Default G711A 1
P ] G.711 p-Law Default G711u &
S ] G.729 G7294 5
v [] G.726 G726 [

Description
Codec

Rate

Payload Size
Payload Type

(G726 |
|G.726 v |

32000 b/s

| 20 hd |ms

2

Attach Media Profiles to Media lists

From the Settings tab, navigate to Media > Media Lists.

® Click the Create Media List (+) icon at the top of the Media List View page.

® Provide the desired description.

® Click Add/Edit and select the Media Profiles List.

® Click OK.
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¥ o call Routing
13 ‘ Signaling Groups
¥ i Networking Interfaces
13 ‘ System
¥ # Auth and Directory Services
¥ i Protocols
3
¥ g Security
|| Media System Configuration
b [ Media Profiles
¥ SDES-SRTP Profiles
| ¥ [ Media List]

Default Media List

|:| EgressMediaProfile
|| siprecMediaProfile

1 3 ‘ Tone Tables
13 ’ Telephony Mapping Tables

Total 4 Media List Rows

'S ] Default Media List

- E] IngressMediaProfile

Description | IngressMediaProfile

Default GT11A
Default G711u
57294

Media Profiles List |G726

‘0

Down

Add/Edit

Remaove

-

il |Assac(ated SIP SG Listen Ports should be TLS only. #

1 SDES-SRTP Profile | None

Media DSCP | 46

* [0..63]

Dead Call Detection | Disabled

Silence Suppression ‘ Enabled

¥ @ call Routing
13 ‘ Signaling Groups
» # Networking Interfaces
13 ‘ System
13 ’ Auth and Directory Services
¥ @ Protocals
bl sP
13 ’ Security
| ¥ (o Medial
|| Media System Configuration
» @ Media Profiles
¥ SDES-SRTP Profiles
¥ [ Media List]
Default Media List
E] IngressMediaProfile

SiprecMediaProfile
¥ ‘ Tone Tables

13 ’ Telephony Mapping Tables
¥ @ SNMP/alarms

Total 4 Media List Rows

Default Media List

IngressMediaProfile

Egress"edial’mf?le

Description  [EgressMediaProfile

Default G711A
Default G711u
G7294

Media Profiles List |G726

SDES-SRTP Profile | None

v |Assocmted SIP SG Listen Poris should be TLS only. %

Media DSCP | 46

* [0.63]

Dead Call Detection | Disabled

Silence Suppression | Enabled

i

Configure Signaling Groups

Signaling groups allow grouping telephony channels for routing and shared configuration. They are used for routing calls and selecting Call Routes.

From the Settings tab, navigate to Signaling Groups (Add SIP SG).

INGRESS_SG

® Attach the Sip Profile you created earlier.

® Specifies the SIP Profile for this Signaling Group.
® Select the Agent Type as Back-to-Back User Agent.

® The SBC maintains the state and participates in all SIP signaling between both endpoints.
® Attach the SIP Server Table "UAC".

® Specifies the SIP Server Table for this Signaling Group.
® Select the appropriate Media List.

® Specifies the Media List this Signaling Group uses.
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Q [Search

® @ Call Routing

[* = Signaiing Groups - 00 se INGRESS_SG [% Counters | Channels | Sessions
(]
[ (SIP) EGRESS_SG Description [INGRESS SG
(SIP) TRANSFER_SG1 Admin State  [Enabled v

(SIP) TRANSFER_SG2
(SIP) INGRESS_SGV6
|| (sIP) EGRESS_SGVE

Service Status  Up

P @ Networking Interfaces

® @ system )
b @ Protocols Call Routing Table [ INGRESS >+ o

Supported Audio  |Proxy
DL Voot chamnels (10 | o o

b @ security

SEET Proxy with Local SRTP
b i vedia rofile | Sip Profile <] +
¥ @ Tone Tables SIP Mode | Basic Call ~ Supported  |Proxy a
Video/Application  |Direct =
¥ i Telephony Mapping Tables [[2gent Type TBack-to-Back User Agent ~] Modes -
® @ SNMP/AIamms
SIP Server Table | UAC M B3
b @ Logging Configuration Media List ID | IngressMediaProfile M+
b @ Emergency Senvices Load Balancing | Round Robin bad ProxylocaloRTP [

® Enable SIP Recording and attach the Recording Server Table created for SIP recording.

* When the SIPREC is enabled for the specific Signaling Group, this field allows you to select an entry from a SIP Recording Table,
using the drop-down list. This list is populated from the entries configured in the SIP Recording table. For details, refer to Creating
and Modifying Entries in the SIP Recorder Table.

® Select Ethernet 1(IPv4) as the Signaling/Media Source IP

® Specifies the Logical IP address for receiving SIP messages. Use this address as the source IP for all SIP messages, leaving the

SBC SWe Lite or SBC 1000/2000 through this Signaling Group.

» @ call Routing
| & Signaling Groups] - SIP INGRESS_SG

&
:
:
E

(SIF) EGRESS_SG

(SIP) TRANSFER_SG1

|| (SIP) TRANSFER_SG2 SIP Recording Status [Enabled v | S e oo =

[ (SIP) INGRESS_SGVE 2

[ (sIP) EGRESS_SGVE [stP Recorder [SIP_Recorder_5G1 ~]

o . Q.850 To SIP Override Table | Default (RFCA457) ~

¥ @ Networking interiaces >
i e T
¥ @ Auth and Directory Services
¥ i Protocols

v o I .
» @ security

» o ot Teams Local Media Optimization

b # Tone Tables [Sionaling/Media Source 1P_[Ethernet 1.370 IP (10.34.mmm) v |

¥ @ Telephony Wapping Tabies T

4 Semeden Sonaing0scr [0 J-me

® Configure the UAC IP Address in the Federated IP/FQDN field.
® The Federated IP/FQDN feature acts as an access control, defining from which server a SIP Signaling Group will accept messages.

Total 6 Signaling Group Rows

® @ call Routing
|| R

L] (siP) EGRESS_SG

(S1P) TRANSFER_SG1

(] (sIP) TRANSFER_SG2
E (SIP) INGRESS_SGV6 Total 3 SIP Listen Port R Total 1 SIP Federated IP Row
(SIP) EGRESS_SGVS

B @ Networking Interfaces

» i system . [ 5080 uop N/A 4 255.255.255.255
® il Auth and Directory Senvices . O sos0 TCP N/A

b i Protocols [J 5061 TS Default TLS Profile

b sp S

® @ Security

oL Hessage Honipulstion

# @ Tone Tables

» @ Telephony Mapping Tables
» @ SNMP/Alarms

» oo onuraion =3

» @ Emergency Services

EGRESS_SG

Attach the Sip Profile you created earlier.

Select the Agent Type as Back-to-Back User Agent.
Attach the SIP Server Table "UAS".

Select the appropriate Media List.
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Q

» @ call Routing

» @O s INGRESS_SG L7

(SIP) INGRESS_SG

N ===

— —
v QO sP EGRESS_SG [ %
SIP) TRANSFER_SG1 Description  [EGRESS SG

SIP) TRANSFER_SG2
SIP) INGRESS_SGV6
SIP) EGRESS_SGV6

Admin State | Enabled

Service Status  Up

¥ @ Networking Interfaces

¥ i system
b @@ Auth and Directory Services
> pronces acion et Tale .

b sp Call Routing Table [ EGRESS v+
» @ security

No.of Channels [10 |-j1.s60
» o voda e

b @l Tone Tables [StFProfile_Tsip profile M
¥ [ Telepnony Mapping Tables sIp Mode [ Basic Call -
» @ SNMP/Alarms
‘ Agent Type | Back-to-Back User Agent v
¥ @ Logging Configuration
»  Emergency Senices [SIP Server Table  [UAS ~] +

Load Balancing | Round Robin i

Supported Audio
es

Supported
Video/Application

[Media List ID
Proxy Local SRTP

® Select Ethernet 2 (IPv4) as the Signaling/Media Source IP.

[ sip INGRESS_SG [ 7

- @[] sip EGRESS_SG [ 7

(SIP) TRANSFER_SG1
(SIP) TRANSFER_SG2
(SIP) INGRESS_SGV6 .
e SIP Recording Status
» @ Networking Interfaces

b system

® @ Auth and Directory Services
® @ Protocols

b sip

b @ security

b @ Media

b @ Tone Tables

¥ 3 Telephony Mapping Tables
b @ SNMPiAamS

» @ Logging Configuration

L el
e =

SIP To Q.850 Override Table D:’E“" (RFC4497) .

Q.850 To SIP Override Table E’:'E““ {RFCA451) hd

[ e v |
Eose [Enable v

ek taak MENG Oyttt

| Signaling/Media Source 1P| Ethernat 2.371 I (10.

~

® Configure the UAS IP Address in the Federated IP/FQDN field.

Total 6 Signaling Group Rows

b @ call Routing

[ ¥ = signaiing Groups INGRESS_SG

(SIP) INGRESS_SG

—
EGRESS_SG

(SIP) TRANSFER_SG1

(] (SIP) TRANSFER_SG2

(SIF) INGRESS_SGV6

(SIP) EGRESS_SGVE Total 3 SIP Listen Port Rows

® i Networking Interfaces
b system

» @ Auth and Directory Services N/A

Total 1 SIP Federated IP Row

O 10.54. 255.255.255.255

b i Protocols 5060 TCcp N/A

b se =

» @ security 4 5061 s Default TLS Profile

OO0l

b Media

» (i Tone Tables

» 3 Telephony Mapping Tables Message Manipulation | Disabled

b @ snwP/alams

» i Logging Configuration

b @ Emergency Senvices

INGRESS_SGV6

Attach the Sip Profile you created earlier.

Select the Agent Type as Back-to-Back User Agent.
Attach the SIP Server Table "UACV6".

Select the appropriate Media List.
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Q

» @ call Routing

[~ [ Signaing Groups s TEEELee w w (o | e | S
(SIP) INGRESS_SG
L B sip EGRESS_SG L7 _ Counters | Channels | Sessions
(SIP) TRANSFER_SG1 3 sIP TRANSFER_SGL L7 _ Counters | Channels | Sessions
) RN v st TRANSFER_SG2 % w Counters | Channels | Sessions

— —

(SIP) EGRESS_SGVE - s1P. INGRESS_SGV6 L% _ hannels | Sessions |

¥ @ Networking Interfaces Description [ INGRESS_SGV6 J

» @ syst
B system Admin State [ Enabled
» @ Auth and Directory Services

Service Status  Up

» @ Protocols
b se

¥ @ security
» @ Media

¥ @ Telepnony Mapping Tabies Call Routing Table | INGRESSV6 hd i
¥ @ SNMPIAlams B Supported Audio -

b Emergency Senvices [stP ProfileSip Profile ]+

SIP Mode | Basic Call v Supported

Video/Application
Agent Type | Back-to-Back User Agent ~ Modes

SIP Server Table | UACVS bl X

Load Balancing | Round Robin v

Media List ID | IngressMediaProfile hd B 2

Proxviocal SRIP ()

® Enable SIP Recording and attach the Recording Server Table created for the SIP recording.
® Select Ethernet 1(IPv6) as the Signaling/Media Source IP.

Q

» @ callRouting
[~ [ Signaling Groups

» 0 st INGRESS_SG " _ Counters | Channels | Sessions
(SIP) INGRESS_SG -
SIF)EGRESS_SG » EGRESS_SG " _ Counters | Channels | Sessions
SIP) TRANSFER_SG1 » O sip TRANSFER_SG1 L7 _ Counters | Channels | Sessions
SIEHIBANSEERESG2 » TRANSFER_5G2 " _ Counters | Channels | Sessions
— —
SIF) EGRESS.S0V6 - [I[] sIP INGRESS_SGV6 ", _ Counters | Channels | Sessions
b system
b i .
§# auth and Directory Senvices SIP Recording Status | Enabled ~ SIP To Q850 Override Table | D2fault (RFC4497) M
¥ @ Protocols ¥
» o sp SIP Recorder _[SIP Recorder SG1___ v
Q.850 To SIP Override Table [ Default (RFCA497) hd
» @ security &
b Media

PSPt S e [Enabe v
Code | Enable v

[ Signaling/Media Source 1P_[ethernet 1370 1P (fao0: 1o:mmmm v |

b # Tone Tables

» i Telephony Mapping Tables
» @ SNMPrAlams

» @ Logging Configuration

» @ Emergency Services

® Configure the UACV6 IP Address in the Federated IP/FQDN field.

| Add stP 56 | Total 6 Signaling Group Rows

® @ Call Routing
(SIP) INGRESS_SG
(SIP) EGRESS_SG
(SIP) TRANSFER_SG1
(SIP) TRANSFER_SG2

INGRESS_SG

Counters | Channels | Sessions

EGRESS_SG Counters | Channels | Sessions

0O s TRANSFER_SG1 Counters | Channels | Sessions

Counters | Channels | Sessions

[ siP TRANSFER_SG2

e s

— —
SIP) EGRESS_SGV6 [] siP INGRESS_SGV6 Counters | Channels | Sessions

B @ Networking Interfaces

b system
® # Auth and Directory Services
b @ Protocols 1 Total 3 SIP Listen Port Rows Total 1 SIP Federated IP Row
b se
» @ Security L)
b @ Media . O 500 ubp N/A [ fd0o: 10: M
b @ Tone Tables [ sos0 = 7S
® i Telephony Mapping Tables
b o SNMP/Alams . O sost s Default TLS Profile
¥ @ Logging Configuration
® # Emergency Services
Message Manipulation

EGRESS_SGV6

Attach the Sip Profile you created earlier.

Select the Agent Type as Back-to-Back User Agent.
Attach the SIP Server Table "UASV6".

Select the appropriate Media List.
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Q

¥ @ Call Routing
| ¥ [ Signaling Groups

» sIp INGRESS_SG L7 _ Counters | Channels | Sessions
(SIP) INGRESS_SG
e » O sip EGRESS_SG " _ Counters | Channels | Sessions
(SIP) TRANSFER_SG1 = 0 s TRANSFER_SG1 " _ Counters | Channels | Sessions
SIP) TRANSFER_SG2
i » @ sIP TRANSFER_SG2 _ Counters | Channels | Sessions
(SIP) INGRESS_SGV6E o w
» O stp INGRESS_SGVE Ly _ Counters | Channels | Sessions
—
¥ @ Networking Interfaces v 0] sIP EGRESS_SGV6 " _ nannels

» # system
b @ auth and Directory Services Sessipton |tGRESS’SGVE

b Protocols Admin State
» i sp Service Status  Up

» @ security

b media

b # Tone Tables

¥ (@ Tetepnony Mapping Tables
i foe v+
»  Logaing Configuration Call Routing Table +

N Supported Audio
[ P —— oo chamels [0 J-pso o

Action Set Table

[5tP Profiie[sip Profiie ~]+
SIP Mode | Basic Call ~ Supported
Video/Application
Agent Type | Back-to-Back User Agent ~ des

SIP Server Table | UASVG ~] +

[[edia List 10

Load Balancing | Round Robin b Praxv | acal SRTP

® Select Ethernet 2 (IPv6) as the Signaling/Media Source IP.

Q
» @ callRouting
. » [@0O s INGRESS_SG L _ Counters | Channels | Sessions
(SIP) INGRESS_SG
B it o » O st EGRESS_SG L _ Counters | Channels | Sessions
[ (sIP) TRANSFER_SG1 » O sip TRANSFER_SG1 L7 _ Counters | Channels | Sessions
(:::.1::::?5635; » 0 s TRANSFER_SG2 " _ Counters | Channels | Sessions
T » INGRESS_SGV6 " _ Counters | Channels | Sessions
— -
Networking Interfaces v QL) sie EGRESS_SGV6 ) _ Counters | Channels | Sessions
b @ system
P r—— ..
¥ @ Protocols
3 SIP Recording Status | Disabled SIP To Q.850 Override Table D:faul( (RFC4497) v
» @ security
b media Q.850 To SIP Override Table | Default (RFC4457) ¥
b ¥ Tone Tables *

Pass-thru Peer SIP Response

» @ SNMPiAlams
» @ Logging Configuration

Teams Local Media Optimization | Disable hdl

| Signaling/Media Source IP ‘Elhemst237| 1P (fd00: 10 S ~ |

Sonimavs @ | oo

® Configure the UASV6 IP Address in the Federated IP/FQDN field.

' ! | Add 51P 5G | Total 6 Signaling Group Rows

» @ Call Routing L]
[ 5 ssmamg orour]
[ (SIP)INGRESS_SG
(SIP) EGRESS_SG
(SIP) TRANSFER_SG1
(SIP) TRANSFER_SG2
(SIF) INGRESS_SGVG
L
# @ Networking Interfaces
» @ system
# @ Auth and Directory Services
» @ Frotocols
» @ sip
b @ security
» @ Media (]
@ Tone Tables 0
» 5 Telephony Mapping Tables
» @ SNMP/Alams . mEED e s
O

sIP INGRESS_SG Counters | Channels | Sessions

0 sP EGRESS_SG Counters | Channels | Sessions

O s TRANSFER_SG1 Counters | Channels | Sessions

O s TRANSFER_SG2 Counters | Channels | Sessions

v v v | v|w

g sw INGRESS_SGV6 Counters | Channels | Sessions

— —
@0 sw® EGRESS_SGV6 Counters | Channels | Sessions

e e e

Total 3 SIP Listen Port Rows Total 1 SIP Federated IP Row

N/A

» @ Logging Configuration
# @ Emergency Services

5061 TLS Default TLS Profile

Message Manipulation | Disabled v

Configure Transformation Tables

Transformation Tables facilitate the conversion of names, numbers, and other fields when routing a call. They can, for example, convert a public
PSTN number into a private extension number or a SIP address (URI). Every entry in a Call Routing Table requires a Transformation Table and is
available for user selection. Transformation tables are also configurable as a reusable pool that Action Sets can reference.
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To Create a Transformation Table

Each Transformation Table contains a list of entries for creating routing rules. Create each rule in the available order until you reach the end of the
table, or when a mandatory entry fails to execute.

From the Settings tab, navigate to Call Routing > Transformation.

1. Click the Create ( +) icon.
2. Enter a descriptive name in the Description text field.

3. Click OK.

Create Transformation Table April 19, 2021 10:17:02 @

Row ID 9

Description ROUTING |

Creating an Entry in a Message Transformation Table

1. Click the Create(+) icon next to the table you created in the previous step.

2. Set the following fields:

Admin State:
Enabled - The default state is Enabled.

Match Type:

Optional: Optional entries must match at least one of the Input Field types.

When a call arrives at a Transformation Table, the incoming message contains several Informational Elements (IEs). These IEs include
important call information, such as Called Address/Number, Called Extension, Calling Name, Redirecting Number, and others.

Each IE is processed row-by-row in the Transformation Table.

Value (Input/Output):
Specifies the value to match against the selected type. Depending upon the type selected, values are free-form or selected from a menu.

3. Click Apply.
ROUTING
Q
S e el ) Gt Total 1 Transformation Entry Row
= 2 Call Rouing [ |Admin | 1nput Field Type Input Field | output Field Type Jutput ok .',“:p‘;" Description | EAMarY
v (1) W, Called Address/Number (.*) Called Address/Number  \1 Mandatory (Must Match) MY_NUM 1

&) 7259_ROUTE
W] 7777_ROUTE
5] 8867_ROUTE
|| 8388 ROUTE

Description | MY_NUM

() 9535_ROUTE Admin State | Enabled ~
-1 9916_ROUTE Match Type | Mandatory (Must Match) v
|| Passthrough Untouched
| ROUTING
i Time of Day Table Input Field O e
¥ @ Call Routing Table
b @ callActions
Type [ Called Address/Number v Type | Called Address/Number ~
¥ ¥ signaling Groups
¥ [/ Networking Interfaces I Value |(-"J I Iva‘“ ‘\1 I
b ) System
B @ Auth and Directory Services
¥ [ Protocols
b g sip e
- Apply
¥ ¥ security

Note
For details on Transformation Table Entry configuration, refer to Creating and Modifying Entries to Transformation Tables. For call digit
matching and manipulation through the use of regular expressions, refer to Creating Call Routing Logic with Regular Expressions.

Configure Call Routing Tables

Call Routing tables allow you to configure flexible routes for transferring calls between Signaling Groups and translating the calls.
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From the Settings tab, navigate to Call Routing > Call Routing Table.
Modifying an Entry in a Call Routing Table

1. Click the expand ( r ) icon next to the entry you wish to modify.

2. Edit the entry properties as required.

Creating an Entry in a Call Routing Table

Call Routing Tables are one of the central connection points of the system, linking Transformation Tables, Message Translations, Cause Code
Reroute Tables, Media Lists, and the three types of Signaling Groups (ISDN, SIP, and CAS).

In the SBC Edge, call routing occurs between Signaling Groups.

To route any call to or from a call system connected to the SBC, you must first configure a Signaling Group to represent that device or system. The
following list illustrates the hierarchical relationships of the various Telephony routing components of an SBC call system:

® Signaling Group describes the source call and points to a routing definition known as a Call Route Table.
® Call Route Table contains one or more Call Route Entries.
® Call Route Entries points to the destination Signaling Group(s).

Each call routing entry describes how to route the call and also points to a Transformation Table, which defines the conversion of names, numbers,
and other fields when routing a call.

To create an entry:

1. Click the Create Routing Entry ( +) icon.
2. Set the following fields:

Admin State:

Enabled - Enables the call route entry for routing the call, displaying it in the configuration header as I!/

Route Priority:
Shows the priority of the route from 1 (highest) to 10 (lowest). Regardless of the order of the routes in the table, higher priority routes are
matched first, before matching the lower priority routes.

Number/Name Transformation Table:
Specifies the Transformation Table for this routing entry. The drop-down list is populated from the entries in the Transformation Table.

Destination Signaling Groups:
Specifies the Signaling Groups used as the destination of calls. The first operational Signaling Group from the list is chosen to place the call.
Click the Add/Edit button to select the destination signaling group.

Audio Stream Mode:

DSP (default entry): The SBC uses DSP resources for media handling (transcoding); however, it does not support the capabilities and
features between endpoints if they are not supported within the SBC (codec/capability mismatch). When you configure DSPs, the Signaling
Groups support the DSP in a specific order.

Media Transcoding:
Enabled: Enable Transcoding on SIP-to-SIP calls.

3. Click Apply.
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Total 6 Call Route Entry Rows

v [ Call Routing

b @ Transformation
@ Time of Day Table
|| Default Route Table
(5| EGRESS

(5 TRANSFER1
TRANSFER2

Description | ROUTE_TO_EGRESS

Admin State Enabled ¥

Route Priority |10 ~
(5] INGRESSVE
@ ecressvs Cal paory
¥ @ call Actions | number/Name Transformation Table | ROUTING ME
¥ (@ signaling Groups Time of Day icti None v |+

b @ Networking Interfaces

- fem _
¥ (i Auth and Directory Services
b @ Protocols e
D Type | Normal e
bl sp
» ‘ Security Message Translation Table ‘ None v ‘ -
b @ Media Cause Code Reroutes | None v+
s ‘ e L Cancel Others upon Forwarding | Disabled v
¥ (@ Telepnony Mapping Tables
b @ SNMPiAams Ferecall
¥ @ Logging Configuration [GIF) EGRESS 5G 7

B @ Emergency Services

Destination Signaling Groups

« | | Remove

Enable Maximum Call Duration | Disabled ~

I #1 | pisplay Counters Total 6 Call Route Entry Rows

[ & cailRouting]
¥ @ Transformation
@ Time of Day Table
[ (& call Rouing Table]
|| Default Route Table
INGRESS
IZ] TRANSFER1
IZ) TRANSFER2

(SIP) INGRESS_SG ROUTE_TO_INGRESS

Description  |ROUTE_TO_INGRESS

Admin State Enabled bt

b @ call Actions
¥ @ signaling Groups
b @ Networking Interfaces
13 ‘ System
¥ @ Auth and Directory Services
¥ @ Protocols
[ K
b @l securty
13 ‘ Media
b Tone Tables
¥ (il Telephony Mapping Tables
b SNMP/Alams
¥ @ Logging Configuration
b @ Emergency Services

Route Priority |10 v
|| INGRESSVE
(@ Ecressv el priorcy

|Number/Name Transformation Table | ROUTING

v |+

Time of Day

None

v+

Destination Type

Message Translation Table
Cause Code Reroutes

Cancel Others upon Forwarding

Fork Call

Destination Signaling Groups

Enable Maximum Call Duration

Normal M

|Nane hd ‘ +
|Nane ~ ‘ +
No he

[istpy NGRess <6 |

Disabled v

SBC SWe Lite Configuration with TLS

This section describes the steps to configure the SBC SWe Lite with TLS for the SIPREC.

Modify SIP Recording Table entry

A SIP Recorder Table contains information that a Signaling Group uses to start a SIP Recording (SIPREC) session. Use the configuration options to
select the Recording Server (SIP Server), SIP channels, routing, and media, which direct the SBC to communicate with the Session Recording Server

(SRS).

From the Settings tab, navigate to SIP > SIP Recording.

® Configure the TLS Listen Port and attach the TLS Profile.
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Total 1 SIP Recording Row

13 ﬁ Call Routing
¥ i signaiing Groups o ] SIP_Recorder_SG1 Counters | Channels | Sessions
13 ﬁ Networking Interfaces

13 ﬁ System

13 ﬁ Auth and Directory Services

¥ @ Protocols
v G sip Total 0 SIP Federated 1P Rows

¥ Local Registrars
@ Local / Pass-thru Auth Tables
¥ @ SIF Profiles
¥ (i SIP Server Tables
@ Trunk Groups
@ NAT Qualiiied Prefix Tables
ﬁ Remote Authorization Tables
@ Contact Registrant Table
¥ @ Message Manipulation
|| Node-Level SIP Settings

A4 d’ SIF Recording
|| SIP_Recorder_SG1

4 [ so60 upe NfA

[ soso TCP NfA

. [J 5061 TLS Default TLS Proﬁ\el

Message Manipulation | Disabled v

kol oo,

Update SIP Server Table

SIP Server Tables contain information about the SIP devices connected to the SBC Edge. The entries in the tables provide information about the IP
Addresses, ports, and protocols used for communicating with each server. The table entries also contain links to counters that are useful for
troubleshooting.

From the Settings tab, navigate to SIP > SIP Server Tables > SIPRECORDER_1. Click the expand ( » ) icon next to the entry.

1. Select the TLS protocol with Port Number 5061.

2. Attach the TLS Profile.

Create SIP Recorder w» | Total 1 SIP Server Row

13 ﬂ Call Routing
13 ﬂ Signaling Groups
¥ [ Networking Interfaces
» @ system
1 ﬂ Auth and Directory Services
¥ g Protocols
Server Lookup  IP/FQDN Manitor
ﬁ Local Registrars Priority
# Local / Pass-thru Auth Tables Host FQDN/IP | 1034805 .
¥ i sIP Profiles
[~ 2 5 Servr o] SNEI
] Default SIP Server Protocol | TLS B
@ uac [TLS Profile” | Defauit 115 Profile v+
Cjuas
E]SRS e
@ Trunk Groups

NICE Engage Configuration

Make sure you meet the following configuration requirements:

® Ensure that the Nice Integration Dispatch service is running on the NICE server.
® Note that the SBC SWe Lite specific configurations are not required on the NICE server since it accepts SIP traffic from all the IP Addresses.
® Import the SBC Primary Certificate to the Application Server of the NICE Engage Platform (Version: 6.15).

(D Info

Make sure that the NICE Engage Platform is running on 6.15 or later versions for TLS support.

Trusted Certificate installation on the Application server

You must export and copy the certificate installed on each server in .cer format to all the other servers. For example, if you exported the certificate
from the appserver, then be sure to copy it to AIR1/AIR2 and Interact servers.
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1. Copy AIR1, AIR2, Interaction Server, and SWe Lite root certificates to the Application Server.

2. Open the Run command box in Windows, type certmgr.msc, and press OK.

= Run -

= Typethe name of a program, folder, docurnent, or Internet
rescurce, and Windows will open it for you.

Open: ‘m w

'\ﬂi' This task will be created with administrative privileges.

| 0K || Cancel || Browse... |

3. From the certmgr window, navigate to Trusted Root Certification Authorities > Certificates. Right-click and select All Tasks > Import.

= certmgr - [Certificates - Current User\Tr
File Action View Help

| Client Authentication Issuers
" Certificate Enrollment Requests
| Smart Card Trusted Roots

e & b= H
G Certificates - Current User Object Type
4 [ | Personal | Certificates
| Certificates
4| | Trusted Root Certifir=tinn futhariti
| Certificates Find Certificates... |
b [ Enterprise Trust Al Tasks , Find Certificates...
I || Intermediate Certifi -
I [| Active Directory Usq View ' | Import...
I [| Trusted Publishers Refresh
I .’. Untrusted Certificat Bporilri
I [ Third-Party Root Ce
b [] Trusted People Help
4
I
3

4. In the Import Certificate window, select the .cer certificate that you copied in stepl and import it to Trusted Root Certification Authorities >
Certificates. Click Finish.

5. Repeat step 4 for other .cer certificates that you copied earlier.
6. Repeat the above steps to import each certificate for other servers.

TLS Configuration on NICE Desktop Application

1. Open the NICE Desktop Application in a web browser of the Application Server.
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2. Provide a valid User Name and Password and log in to the Application.

to NICE Engage Solutions NICE

User name:

Passwo

3. Navigate to Administration > System Administrator.
NICE® He\l‘uparuser rl; I ) Svsmdministratur

| | My Universe | Business Analyzer | Reporter | Monitor |Insight Manager |ClearSight | PBO Requests 4 Administration v

Logger Backup Manager

Logger Channel Monitoring

= @ [orr—

ion And Fraud Center
=+{I} organization

-] Active Directory B
-l Agent Center Users Administrator
-3 Customer Center
=45 Distributed Cache
- Import/Export
@.@ License Manager
@-{E]] Storage
-] Master Site
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4. Navigate to Settings and select Technician Mode.

|nsight Manager | ClearSight | PBO Requests

Technician Mode
Label IT

= P Rix]|

={J organization

{35) Active Directory
L Agent Center

2 customer Center
€ Distributed Cache
B 1mport/Export
57 License Manager
Storage

Master Site

5. From the left Navigation Pane, go to Master Site > CTI Integrations > Media Provider Controllers > Select VRSP server.

E=NO T =EN |
[=-{ED organization N ceer-l
-5 Active Directory
(2 Agan camr
8 Customer Center
€} Distributed Cache Media Provider Controller Type @
General Details @
Name: * [SIPREC INTERACT MPC 1
* [~ Location
=[Z CT1 Integrations ’71P/Huswame: |APPSERVER
Connection Manage:
fl cT1 tnterfaces Attach Connection Manager @
; & Drivers = Additional Media der C @
E g ::‘:i:‘!;:: — Media Provider Controller Reporting Level @

B secondary vrsp

Insight to Impact

4 Interactions Centers

B8 Logger Channel Mapping
Logger Servers

&+ Media Interconnect

[ Media Library Servers

6. Expand the additional Media Provider Controller parameters.
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7. Set the value of the Sip Stack Tls Enabled parameter to Yes.

) Active Directory

L Agent Center

-2, Customer Center

€ Distributed Cache

{2 1mport/Export

License Manager

Storage

Master Site

Applications

CTI Integrations

ot connection Manager,
ffl CT1 Interfaces

& Drivers

i Key

[Actions [+] [] L]
(ER organization ~ | T

Media Provider C

Media Provider Controller Type

General Details

Attach Connection Manager

Additional Media Provider Controller Parameters

I Display Read Only Information Mandatory fields are marked in bold

Parameter Name | Parameter value
e 1024

TisEnabled
5061

SipStack TisPort
SipStackTlsIpAddress

B+ Media Provider Conti
-[3b secondary vrsp
[} SIPREC INTERAC
£ Data Marts
{3 Database Servers
[ tnsight to Impact
4 Interactions Centers
E8 Logger Channel Mapping
£l Logger Servers
& Media Interconnect
(@ Media Library Servers
3 Playback
3 Recorders
@ resiliency
& security

Suucbarm Mannina
"

SipStack i 00 Sd 70 8e 65 ca 22 82 8
SipStack’ i ocation Lo i

SipStack TIsCriRevocationMode Offline
RedundancvisEnabled Yes

Description: Enable TLS connection.

Media Provider Controller Reporting Level

&

certificate serial number to obtain the certificate serial number.

Select Sip Stack TIsCertificateSerialNumber and then enter the serial number of the APPSERVER certificate. Refer to How to get

[ 7] ]

=) Organization

{%5) Active Directory
L Agent Center

3 customer Center
€3 Distributed Cache
B 1mport/Export
{57 License Manager

B []] Master Site
Applications
[gp CTI Integrations

Ll

~

[ General 8
Media Provider C

Media Provider Controller Type

General Details

Attach Connection Manager

Additional Media Provider Controller Parameters

) <11 1nterfa
& Drivers
4 Key Managers
B+ Media Provider Conti

£ Data Marts

{3 Database Servers
3 tnsight to Impact

<] Interactions Centers
838 Logger Channel Mapping
Pl Loager Servers

% Media Interconnect
Bl Media Library Servers
B Playback

% Recorders

{3 Resiliency

3 security

#8 Surtarm Mannina
< 1] >

[ Display Read Only Information  Mandatory figlds are marked in bold
Parameter Name | Parameter value
o connection Manager MemoryPageSize 1024
SipStack Yes
_ SipStackTisPort 506
= SipStackTIsIpAddress
St TisCertificateSenal Number 00 9d 70 8e 65 ca 22 82 &
SipStackTlsCertificateStoreLocation LocalMachine
. g ::;:;:;‘,;:é:;c Spﬁaﬂ(“sc';an:mﬂMm‘h (\)':l‘.m =
. Description: Serizl Number of the X509 (for Client/Server). ~

Media Provider Controller Reporting Level

9. Click the Save icon displayed on the right-hand corner of the Application.
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10

Navigate to Master Site > CTI Integrations > Recorders and select AIR1.

[ | ®
= {f] organization - [an - TN Advanced » NICs

{35) Active Directory Recorders Recorder Details

Agent Center AR 2
5 no AIRL Name: AIRL

) customer Center

€3 Distributed Cache e T 65

B 1mport/Exgart Location: [nrcearisizas
5 License Manager

Storage

B[] Master Site

Applications

& CTI Integrations

{5 Data Marts

{3l Database Servers

I} nsight to Impact

& Interactions Centers

24 Logger Channel Mapping
] Logger Servers Logging
& Media Interconnect
Bl Media Library Servers

I Playback Apply to: IP Capture

Y ecorcers

-igf Maintenance Mode Reset to default: ez

Fil

Recorder Storage

Recordar Storage Partitions

E:\ Edit

Editlogging details

{3 Resiliency

& Security Logging details

+{8 System Mapping o
b Text Recording Servers femmoieck —— =

]l video Logger Servers Number of log files: 50—
£ voIP Recording Gateway -
Max. log file size: 20

11. After selecting AIR1, click on the Advanced tab and expand IP Capture.

12. Select the Certificate Serial parameter, enter the serial number of the AIR1 certificate, and save your changes.

E .
= (f] organization Fiter: Al = General  FCTTITIN. Nics

{75 Active Directory Recorders | 1P Capture &

L Agent Center AIR 2

38 customer Center oI,

@ Distributed Cache Parameter Name Al value -
Import/Export AAC LATM dynamic payload types.

5 License Manager AAC-LD dynamic payload types

torage Audio file cache size 4096
= m Master Site Certificate serial 00 bb 8c e8 a2 42 b1 70 8e
Default Target Compression G729
B 71 Integrations Dialer Session Duration - Total Recording (... 300 >
£5) Data Marts Deccrint
{9 Database Servers Serial number of the certificate for TLS communication.
3 1nsight to Impact
4 Interactions Centers
8 Logger Channel Mapping 8
F]l Logger Servers Screen Capture )
L& Media Interconnect Global 9
& Media Library Servers Recording Session Manager )
Bl Playback Retriever )
i Recorders Archiving Manager 5
@'0 ”‘:E‘”‘e”a"ce Hecs Recorder Administrator )
3 Resilien: 3 S
= Text Recording 3
& Security - - < -
fF System Mapping Real-Time Voice Buffering )
/55 Text Recording Servers
£l Video Logger Servers
8 volP Recording Gateway
< m >
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13. Select the SIP transport mode parameter and update it to the TLS.

14.
15.
16.
17.

How to get the Certificate Serial number

[ 7] ] O

Recorders

#-Lgh Agent Center AIR 2
@3 Customer Center AIRL
-8 Distributed Cache
- 1mport/Export
&£ License Manager
Storage

) master site
Applications

CTI Integrations
£5 Data Marts
{3 Database Servers
Insight to Impact
4 Interactions Centers
84 Logger Channel Mapping
3 Logger Servers
[& WMedia Interconnect
[ Media Library Servers
B Playback
% Recorders

## Maintenance Mode
) Resiliency
{3 security
»ff System Mapping
5 Text Recording Servers
7 Video Logger Servers
] voIP Recording Gateway

T Organizetion | eneral  ATFTETTRIN NIcs

IP Capture '
Parameter Name 4| value -
SIP timer mode 1
SIP transport mode LS
SRTP enabled Trie

wait time (millisecond 1000
Support Late Packet Arrival False
LS port 5061 -
[ndicates whether or not SRTF is enabled.
Screen Capture 9
Global 9
Recording Session Manager 2
Retriever )
‘Archiving Manager 9
Recorder inistrator 9
Text Recording :
Real-Time Voice Buffering 7

< [

Repeat the procedure from step10 to step13 for AIR2 using the certificate serial number of the AIR2 certificate.

Click Save displayed on the right-hand corner of the Application.

In the CTI Integrations branch, click Apply.

Restart the following services on the Application server and AIR servers:

NICE Dispatch Service

® NICE Recorder Administrator
® Media Provider Controller manager
[ ]

NICE IP capture
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Double click on the .cer Certificate and go to the Details tab. Select the Serial Number field and copy the serial number of the certificate.

| General | Details |Eerﬁﬁmﬁon Path

Show: | <all=

Field

Serial number 00 9d 70 8e 65 ca 22 82 8f
Signature algorithm shalRSA
shal
bshwetha@rbbn.com, *, SVT, ...
Sunday, July 12, 2020 3:00:4...
Wednesday, July 10, 2030 3:...
bshwetha@rbbn.com, *, SVT, ...

00 2d 70 8= 65 ca 22 82 Bf

Edit Properties. .. || Copy to File... |

[ o ]

Supplementary Services and Features Coverage

The following checklist depicts the set of services/features covered through the configuration defined in this Interop Guide.

Table 3 : Feature Coverage

Sr. No Supplementary Services/Features Coverage
1 SIPREC License Test /
2 Call Setup and Termination /
3 IP-Interworking /
4 Direct Media /
5 Call Transfer (Blind/Unattended) /
6 Call Transfer (Attended) /
7 Multiple Call Transfer - Blind /
8 Multiple Call Transfer - Attended x
9 Call with Audio and Video x
10 DTMF - Inband and RFC2833 (
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11 Round Robin Option for SRS recorder

12 Channel Hunting

13 Metadata Validation

14 Transcode Calls

15 4xx/5xx Response Handling

16 Call Hold and Resume

17 Call Forward - Unconditional, Busy, and No Answer

18 SIP Keepalive

19 MESSAGE/INFO/REFER/SUBSCRIBE/NOTIFY Handling

20 Long Duration Calls

21 Upgrade and Downgrade Test

22 FAX

23 Basic Calls - Skype Clients

24 Transfer Calls (Blind and Attended) - Skype Clients

25 Conference Calls - Skype Clients

26 Call Park and Retrieve

27 Basic Calls - Teams Clients
28 Call Hold and Resume - Teams Clients
29 Call Transfer before and after connect - Teams Clients

30 Call Queue

31 Music On Hold

32 Call Conference

33 Voice Mail

34 Simultaneous Ringing

35 E911 Calls

36 Group Call Pickup

37 SRTP on Recording Session

LIRNENENENENENENENENENENENENENENENE NN NE N VDN N N N

Legend
Supported /

Not Supported X
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Caveats

Note the following limitations about this Interop:
® SBC SWe Lite does not honor Request/Response from the SIPREC with a=inactive/sendonly/sendrecv

® SBC SWe Lite does not send encrypted media to the SIPREC.
® SBC SWe Lite supports recording of incoming calls only.

Support

For any support related queries about this guide, please contact your local Ribbon representative or the following numbers and website:
® Sales and Support: 1-833-742-2661

® Other Queries: 1-877-412-8867
® Website: https://ribboncommunications.com/about-us

References

For detailed information about Ribbon products and solutions, visit:
https://ribboncommunications.com/products

For detailed information about the NICE Engage platform, visit:
https://www.nice.com/

Conclusion

This Interoperability Guide describes how to successfully configure the NICE interop for Ribbon SBC SWe Lite and NICE Engage platform SIPREC
server.

The guide provides information about all tested features and capabilities. It records all limitations, notes, and observations to provide you with
an accurate understanding of what this guide covers and what it does not.

Configuration guidance in this document enables you to replicate the same base setup; however, you may require additional configuration changes to
suit the exact deployment environment.

© 2021 Ribbon Communications Operating Company, Inc. © 2021 ECI Telecom Ltd. All rights reserved.
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