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Document Overview

This document outlines the configuration best practices for Ribbon SBC SWe Lite involving Ribbon's C20, AS, and Ribbon SBC SWeCore when
deployed with the Asterisk PBX. This document is intended for Ribbon's C20, AS, and SBC technical staff and any individual tasked with the
integration of Ribbon's C20-AS-SBC with the SIP Trunking solution with the Asterisk PBX on the enterprise side.

This guide contains the following configuration sections:

Section-A : Ribbon SBC SWe Lite Configuration

® This section provides a sample of the Ribbon SBC SWe Lite configuration used during the interoperability testing. The commands and
configurations provided are only for reference; other configurations are also possible based on the customer's requirement.

Section-B : Ribbon SBC SWe Core Configuration

® This section provides a sample of the Ribbon SBC SWe Core configuration used during the interoperability testing. The commands and
configurations provided are only for reference; other configurations are also possible based on the customer's requirement.

Section-C : Ribbon C20-AS Configuration

® This section provides a sample of the Ribbon C20-AS configuration used during the interoperability testing. The commands and
configurations provided are only for reference; other configurations are also possible based on the customer's requirement.

Section-D : Asterisk PBX Configuration
® This section provides the procedure for configuring the Asterisk to support connectivity to the Ribbon C20-AS SIP Trunking solution
through the SBC. This section requires you to have knowledge of using, configuring, and supporting the Asterisk and experience of

working with the product platform. The following sections show you how to configure the Asterisk. You use the config files with root login
credentials to configure the Asterisk.

Scope/ Non-Goals

It is not the goal of this guide to provide detailed configurations that will meet the requirements of every customer deployment. Use this guide as a
starting point and build Ribbon SBC SWe Lite configurations in consultation with network design and deployment engineers.

Audience

This is a technical document intended for telecommunications engineers for configuring Ribbon SBC SWe Lite and Asterisk PBX. Steps will
require navigating the third-party product as well as the Ribbon product, using a graphical user interface (GUI) or a command line interface (CLI).

You must have an understanding of the basic concepts of TCP/UDP/TLS, IP/Routing, and SIP/RTP/SRTP to complete the configuration and to
perform any necessary troubleshooting.

Pre-Requisites

Before proceeding with the configuration of the Ribbon SBC SWe Lite, Ribbon SBC SWe Core, and Ribbon C20-AS & Asterisk PBX products,
make sure you have the completed the following pre-requisites:

® Ribbon SWe Lite is installed with all required licenses and is running in the network.
® Ribbon SWe Core is installed with all required licenses and is running in the network.
® Ribbon C20-AS is installed with all required licenses and is running in the network.

® Asterisk PBX is installed with all required licenses and is running in the network.

Product and Device Details

Equipment/ Product Software Version
Ribbon Communications SWe Lite 8.3.5 build 19
SWe Core 7.0.0R0
C20 R19
AS AS12.1 (MCP_19.0.20.2_2017-11-28-1107)
Third-Party Products Asterisk PBX 1.18

Network Topology Diagram
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Deployment Topology
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Interoperability Test Lab Topology

The following figure depicts the high-level architecture of the 10T, covering call flow and its overall topology.
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Section-A : Ribbon SBC SWe Lite Configuration

You configure Ribbon SBC SWe Lite through the Ribbon SBC SWe Lite's integrated web server. This guide assumes that the operator has
already completed the initial configuration that positions the Ribbon SBC SWe Lite on the IP network. To start the configuration, use a standard
web browser to connect to the IP or FQDN address of the SBC. Supply the username and password to complete the login process.
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Welcome to Ribbon SBC 1000

riobon

Users {authorized or unauthorized) have no explicit or implicit expectation of
priv, Any or all uses of this system and all file ystem may be
intercepted, monitored, recorded, copied, audited, inspected, and disclosed to
authorized site, customer administrative, and law enforcement personnel, as

d officials of ncies, both domestic and foreign.
tem, the user consents to such interception, monitoring

ing, auditing, inspection, and disclosure at the discretion of

rnment a:

ing, cof
authorized personnel.

n administrative

Unauthorized or improper use of this system may resul
disciplinary action and civil and criminal penalties. By continuing to use this
system you indicate your awareness of and consent ese terms and cond
of use. CANCEL YOUR LOGIN IMMEDIATELY if you do not agree to the condi
stated in this warning.

User Name |

o &

& Copyright 2010-2018 Sonus Networks, Inc. (a2 Ribben Comr Company). All Rights Reserved

Password

Asterisk PBX Side Configuration

Use the Initial Task configuration procedure to position the Ribbon SBC Swe Lite between the Ribbon SBC Core and Asterisk PBX. This task
creates SIP components and call routing basics. Create profiles with a specific set of characteristics that correspond to the Asterisk PBX. This
profile creation includes configuring the following entities on the SBC Edge 1000:

Media Profile
Media List

SIP Profile

SIP Server Table
Signaling Group
Call Routing Table

Media Profile

Create a Media Profile towards the Interactive Intelligence side with G711a law as the first codec, G711u law as the second codec, and T.38 Fax
as the third codec.

To create or modify a Media Profile:

1. In the WebUI, click the Settings tab.
2. In the left navigation pane, select Media > Media Profile.

o @ Monitor Tasks etting Diagnostics System
a Media Profiles December 05, 2018 13:25:48 D
Expand Al | Collapse All | Reload — — i R Q

couec pescrpton T

aH

v O G711ALaw Default G711a

b @ Node Infrfaces
K Voice Codec Configuration

b @ Auth and Directory Services

b @ Protocois
v se

System Confguraton

T Detautt G711
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Create Media Profile » | Total 13 Media Profile Rows

B [ Call Routing
¥ ﬁ Signaling Groups

3 [] G.711 A-Law Default G711a
(i Linked Signaling Groups
B @ Node Interfaces - | | G.711 p-Law Default G711u
4 ﬁ System
¥ ﬁ Auth and Directory Services
3 ﬁ Protocols
b s Description |Default G711u
b cAs

cod
b ﬁSecuriiy odec |G.711 p-law

payload Size |20 ¥ |ms
i Media System Configuration
¥ o Media Profiles

|=| Default G711a
|| Default G711u

¥ (@ Media I 3 [] G.711 A-Law AvayalPOfficeG7114
Media System Configuration
L L g P O G729 Default G729
E‘ Default GT11a [ @ [ G.711 p-Law AvayalPOffice G711U
E L HETIRL 3 @ [] G.711 A-Law AvayalPOffice_G729
[ AvayalPO_Trunk {IP Phones): G....
E‘ AvayalPO_Trunk (IP Phones): G.... ¥ @ [] T.38 Fax AvayalPO_Trunk (IP Phones): Fax
[E] AvayalPO_Trunk (Trunk): G.711 .. 3 [] T.38Fax AvayalPO_Trunk (Trunk): Fax
[ AvayalPO_Trunk (Trunk): G.711 ...
[E AvayalPoficeGT114 M 8 Uahan T38_test

[ Default G729

[E] AvayalPOfficeGT11U

E‘ AvayalPOffice_GT29

[=] AvayalPO_Trunk (IP Phones): Fa...

|i| AvayalPO_Trunk {Trunk): Fax
Maximum Rate 00 LA
ﬁ SDES-SRTP Profiles Signaling Packet Redundancy 0.7
[ DTLS-SRTP Profiles

P @ Media List

Description 38 _test

¥

Codec T.38 Fax

Payload Packet Redundancy

[0.3]

Error Correction Mode | Enabled
4 ﬁ Tone Tables —

¥ ﬁ Telephony Mapping Tables Training Cenfirmation Procedure | Send Over Network ¥
b [ SNMPiAlams

¥ ﬁ Logging Configuration
3 ﬁ Emergency Services

Fallback to Passthrough | Enakled

Super G3 to G3 Fallback | Disabled

Media List

Media List allows you to specify a set of codecs and fax profiles that are allowed on a given SIP Signaling Group. They contain one or more
Media Profiles, which you must first define in Media List. These lists allow you to accommodate specific transmission requirements and SIP
devices that only implement a subset of the available voice codecs.

To create or modify a Media List:

1. In the WebUI, click the Settings tab.
2. In the left navigation pane, select Media > Media List.
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¥ ¥ Call Routing
13 ‘ Signaling Groups - | Default Media List
(i Linked Signaling Groups
¥ @ Node Interfaces
b @ system Description  Default Media List
13 ‘ Auth and Directory Services
% ‘ Protocols Default G711a <
- Default GT11u Up
T38_test Down
4 ‘ CAS Media Profiles List —
b Security Add/Edit
v (o Media | Remave
|| Media System Configuration il
b @ Media Profies SDES-SRTP Profile  Nane v | Associated SIP SG Listen Ports should be TiS only.
i} SDES-SRTP Profiles
DTLS-SRTP Profile  Nane v
¥ DTLS-SRTP Profies
w [ Media List Media DSCP ‘46 = [0.63]
|| Default Media List RTCP Mode  RTCP v

v (] Default Media List

Digit (DTMF) Relay Type RFC 2833 ¥
Digit Relay Payload Type [96..127]

Receive Gain D{—?4.+6}dﬂ
Transmit Gain D [-14.+6] dB

Modem Passthrough | Enabled
Fax Passthrough | Enabled
CMNG Tone Detection | Enabled ¥

Fax Tone Detection | Disabled ¥

DTMF Signal to Noise [-3.+6] dB

=]
- L]

DTMF Minimum Level |-38 [-48.-14] dBm0D

SIP Profile

To create or modify an existing SIP Profile:

1. In the WebUI, click the Settings tab.
2. In the left navigation pane, select SIP > SIP Profiles.

13 ﬂ Auth and Dirgctory Services
¥ @ Protocols

v b sp

¥ @ Local Registrars

Local / Pass-thru Auth Tables
w [ SIP Profiles
|| Default SIP Profile

[ AvayalPO_Trunk IP Phones Prof...

v |D _PBX_Profile |

Description ||PEX_ProﬁIE

[ AvayalPO_Trunk: BE Profile Session Timer ELIN Identifier
I Eﬁ[PBX_Pmﬁle I Minimum Acceptable Timer 500 * secs [90..7200] PIDF-LO Passthrough | Enable ¥
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w [1/ | PBX_Profile

Description |p|3 ¥_Profile

Session Timer
Minimum Acceptable Timer
Cffered Session Timer

Terminate On Refresh Failure

* gecs [90.7200]

* secs [90.7200]

Record Route Header

FQDN in From Header 100rel
Static Host FQDN/IP[:port] |gb‘ott?.iot ‘ Path
FQDN in Contact Header Timer
Send Assert Header Update
SBC Edge Diagnostics Header
Trusted Interface
Calling Info Source | RFC Standard ol ‘
Diversion Header Selection |Last v ‘

| RFC 3261 Standard

ELIN Identifier |LOC

PIDF-LO Passthrough

Unknown Subtype Passthrough | Disable

Transport Timeout Timer

50

Maximum Retransmissions | RFC Standard ¥
Redundancy Retry Timer ms [5000..180000]

00 ms [5000..22000]

QOrigin Field Username  |SBC default: SBC
RFC Timers -
SecsioniName voipCall default:
Timer T1 ms [100.10000] VoipCall

Timer T2 |4000 s [1000.80000](>= T1) Digit Transmission Preference |RFC 2833/Voice ¥
Timer T4 [5000 ms F1000. 1 ; SDP Handling Preference | Legacy Audio/Fax ¥
Timer D ms (5000..640000]
Timer B 32000 ms
Timer F 32000 ms
Timer H 32000 ms (64*TimerT1}
Timer ] 4000 ms [4000.640000]

Send Number of Audio
Channels

Connection Info in Media
Section

Ii

True

SIP Server Table

SIP Server Tables contain information about the SIP devices connected to the SBC Edge 1000. The entries in the tables provide information
about the IP Addresses, ports, and transport protocols used to communicate with each server. The table entries also contain links to counters
that are useful for troubleshooting.

To create or modify an existing SIP Server Table:

1. In the WebUI, click the Settings tab.
2. In the left navigation pane, select SIP > SIP Server Tables.
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N |

Create SIP Server ¥ | I Total 1 SIP Server Row

¥ @ Call Routing
¥ (@ signaling Groups

@ Linked Signaling Groups
¥ [ Node Interiaces

w [J = 10.54.20.20

b @ system
b @ Auth and Directory Services 5 i oo
b @ Protocols P IP/FQDI Monitor | SIP Options b

Priority |1 X
Host FQDN/IP (10542020 5
Port = [1024.65535]

Protocol | UDP vl

I' 2 SIP I Keep Alive Frequency
¥ (# Local Registrars

# Local / Pass-nru Auth Tables
¥ @ SIP Profiles
[+ 5P Sever e |
| | Default SIP Server

Recover Frequency = secs [5.300]

Local Username  C204S Local Username of SBC Edge
Peer Username | AvayalPO Peer Usemame of sip server

Signaling Group
Signaling groups allow grouping telephony channels for routing and shared configuration. They are used for
® routing calls and selecting Call Routes

® selecting Tone Tables and Action Sets
® specifying protocol settings and links to server, media, and mapping tables for SIP

To create or modify an existing Signaling Group:

® In the WebUI, click the Settings tab.
® In the left navigation pane, click Signaling Groups.
® From the Create Signaling Group drop-down box, click SIP Signaling Group.

» (@0 sP pEx_signallingGroup n _ Counters | Channels | Sessions

Description | PBX_SignallingGroup

Admin State | Enabled X,

Service Status  Up

N
Action Set Table | None v
| Call Routing Table ' P8X_CallRouting v |  supported Erﬁuzy | |Addredit|

Ne. of Channels = [1.960] Audio/eaxModes Direct ~| lifismase

SIP Profile ‘ PEX_Profile v | Supported
o SIP Mode | Basic call v] b B
Agent Type ‘ Access Mode = | Media List ID | Default Media List " ‘ |
Interop Mode ‘ Header Transparency z | Play Ringback | Never &y ‘
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https://doc.rbbn.com/display/UXDOC90/Managing+Call+Routing+Tables
https://doc.rbbn.com/display/UXDOC30/Working+with+Tones
https://doc.rbbn.com/display/UXDOC30/Managing+Action+Sets

v [ SIP PBX_Profile_SignallingGroup !/ Up Counters | Channels
Registrant TTL  |500 * [30..86400] secs Play Congestion . v
Tone
I SIP Server Table | PBX_Profile_sipserverTable ol I Early 183 | Disable .
Load Balancing | Round Robin 5 Allow Refresh
Enable v
Channel Hunting | Maost Idle M
) Music on Hold | Disabled T
Netify Lync CAC Profile | Disable x
RTCP [t =
Challenge Request | Disable v Multiplexing Isdbe
Outbound Proxy IP/FQDN
Outbound Proxy Port 5060 [1024.65535] AE IR EEES
No Channel Available Override | 34: No Circuit/Channel Available ¥ 2 1
- SIP To Q.850 Override Table | Default (RFC4497) ¥
Call Setup Response Timer (255 [180..750] secs . -
i Q.850 To SIP Override Table | Default (RFC4497) i
Call Proceeding Timer 1280 [24..750] secs Pass-thru Peer SIP Response
Code | Enable i
QoE Reporting | Disabled e
- (1| SIP \PBX_Profile_SignallingGroup L up Counters
Forked Call Answered Too Soon | Disable T SIP IP Details
Signaling/Media Source IP | Ethernet 1 1P (10.54.19.81) v
Signaling DSCP (40 * [0.63]
Static NAT - Outbound
Qutbound MAT Traversal | None v
Static NAT - Inbound
Detection | Disabled hud
Listen Ports Federated IP/FQDN
Total 2 SIP Listen Port Rows Total 1 SIP Federated IP Row
| |port Protocol TLS Profile ID _ |1p/FQDN Netmask/Prefix
| 5060 upp N/A 'l 10.54.20.20 255.255.255.0
5060 TCP /&

IPAddress/FQDN in Federated IP/FQDN: Specifies the IP Address or Fully Qualified Domain Name of a server from which the SBC Edge 1000
accepts SIP messages. Make sure that it contains the IP address of Asterisk PBX.

Call Routing Table

Call Routing tables allow you to configure flexible routes for transferring calls between Signaling Groups and for translating the calls. They allow ¢
all transfers between ports and protocols, such as ISDN to SIP. These tables serve as one of the central connection points of the system,

linking Transformation Tables, Message Translations, Cause Code Reroute Tables, Media Lists, and the three types of Signaling Groups (ISDN,
SIP, and CAS).

To create or modify an existing Call Routing Table:

1. In the WebUI, click the Settings tab.
2. In the left navigation pane, click Call Routing Table.
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a fH i Transformation Table e — First Signaling Group
Expand &ll | Collapse All | Reload v DL B 1 Passthrough Untouched Normal (S1P) AvayaIPOffice_SignallingGroup
= W‘ Call Routing I
B [ Transformation Route Details
(@ Time of Day Table
% [ Call Routing Table Description | Rbbn_Call_to_AvayalpGffice_IP
{[] Default Reute Table T o
v
[ AvayalPO_Trunk: From SIP Trunk e e
([Z] AvayalPO_Trunk: From IP Phones Route Priority |1 T
[ AvayalPOffice_CallRoufing Call Priority | Normal v
| i cail_To_avayalPOffice_CallRout... |
- [rumber/tame Transformation Table | Passthrough Untouched ]
b @ Call Actions
v
b L‘, sl ot Time of Day Restriction | None
[ Linked Signaling Groups
b [ Node Interfaces Destination Information
¥ [ System
[ ! Auth and Directory Services Destination Type | Normal v
b i Protocols
g Message Translation Table | None M
b @ cas 4 Cause Code Reroutes | None A
* f SeCtly Cancel Others upon Forwarding | Disabled v
b @ Media
¥ (i Tone Tables foec: g Ko b
¥ [ Telephony Mapping Tables (SIP) AvayalPOffice_SignallingG
2 [ yalPOffice SignallingGroup__ =] [,
B @ snMPiAlamms e
< 4 Down
L I LoooRo G oo Destination Signaling Groups =
b [ Emergency Services | Ada/edit |
Remove
Enable Maximum Call Duration | Disabled v
Media Quality of Service
Audio/Fax Stream Mode | DSP v Quality Metrics Mumber of Calls |10 [1..160]
Video/Application Stream Mode  Disabled Quality Metrics Time Before Retry |10 [1-60] min.
Media Transcoding Enakled A E
Min. ASR Threshold [0 % (0. 100]
Media List | Default Media List v ) 5
Enable Min MOS Threshold Disabled ¥
Enable Max. R/T Delay |Enabled ¥
Max. R/T Delay 65535 ms [1.65535]
Enable Max. Jitter | Enabled ¥
Max. Jitter (3000 ms [1.3000]

The following list defines the fields in the Call Routing Table:

® Destination Signaling Groups: Specifies the Signaling Groups used as the destination of calls.
® Audio/Fax Stream Mode: Set the Media Mode value to RTP DSP.

® Media Transcoding: Enable this field for the Ribbon SBC SWe Lite for transcoding.

® Media List: Specifies the Media List used for this call route.

SBC Core Side Configuration

Create profiles with a specific set of characteristics that correspond to the SBC Core. It includes configuring the following entities on the SBC
Edge 1000:

Media Profile
Media List

SIP Profile

SIP Server Table
Signaling Group
Call Routing Table

Media Profile

Create a Media Profile for the Interactive Intelligence side with G711a law as the first codec, G711u law as the second codec, and T.38 Fax as
the third codec.

To create or modify a Media Profile:

1. In the WebUI, click the Settings tab.
2. In the left navigation pane, select Media > Media Profile.
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O @ Monitor Tasks etting Diagnostics System 000

o Media Profiles December 05, 2018 13:25:48 & @
Expand Al | Collapse Al | Reload - - o Q

» @ catRauing Codec [Description, prmary

¥ 8 Sanaing Grops v 0 G7Adaw Defauit G711a 2

b 5 ode neriaces - :

» @ sysom Voice Codec Configuration

¥ 9 Authand Diectory Senves
e Deseristion [Defaut 7172
@ se Codec (G711 Avtaw
» @ cas

b @ secunty
> Fuess ]

Payload Size 20

{ oo |
Q Media Profiles
Expand All | Collapse All | Reload Create Media Profile w | Total 13 Media Profile Rows
b @ Call Routing Codec Description
B 'J'I Signaling Groups b (@] G.711 A-Law Default G711a
| Linked Signaling Groups
3 |__J" Node Inlerfaces * [ G.711 p-Law Default G711u
b [ system
B [ Auth and Directory Services I Voice Codec Configuration
¥ [ Protocols
b @ sip Description | Default G711u
b @ cas
3 .)" Security Codec  |G711 p-Law il
Payload Size 20 T | s
-] Media System Configuration
|| Default G711a
I || Default GT11u I E

- K/' Media I | G.711 A-Law AvayalPOfficeG7114

Media System Configuration
o ! - | G.729 Default G729
¥ Media Profiles

|=| Default G711a B G.711 p-Law AvayalPOffice G711U
(=l Default G711 P G.711 A-Law AvayalPOffice_ G729
= AvayalPO_Trunk ({IP Phones): G....
[E] AvayalPO_Trunk (IP Phones): G.... ST T.38 Fax AvayalPO_Trunk (IP Phones): Fax
(& AvayalPO_Trunk (Trunk): G.711 ... S| T.38 Fax AvayalPO_Trunk (Trunk): Fax
= AvayalPO_Trunk (Trunk): G.711 __.
[] AvayalPOficeGT11A w []/ | T.38 Fax T38_test
|| Default 3729 I Fax Codec Configuration I
= AvayalPOfficeGT11U
L] AvayalPOffice_GT29 Description | 38 test

= AvayalPO_Trunk (IP Phones): Fa...
=] AvayalPO_Trunk (Trunk): Fax

Codec T.38 Fax

J SDES-SRTP Profiles Signaling Packet Redundancy |3 0.7
.
": DILS SHTE Brofles Payload Packet Redundancy |0 [0.3]
B [ Media List
Error Correction Mode | Enabled b
3 J Tone Tables e
b [ Telephany Mapping Tables Training Cenfirmation Procedure | Send Over Metwork ¥
.
b @ snmPiAlarms Fallback to Passthrough | Enabled v
F [ Logging Configuration
b Super G3 to G3 Fallback | Disabled T

J Emergency Services

Media List

Media List allows you to specify a set of codecs and fax profiles that you can configure on a specifi SIP Signaling Group. They contain one or
more Media Profiles, which you must first define in the Media List. These lists allow you to accommodate specific transmission requirements and
SIP devices that only implement a subset of the available voice codecs.

To create or modify a Media List:

1. In the WebUI, click the Settings tab.
2. In the left navigation pane, select Media > Media List.
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¥ ¥ Call Routing
13 ‘ Signaling Groups - | Default Media List
(i Linked Signaling Groups
¥ @ Node Interfaces
b @ system Description  Default Media List
13 ‘ Auth and Directory Services
% ‘ Protocols Default G711a <
- Default GT11u Up
T38_test Down
4 ‘ CAS Media Profiles List —
b Securty Add/Edit
v (o Media | Remave
|| Media System Configuration il
b @ Media Profies SDES-SRTP Profile  Nane v | Associated SIP SG Listen Ports should be TiS only.
i} SDES-SRTP Profiles
DTLS-SRTP Profile  Nane v
¥ DTLS-SRTP Profies
w [ Media List Media DSCP ‘46 = [0.63]
Default Media List RTCP Mode  RTCP v

v []  Default Media List

Digit (DTMF) Relay Type RFC 2833 ¥
Digit Relay Payload Type [96..127]

Receive Gain D{—?4.+6}dﬂ
Transmit Gain D [-14.+6] dB

Modem Passthrough | Enabled
Fax Passthrough | Enabled

CMNG Tone Detection | Enabled ¥

Fax Tone Detection | Disabled ¥

DTMF Signal to Noise [-3.+6] dB

=]
- L]

DTMF Minimum Level |-38 [-48.-14] dBm0D

SIP Profile

To create or modify an existing SIP Profile:

1. In the WebUI, click the Settings tab.
2. In the left navigation pane, selectSIP > SIP Profiles.
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¥ [@# Call Routing
¥ [ Signaling Groups
(@ Linked Signaling Groups
¥ [ Node Interfaces
¥ (@ system
¥ (@ Auth and Directory Services
¥ @ Protocols

v [ SIP
[3 Local Registrars
[ Local / Pass thru Auth Tables

¥ [ SIP Profiles
Default SIP Profile

wayalPC_Trunk: BE Profile
wayalPoffice_PBX_Profile

¥ [ SIP Server Tables
ﬂ Trunk Groups
[# NAT Qualifisd Prefix Tables
[ Remole Authorization Tables
[ Contact Registrant Table

¥ [ Message Manipulation

Node-Level SIP Settings

SIP Voice Quality Server

b @ cas

13 ﬂ Security

b @ Media

¥ [ Tone Tables

¥ ([ Telephony Mapping Tables

¥ @ SNMPiAlams

¥ [ Logging Configuration

¥ [ Emergency Services

w | | Rbbn_SBC_SIPProfile

wayalPO_Trunk: IP Phenes Prof..

Description |Rbbn SBC_SIPProfile l

Session Timer

Minimum Acceptable Timer * secs [90.7200

Offered Session Timer * secs [90.7200]

Terminate On Refresh Failure

=

rue v

ELIN Identifier LoC

-

PIDF-LO Passthrough
Unknown Subtype Passthrough

Diversion Header Selection Last v

RFC 3261 Standard v

FQDN in From Header

FQDN in Contact Header

Send Assert Header

SBC Edge Diagnostics Header

Trusted Interface

Calling Info Source

Record Route Header

o0
Timer |Supported ¥
Update |Supported ¥

Transport Timeout Timer ms [5000..32000]
i RFC Standard ¥

Redundancy Retry Timer 180000 ms [5000.. 180000]

Maximum Retrar

Send Mumber of Audio
Channels

B e

Connection Info in Media
Section

Origin Field Username

Transport Timeout Timer

Maximum Retransmissions | RFC Standard ¥
Redundancy Retry Timer 180000 ms [5000..180000]

RFC Timers

Timer T1 ms [100..10000]

ms [5000.32000]

Send Number of Audio

Connection Info in Media

Origin Field Username

default:

Channels

Section

ion Mame

Digit Transmission Preference

SDP Handling Preference

RFC 2833/Voice ¥
Legacy Audic/Fax ¥

5
IE’J

Timer T2 ms [1000.80000](>= T1)}
Timer T4 ms [1000.. 100000]
TimerD (32000 ms [5000.640000]
Timer B 32000 ms
Timer F 32000 ms
Timer H 32000 ms (64*TimerT1)
Timer] 4000 ms [4000..640000]

SIP Server Table

SIP Server Tables contain information about the SIP devices connected to the SBC Edge 1000. The entries in the tables provide information
about the IP Addresses, ports, and transport protocols used to communicate with each server. The table entries also contain links to counters

that are useful for troubleshooting.

To create or modify an existing SIP Server Table:

1. In the WebUI, click the Settings tab.
2. In the left navigation pane, select SIP > SIP Server Tables.
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b @ Call Routing
¥ [ Signaling Groups
[ Linked Signaling Groups
b [ Node Interfaces
b @ system
B [ Auth and Directory Services
¥ [ Protocols
v [ sIP
3 Local Regisirars
[# Local / Pass-thru Auth Tables
¥ [ SIP Profiles
[~ Default SIP Server
AvayalPOffice_SIPServerTable
‘Rbbn_SIp_ServerTable
I[=] AvayalPC_Trunk: Border Element

[ Trunk Groups

[ NAT Qualified Prefix Tables
[# Remote Authorization Tables
[ Contact Registrant Table

Create STP Server ¥ |

Total 1 SIP Sarver Row

Server Lookup  IP/FQDN
Priority

Host FQDN/IP

Protacol

D

206.165.51,164 .
Port * [1024.65535]

[

Remate Autharization Table
Contact Registrant Table

Session URI Validation

Signaling Group

Signaling groups allow grouping telephony channels for routing and shared configuration. They are used for

® routing calls and selecting Call Routes
® selecting Tone Tables and Action Sets
® specifying protocol settings and link to server, media, and mapping tables for SIP

To create or modify an existing Signaling Group:

1. In the WebUI, click the Settings tab.
2. In the left navigation pane, click Signaling Groups.
3. From the Create Signaling Group drop-down box, select SIP Signaling Group.

¥ [ call Routing
(o Signaling Groups |
|| (SIP) AvayalPO_Trunk: IP Phone.
|| (5IP) RisbonCarrier_SBC
[ (SIP) AvayalPOfiice_Signalling

[# Linked Signaling Groups.
B [ Noge Interfaces
b @ system
¥ @ Auth and Directory Services
b @ Protocols
v @ sip
b @ Local Registrars
[# Local Pass-thru Auth Tables
b @ SIP Profies
b [# SIP Server Tables
(@ Trunk Groups
[# NAT Qualified Prefix Tables.
[# Remote Authorization Tables
[# Contact Registrant Table
¥ [ Message Manipulation
[Z] Mode-Level SIP Settings

b [@O s ‘AvayalPQ_Trunk: IP Phones B Down Counters |
3 [ s RibbonCarrier_SBC B Down Counters |
b @O se AvayalPOffice_SignallingGroup " up Counters |
v DL SIP Rbbn_SBC_SignallingGroup [ 7 up Counters

Service Status  Up

Description  |Rbbn SBC_SignallingGroup
Admin State | Enabled v

Action Set Table

None v

| call Routing Table

| Call_To_vayalPOffice_CallRouting ¥ | |

No. of Channels

60 *[1.960]

SIP Profile

SIP Mode

4gent Type

Rbbn_SBC_SIPProfile v
Basic Call v
Access Mode v

< i DsP
uppo
Audio/Fax Modes | Pro%Y
Direct
Supported
Video/Application  Disabled

odes

| Media List ID | Default Media List |

Code

v @[ SIP Rbbn_SBC_SignallingGroup LV up Counters
I Interop Mode | Header Transparency v | I Flay Ringback | Never x ‘
Registrant T [500 | [30.86400] secs Play Congestion e bl v
| stp server Table | Rbbn _Sip_ServerTable v Early 183 | Disable 2
Load Balancing | Round Robin v Allow Refresh  eable v]
Channel Hunting | Most idie v] Music on Hold | Disabled v
Notify Lync CAC Profile | Disable v RTCR [ v
Challenge Request | Disable v | AR s
Quthound Proxy IP/FQDN | |
Outbound Proxy Port [7024..65535]
No Channel Available Override | 34: No Circuit/Channel Available v | SIP To (1850 Override Table | Default (RFC4497) v
Call Setup Response Timer 255 [180.750] sees Q.850 To SIP Qverride Table | Default (RFC4497) v
Call Proceeding Timer [24.750] secs PassthiuiPEeRSIRREpOTSE | Enable
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https://doc.rbbn.com/display/UXDOC90/Managing+Call+Routing+Tables
https://doc.rbbn.com/display/UXDOC30/Working+with+Tones
https://doc.rbbn.com/display/UXDOC30/Managing+Action+Sets

w» [ | SIP Rbbn_sSBC_SignallingGroup ", up Counters

| signaling/Media Source 1P | Etnernet 2 IP (115.110.225.75) v | |

Static NAT - Qutbound

‘Outbound NAT Traversal

Static NAT - Inbound ——

Detection | Disabled o

» [@( sIP Rbbn_SBC_SignallingGroup n, up @

Total 2 SIP Listen Port Rows

Total 1 SIP Federated IP Row

|| 206.165.51.164 255.255.255.255

IP Address/FQDN in Federated IP/FQDN: Specifies the IP Address or Fully Qualified Domain Name of a server from which the SBC Edge 1000
accepts SIP messages. Make sure that it contains the IP address of the Asterisk PBX.

Call Routing Table

Call Routing tables allow you to configure flexible routes for transferring calls between Signaling Groups and for translating the calls. They allow ¢
all transfers between ports and protocols, such as ISDN to SIP. These tables serve as one of the central connection points of the system,

linking Transformation Tables, Message Translations, Cause Code Reroute Tables, Media Lists, and the three types of Signaling Groups (ISDN,
SIP, and CAS).

To create or modify an existing Call Routing Table:

1. In the WebUI, click the Settings tab.
2. In the left navigation pane, click Call Routing Table.

Passthrough Untouched "~ (S1P) Rbbn_SBC_signallingGroup

= [ Call Routing

¥ [ Transformation
(@ Time of Day Table
[[7] Default Route Table
AvayalPQ_Trunk: From SIP Trunk
AvayalPO_Trunk: From IP Phenes
AvayalPOffice_CallRouting
Call_To_tvayalPOfics_CallRout -

Description  (Tc_Rbion_C-SBC_IP \
Admin State Enabled v

Route Priority

J

Call Priority | Normal

[ humber/Name Transformation Table | Passthrough Untouched Ll |

¥ [ Call Actions Time of Day Restriction

¥ [ signaling Groups
[ Linked Signaling Groups

e [ Dwselomeon |
B @ System
¥ [# Auth and Directory Services pestinationilype
¥ (@ Protocols Message Translation Table | None v
g se Cause Code Rerautes | None v

¥ @ Local Registrars
[# Local / Pass-thru Auth Tables
¥ [ SIP Profies
¥ [ SIP Server Tables
[ Trunk Groups
[ NAT Qualified Prefix Tables
[# Remote Authorization Tables
[ Contact Registrant Table
¥ [ Message Manipulation
[=] Mode-Level SIP Setings
[E] s1P voice Quality Server

Cancel Others upon Forwarding | Disabled

=
5
al a

Fork Call

(SIP) Rbbn_SBC SignalingGroup ] =

Destination Signaling Groups

Enable Maximum Call Duration | Disabled v
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Media Quality of Service

I Audio/Fax Stream Mode | DSP A I Quality Metrics Number of Calls |10 [1.100)
Video/Application Stream Mode  Disabled Quality Metrics Time Before Retry |10 [1-60] min
Media Transcoding Enakled v =
Min. ASR Threshold |0 % [0..7007
Media List | Dafault Media List v :
Enable Min MOS Threshold | Disabled ¥

Enable Max. R/T Delay |Enabled ¥
Max. R/T Delay 85533 ms [1.65535]
Enable Max. Jitter |Emabled ¥

Max. Jitter 3000 ms [1.3000]

The following list defines the fields in the Call Routing Table:
® Destination Signaling Groups: Specifies the Signaling Groups used as the destination of calls.
® Audio/Fax Stream Mode: Set the Media Mode field value to RTP DSP.
®* Media Transcoding: Enable this field for the Ribbon SBC SWe Lite for transcoding.
® Media List: Specifies the Media List used for this call route.
Dynamic Registration SIP PBX Setup

Currently, the Ribbon SBC Edge does not support the Dynamic Registration feature. Therefore, dynamic PBX registration related configuration is
out of scope in this configuration guide.

Section-B : Ribbon SBC SWe Core Configuration

This section provides a sample of the Ribbon SBC SWe configuration used during the interoperability testing. The following commands and
configurations are only for reference; other configurations are also possible based on the customer's requirements.

Global Configuration
Codec Entry

Create a Codec Entry with the supported codec in the network.

set profiles nedia codecEntry Gr729A-1OT-TEST dtnf relay rfc2833 set profiles nedia codecEntry G729A-1OT- TEST
packet Si ze 20 commi t set profiles media codecEntry G711_ALAW PTIME 20 dtnf relay rfc2833 set profiles nedia
codecEntry G711_ALAW PTI ME_20 packet Size 20 commi t

RTCP

Configure the RTCP interval.

set system nedi a nedi aRt cpControl senderReportlnterval 5
commi t

DSP Resource Allocation
This configuration only applies if the SBC is deployed with the (hardware) DSP resources. If it is not, executing this configuration doe not have

any negative impact.

@ The subsequent configuration section (Packet Service Profiles) does not attempt transcoding, so the lack of compression resources
does not impact the overall SBC configuration in this document.

set system nedi aProfile conpression 75 tone 25
conmi t

SBC Configuration for C20/AS Side
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Packet Service Profile (PSP)

Create a Packet Service Profile (PSP) for the C20/Application Server (AS). Specify the PSP within the SIP trunk group configuration.

set profiles nedia packetServiceProfile CORE_PSP codec codecEntryl G729A-1OT- TEST

set profiles media packet ServiceProfile CORE_PSP codec codecEntry2 Gr11_ALAW PTI ME_20

set profiles nmedia packetServiceProfil e CORE_PSP packet ToPacket Control transcode transcoder FreeTransparency
set profiles nedia packetServiceProfil e CORE_PSP packet ToPacket Control codecsAl | owedFor Transcodi ng thisLeg ""
set profiles nedia packet ServiceProfile CORE_PSP packet ToPacket Control codecsAl | owedFor Transcodi ng ot herLeg ""
set profiles nmedia packetServiceProfile CORE_PSP rtcpOptions rtcp enable

set profiles nedia packetServiceProfile CORE_PSP preferredRt pPayl oadTypeFor Dt nf Rel ay 101

commi t

IP Signaling Profile (IPSP)

Create an IP signaling profile for the C20/AS side. Specify the PSP within the SIP trunk group configuration.

set profiles signaling ipSignalingProfile CORE_|IPSP

set profiles signaling ipSignalingProfile CORE_|IPSP ipProtocol Type sipOnly
set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes flags
i ncl udeTransport Typel nCont act Header enabl e

set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes flags
m ni m zeRel ayi ngOf Medi aChangesFront her Cal | LegAl | enabl e

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttri butes
r el ayDat aPat hModeChangeFr omt her Cal | Leg enabl e

fl ags

set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes flags noPortNunber 5060 enabl e

set profiles signaling ipSignalingProfile CORE_| PSP conmonl pAttributes rel ayFl ags di al ogEvent Package enabl e
set profiles signaling ipSignalingProfile CORE_|PSP commonl pAttributes relayFlags info enable

set profiles signaling ipSignalingProfile CORE_IPSP commonl pAttributes relayFlags notify enable

set profiles signaling ipSignalingProfile CORE_|PSP commonl pAttributes rel ayFl ags refer enable

set profiles signaling ipSignalingProfile CORE_|PSP conmmonl pAttributes rel ayFl ags st atusCoded4xx6xx enabl e
set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes rel ayFl ags updat eWt hout Sdp enabl e
set profiles signaling ipSignalingProfile CORE_|PSP conmonl pAttributes transparencyFl ags aut hcodeHeaders enabl e
set profiles signaling ipSignalingProfile CORE_I PSP conmonl pAttributes transparencyFl ags ma Body enabl e

set profiles signaling ipSignalingProfile CORE_| PSP conmonl pAttributes transparencyFl ags referredByHeader
enabl e

set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes transparencyFl ags sipfragBody enabl e
set profiles signaling ipSignalingProfile CORE_| PSP conmonl pAttributes transparencyFl ags unknownBody enabl e
set profiles signaling ipSignalingProfile CORE_| PSP egresslpAttributes flags di sabl e2806Conpl i ance enabl e
set profiles signaling ipSignalingProfile CORE | PSP egresslpAttributes privacy transparency enable

set profiles signaling ipSignalingProfile CORE_IPSP ingresslpAttributes flags sendUpdat edSDPi n200Ck enabl e
set profiles signaling ipSignalingProfile CORE_| PSP egresslpAttributes transport typel udp

set profiles signaling ipSignalingProfile CORE_ | PSP egresslpAttributes transport type2 tcp conmt

IP Interface Group

Create an IP interface group and assign its interface and IP address.

set addressContext default iplnterfaceGoup CORE_LIF iplnterface |IPIF2 ceNane | OTSBC1 port Nanme pktO
set addressContext default iplnterfaceGoup CORE_LIF iplnterface |PlIF2 ipAddress 172.28. xxX. XX
set addressContext default iplnterfaceGoup CORE_LIF iplnterface IPIF2 prefix xx
set addressContext default iplnterfaceGoup CORE_LIF iplnterface |IPIF2 node inService state enabl ed
commi t

Zone

Zone groups the set of objects that communicate to the Session Manager (SESM) AS.

set addressContext default zone CORE id 3
set addressContext default zone CORE renoteDevi ceType appServer
commi t

SIP Signaling Port

A SIP signaling port is a logical address that sends and receives SIP call signaling packets and is permanently bound to a specific zone.
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set addressContext default zone CORE sipSigPort 3 iplnterfaceG oupNanme CORE_LIF i pAddressV4 172.28. xxX. XX
port Nunber 5060 transportProtocol sAl | owed sip-udp, sip-tcp

set addressContext default zone CORE sipSigPort 3 state enabl ed node inService

commi t

DNS Group

DNS Groups set DNS objects that you may use for DNS resolution within a particular Zone.

set addressContext default dnsG oup EXT_DNS

set addressContext default dnsG oup EXT_DNS type ip interface | PIF2 server

DNS2 i pAddress x.x.x.x state enabl ed

set addressContext default zone CORE dnsG oup EXT_DNS
commi t

SIP Trunk Group

Create a SIP Trunk Group for the SESM-AS side and assign the IPSP and PSP that you configured above. For i ngr essl pPr ef i x, replace x.
X. X. X with the IP address prefix that you want to allow. You can configure multiple SESM IP addresses

set
set
set
set
set
set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

commi t

IP Static Route

CORE
CORE
CORE
CORE
CORE
CORE
CORE
CORE
CORE

def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t

zone
zone
zone
zone
zone
zone
zone
zone
zone

si pTrunkG oup
si pTrunkG oup
si pTrunkGr oup
si pTrunkGr oup
si pTrunkG oup
si pTrunkG oup
si pTrunkGr oup
si pTrunkG oup
si pTrunkG oup

CORE_STG nedi a nedi al pl nterfaceG oupNane CORE_LIF
CORE_STG si gnal i ng honor Maddr Par am enabl ed

CORE_STG pol i cy nedi a packet Servi ceProfil e CORE_PSP
CORE_STG policy signaling ipSignalingProfile CORE_|I PSP
CORE_STG servi ces dnsSupport Type a-srv-naptr

CORE_STG i ngressl pPrefix x.x.x.x x

CORE_STG si gnal i ng rel ayNonl nvit eRequest enabl ed
CORE_STG nedi a sdpAttributesSel ectiveRel ay enabl ed
CORE_STG node i nService state enabl ed

Create a default route to the subnet's next hop IP for the interface and IP Interface Group.

set addressContext default staticRoute X X. X X X x.X. X. X CORE_LIF IPIF2 preference 100
commi t

IP Peer

Create an IP Peer with the AS IP address and assign it to the CORE zone.

set addressContext default zone CORE i pPeer CORE_PEER ipAddress x.x.Xx.x ipPort 5060
conmi t

SBC Configuration for the Enterprise Ribbon SBC SWe Lite side
Packet Service Profile (PSP)

Create a Packet Service Profile (PSP) for the SBC Edge side. Specify the PSP within the SIP trunk group configuration.

set
set
set
set
set
set
set

profiles nedia
profiles media
profiles nedia
profiles nedia
profiles media
profiles nedia
profiles nedia

commi t

packet Servi ceProfil e ACCESS PSP
packet Servi ceProfil e ACCESS_PSP
packet Servi ceProfil e ACCESS_PSP
packet Servi ceProfil e ACCESS PSP
packet Servi ceProfil e ACCESS_PSP
packet Servi ceProfil e ACCESS_PSP
packet Servi ceProfil e ACCESS_PSP

codec codecEntryl G729A-1 OT- TEST

codec codecEntry2 G711_ALAW PTI ME_20

packet ToPacket Control transcode transcoder FreeTransparency
packet ToPacket Control codecsAl | owedFor Transcodi ng t hi sLeg
packet ToPacket Control codecsAl | owedFor Transcodi ng ot her Leg

rtcpOptions rtcp enable
pref err edRt pPayl oadTypeFor Dt nf Rel ay 101
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IP Signaling Profile (IPSP)

Create an IP Signaling Profile (IPSP) for the SBC Edge side. Specify the IPSP within the SIP trunk group configuration.

set profiles signaling ipSignalingProfile ACCESS_ |PSP set profiles signaling ipSignalingProfile ACCESS_| PSP
i pProtocol Type sipOnly
set profiles signaling ipSignalingProfile ACCESS | PSP commonl pAttributes flags
i ncl udeTr ansport Typel nCont act Header enabl e
set profiles signaling ipSignalingProfile ACCESS | PSP commonl pAttri butes

m ni m zeRel ayi ngOf Medi aChangesFr om her Cal | LegAl |

enab

le

set profiles signaling ipSignalingProfile ACCESS | PSP commonl pAttri butes
r el ayDat aPat hModeChangeFr omt her Cal | Leg enabl e

flags

flags

set profiles signaling ipSignalingProfile ACCESS_|PSP commonl pAttributes flags noPortNunber 5060 enabl e

set profiles signaling ipSignalingProfile ACCESS_|IPSP commonl pAttributes rel ayFl ags di al ogEvent Package enabl e
set profiles signaling ipSignalingProfile ACCESS_I PSP commonl pAttributes relayFlags info enable

set profiles signaling ipSignalingProfile ACCESS | PSP commonl pAttributes relayFl ags notify enable

set profiles signaling ipSignalingProfile ACCESS | PSP commonl pAttributes rel ayFl ags refer enable

set profiles signaling ipSignalingProfile ACCESS_|PSP commonl pAttributes relayFl ags statusCode4xx6xx enabl e
set profiles signaling ipSignalingProfile ACCESS_ |IPSP commonl pAttributes rel ayFl ags updat eWthout Sdp enabl e
set profiles signaling ipSignalingProfile ACCESS_|PSP commonl pAttributes transparencyFl ags aut hcodeHeaders
enabl e

set profiles signaling ipSignalingProfile ACCESS_ |IPSP commonl pAttributes transparencyFl ags mni Body enabl e

set profiles signaling ipSignalingProfile ACCESS_I PSP commonl pAttributes transparencyFl ags referredByHeader
enabl e

set profiles signaling ipSignalingProfile ACCESS_I PSP commonl pAttributes transparencyFl ags si pfragBody enable
set profiles signaling ipSignalingProfile ACCESS_|PSP commonl pAttributes transparencyFl ags unknownBody enabl e
set profiles signaling ipSignalingProfile ACCESS | PSP egresslpAttributes flags di sabl e2806Conpl i ance enabl e
set profiles signaling ipSignalingProfile ACCESS_ | PSP egresslpAttributes privacy transparency enabl e

set profiles signaling ipSignalingProfile ACCESS_|IPSP ingresslpAttributes flags sendUpdat edSDPi n200Ck enabl e
set profiles signaling ipSignalingProfile ACCESS | PSP egresslpAttributes transport typel udp

set profiles signaling ipSignalingProfile ACCESS | PSP egresslpAttributes transport type2 tcp

commi t

IP Interface Group

Create an IP Interface Group and assign its interface and IP address for connecting to the SBC Edge.

set addressContext default iplnterfaceG oup ACCESS LIF iplnterface | PIFO ceNane | OTSBCL port Nanme pkt1l
set addressContext default iplnterfaceGoup ACCESS LIF iplnterface |IPIFO i pAddress XxX.XX.XXX.XX
set addressContext default iplnterfaceG oup ACCESS LIF iplnterface | PIFO prefix xx
set addressContext default iplnterfaceGoup ACCESS LIF iplnterface |IPIFO node inService state enabl ed
commi t

Zone

A Zone groups the set of objects that communicate with the SBC Edge 1000.

set addressContext default zone ACCESS id 2
conmi t

SIP Signaling Port

A SIP Signaling port is a logical address permanently bound to a specific zone that sends and receives SIP call signaling packets.

set addressContext default zone ACCESS id 2 sipSigPort 2 iplnterfaceG oupNanme ACCESS LIF ipAddressV4 XXX, XXX.
XXX. XXX port Nunmber 5060 transportProtocol sAl |l owed sip-tcp, sip-udp

set addressContext default zone ACCESS id 2 sipSigPort 2 nbde inService state enabl ed

commi t

SIP Trunk Group

Create a SIP Trunk Group on the Enterprise SBC Edge 1000 side and assign the PSP and IPSP that you configured above.
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set addressContext default zone ACCESS sipTrunkG oup ACCESS_STG nedi a nedi al pl nterfaceG oupNanme ACCESS_LIF

set addressContext default zone ACCESS si pTrunkG oup ACCESS_STG signal i ng honor Maddr Par am enabl ed

set addressContext default zone ACCESS sipTrunkG oup ACCESS STG policy nedi a packet Servi ceProfil e ACCESS_PSP
set addressContext default zone ACCESS sipTrunkG oup ACCESS_STG policy signaling ipSignalingProfile ACCESS | PSP
set addressContext default zone ACCESS sipTrunkG oup ACCESS STG servi ces dnsSupportType a-srv-naptr

set addressContext default zone ACCESS sipTrunkG oup ACCESS _STG ingresslpPrefix x.x.x.x X

set addressContext default zone ACCESS si pTrunkG oup ACCESS_STG signaling rel ayNonl nviteRequest enabl ed

set addressContext default zone ACCESS sipTrunkG oup ACCESS STG nedi a sdpAttributesSel ectiveRel ay enabl ed

set addressContext default zone ACCESS sipTrunkG oup ACCESS_STG node inService state enabl ed

commi t

IP Peer

Create an IP Peer with the Fully-Qualified Domain Name (FQDN) or IP address of the endpoint and assign it to the PSTN Side.

set addressContext default zone ACCESS ipPeer ACCESS PEER i pAddress Xx.Xx.Xx.x ipPort 5060
commi t

IP Static Route

Create a default route to the subnet’s next hop IP for the interface and IP Interface Group.

set addressContext default staticRoute X. X. X. X X X.X.X.1 ACCESS_LIF IPIFO preference 100
commi t

Routing Label

Create a Routing Label with a single Routing Label Route to bind the egress Trunk Group for the C20-AS and the Enterprise SBC Edge 1000 IP
Peer.

set global call Routing routinglLabel ACCESS RL routinglLabel Route 1 trunkG oup ACCESS_STG i pPeer ACCESS_PEER
inService inService

set global callRouting routinglLabel CORE_RL routingLabel Route 1 trunkG oup CORE_STG i pPeer CORE_PEER inService
inService

commi t

Routing

Routing allows you send calls to the correct destination. You can use routing options based on your requirements. Configure the standard and
specific routes (with usernames) to ensure that no matter how the called party is addressed (a number or username), the SBC routes the
message to the Core. Create Route entries for standard Trunk Group routing with Matching Criteria and a Routing Label destination.

set global callRouting route trunkG oup ACCESS STG | OTSBCl standard Sonus_NULL Sonus_NULL all all ALL none
Sonus_NULL routingLabel CORE_RL

set global callRouting route trunkG oup ACCESS STG | OTSBCl usernane Sonus_NULL Sonus_NULL all all ALL none
Sonus_NULL routingLabel CORE_RL

set global callRouting route trunkG oup CORE_STG | OTSBCL standard Sonus_NULL Sonus_NULL all all ALL none
Sonus_NULL routingLabel ACCESS RL

commi t

Section-C : Ribbon C20-AS Configuration

The following documentation was used to configure the Application Server: C20-EXPERIUS SIP Trunking
Solution Guide (630-01981-01_02.01_1.2).

Configure Ribbon AS

System Management Console Configuration

To configure the Static SIP PBX, you will need access to the Ribbon C20-AS MCP System Management Console.
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Static SIP PBX Addresses

The Static SIP PBX does not send SIP REGISTER messages to notify the network of its signaling address, therefore, the address of the SIP PBX
must be provisioned in the network. Configure the address of the private side of the SBC that represents the static SIP PBX. Select Network
Data and Mtc > Addresses. Add an address as shown in the following example.

# MCP System Management Console : MCP_19.0.20.8_2018-06-06-1655 : admin : 172.28.243.8
File Views Administration Tools Help

99 95>

Minor: 3 Warning: 3
a Search Q
| (4]
Physical Sites Logical Name IPv4 Address IPv6 Address
SMDI Servers SH1ZUN-U 22820831 ~
External Nodes SB120N-1 172.28.204.38
Informational Elements SESMASenviceAddr 172.28.24370
' External 1P I.:'rmfles Siots53 172282438136
4 External Apphcanon Managers SMExtNATAddr 0.0.01
 ECS Routing Servers SMINtOAMSvcAddr 172282438
Sessmn.EIorderControIIers S51S51Addr 172.28.243 68
Messaging Gateways 55151Addr2 172.28.243.100
> AMA Profiles S5152Addr1 172.28.243.69
AYT Profiles S5152Addr2 172.28.243.101
Rerouting Profiles test 10.250.193.180
Re.sponse CO(_Te ME_IDDIHQ tg1062 217.78.109.198
Third Party Notification Server thanh 10.250.194 68
Standalone SIP PBX Tv2StaticSipPbx 172.28.245.24
) Conﬂgyre AYT Frofile for Elements Tkv35taticSipPbx 1722927 18
3 Endpoint Mamtenan.ce ’ Tkv4StaticSipPbx
System SIP Authentication Credent TMAZ0SST 10.250.168.132
W Task Scheduler VP109GVM 172.28.160.10
¥ | Session Policy Server Wolfpack 47 234 106.242 ¥
¥ | SIP Templates
¥ | SIP Profiles ~
| Lawful Intercept I( ( : " ) )I
Wi Security
¥l Media Portal Data + | (| - &
¥ | Offline Charging
¥ | Online Charging
¥ | OAM Profiles

Static SIP PBX External Nodes

Configure an external node by mapping the Static SIP PBX address to the node name. Select Network Data and Mtc > External Nodes. Add an
External Node as shown in the example below.
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Major: 18

Minor: 3

=l o | Metwork Data and Mic

ErLicensekey
' Regional Patch Selector
» Banners

al 3IP Proxies
» External Application Managers

» ECS Routing Servers

» Session Border Controllers
Messaging Gateways

2 AAA Profiles

» AYT Profiles

» Rerouting Profiles

" Response Code Mapping

hird Party Motification Server

2 Standalone SIP PBX

> Configure AYT Profile for Elements
3 Endpoint Maintenance

System SIP Authentication Credent
Wi Task Scheduler

¥ | Session Policy Server

¥ | SIP Templates
Wi SIP Profiles

¥ | Lawful Intercept
W Security

¥ | Media Portal Data
+- @ Offline Charging

¥ | Online Charging

(& External Nodes

Name / Address
S6 56
ST2GVPP ST2GVPP
58 58
582 582
58P 58P
s9 S9GVPP
S_new 5_new
SB119 SB119

SB120-0 SB120-0
sB1201 S$B120-1
SB120N-0 SB120M-0
SB120N-1 SB120M-1
siots3 siots3
tg1062 tg1062
Thanh_test thanh
Tkv25taicSipP bx Tkv2StaticSipPhx
Tkv3StaicSipP bx Tkv3StaticSipPbx

TkvdStaticSipPhx

Tkv4StaticSipPhx

[Wolfpack

|Walfpack

1v|r1| )

C20 SIP PBX
From Network Data and Mtc, select C20 Converged Softswitch Integration, SIP PBX, and then C20 SIP PBX.

G) AS13.0 and AS12.1 loads support the "transport node" solution as shown in the snapshot below.

Add a C20 SIP PBX as referenced below using the C20 CIP PBX “tkv4st.”

For AS14.0 and higher loads, C20 SIPPBX uses the "transport link" solution.

Confidential and Proprietary. Copyright © 2020-2023 Ribbon Communications Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.




=l gl Metwork Data and Mtc % C20SIP PBX
g Licensekey s E@
Regional Patch Selector
Search
¢ Banners Q
Addresses
& SNWP Profiles ShortName LongName Trusted Node Identification P... Home Session...
: Physical Sites a P a 3 e ge...
2 SMDI Servers
& External Nodes K ( e (1 ) )I
€ Informational Elements
é_‘ External SIP Proxies & Edit SIP PBX X
= External Application Managers
& ECS Routing Servers ShortName : tivdst
é Session Border Controllers
QS Messaging Gateways LongName TKvA-SlancSlmed
& AAA Prafiles )
B 41T Profles Trusted : O
& Rerouting Profiles ExemptDoSProtection : [
¢ Response Code Mapping )
& Third Party Notification Server AYT Audit :
¢ standalone SIP PBX AYT Audit Period - 20
é Configure AYT Profile for Elements
% Endpoint Maintenance AYT Profile : SIPTrunkingdefaultOptions ~
System SIP Authentication Credentials|
W Task Scheduler OMs O
¥\ Session Palicy Server Mime Type Support:  Configure Mime Type Support
| SIP Templates .
: Lonfigure C Tl Support
¥ SIP Profiles CTI Support Configure CTI Support
Wl Lawful Intercept DNS O
Wi Security Primary Transport Information
¥ | Media Portal Data
¥ | Offline Charging MNode : Tkv4StaticSipPbx ~
Online Chargin
:: i F,mmesg L Identification Port - 5060
| = &1 C20 Converged Softswitch Integration Enable Remote SIP UDP Port : Remote SIP UDP Port: 5060
C20 Call Agent
g o0 : Enable Remote SIPTCPPort: [  Remote SIP TCP Port: 5060
9 C20 Gateway Controllers Enable Remote SIP TLS Port : [0 Remote SIP TLS Port:  |5061
& SIPIPRIHeader Wapping
¥ | Cause Code Mapping Secondary Transport Information
T @l SIF PBX
Node : <none= ~
k2 Network Speciic Facility Identification Port - 0

=’ Transit Network Selector
¥ | SIP Redirection Servers Enable Remote SIP UDF Port: Remote SIP UDP Port: |5060
¥ | External IMS Elements

Enable Remote SIP TCP Port : Remote SIP TCP Port:  |5060
¥ | DSCP Marking
¥ ARTS Integration Enable Remote SIP TLS Port © Remote SIP TLS Port . |5061
¥ Servers
¥ Chassis Cause Code Map
¥ | Database
& | Application Definitions SIPtoPRIC | default X
Wi Network Elements PRIto SIP:  default v
Header Map
Header Map: |PAID ~
< >
AYT Profiles

The AYT Profile is mandatory if the AYT Audit was selected in the C20 SIP PBX setup as shown in the preceding screen capture. Here, we will
either select SIP OPTIONS to send OPTIONS message or SIP INFO to send INFO messages (to probe SIP PBX availability) and also, we may
select valid responses for the Success Message List apart from default 200 OK response to the AYT audit. The AYT audits (either SIP OPTIONS
or SIP INFO messages) will be sent by the C20/AS to monitor the connectivity to the SIP PBX. From Network Data and Mtc select AYT Profiles.
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Total Alarms Critical: 4 Major: 18 Minor: 3 Warning: 3

= & | Metwork Data and Mic

L) Licensekey & AYT Profiles = E
& Regional Patch Selector ;

& Banners Profile Name

5 pddresses Aastra_SIPTrunking_Options

&' SNMP Profiles defaultinfo

&’ Physical Sites defaultOptions

&9 SMDI Servers SIPTrunkingdefaultinfo

&% External Nodes SIPTrunkingdefaultOptions
= Informational Elements UnifyOPSY
= External SIP Proxies
2% External Application Managers
2% ECS Routing Servers
& Session Border Controllers
¥ Messaging Gateways
&5 AMA Profiles
v Profiles [l
Rerouting Profiles
& Response Code Mapping ;
& Third Party Motification Server + < - @
' Standalone SIP PBX
=" Configure AYT Profile for Elem I} @ Edit AYT Profile Configuration SIPTrunkingdefaultOptions X
Endpoint Maintenance
3 Systemn SIP Authentication Cre | ([ AYT Profile Configuration
¥ | Task Scheduler
¥ | Session Policy Server
¥ | SIP Templates

I Profile Mame SIPTrunkingdefaultOptions I

¥ SIP Profiles SIP Message | | INFO OPTIONS
¥ | Lawful Intercept
W Security Include tgrp and trunk-context parms

¥ | Media Portal Data
¥ | Offline Charging
¥ | Online Charging

200 0K is always considered as sUCCESS response.

Fail Message List Success Message List
¥ | OAM Profiles 200 =
¥ C20 Converged Softswitch Int
W External IMS Elements 0
¥ DSCP Marking 402
¥l ARTS Integration 403
V| Servers 404 e
¥ | Chassis 405
¥ | Database 406
& | Application Definitions 407 =
¥ | Network Elements

Apply Cancel

Note
SIPTrunkingdefaultOptions was used during testing.

SIP/PRI Header Mapping

A new Header Map was created for this test. This maps specific SIP messages to specific PRI messages. The default Header Map was modified
(see the following screen capture).

From Network Data and Mtc select the C20 Converged Softswitch Integration folder and then SIP/PRI Header Mapping.
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Total Alarm: Critical: 4

Major: 18

Minar: 3 Warning: 3

» SNMP Profiles

» Physical Sites

2 SMDI Servers

» External Modes

» |nformational Elements

» External SIP Proxies

' External Application Managers
» ECS Routing Servers

) Session Border Controllers

' Messaging Gateways

D AMA Profiles

2 AYT Profiles

' Rerouting Profiles

' Response Code Mapping

' Third Party Motification Server

PAID
SipPbxMap

= &) Metwork Data and Mtc [5: Header Maps =<
&5 Licensekey
' Regional Patch Selector Map Name Description
 Banners default |Default Map |
o Addresses

FPAID

Diversion to OCPN

|
¥ SIP PBX
¥ | SIP Redirection Servers
¥ | External IMS Elements
¥ | DSCP Marking
¥ | ARTS Integration

) Standalone SIP PBX T ||| = &
' Configure AYT Profile for Elements
g Endpoint Maintenance W Edit Header Maps W
Systemn SIP Authentication Credentials
¥ | Task Scheduler Map Name : |SipPbxMap
¥ | Session Policy Server e R "
¥ SIP Templates Description . Diversion to OCPN
¥\ SIF Profiles PRI sip URL Field
:: Iézgl:iln:fntercept Calling Party Number  |From
; gnnected Mumbe P-As=erted-ldentity
:: g;ffe E“hrgi'ga‘;‘a [Original Calied Party N Diversion
] Dsidiic Gl Red!rect!ng Party Mum... H!story-lnfu
| OAM Profiles Redirection Mumber Histary-Info
|_| = = Qriginating Line Inform... |[From isup-oli
=g | C20 Converged Softswitch Integration Called Parly Subaddre. |Request-URI isub
% g;g AR Advice Of Charge AOC_Header _
= 090 Gateway Conlrollers Calling Party Subaddre...|From isub
i Connected Party Suba... |P-Asserted-ldentity isub

Apply Cancel

Note

0)

The PRI header Original Called Party Number was changed from the History-Info header to the Diversion header. This instructs the AS
to use the Diversion header containing the Original Called party Number. When the Call is sent to the CIM Voice Mail server, the
Diversion header is in the INVITE message.

SIP Profiles

A custom SIP Profile may be required to support different types of SIP PBX. In this case, Ribbon recommends you copy the SipPBX SIP Profile
and only change the settings required to support the particular SIP PBX. From Network Data and Mtc, select the SIP Profiles folder and then SIP
Profiles. Then give the profile a name and description.
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Warning: :

=& | Metwork Data and Mic
&) Licensekey
¢/ Regional Patch Selector
» Banners
» Addresses
» SNMP Profiles
» Physical Sites
SMDI Servers
External Nodes
nformational Elements
’ External SIF Proxies
o/ External Application Managers
» ECS Routing Servers
ession Border Controllers
’ Messaging Gateways
AAA Profiles
2 AYT Profiles
¥ Rerouting Profiles
» Response Code Mapping
» Third Party Motification Server
. Standalone SIP PBX
? Configure AYT Profile for Elements
g Endpoint Maintenance
System SIP Authentication Credentials
W Task Scheduler
¥ | Session Policy Server
¥ | SIP Templates

=& | SIP Profiles
Export SIP Profiles

% Import 3IP Profiles
3 Sip Profile Change History
¥ | Lawful Intercept
W | Security
¥ | Media Portal Data
¥ | Offline Charging
¥ | Online Charging
+-9 | OAM Profiles
¥ | G20 Converged Softswitch Integration
¥ | External IMS Elements
+- | DSCP Marking

¥ | ARTS Integration

V| Semvers
¥ | Chassis
¥ | Database

& | Application Definitions
¥ | Metwork Elements

[5 SIP Profiles = [
Profile Name Description
arrisTG From_Default A
ARRISTM From_Default
Asterisk Asterisk
asteriskphbx asteriskpbx
Audiocodes audiocodes
AudiocodesSipGatewayMP AudioCodes MP 1AD PROFILE

AvayaAura

Avaya Aura Sip PBX without Option
A Office without Option

¢ R - | §
i EditSIP Profile AvayalPO *
"Proﬁle MName : A\-'a'y'aIF'OI s
Description :  |Avaya IP Office without Option
Signaling
Request Selection: Select Requests
Redirect Response Allowed :
Header Selection: Select Headers
Filter Incoming Allow Header Content . Select Allow Methods
Service Configuration :  Configure Service XML Data
Tags Allowed :
Allow User Info Parameter
Requestx-nt-profile Header: [
Add calling party display :
Max Headers : 200
Max Header Length : | 1024
Max Block Size : 4096
Hookflash URIusername :  |[flash
Digit Timeout URI username : | digit_timeout
Emergency Mid Call Reject: []
User User Mode1: [
Require Priority RingBack: []
Play Announcements :  []
Unigue Call IDs w
< >
Apply Cancel
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i Edit SIP Profile AvayalPO

Use Calling Party as From :

Use Options :

Consult XFer SVC needed :

Force Homed User :

Require Conference Parameter Swap :
Require Refer To Privacy Swap :

Delay XFer202 :
Alert Information Set Selection . Select Alert Information Set
Subscribe Param Selection : Select Subscribe Params

[ RIS (1 I8 N |

Require Alert Info Header :

Refer Response :

Suppress Long call :

Static Client Type :

Refer To Substitution :

IM Session Authentication :

MCD Update Call Model :

Use From Header For Subr Lookup :

Add Diversion Header :

Use Request URI As TO -

Remove Unknown Paid :

Handle Refer On As :

Use IP as FROM Domain :

Remove Replaces Support :

Remaove NT-Endpoint from Request URI :
Remove NT-Endpoint from Contact :
Alteon 302 Redirection :

Allow DualCli when Privacy header is Set:
Require PRACK :

Use UA-Profile Event Package for MWI : Special Condition Tone

Override Host in From URI after Translation :

Set username for CLI unavailable : anonymaous

Set username for CLI private : Private number

AS Provides Subsequent Ringback :
Treats Sendonly as Hold :

Remove Phone Context :

PIDF-LO :

Use DN For Paid :

Use PCharge Info :

EEEEEE g B g WEEE RN EEE RN

Mo Ring Alert Info : hitp:127.0.0 1/bellcore/patiern_3 ~
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& Edit SIP Profile AvayalPO

Multi-Mode Handset (MMH)
MNTMMH :

Apply Privacy On Trusted Mode :
Do Mot Send Route Header :

Disable Slow Start
Fareign Server Use As Interapp :

Remove NT parameters from Refer-To :
From Change Header Allowed :

Send ™83 Session Progress™ Motify For Transfer In Progress :
Use Default IM Encoding :

Add CDPad Parameter :

RFC4235 Compliant Dialog MOTIFY :
Retain Contacts On Active Call :

VM Server Indication in MYV :

Use 401 for Authentication :

Post Progress Signaling Alteration :

Use 401 for Only REGISTER Authentication :
BLF - Same Dialog ID for Forked Calls :

Supported Intercom Header :

se DN for Request URI :

Send ™80 Ringing™ Motify For Transfer After "202 Accepted™:
Dialog Motify Update For Advatel :

Correct Refer to For Advatel

Send "491 Request Pending” for rapid re-INVITE or UPDATE. :
Send "486 Busy Here" for GCP busy tone. :

Early Dialog CLID Update Method :
Early Dialog CLID Update Guard Timer {(ms) :

Active Dialog CLID Update Method :

Enable Call Park Motify for Dialog Event :
Disable Authentication for Re-Register :

lgnore "no-fork” in Request-Disposition :

Media

HEEE

[#)
fid
)
aQ
[#]
@
=
o
i
w

WEEEER gy IEEENEEEEEEEN

Mone v

Mone w

([
B
&

Audio Codec Selection :
Wideo Codec Selection :
Audio PTime Selection :

Insert PTimes :

Info Dgit Megotiation :
Codec Change :
Pivot Allowed :

All Content :

Select Audio Codecs

Select Video Codecs
Select Audio PTimes

Mone

KA RO
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# Edit SIP Profile AvayalPO

Use 401 for Only REGISTER Authentication: [

BLF - Same Dialog ID for Forked Calls :  []
Supported Intercom Header : |

Use DN for Request URL: [

Send ™80 Ringing™ Motify For Transfer After "202 Accepted™: [
Dialog Motify Update For Advatel :  []

Correct Refer to For Advatel : [

Send "491 Request Pending” for rapid re-INVITE or UPDATE. : [ ]
Send "486 Busy Here” for GCP busy tone. :

Early Dialog CLID Update Method . |MNone w

Early Dialog CLID Update Guard Timer (ms) : 0

Active Dialog CLID Update Method: Mone w~

Enable Call Park Motify for Dialog Event: [
Disable Authentication for Re-Register: [
lgnore "no-fork” in Request-Disposition: [
Media
Audio Codec Selection : Select Audio Codecs

Video Codec Selection: SelectVideo Codecs
Audio PTime Selection :  Select Audio PTimes

Insent PTimes : |MNone

Info Digit Negotiation :

Codec Change :

Pivot Allowed :

All Content :

InfoDigit :

Insert38Desc:

Hold Needed:

Use MNetwork PTime :

Remove SDP From PRACK :

Allow Avaya Enterprise Content :

Remove SRTP :

Multiple Early Media Dialog :

Remove Redundant SDP from 200 OK :

Supports Early Media Detection :

RFC 3264 Compliant Hold-Retrieve ;

Remaove Application Media Attribute If Collab Session ;
Drop Calls With Mo Audio Codecs Following Filtering :
Disable Retrieve with Slowstart :

Remaove ICE Attributes :

I A R  CV R (AR A LA Y

Select Requests

The following default settings are viewed when clicking the Select Requests link.
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=g | Metwork Data and Mic
& Licensekey
' Regional Patch Selector
» Banners
P Addresses
' SMMP Profiles
»* Physical Sites
» SMDI Servers
' External Modes
' Informational Elements
' External SIP Proxies
»* External Application Managers
o ECS Routing Servers
' Session Border Controllers
o Messaging Gateways
' AAA Profiles
) BYT Profiles
o Rerouting Profiles
' Response Code Mapping
* Third Party Motification Server
y Standalone SIP PBX
' Configure AYT Profile for Elements
3 Endpoint Maintenance

System SIP Authentication Credentials
¥ | Task Scheduler

¥ | Session Policy Server

¥ SIP Templates

=& | SIP Profiles

SIP Profiles

2% Export SIP Profiles
s Import SIP Profiles

3 Sip Profile Change History
¥ | Lawful Intercept
¥ | Security
¥ | Media Portal Data
¥ | Offline Charging
¥ | Online Charging
¥ | OAM Profiles
¥ | C20 Converged Softswitch Integration
¥ | External IMS Elements
¥ | DSCP Marking
¥ | ARTS Integration

| @ Edit SIP Profile AvayalPO *
Profile Name : | AvayalPO
Description : | Avaya [P Office without Option
Signaling
Request Selection : | Select Requests
Redirect Response Allowed
Header Selection : SelectHeaders
Filter Incoming Allow Header Content: Select Allow Methods
Semnvice Configuration : Configure Service XML D
Tags Allowed :
Allmsas | lmmre lefen Maemmantore - (sl
< >
Apply Cancel Copy
|
i SIP Request Selection *

Request Processing Allow Available Requests! ~ I

SIP Request Select
Selected Requests

ion

Available Reguests

ack

bye
cancel
info

invite
message
notify
options
prack
publish
refer
subscribe
update
Senice

==

=

Apply Cancel

Select Headers

The following default settings are viewed when clicking the Select Headers link.
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@ Edit SIP Profile AvayalPO b4
Profile Mame : |A'-rayaIF'G Lo
Description : |ﬁua].raIF' Diffice without Option
Signaling
Request Selection : Select Requests
Redirect Response Allowed :
|HeaderSeIectinn: Select Headers I
Filter Incoming Allow Header Content :  Select Allow Methods
Senvice Configuration : Configure Semvice XML Data
Tags Allowed :
Allnssa | L e leFrn Mhmemmnndbae - [ w
£ >
| Apply | | Cancel | | Copy |
-
# SIP Header Selection >
Header F'rncessing|iﬂ]lowﬁuailahle Headers} « |
SIP Header Selection
Selected Headers Awailable Headers
remate-party-id accept L]
¥-nt-mas-uc-greet accept-contact
accept-disposition
accept-encoding
accept-language
addressheader
alert-info
allow
allow-events
also
= authorization
call-id
s call-info
channel
contact
content-disposition
content-encoding
content-function
content-language
content-length
content-type
cseq
date
diversion W
| Apply | | Zancel

Select Allow Methods
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The following default settings are viewed when clicking the Select Allow Methods link.

@ Edit SIP Profile AvayalPQ *
Profile Mame : |AvayalPO N
Description :  |Avaya IP Office without Option
Signaling
Request Selection: Select Requests
Redirect Response Allowed :
Header Selection . Select Headers
| Filter Incoming Allow Header Content:  Select Allow Methods |
Senice Configuration : Configure Service XML Data
Tags Allowed
Allow User Info Parameter :
Request x-nt-profile Header: [
Add calling party display
Max Headers : 200
Max Header Length : | 1024
Max Block Size : 4098 W
£ )3
Apply Cancel Copy
i 5IP Allow Method Selection X
- SIP Allow Method Selection -
Selected Allow Methods Available Allow Methods
UPDATE
=l
=
Apply Cancel

SIP Authorized Methods
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Configure the AS to require authentication for both SIP INVITE and REGISTER transactions. From Network Elements, select Session
Managers, SessionManagerX, and then Authorized Methods.

¥l Network Data and Mtc = SessionManager! Authorized Methods %
¥ Servers = ? =

Wl Chassis Authorized Method

¥ | Database

Application Definitions :::JI:(;ETER I
_

¥ | System Manager

& | Fault-Performance Managers
Accounting Managers
=& | Session Managers

=g | SessionManager
{& Instance

é Resources

% MNE Maintenance

% Element Audit Maintenance
¥ | Session Policy Server Integratio
¥ | C20 Converged Softswitch Integ
¥ | Standalone SIP PBX Integration

[ | Lawful Intercept ¢ = e @

Session Manager Configuration Parameters

Session Manager (SESM) Configuration Parameters and associated values are set globally within the AS and are not unique to the SIP PBX.
From Network Elements, select Session Managers, Session Manager x (x can be from number 1), and then Configuration Parameters.

¥\ Network Data and Mic i SessionManager1 Cenfiguration Parameters = [eEdm
¥ Serers
¥ | Chassis Parm Group: ACDAgentSemnice ~
Name Value
ACDInviteTimer 4
= ACDKeepAliveTimer 600
& | “ault-Performance Managers ACDMaxTreatmentAtternpt 5
e ACDMaxTreatmentPendng 45
= - jesf:;';irﬂi:‘faiearser : ACDMinTreatmentPending 10
-l eonag TrzatmentCallBackAttemptPeriod B0
¥ [nstance
=) DMNS Server
=¥ Resources
#% NE Maintenance
&% Element Audit Maintenance
¥ | Session Policy Server Integratio
¥ C20 Converged Softswitch Integ
¥ Standalone SIP PEX Integration - @

Authentication With Integrity

For each AS SESM, set the AuthenticationWithIntegrity parameter to false and Parm Group = Authentication.
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¥ | Metwork Data and Mtc (% SessionManager! Configuration Parameters E@
¥ Semvers
¥ Chassis Parm Group: | Authentication vI
¥ | Database
| Application Definitions Name Value
AllowAdvancedAuthentication true
R i Authenticationwithintearity false |
- Fault—F'e_rformance e ExternalAuthenticationCache Timer 180000
N Loy Moagers GracePeriod 90000
=&l Sessmn_l'danagers MNCSeguenceEnforcement falze
RO S MoncelsageCount 30000
Privatekey MCP
&) DNS Server
& Resources
% NE Maintenance
#% Element Audit Maintenance
¥ | Session Policy Server Integratio
¥ | C20 Converged Softswitch Integ
¥ | Standalone SIP PBX Integration w @

Configuration Parameters for Long Call
This parameter determines the length of time, in minutes, between endpoint audits. Duration is used to detect abandoned calls. A value of zero

deactivates the duration parameter.

Note
Make sure Parm Group = LongCall.

¥ | Network Data and Mic % SessionManager? Configuration Parameters = E
¥ Servers

¥ | Chassis Parm Group: 1 ongCall P

¥ | Database

& | Application Definitions

= e g Name Value
& | Network Elements ) ] .
¥ System Manager ghectlf:pommudltDuratlon 3 |
& | Fauli-Performance Managers Eura o Surat 0
¥ | Accounting Managers .me.rgency UI_'EI L
- SipLinesDuration a0
=& | Session Managers TisTcoCallAuditDurat 300
= =l SessionManager SHCpea LT T O

=’ Instance
Sl Configuration Parameters

= DNS Server
5’ Resources
2§ NE Maintenance
#% Element Audit Maintenance i @

¥ | Session Policy Server Integration

SIP PBX Configuration
Defines a name for the SIP PBX to use in other associated provisioning entities. From Network Elements, select Session Managers >

SessionManagerl > C20 Converged Softswitch Integration > SIP PBX Integration > SIP PBX Configuration. The SIP PBX Configuration
used for our setup was Tkv4StaticSipPbx.
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¥ | Network Data and Mtc
Wl Servers
¥ | Chassis
Wi Database
Application Definitions
| System Manager
& | Fault-Performance Managers
¥ | Accounting Managers
=& | Session Managers
2@l SessionManager
K Instance
Configuration Parameters
Authorized Methods
DMS Server
Resources
#% NE Maintenance
#% Element Audit Maintenance
Session Policy Server Integration
= C20 Converged Softswitch Integration
VG Appearance Configuration
=& | 5IP PBX Integration

oute Configuration

[+ SessionManagert SIP PBX Configuration

Search

= s

SIP PBX /
AsteriskPBX

PBX_CSBC

PBX_DSBC

PBX_ESBC

sippbx

tekizionSipPbx

Tkv25taticSipPbx

Thy3StaticSipPbx
Thy4StaticSipPbx

K

1

N

SIP PBX Route Configuration

Establishes links between the AS SIP PBX entity and the C20 by associating the SIP PBX name, defined in the AS SIP PBX Configuration, with

an ISDN Logical Terminal ID (LTID) and Virtual Media Gateway defined in the C20.

¥ | Metwork Data and Mic
Wi Servers
¥ | Chassis
¥ Database
Application Definitions
¥ | System Manager
& | Fault-Performance Managers
¥ | Accounting Managers
= | Session Managers
| =l SessionManageri |
Instance
Configuration Parameters
Autharized Methods
DMS Server

[@ SessionManager! SIP PEX Route Configuration

= =

Search Q

SIP PBX LTID VMG c20
AsteriskPBX 15DMI3 Asterisk C5-1
PBX_CSBC LTSIP/20 PBX-LYNC-CSBC Cs-1
PBX_DSBC LTSIP/30 PBX-LYNC-DSBC C51
PBEX_ESBC LTSIPM0 PBX-LYNC-CSBC Cs-1
sippbx1 ISDM/2 EdgewaterSinglePRI C5-1
tekVizionSipPbx 1SDNN tekVizionSIP-PBX Cs-1
]Tk\c‘QStatiCSipF’bx ISDM/9 |te kWizion23IP-PBX C5-1
Tkv3StaticSipPox  |[ISDN/M4 tekVizion3SIP-PBX C3-1

EE

Tkv4StaticSipPbx ‘tekViziond4SIP-PBX

Resources
@& ME Maintenance
2% Element Audit Maintenance
W | Session Policy Server Integration
=g | C20 Converged Softswitch Integration
&) VMG Appearance Configuration
o a0

(]
siP PBX Route Configuration [l

K "ml >

[ £

SIP PBX Link Maintenance

After configuring the SIP PBX in the Provisioning Manager shown in the following screen capture, we will be able to bring up the link.

= ==l

=g | Metwork Elements
¥ | System Manager
& | Fault-Performance Managers
Accounting Managers
El | Session Managers

(s> SIP PBX Link Maintenance

Search

Q

= & | SessionManagert SIP PBX Name Administrative St.. Operational State  Registration State  Test Result
Instance Thkv25taticSipPbx OFFLINE UpP STATIC
Configuration Parameters sippbx1 OFFLINE up NOT_REGISTERED
Authorized Methods Tkv3StaticSipPbx OFFLINE up STATIC
DNS Server AsteriskPBX OMNLINE NOT_AUDITED STATIC
Resources OMLINE STATIC

& NE Maintenance tekVizionSipPbx OFFLINE UP NOT_REGISTERED
# Element Audit Maintenance PBX_ESBC OMLINE NOT_AUDITED STATIC
PBX_DSBC OMLINE NOT_AUDITED STATIC
=1 .| C20 Converged Softswitch Integration PBX_CSBC ONLINE NOT_AUDITED STATIC
= VWG Appearance Configuration
&5 SIP PBX Configuration
&) SIP PBX Route Configuration K ( | /1 ) }l
% SIP PBX Default Route Configuration
2% SIP PBX Digit Based Route Configuration -
(5 8IP PBX Trunk Based Route Configuration @ 'd;) O ~

E9siF PBX Link Maintenance [l

AS Provisioning Manager
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The AS Provisioning Manager is the AS web-based interface which is accessible using http as shown in the example below.
Example: http://<provisioning client IP address>:8443/prov

Service Node for SIP PBX

Defines the SIP PBX Entity, established through the AS System Manager, as an AS Service Node. In the Translations tab, select Service Node.

Service Node
Hode
Node name tva_static_sip_pbx »
Fee External domain| ” ”
Cypre—— i |
Location| Cther ¥
SVVA Status| Unsecure M !
Behind 1-1o-1 NAT
Enhanzed IM
Dual CLI
Hide Tosology [ g
e
timyeicemail Default CivVoiczmail Delzte
immisnode AZPC IMMTIA Delste
mast Nefault MAST Nelde:
Deault MAS2 Delste
C:2000ngss30 ngss_tma20sst Delste
veaun onrsst Detste
RTCC PBX_CSBC Delzte
RTCC PBX_DSBC Delzte
RTCC PBX_ESBC Delste
Avayahura Thu2StaticSipPax Delzte
Fonality TkuAStaticKipPxe Nelate
1 AvayalPQ Tkyd StaticSipPax | Delzte
AvayalP0 ‘ek\VizionSipPbx Delste

The following list defines the fields in the Service Node screen:

Node type: Select a node type based on the SIP Profile that has been established for this SIP PBX.

Select Address Name: Select the short name of the SIP PBX.

Location: Choose Other unless another location is required for the SIP.

PBX Location choices are limited to those available within the SIP PBX'’s assigned domain “Is trusted”: When selected, the AS will send
the P-Asserted-ldentity header to the SIP PBX.

® For the Node name, assign the Domain to the Node by clicking the Blue Domain link.

SIP PBX

From the Solution tab, select SIP PBX, then create a SIP PBX. Specify a username and password for the SIPPBX that will be used to
authenticate associated transactions specified in the Authorized Methods.The following is a SIP PBX example.

SIP PBX

Add | Search | SyslemDNRange | Associale Sub Ranges lo Sip PEXs | BChannel Limit

Domain |sippbx4.ict.static | Select Domain
Type| C20 |z
Node Name User Name Charge DN
tv4_static_sip_pbx 12345 1234567390
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SIP PBX

SIP PEX Details for: tvd_static_sip_phx

Modify Passwaord SETViCes Extension Users Extension Data
User name 12343
Time zone| Eastern Standard Time Wl
Charge DN (1234567850 ?
Tel URI support 2
Global E164 support || ?
Conn Mode support ?
OCHN and To Header Inferworking ?
Home language | English, en Wl
Home country| UNITED STATES, US Y@

Enterprise Domain | --None Selected-- ¥ | @

NQ Profile| --None Selected-- ¥ | @
ISuppanedSIPLlF.anrm [username]@[subscnberIP]: [subscnberPort] I Ll

Default PEM Form | --None Selected-- ¥ | @

Routing Type | Mone Wl
Fail Call On Unresolved Route r ]
CLI as Charge Mumber | |

SIP PBX

SIP PBX Details for: tvd_static_sip_ph
Modify Pazswaord Services Exiension Users Extension Data

Mew password ?
Confirm password

Sawve

Configure Ribbon C20

Gateway

Add a Gateway of type VOIP_VPN associated with the SIP PBX Entity (in this case tekVizion4SIP-PBX). The IP address must be the service
address of the AS SESM on which the SIP PBX is configured.

Gateway List
MName Domain IP Address MGC Sec.. GW .. Profile Max Terms ResTerms Protocol

Asterisk 172.28.243.70 VOIP_VPM  |2047 24 gcp
EdgewaterSingleFRI 172.28.24370 VOIP_VPMN  |2047 24 acp
PBX-LYMNC-CSBC 172.28.24370 VOIP_VPN  |2047 24 acp
PBX-LYMNC-DSBC 172.28.24370 VOIP_VPN  |2047 24 gcp
PBX-LYMC-ESBC 172.28.243.70 VOIP_VPN 2047 24 gcp
tekVizion25IP-FBX 172.28.243.70 VOIP_VPM  |2047 24 gcp
tekVizion3SIP-PBX 172.28.24370 VOIP_VPMN  |2047 24 acp
tekVizion4 SIP-PBX 172.28.24370 VOIP_VPN  |2047 24 acp
tekVizionSIP-PBX 172.28.24370 VOIP_VPN  |2047 24 gcp
testpbx 172.28.243.70 VOIP_VPMN 2047 5 gcp
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Carriers

Define Carrier(s) to assign the ISDN PRI trunks in the C20 associated with the SIP PBX Entity. In this example, carrier EPG_002 for (SIP PBX)
gateway tekVizion4SIP-PBX has 23 channels assigned starting at 2. These will be used as bearer channels. Carrier EPG_001 for tekVizion4SIP-
PBX has a single channel (1) that will serve as the ISDN PRI “D channel” for signaling.

Note
The node number is (92).

Carrier List

MName Gateway W Domain  Mode Num StartTerm MNumPorts  MNFASID.. IUAID
EFG_0C2 Asterisk 92 2 23 0
EPG_0CA Asterick Q2 1 1 0
EPG_0C2 EdgewatersinglePRI 92 26 23 0
EPG_0C1 EdgewatersinglePRI a2 25 1 0
EPG_0C2 tekVizionSI7-PBX 92 50 23 0
EPG_0C1 tekVizionSI2-PBX 92 49 1 0
EFPG_0C2 tekVizion23IP-PBX 92 74 23 0
EPG_0C1 tekVizionZ2SIP-PBX 92 73 1 0
EPC_0DC2 tekVizion2EIP PBX 02 a8 23 o]
EFPG_0C1 tekVizion3SIP-PBX 92 97 1 0
EFG_0(2 tekViziond SIP-PBX 92 122 23 0
EPG_0C1 tekViziondSIP-PBX 92 121 1 0
EPG_0C1 testpbx 92 300 1 0
EPG_0C1 PBX-LYMC-ESBC 92 500 10 0
EFPG_0C1 PBX-LYNC-CSBC 92 GO0 10 0
EPG 001 PBA-LYNGC-DSBC 92 B850 10 o]

C20 Call Agent
Table CLLI

Define the Trunk Group name and size.

Table TRKGRP

Define an ISDN PRI trunk group supporting the SIP PBX. GRPKEY is derived from table CLLI. GRPTYP = PRA is required for ISDN PRI trunk
group. LTID is derived from table LTDEF and cannot be datafilled manually. Therefore, enter $ for this field when initially adding the SIP PBX
trunk group.

Table TRKSGRP

Define a trunk subgroup entry for the SIP PBX ISDN PRI trunk group. SGRPKEY value TEKVIZION is derived from table CLLI; 0 means it is the
0Oth trunk subgroup for TEKVIZION. SGRPVAR ISDN is required to indicate ISDN PRI. PMTYPE, GWCNO, GWCNODENO, and GWCTRMNO
are all values based on the SIP PBX gateway defined by the Gateway Controller provisioning.

Note
The value for GWCTRMNO (92), defined in Gateway Controller Carrier provisioning, is the D channel for the SIP PBX ISDN PRI trunk

group.
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Table TRKMEM

Define trunk members for the SIP PBX trunk group using the bearer path carrier channels (total 23) defined at the Gateway Controller.

[0 TR S LI N T =

(&3]

=]

Table LTDEF

Define the Logical Terminal ID ISDN 15 for use with the SIP PBX trunk group.

(HOBMD } S

Table LTMAP
Map the Logical Terminal ID, defined in table LTDEF, to the SIP PBX trunk group.
(TEKVIZION_4).

® LTKEY is the LTID defined in table LTDEF.

® CLLI is the CLLI of the SIP PBX trunk group.
® All remaining values are DEFAULT.
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ltmap
LTHAP

Table LTCALLS

Define translation paths for LTID ISDN 15. Public routes use XLARTE (translation route selector) XLALEC.

80 N IOTAREDL 5

Table LTDATA

Define service data associated with LTID ISDN 15. OPTION PRI_IP_PROT is used to define the IP protocol for ISDN 14 as SIP (required for SIP
PBX trunks).

¥ ¥ ALWAYS ALWAYS (NET

Table MSGRTE

If using centralized C20 voice mail, table MSGRTE routes message-waiting indications back to the mailbox subscriber. In this example, any MWI
for DNs in this range are sent to the PRA trunk group TEKVIZION_4 (LTID ISDN 15).

Routing

PSTN to Asterisk PBX call

An example of the translation flow to route calls from PSTN line to SIP PBX trunk members is shown in the TRAVER outputs below.
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IBN 9920055 IOTLAB

DHATTRS
HOT FOUND
DHGRES
HOT FOUND
IBNFEAT
HOT FOUND
COSTS5TH

ATH ATN TIID

Yo

OCTXLA FEATXLA) &

VACTRMT, AND

IENXLA: XLANAME
NOT FOUND
ult from table XLANAME:

0 H NDGT N H GEN ( LATTR &0 IOTPLAN

digits collected individually
LINEATTER
N NONE NT 0 0 NILSFC 0 NIL NIL 00 €13 PKDK &0
G DOWE ON BASIS CALLTYPE
E XLAPLARK

TOTELAR

IOTPLAN HSCR 91 RTE1l ¥ IOTLAB

|21

T 7R

Mid.S I
TABLE STDERTCT
IOTL { 1) (1} 4
SUBTAELE STDPRT
KEY NOT FOUND
DEFAULT VALUE IS: N WP 0 NA
SUBTABLE AMAPRT
9 9 NONE OVRDALL N

TOLL G WILL BE

CREATE TOLL

HPCPATTH

HOT FOUND

( 642) (

HNEPACODE

DHNINV
21 0250
DHFEAT
HOT FOUHD
DHATTRS
TUPLE HOT FOUND
TABLE DHGRES
TUPLE HOT FOUND
TABLE OFR4
750 H D TEEVIZION

EXIT TABLE OFR4 a

e I e I o T i e N S s I o
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Asterisk PBX to PSTN Call

An example of the translation flow to route calls from SIP PBX trunk members to PSTN line is shown in the TRAVER outputs below.
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>traver tr TEEVIZTON 4 91899520055

ZICH 4 PRA O NPDGPF NCRT MIDL N (ISDN 15) 5 2

30 IOTPLAN
NOT FOUND

OFCVER

FFICE TRIGGRF TIID

[ I T I I

TBN NOWNE NT 0 0 NILSFC 0 NIL NIL 00 613 PKDK B0 L&13 NILLA O %
CABILL OFF - & DONE ON BASIS CALLTYPE
TABLE XLAPLAN
ICTPLAN HSCR

™

RATEARER

STDPRTCT
(1) { 1) 4

SUBTABLE STDERT
CHANGES IN TABLE
CALL TYPE DEFAULT

CUMENTATION.

KEY NOT FOUND

DEFAULT VALUE IS:

SUBTABLE AMAPRT

AUTDTRT T

CVEDALL W

NOT FOUND
HNPACONT
[ 64)

HHNPACODE

o
™

[ R I I T
L]

iy

D % I ¥ T e

[ I S8 I

HINV

D055 ILC

DNFEAT

HOT FOUND

DHMATTRES

HOT FOUND

DHGRPS

HOT FOUND
nfo: Called DN is resident.
nfo: Called DN has native NPANXX.
nfo: HNPA results are used.
Collected TDP:

Analyzed TDP:
1 Attempt TDP: n

]

%]

FUL

O T T T T oo

DIGIT TRAWNSLATTION ROUTES

1 LINE
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Section-D : Asterisk PBX Configuration

This section provides the procedure for configuring the Asterisk to support connectivity to the Ribbon C20-AS SIP Trunking solution through the
SBC. This section requires you to have the knowledge of using, configuring, and supporting the Asterisk and experience of working with the
product platform. The following sections show you how to configure the Asterisk. You use the config files with root login credentials to configure
the Asterisk.

Accessing Asterisk

Log in to the Asterisk ssh session with root credentials, and access the /etc/asterisk/ folder.

Asterisk User & Peer Configuration

For configuring Asterisk PBX users & outbound / inbound Peers, refer to the sip.conf file and configure per specific requirement.

vi /etc/asterisk/sip.conf
; SIP Configuration exanple for Asterisk

; Note: Please read the security docunentation for Asterisk in order to
; understand the risks of installing Asterisk with the sanple

; configuration. If your Asterisk is installed on a public

; | P address connected to the Internet, you will want to |learn

; about the various security settings BEFORE you start

; Ast eri sk.

; Especially note the followi ng settings:

; - all owguest (default enabl ed)

; - permit/deny - |IP address filters

; - contactpermt/contactdeny - IP address filters for registrations
; - context - Wiich set of services you offer various users

; SIP dial strings

; In the dial plan (extensions.conf) you can use several

; syntaxes for dialing SIP devices.

; S| P/ devi cenane

; S| P/ user nane@omai n (SIP uri)

; S| P/ user nane[ : password[ : nd5secret[: authname[:transport]]]] @ost[: port]
; SI P/ devi cenane/ ext ensi on

; S| P/ devi cenane/ ext ensi on/ | Por Host

; S| P/ user nane@onai n// | Por Host

;. Devi cenane
; devicenane is defined as a peer in a section bel ow.

;. user nane@onmai n
; Call any SIP user on the Internet
; (Don't forget to enable DNS SRV records if you want to use this)

; devi cenane/ ext ensi on

; If you define a SIP proxy as a peer below, you may call
; S| P/ proxyhost nane/ user or S| P/ user @r oxyhost nane

; where the proxyhostnane is defined in a section bel ow
; This syntax also works with ATA's with FXO ports

; Sl P/ usernane[ : passwor d[ : nd5secret[: aut hnane] ]] @ost[: port]

; This formallows you to specify password or nd5secret and aut hnane
; wi thout altering any authentication data in config.

; Exanpl es:

; S| P/ *98@rysi ppr oxy

; Sl P/ sal es: topsecret::account 02@onmai n. com 5062
; S| P/ 12345678: : bc53f Oba8ceblded2b70e05c3f 91de4f : nynane@ 92. 168. 0. 1
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;| Por Host
; The next server for this call regardl ess of domain/peer

; Al of these dial strings specify the SIP request URI.
; In addition, you can specify a specific To: header by adding an
; exclamation mark after the dial string, |ike

; S| P/ sal es@rysi pproxy! sal es@dvi na. net

; Anew feature for 1.8 allows one to specify a host or IP address to use

; when routing the call. This is typically used in tandemw th func_srv if

; multiple nethods of reaching the sane domain exist. The host or |P address
; is specified after the third slash in the dialstring. Exanples:

;. Sl P/ devi cenane/ ext ensi on/ | Por Host
; Sl P/l user nane@omai n/ / | Por Host

; Useful CLI commands to check peers/users:

; sip show peers Show al |l SIP peers (including friends)
; sip show registry Show status of hosts we register with
; sip set debug on Show al | SI P nmessages

; sip rel oad Rel oad configuration file

; sip show settings Show the current channel configuration

R Naming devices -----c--cemmmcmccmc e e e e

; When naming devices, nake sure you understand how Asteri sk natches calls

; that cone in.

; 1. Asterisk checks the SIP From address usernane and matches agai nst
; names of devices with type=user

; The nane is the text between square brackets [nane]

; 2. Asterisk checks the From addres and matches the |ist of devices

; with a type=peer

; 3. Asterisk checks the IP address (and port nunber) that the INVITE
; was sent from and matches agai nst any devices with type=peer

; Don't mix extensions with the nanes of the devices. Devices need a unique
; name. The device nane is *not* used as phone nunbers. Phone nunbers are
; anything you declare as an extension in the dial plan (extensions.conf).

; When setting up trunks, make sure there's no risk that any From usernane
; (caller ID) will match any of your device names, because then Asterisk
; mght match the w ong device.

; Note: The paraneter "usernane" is not the usernane and in npbst cases is
; not needed at all. Check below. In later releases, it's renaned

; to "defaul tuser" which is a better nane, since it is used in

; conbi nation with the "defaultip" setting.

; ** Od configuration options **

; The "call-linmit" configuation option is considered old is replaced

; by new functionality. To enable callcounters, you use the new

; "callcounter"” setting (for extension states in queue and subscriptions)

; You are encouraged to use the dialplan groupcount functionality

; to enforce call limts instead of using this channel -specific nethod.

; You can still set linmts per device in sip.conf or in a database by using

; "setvar" to set variables that can be used in the dialplan for various linits.

[ general ]
cont ext =def aul t ; Default context for incomng calls
; al | onguest =no ; Allow or reject guest calls (default is yes)

; If your Asterisk is connected to the Internet

; and you have al |l owguest =yes

; you want to check which services you offer everyone

; out there, by enabling themin the default context (see bel ow).
; mat ch_aut h_user name=yes ; if available, match user entry using the
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; "usernane' field fromthe authentication |ine
; instead of the From field.
al | owover| ap=no ; Disable overlap dialing support. (Default is yes)
;al | owover | ap=yes ; Enabl e RFC3578 overlap dialing support
; Can use the Inconplete application to collect the
; needed digits froman anbi guous dial pl an match
;al | owover | ap=dt nf ; Enabl e overlap dialing support using DTMF delivery
; methods (inband, RFC2833, SIP INFO) in the early
; media phase. Uses the Inconplete application to
; collect the needed digits.
;al l owt ransfer=no ; Disable all transfers (unless enabled in peers or users)
; Default is enabled. The Dial() options 't' and 'T' are not
; related as to whether SIP transfers are allowed or not.
; real memydonai n. tld ; Real mfor digest authentication
; defaults to "asterisk". If you set a systemnane in
; asterisk.conf, it defaults to that system nane
; Real ms MUST be gl obally uni que according to RFC 3261
; Set this to your host nane or dommin nane
; domai nsasr eal nEno ; Use domains list as real ns
; You can serve nmultiple Real ms specifying severa
; "dommin=..." directives (see below).
; In this case Realmwill be based on request 'Fronl/'To' header
; and should match one of domai n nanes
; Oherwi se default 'realnr..." will be used

; Wth the current situation, you can do one of four things

; a) Listen on a specific |Pv4 address. Exanpl e: bi ndaddr=192.0.2.1
; b) Listen on a specific | Pv6 address. Exanpl e: bi ndaddr=2001: db8: : 1
; c) Listen on the IPv4 wildcard. Exanpl e: bi ndaddr=0.0.0.0

; d) Listen on the IPv4 and I Pv6 wildcards. Exanple: bindaddr=:

; (You can choose independently for UDP, TCP, and TLS, by specifying different values for
; "udpbi ndaddr", "tcpbindaddr", and "tl sbhindaddr".)

; (Note that using bindaddr=:: will show only a single | Pv6 socket in netstat

; IPvd is supported at the same tine using |Pv4-nmapped | Pv6 addresses.)

; Using bindaddr will only enable UDP support in order to be backwards conpatible with those systens
; that were upgraded prior to TCP support. Use udpbi ndaddr and tcpbi ndaddr to bind to UDP and TCP
; independently

; You may optionally add a port nunber. (The default is port 5060 for UDP and TCP, 5061
; for TLS)

; | Pv4 exanpl e: bi ndaddr=0. 0. 0. 0: 5062

; | Pv6 exanpl e: bindaddr=[::]:5062

; The address fanmily of the bound UDP address is used to determ ne how Asterisk perforns

; DNS | ookups. In cases a) and c) above, only A records are considered. In case b), only

; AAAA records are considered. In case d), both A and AAAA records are considered. Note

; however, that Asterisk ignores all records except the first one. In case d), when both A
; and AAAA records are available, either an A or AAAA record will be first, and which one
; depends on the operating system On systens using glibc, AAAA records are given

;o opriority.

udpbi ndaddr =172. 16. 104. 100: 5060 ; | P address to bind UDP listen socket to (0.0.0.0 binds to all)
; Optionally add a port nunber, 192.168.1.1:5062 (default is port 5060)

; When a dialog is started with another SIP endpoint, the other endpoint

; should include an Allow header telling us what SIP nethods the endpoint

; inmplements. However, sone endpoints either do not include an Allow header

; or lie about what nmethods they inplenent. In the former case, Asterisk

; mekes the assunption that the endpoint supports all known SIP nethods

; If you know that your SIP endpoint does not provide support for a specific
; method, then you may provide a comma-separated |ist of nethods that your

; endpoi nt does not inplenent in the disall owed_nethods option. Note that

; if your endpoint is truthful with its Al ow header, then there is no need
; to set this option. This option may be set in the general section or may

; be set per endpoint. If this option is set both in the general section and
; in a peer section, then the peer setting conpletely overrides the genera

; setting (i.e. the result is *not* the union of the two options)

; Note also that while Asterisk currently will parse an Al ow header to |earn

; what methods an endpoint supports, the only actual use for this currently
; is for determining if Asterisk may send connected |ine UPDATE requests and
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MESSACE request s

di sal | owed_net ho

. Its use nay be expanded in the future

ds = UPDATE

Note that the TCP and TLS support for chan_sip is currently considered
experinental. Since it is new,
subj ect to change in any release. |f they are changed, the changes will

be reflected in this sanple configuration file, as well as in the UPCRADE.txt file.

t cpenabl e=yes
t cpbi ndaddr=172. 16. 104. 100: 5060

nt erfaces)

t | senabl e=no

;t1 sbindaddr=0.0.0.0

tcpaut hti meout =

tcpauthlimt = 10

transport =udp
transport.

srvl ookup=yes

pedanti c=yes

See https://w ki
tos_si p=cs3
t os_audi o=ef
tos_vi deo=af 41
tos_text =af 41

; cos_si p=3

; cos_audi 0=5
; cos_vi deo=4
;cos_text=3

; maxexpi ry=3600

; M nexpi ry=60

; def aul t expi ry=120
; mai expi ry=3600

; maxf or war ds=70

qual i fyfreq=60

30 ;

0 ;

.asterisk.org/w

all of the related configuration options are

Enabl e server for inconming TCP connections (default is no)
; IP address for TCP server to bind to (0.0.0.0 binds to al

Optionally add a port number, 192.168.1.1:5062 (default is port 5060)

Enabl e server for incoming TLS (secure) connections (default is no)

| P address for TLS server to bind to (0.0.0.0) binds to all interfaces)
Optionally add a port nunber, 192.168.1.1:5063 (default is port 5061)
Renmenber that the I P address nust nmatch the common nanme (hostnane) in the
certificate, so you don't want to bind a TLS socket to nultiple |P addresses
For details how to construct a certificate for SIP see
http://tools.ietf.org/htm/draft-ietf-sip-donain-certs

tcpaut hti meout specifies the maxi mum nunber

of seconds a client has to authenticate. |If
the client does not authenticate beofre this
tineout expires, the client will be

di sconnected. (default: 30 seconds)

tcpauthlimt specifies the maxi mum nunber of
unaut henti cated sessions that will be allowed
to connect at any given tine. (default: 100)

Set the default transports. The order determines the prinmary default
If tcpenabl e=no and the transport set is tcp, we will fallback to UDP

Enabl e DNS SRV | ookups on outbound cal |l s
Note: Asterisk only uses the first host

in SRV records

Di sabling DNS SRV | ookups disabl es the
ability to place SIP calls based on donain
nanes to some other SIP users on the Internet
Specifying a port in a SIP peer definition or
when di aling outbound calls will supress SRV
| ookups for that peer or call

Enabl e checking of tags in headers
international character conversions in URls
and multiline formatted headers for strict
SIP conpatibility (defaults to "yes")

ki / di spl ay/ AST/ | P+Qual i t y+of +Service for a description of these paraneters
Sets TOS for SIP packets

Sets TOS for RTP audi o packets.

Sets TOS for RTP video packets.

Sets TOS for RTP text packets

Sets 802.1p priority for SIP packets

Sets 802.1p priority for RTP audi o packets.
Sets 802.1p priority for RTP video packets.
Sets 802.1p priority for RTP text packets

Maxi mum al | owed tinme of incom ng registrations
and subscriptions (seconds)
M ni mum | ength of registrations/subscriptions (default 60)
Default length of incom ng/outgoing registration
Expiry time for outgoing MA subscriptions
; Setting for the SIP Max- Forwards: header (| oop prevention)
Default value is 70
Qualification: How often to check for the host to be up in seconds
and reported in milliseconds with sip show settings
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qual i fygap=100

qual i fypeers=1

;noti fym metype=text/plai
; buggymii =no

;mi _fronrasteri sk

; vimext en=voi cenai |

Codec negoti ation

When Asterisk is receiv

; Set to low value if you use |low tineout for NAT of UDP sessions
; Default: 60
; Number of milliseconds between each group of peers being qualified
; Default: 100
; Nunmber of peers in a group to be qualified at the same tine
; Default: 1
n ; Allow overriding of mine type in M NOTI FY
; Cisco SIP firmvare doesn't support the MV RFC
; fully. Enable this option to not get error nmessages
; when sending MN to phones with this bug.
; When sending MAV NOTI FY requests, use this setting in
; the From header as the "nane" portion. Also fill the
; "user" portion of the URI in the From header with this
; value if no fronmuser is set
; Default: enpty
; dialplan extension to reach mail box sets the
; Message- Account in the MAV notify nessage
; defaults to "asterisk"

ing a call, the codec will initially be set to the

first codec in the allowed codecs defined for the user receiving the call
that the caller also indicates that it supports. But, after the caller
starts sending RTP, Asterisk will switch to using whatever codec the caller

i s sending.

When Asterisk is placing a call, the codec used will be the first codec in

the all owed codecs that
*not* switch to whateve

;preferred_codec_onl y=yes

;di sal | ow=al |
;al |l onw=ul aw
;al lowsi |l be

the callee indicates that it supports. Asterisk will
r codec the callee is sending.

; Respond to a SIPinvite with the single nost preferred codec
; rather than advertising all joint codec capabilities. This
; limts the other side's codec choice to exactly what we prefer.

: First disallow all codecs

; Allow codecs in order of preference

; see https://wiki.asterisk.org/w ki/display/ AST/ RTP+Packeti zati on
; for framing options

This option specifies a preference for which nusic on hold class this channel

should listen to when p

ut on hold if the nusic class has not been set on the

channel with Set (CHANNEL(rusi ccl ass)=whatever) in the dialplan, and the peer
channel putting this one on hold did not suggest a nusic class.

This option nmay be spec

; mohi nt er pr et =def aul t

ified globally, or on a per-user or per-peer basis.

This option specifies which nusic on hold class to suggest to the peer channel
when this channel places the peer on hold. It may be specified globally or on

a per-user or per-peer

; mhsuggest =def aul t

; par ki ngl ot =pl aza

| anguage=en

rel axdt nf =yes
trustrpid = no
sendrpid = yes
sendrpid = rpid
sendrpid = pai

rpi d_update = no

basi s.

; Sets the default parking lot for call parking

; This may al so be set for individual users/peers

; Parkinglots are configured in features. conf

; Default |anguage setting for all users/peers

; This may al so be set for individual users/peers

; Relax dtnf handling

; If Renote-Party-1D should be trusted

; If Renote-Party-1D should be sent (defaults to no)

; Use the "Renpte-Party-1D"' header

; to send the identity of the rempte party

; This is identical to sendrpid=yes

; Use the "P-Asserted-ldentity" header

; to send the identity of the renpte party

; In certain cases, the only nethod by which a connected |ine

; change nmay be immediately transmitted is with a SI P UPDATE request.

; If communicating with another Asterisk server, and you wish to be able
; transmt such UPDATE nessages to it, then you nust enable this option.
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; OGherwise, we will have to wait until we can send a reinvite to
; transmit the information.

; premat ur enedi a=no ; Some | SDN links send enpty nedia frames before
; the call is inringing or progress state. The SIP
; channel will then send 183 indicating early nedia
; which will be enpty - thus users get no ring signal.
; Setting this to "yes" will stop any nedia before we have
; call progress (nmeaning the SIP channel will not send 183 Session
; Progress for early nedia). Default is "yes". Al so make sure that
; the SIP peer is configured with progressi nband=never.

; In order for "noanswer" applications to work, you need to run
; the progress() application in the priority before the app.

; progr essi nband=never ; If we should generate in-band ringing al ways
; use 'never' to never use in-band signalling, even in cases
; where sone buggy devices might not render it
; Valid values: yes, no, never Default: never
;useragent =Ast eri sk PBX ; Allows you to change the user agent string
; The default user agent string al so contains the Asterisk
; version. If you don't want to expose this, change the
, useragent string.
;prom scredir = no ; If yes, allows 302 or REDIR to non-local SIP address
; Note that promiscredir when redirects are made to the
; local systemw |l cause |oops since Asterisk is incapable
; of performing a "hairpin" call.
; user egphone = no ; If yes, ";user=phone" is added to uri that contains
; a valid phone nunber
Set default dtnfrnode for sending DIMF. Default: rfc2833
; Other options:
; info : SIP INFO nessages (application/dtnf-relay)
; shortinfo : SIP I NFO nessages (application/dtnf)
; inband : Inband audio (requires 64 kbit codec -alaw, ul aw)
;auto : Use rfc2833 if offered, inband otherw se

dt nf node = rfc2833

; conpact headers = yes ; send conpact sip headers.

; Vi deosupport =yes ; Turn on support for SIP video. You need to turn this
; onin this section to get any video support at all.
; You can turn it off on a per peer basis if the general
; video support is enabled, but you can't enable it for
; one peer only wthout enabling in the general section.
; If you set videosupport to "always", then RTP ports wll
; always be set up for video, even on clients that don't
; support it. This assists callfile-derived calls and
; certain transferred calls to use always use video when
; available. [yes| NJ al ways]

; maxcal | bi trat e=384 ; Maximum bitrate for video calls (default 384 kb/s)
; Videosupport and mexcallbitrate is settable
; for peers and users as well

;cal | event s=no ; generate nmanager events when sip ua

; performs events (e.g. hold)
;aut hf ai | ureevent s=no ; generate nmanager "peerstatus" events when peer can't

; authenticate with Asterisk. Peerstatus will be "rejected".
; al waysaut hrej ect = yes ; When an incomng INVITE or REG STER is to be rejected,

; for any reason, always reject with an identical response

; equivalent to valid usernane and invalid password/ hash

; instead of letting the requester know whether there was

; a matching user or peer for their request. This reduces

; the ability of an attacker to scan for valid SIP usernanes.
; This option is set to "yes" by default.

;auth_options_requests = yes ; Enabling this option will authenticate OPTIONS requests just |ike
; INVITE requests are. By default this option is disabled.

;g726nonst andard = yes ; If the peer negotiates G726-32 audi o, use AAL2 packing
; order instead of RFC3551 packing order (this is required
; for Sipura and Grandstream ATAs, anong others). This is
; contrary to the RFC3551 specification, the peer _should_
; be negotiating AAL2-G726-32 instead :-(
; out boundpr oxy=pr oxy. provi der . donai n ; send outbound signaling to this proxy, not directly to the
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devi ces

; out boundpr oxy=pr oxy. provi der . domai n: 8080 ; send outbound signaling to this proxy, not directly to the
devi ces

; out boundpr oxy=pr oxy. provi der. domai n, force ; Send ALL out bound signalling to proxy, ignoring route: headers
; out boundproxy=t|s://proxy. provi der.domai n ; same as '=proxy.provider.domain' except we try to connect
with tls

; out boundproxy=192.0. 2.1 ; IPv4 address literal (default port is 5060)

; out boundpr oxy=2001: db8: : 1 ; I Pv6 address literal (default port is 5060)

; out boundpr oxy=192. 168. 0. 2. 1: 5062 ; IPv4 address literal with explicit port

; out boundpr oxy=[ 2001: db8: : 1] : 5062 ; I Pv6 address literal with explicit port

; ; (could also be tcp,udp) - defining transports on the proxy
line only

; ; applies for the gl obal proxy, otherw se use the transport=
option

; mat chext er naddrl ocal | y yes ; Only substitute the externaddr or externhost setting if it matches
; your |localnet setting. Unless you have some sort of strange network

; setup you will not need to enable this

; dynam c_excl ude_static = yes ; Disallow all dynam c hosts fromregistering
; as any | P address used for staticly defined
; hosts. This helps avoid the configuration
; error of allowi ng your users to register at
; the same address as a SIP provider.

;contactdeny=0.0.0.0/0.0.0.0 ; Use contactpernmit and contactdeny to
;contactperm t=172.16. 0. 0/255.255.0.0 ; restrict at what |Ps your users may
; register their phones

; rtp_engi ne=asteri sk ; RTP engine to use when comunicating with the device

; If regcontext is specified, Asterisk will dynamically create and destroy a

; NoOp priority 1 extension for a given peer who registers or unregisters with
; us and have a "regexten=" configuration item

; Multiple contexts may be specified by separating themw th '& . The

; actual extension is the 'regexten' paraneter of the registering peer or its
; name if 'regexten' is not provided. |f nore than one context is provided

; the context nust be specified within regexten by appending the desired

; context after '@. Mre than one regexten may be supplied if they are

; separated by '& . Patterns may be used in regexten

; regcont ext =si pregi strations
; regext enonqual i fy=yes ; Default "no"
; I'f you have qualify on and the peer beconmes unreachabl e
; this setting will enforce inactivation of the regexten
; extension for the peer
;| egacy_useroption_parsi ng=yes ; Default "no" ; I'f you have this option enabled and there are
sem col ons
; in the user field of a sip URI, the field be truncated
; at the first semcolon seen. This effectively nakes
; sem colon a non-usable character for peer nanes
ext ensi ons,
; and maybe other, less tested things. This can be usefu
; for inmproving conpatability with devices that |ike to use
; user options for whatever reason. The behavior is
simlar to
; how SIP URI's were typically handled in 1.6.2, hence the
nane

; The shrinkcallerid function renoves '(', ' ', '")', non-trailing '.', and '-' not

; in square brackets. For exanple, the caller id val ue 555.5555 beconmes 5555555

; when this option is enabled. Disabling this option results in no nodification

; of the caller id value, which is necessary when the caller id represents sonething
; that nmust be preserved. This option can only be used in the [general] section.

; By default this option is on.

; shrinkcal | erid=yes ; on by default
;use_g850_reason = no ; Default "no"

; Set to yes add Reason header and use Reason header if it is available
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R TLS SettinNgS -----c-mmommmmm oo oo oo
;tlscertfile=</path/to/certificate.pent ; Certificate file (*.pemformat only) to use for TLS connections
; default is to look for "asterisk.peni in current directory

;tlsprivatekey=</path/to/private.pen> ; Private key file (*.pemformat only) for TLS connecti ons.
; If no tlsprivatekey is specified, tlscertfile is searched for
; for both public and private key.

;tlscafile=</path/to/certificate>

; If the server your connecting to uses a self signed certificate
; you shoul d have their certificate installed here so the code can
; verify the authenticity of their certificate.

tI scapat h=</path/to/cal/dir>

; A directory full of CA certificates. The files nust be nanmed with
; the CA subject nanme hash val ue.

; (see man SSL_CTX_| oad_verify_|l ocations for nore info)

;t1sdontverifyserver=[yes| no]

; If set to yes, don't verify the servers certificate when acting as
; aclient. |If you don't have the server's CA certificate you can

; set this and it will connect without requiring tlscafile to be set.
; Default is no.

;tlsci pher=<SSL ci pher string>

; A string specifying which SSL ciphers to use or not use

; A list of valid SSL cipher strings can be found at:

; http://ww. openssl . org/ docs/ apps/ ci phers. ht Ml #Cl PHER_STRI NGS

;tlsclientnethod=tlsvl ; values include tlsvl, sslv3, sslv2.
; Specify protocol for outbound client connections.
; If left unspecified, the default is sslv2.

e Sl P LI MBrS - oo oo oo oo oo
; These tiners are used primarily in INVITE transactions.

; The default for Timer T1 is 500 nms or the neasured run-trip tine between

; Asterisk and the device if you have qualify=yes for the device.

;t1mi n=100 ; Mnimumroundtrip time for nessages to nonitored hosts
; Defaults to 100 ns
;timert1=500 ; Default T1 tiner

; Defaults to 500 nms or the nmeasured round-trip
; time to a peer (qualify=yes).
; ti mer b=32000 ; Call setup tiner. If a provisional response is not received
; in this anmobunt of tinme, the call will autocongest
; Defaults to 64*timertl

R RTP timers ------mmmmm oo
; These tiners are currently used for both audio and video streans. The RTP tineouts

; are only applied to the audi o channel.

; The settings are settable in the global section as well as per device

;rtptimeout =60 ; Terminate call if 60 seconds of no RTP or RTCP activity
; on the audi o channel
; when we're not on hold. This is to be able to hangup

; acall in the case of a phone disappearing fromthe net,
; like a powerloss or grandma tripping over a cable.
; rtphol dti meout =300 ; Terminate call if 300 seconds of no RTP or RTCP activity

; on the audi o channel
; when we're on hold (nmust be > rtptineout)

; rtpkeepal i ve=<secs> ; Send keepalives in the RTP streamto keep NAT open
; (default is off - zero)

R SIP Session-Tiners (RFC 4028)------------------mmmmmmmm oo -
; SIP Session-Tinmers provide an end-to-end keep-alive mechanismfor active SIP sessions.

; This mechani smcan detect and reclaim SIP channels that do not terninate through nornal

; signaling procedures. Session-Tiners can be configured globally or at a user/peer I|evel.

; The operation of Session-Timers is driven by the follow ng configuration paraneters:

; * session-tiners - Session-Tinmers feature operates in the follow ng three nodes:

; originate : Request and run session-tinmers always
; accept : Run session-tinmers only when requested by other UA
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; refuse : Do not run session tiners in any case

; The default node of operation is 'accept'.

; * session-expires - Maxi mum session refresh interval in seconds. Defaults to 1800 secs.
; * session-ninse - Mninmum session refresh interval in seconds. Defualts to 90 secs.

; * session-refresher - The session refresher (uac|uas). Defaults to 'uas'.

; uac - Default to the caller initially refreshing when possible

; uas - Default to the callee initially refreshing when possible

; Note that, due to recommendations in RFC 4028, Asterisk will always honor the other

; endpoint's preference for who will handle refreshes. Asterisk will never override the
; preferences of the other endpoint. Doing so could result in Asterisk and the endpoint
; fighting over who sends the refreshes. This holds true for the initiation of session
; timers and subsequent re-1NVITE requests whether Asterisk is the caller or callee, or
; whether Asterisk is currently the refresher or not.

session-timers=originate
sessi on- expi res=900

; sessi on-ni nse=90

sessi on-refresher=uac

e SIP DEBUGG NG = = - = == = == === = m o s m o m ot d o e i

; si pdebug = yes ; Turn on SIP debuggi ng by default, from

; the nmonment the channel |oads this configuration
; recor dhi story=yes ; Record SIP history by default

; (see sip history / sip no history)
; dunmphi st ory=yes ; Dump SIP history at end of SIP dial ogue

; SIP history is output to the DEBUG | oggi ng channel

jeemeeeeeameeieeeaeeeaaeaas STATUS NOTI FI CATI ONS ( SUBSCRI PTI ONS) === -----mcmmmmmmmmmmomoam oo
; You can subscribe to the status of extensions with a "hint" priority

; (See extensions.conf.sanple for exanpl es)

; chan_sip support two najor formats for notifications: dialog-info and SI MPLE

; You will get nore detailed reports (busy etc) if you have a call counter enabl ed
; for a device.

; If you set the busylevel, we will indicate busy when we have a nunber of calls that
; matches the busyl evel treshold.

; For queues, you will need this |level of detail in status reporting, regardless
; if you use SIP subscriptions. Queues and nmanager use the sane internal interface
; for reading status information.

; Note: Subscriptions does not work if you have a realtinme dialplan and use the
; realtime switch.

;al l owsubscri be=no ; Disable support for subscriptions. (Default is yes)
; subscribecontext = default ; Set a specific context for SUBSCRI BE requests

; Useful to limt subscriptions to |ocal extensions

; Settabl e per peer/user also

;notifyringing = no ; Control whether subscriptions already | NUSE get sent
; RING NG when another call is sent (default: yes)
;notifyhold = yes ; Notify subscriptions on HOLD state (default: no)

; Turning on notifyringing and notifyhold will add a |ot
; nmore database transactions if you are using realtine.
;notifycid = yes ; Control whether caller IDinformation is sent along with
; dialog-info+txm notifications (supported by snom phones).
; Note that this feature will only work properly when the
; incomng call is using the same extension and context that
; is being used as the hint for the called extension. This neans
; that it won't work when using subscribecontext for your sip
; user or peer (if subscribecontext is different than context).
; Thisis also limted to a single caller, neaning that if an
; extension is ringing because nmultiple calls are incom ng,
; only one will be used as the source of caller ID.  Specify
; 'ignore-context' to ignore the called context when | ooking
; for the caller's channel. The default value is 'no.' Setting
; notifycid to 'ignore-context' also causes call-pickups attenpted
; via SNOM s NOTI FY mechanismto set the context for the call pickup
; to Pl CKUPMARK.
;callcounter = yes ; Enable call counters on devices. This can be set per
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; device too.
e R T T.38 FAX SUPPORT -----mmmmmmmm e o

This setting is available in the [general] section as well as in device configurations.
Setting this to yes enables T.38 FAX (UDPTL) on SIP calls; it defaults to off.

t 38pt _udptl = yes ; Enables T.38 with FEC error correction.

t38pt _udptl = yes, fec ; Enables T.38 with FEC error correction.

t 38pt _udpt| = yes, redundancy ; Enables T.38 wi th redundancy error correction.
t 38pt _udpt| = yes, none ; Enables T.38 with no error correction.

In some cases, T.38 endpoints will provide a T38FaxMaxDat agram val ue (during T.38 setup) that
is based on an incorrect interpretation of the T.38 recommendation, and results in failures
because Asterisk does not believe it can send T.38 packets of a reasonable size to that
endpoint (C sco nedia gateways are one exanple of this situation). In these cases, during a
T.38 call you will see warning nessages on the console/in the logs fromthe Asteri sk UDPTL
stack conpl ai ni ng about |ack of buffer space to send T.38 FAX packets. If this occurs, you
can set an override (globally, or on a per-device basis) to make Asterisk ignore the
T38FaxMaxDat agr am val ue specified by the other endpoint, and use a configured val ue instead.
This can be done by appendi ng ' maxdat agr ame<val ue>' to the t38pt_udptl configuration option,
l'i ke this:

t 38pt _udptl = yes, fec, maxdat agram=400 ; Enables T.38 with FEC error correction and overrides
; the other endpoint's provided value to assume we can
; send 400 byte T.38 FAX packets to it.

FAX detection will cause the SIP channel to junp to the 'fax' extension (if it exists)
based one or nore events being detected. The events that can be detected are an incom ng
CNG tone or an incoming T.38 re-1NVITE request.

faxdetect = yes ; Default 'no', 'yes' enables both CNG and T.38 detection
faxdetect = cng ; Enables only CNG detection
faxdetect = t38 ; Enables only T.38 detection

LT PR QUTBOUND SI P REG STRATIONS - -------cmmmmmmommaaas
; Asterisk can register as a SIP user agent to a SIP proxy (provider)
Format for the register statenment is:
register => [peer?][transport://]user[ @onuin][:secret[:authuser]] @ost[:port][/extension][~expiry]

domain is either

- domain in DNS

- host name in DNS

- the nanme of a peer defined below or in realtine
The domain is where you register your usernanme, so your SIP uri you are registering to
i's usernane@onai n
If no extension is given, the 's' extension is used. The extension needs to
be defined in extensions.conf to be able to accept calls fromthis SIP proxy
(provider).

A simlar effect can be achieved by adding a "call backextension" option in a peer section.
this is equivalent to having the following line in the general section:

regi ster => usernane: secret @ost/cal | backext ensi on

and nore readabl e because you don't have to wite the paraneters in two places
(note that the "port" is ignored - this is a bug that should be fixed).

Note that a register= line doesn't mean that we will nmatch the inconming call in any

ot her way than described above. If you want to control where the call enters your

di al pl an, which context, you want to define a peer with the hostnane of the provider's
server. |f the provider has nultiple servers to place calls to your system you need
a peer for each server.

Begi nning with Asterisk version 1.6.2, the "user" portion of the register |ine nay

contain a port nunber. Since the |ogical separator between a host and port nunber is a

':' character, and this character is already used to separate between the optional "secret"
and "aut huser" portions of the line, there is a bit of a hoop to junp through if you w sh

to use a port here. That is, you nust explicitly provide a "secret" and "authuser" even if

Confidential and Proprietary. Copyright © 2020-2023 Ribbon Communications Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.



they are blank. See the third exanple below for an illustration.

Exanpl es:

;register => 1234: passwor d@ysi pprovi der. com

This will pass incomng calls to the 's' extension

;register => 2345: passwor d@i p_proxy/ 1234

Regi ster 2345 at sip provider 'sip_proxy'. Calls fromthis provider
connect to local extension 1234 in extensions.conf, default context,
unl ess you configure a [sip_proxy] section below, and configure a
cont ext .

Tip 1. Avoid assigning hostnane to a sip.conf section |ike [provider.coni

Tip 2: Use separate inbound and outbound sections for SIP providers
(instead of type=friend) if you have calls in both directions

;regi ster => 3456@rydonui n: 5082: : @rysi pprovi der. com

Note that in this exanple, the optional authuser and secret portions have

been | eft bl ank because we have specified a port in the user section

;register => tls://usernane: XxXxxxxx@i p-tls-proxy. exanpl e.org

The 'transport' part defaults to 'udp' but nay also be "tcp' or 'tls'.
Using 'udp://' explicitly is also useful in case the usernane part
contains a '/' ('user/nanme').

;registertineout =20 ; retry registration calls every 20 seconds (default)
;registerattenpts=10 ; Number of registration attenpts before we give up

; 0 = continue forever, hanmmering the other server

;until it accepts the registration
; Default is O tries, continue forever

il OUTBOUND MAf  SUBSCRI PTIONS - - ----

Asteri sk can subscribe to receive the M from another SIP server and store it locally for retrieval
by other phones. At this tinme, you can only subscribe using UDP as the transport.

Format for the mm register statement is:
mM  => user[:secret[:authuser]] @ost[:port]/mail box

Exanpl es:

;MM => 1234: passwor d@rysi pprovi der. conf 1234

;MM => 1234: passwor d@vyport provi der. com 6969/ 1234

;M => 1234: passwor d: aut huser @ryaut hprovi der. conl 1234

;MM => 1234: passwor d: aut huser @ryaut hport provi der. com 6969/ 1234

MA received will be stored in the 1234 mail box of the SIP_Renpte context.

follow ng the bel ow

mai | box=1234@5| P_Renot e

il NAT SUPPORT = - --=-x-c=mcmcamamn-

WARNI NG SI P operation behind a NAT is tricky and you really need
to read and understand well the follow ng section.

When Asterisk is behind a NAT device, the "local" address (and port) that
a socket is bound to has different val ues when seen fromthe inside or
fromthe outside of the NATted network. Unfortunately this address nust
be comunicated to the outside (e.g. in SIP and SDP nessages), and in
order to determine the correct value Asterisk needs to know

It can be used by other

+ whether it is talking to soneone "inside" or "outside" of the NATted network.

This is configured by assigning the "localnet" paranmeter with a |ist

of network addresses that are considered "inside" of the NATted network.

I'F LOCALNET | S NOT SET, THE EXTERNAL ADDRESS W LL NOT BE SET CORRECTLY.
Miul tiple entries are allowed, e.g. a reasonable set is the follow ng:

| ocal net =192. 168. 0. 0/ 255. 255. 0.0 ; RFC 1918 addresses
| ocal net=10.0.0.0/255.0.0.0 ;. Also RFC1918

| ocal net=172.16. 0.0/ 12 ; Anot her RFC1918 with CI DR notation
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| ocal net =169. 254. 0. 0/ 255. 255. 0.0 ; Zero conf | ocal network

+ the "externally visible" address and port nunber to be used when talking
to a host outside the NAT. This information is derived by one of the
followi ng (rmutually exclusive) config file paraneters:

a. "externaddr = hostname[:port]" specifies a static address[:port] to
be used in SIP and SDP nessages.
The hostnane is | ooked up only once, when [re]loading sip.conf
If a port nunber is not present, use the port specified in the "udpbi ndaddr"
(which is not guaranteed to work correctly, because a NAT box might remap the
port nunmber as well as the address).
Thi s approach can be useful if you have a NAT devi ce where you can
configure the mapping statically. Exanples:

externaddr = 12.34.56.78 ; use this address.
externaddr = 12.34.56. 78: 9900 ; use this address and port.
ext ernaddr = mynat . ny. org: 12600 ; Public address of my nat box.

ext er nt cpport

is set.

b. "externhost

externt| sport

= 9900 ; The externally mapped tcp port, when Asterisk is behind a static NAT or PAT.

; externtcpport will default to the externaddr or externhost port if either one

= 12600 ; The externally mapped tls port, when Asterisk is behind a static NAT or PAT.

; externtlsport port will default to the RFC designated port of 5061.

= hostname[:port]" is simlar to "externaddr" except

that the hostnane is | ooked up every "externrefresh" seconds

(default 10s).

This can be useful when your NAT device |lets you choose

the port nmapping, but the IP address is dynamc.

Bewar e, you m ght suffer from service disruption when the nane server
resolution fails. Exanples:
ext er nhost =f 0o. dyndns. net ; refreshed periodically
externrefresh=180 ; change the refresh interval

Note that at the noment all these nmechanismwork only for the SIP socket.
The | P address di scovered w th externaddr/externhost is reused for

medi a sessions as well, but the port nunbers are not remapped so you
experience problens.

may still

NOTE 1: in sone cases,

t he internal <->ext ernal

"ext er nhost "

NAT boxes will use different port nunbers in
mappi ng. In these cases, the "externaddr" and

m ght not hel p you configure addresses properly.

NOTE 2: when using "externaddr" or "externhost", the address part is
al so used as the external address for nedia sessions. Thus, the port
information in the SDP may be w ong!

In addition to the above, Asterisk has an additional

nat" paraneter to

address NAT-related issues in inconming SIP or nedia sessions.

In particular,

dependi ng on the 'nat=

settings described bel ow, Asterisk

may override the address/port information specified in the SIP/ SDP nessages,
and use the information (sender address) supplied by the network stack instead.
However, this is only useful if the external traffic can reach us.

The followi ng settings are allowed (both globally and in individual sections):

nat
nat
nat
nat

= no

' conedi a RTP
the other endpoint's RTP arrived from and neans 'connection-oriented nedia' . This is
only partially related to RFC 4145 which was referred to as COVEDI A while it was in
draft form This nethod is used to acconodate endpoints that may be | ocated behind

NAT devi ces,

; Use rport if the renpte side says to use it.
force_rport ; Force rport to always be on. (default)
yes ; Force rport to always be on and perform conedi a RTP handl i ng.
conedi a ; Use rport if the renpte side says to use it and perform conedi a RTP handl i ng.
handling' refers to the technique of sending RTP to the port that the

and as such the port nunber they tell Asterisk to send RTP packets to
for their nmedia streanms is not actual port nunber that will be used on the nearer
side of the NAT.

IT 1S | MPORTANT TO NOTE that if the nat setting in the general section differs from
the nat setting in a peer definition, then the peer usernanme will be discoverable
by outside parties as Asterisk will respond to different ports for defined and

undefi ned peers.

For this reason it is reconmended to ONLY DEFI NE NAT SETTINGS IN THE
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; GENERAL SECTION. Specifically, if nat=force_rport in one section and nat=no in the
; other, then valid peers with settings differing fromthose in the general section wll
; be di scoverable.

; In addition to these settings, Asterisk *always* uses 'symetric RTP' node as defined by
; RFC 4961; Asterisk will always send RTP packets fromthe sane port nunber it expects
; to receive themon.

; The | P address used for nedia (audio, video, and text) in the SDP can al so be overridden by using
; the nedi a_address configuration option. This is only applicable to the general section and
; can not be set per-user or per-peer.

; media_address = 172.16.42.1

; Through the use of the res_stun_nonitor nodule, Asterisk has the ability to detect when the

; perceived external network address has changed. Wen the stun_nonitor is installed and

; configured, chan_sip will renew all outbound registrations when the nonitor detects any sort
; of network change has occurred. By default this option is enabled, but only takes effect once
; res_stun_nonitor is configured. |If res_stun_nonitor is enabled and you wi sh to not

; generate all outbound registrations on a network change, use the option below to disable

; this feature.

; subscri be_network_change_event = yes ; on by default

R e MEDI A HANDLI NG - -------cmmmmmm e e e i e oo -

; By default, Asterisk tries to re-invite nedia streans to an optimal path. If there's
; no reason for Asterisk to stay in the media path, the nmedia will be redirected.

; This does not really work well in the case where Asterisk is outside and the

; clients are on the inside of a NAT. In that case, you want to set directnedi a=nonat.

;di rect medi a=yes ; Asterisk by default tries to redirect the
; RTP nmedia streamto go directly from
; the caller to the callee. Some devices do not
; support this (especially if one of themis behind a NAT).
; The default setting is YES. If you have all clients
: behind a NAT, or for sone other reason want Asterisk to
; stay in the audio path, you may want to turn this off.

; This setting also affect direct RTP

; at call setup (a new feature in 1.4 - setting up the

; call directly between the endpoints instead of sending
; are-INVITE).

; Additionally this option does not disable all rel NVITE operations.
; It only controls Asterisk generating relNVITEs for the specific

; purpose of setting up a direct nedia path. If arelINVITE is

; needed to switch a nedia streamto inactive (when placed on

; hold) or to T.38, it will still be done, regardless of this

; setting. Note that direct T.38 is not supported.

; di rect medi a=nonat ; An additional option is to allow nedia path redirection
; (reinvite) but only when the peer where the nmedia is being
; sent is known to not be behind a NAT (as the RTP core can
; determine it based on the apparent |IP address the nedia
; arrives fron).

; di rect medi a=updat e ; Yet a third option... use UPDATE for media path redirection,
; instead of INVITE. This can be conbined with 'nonat', as
; "directnedi a=update,nonat’'. It inplies 'yes'.

; di rect medi a=out goi ng ; When sending directnedia reinvites, do not send an inmrediate
; reinvite on an inconming call leg. This option is useful when

; peered with another SIP user agent that is known to send

; immediate direct nmedia reinvites upon call establishnment. Setting
; the option in this situation helps to prevent potential glares.

; Setting this option inplies 'yes'.

;directrtpsetup=yes ; Enabl e the new experinental direct RTP setup. This sets up
; the call directly with nedia peer-2-peer w thout re-invites.
; WIIl not work for video and cases where the callee sends
; RTP payl oads and fntp headers in the 200 OK that does not match the
; callers INVITE. This will also fail if directnedia is enabl ed when
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; the device is actually behind NAT.

; di rect medi adeny=0.0.0.0/0 ; Use directnedi apermit and directnedi adeny to restrict
;direct medi aperm t=172. 16. 0. 0/ 16; which peers should be able to pass directnedia to each other

i gnor esdpver si on=yes

; sdpsessi on=Ast eri sk PBX

; sdpowner =r oot

;encrypti on=no

; (There is no default setting, this is just an exanple)

; Use this if some of your phones are on |P addresses that
; can not reach each other directly. This way you can force
; RTP to always flow through asterisk in such cases.

; By default, Asterisk will honor the session version

; nunber in SDP packets and will only nodify the SDP

; session if the version nunber changes. This option wll

; force asterisk to ignore the SDP session version nunber
; and treat all SDP data as new data. This is required

; for devices that send us non standard SDP packets

; (observed with Mcrosoft OCS). By default this optionis
;o off.

; Allows you to change the SDP session nanme string, (s=)

; Like the useragent paraneter, the default user agent string

; also contains the Asterisk version.

; Allows you to change the usernane field in the SDP owner string, (o0=)
; This field MUST NOT contain spaces

; Whether to offer SRTP encrypted nedia (and only SRTP encrypted nedi a)
; on outgoing calls to a peer. Calls will fail wth HANGUPCAUSE=58 i f

; the peer does not support SRTP. Defaults to no.

------------------ REALTI ME SUPPORT -« ===z -scmcmmcaacaomaas

For additional information on ARA, the Asterisk Realtine Architecture,

pl ease read https://w

;rtcachefriends=yes

; rtsavesysnane=yes

; rtupdat e=yes

; rtaut ocl ear =yes

;i gnor er egexpi re=yes

Incom ng I NVITE and RE
domai ns, each of which

ki . asterisk.org/ w ki/di splay/ AST/ Real ti me+Dat abase+Confi guration

; Cache realtinme friends by adding themto the internal |ist
; just like friends added fromthe config file only on a
; as-needed basis? (yes|no)

; Save systemmane in realtine database at registration
; Default= no

; Send registry updates to database using realtine? (yes|no)

; If set to yes, when a SIP UA registers successfully, the ip address,
; the origination port, the registration period, and the usernane of
; the UAwill be set to database via realtine.

; If not present, defaults to 'yes'. Note: realtine peers wll

; probably not function across reloads in the way that you expect, if
; you turn this option off.

; Auto-Expire friends created on the fly on the sane schedul e

; as if it had just registered? (yes|no|<seconds>)

; If set to yes, when the registration expires, the friend wll

; vanish fromthe configuration until requested again. |If set

; to an integer, friends expire within this nunber of seconds

; instead of the registration interval.

; Enabling this setting has two functions:

; For non-realtine peers, when their registration expires, the

; information will _not_ be renoved from nmenory or the Asterisk database
; if you attenpt to place a call to the peer, the existing infornmation
; will be used in spite of it having expired

; For realtine peers, when the peer is retrieved fromrealtine storage,
; the registration information will be used regardl ess of whether

; it has expired or not; if it expires while the realtinme peer

; is still in nmenory (due to caching or other reasons), the

; information will not be renoved fromrealtime storage

------------------ SI P DOVAI N SUPPORT ------mmmmmmmmmam e
FER nmessages can be matched against a list of 'allowed
can direct the call to a specific context if desired.

By default, all dommins are accepted and sent to the default context or the

context associated wit
REG STER to non-| ocal
list is configured.

h the user/peer placing the call.
domains will be automatically denied if a domain
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; Domai ns can be specified using:

; domai n=<donmi n>[, <cont ext >]

; Exanpl es:

; domai n=nyast eri sk. dom

; domai n=cust oner. com cust oner - cont ext

; In addition, all the 'default' dommins associated with a server should be
; added if incomng request filtering is desired.
; aut odonmi n=yes

; To disallow requests for domains not serviced by this server:
;al | owext er nal donai ns=no

; domai n=nydonai n. t1 d, nydonai n-i ncom ng
; Add domain and configure incom ng context
; for external calls to this domain

;domai n=1. 2. 3. 4 ; Add | P address as | ocal dommin
; You can have several "domain" settings

;al | onext er nal domai ns=no : Disable INVITE and REFER to non-| ocal dommins
; Default is yes

; aut odomai n=yes ; Turn this on to have Asterisk add | ocal host

; nane and local IP to domain |ist.

; frondomai n=nydomain.tld ; When meking outbound SIP INVITEs to
; non-peers, use your primary domain "identity"
; for From headers instead of just your IP
; address. This is to be polite and
; it may be a mandatory requirenment for some
; destinations which do not have a prior
; account relationship with your server.

R L EEEEEEEEEEEEEE R Advi ce of Charge CONFI GURATION ----------mmmmmmmmma oo

; snom aoc_enabl ed = yes; ; This options turns on and off support for sending AOC-D and
; ACC-E to snom endpoints. This option can be used both in the
; peer and global scope. The default for this option is off.

B e JI TTER BUFFER CONFI GURATI ON - -----mmmmmmmiii oo o

; jbenable = yes ; Enables the use of a jitterbuffer on the receiving side of a
; SIP channel. Defaults to "no". An enabled jitterbuffer will
; be used only if the sending side can create and the receiving
; side can not accept jitter. The SIP channel can accept jitter,
; thus a jitterbuffer on the receive SIP side will be used only
; if it is forced and enabl ed.

; jbforce = no ; Forces the use of a jitterbuffer on the receive side of a SIP

; channel. Defaults to "no".
;] bmaxsi ze = 200 ; Max length of the jitterbuffer in mlliseconds.

; jbresyncthreshold = 1000 ; Junmp in the frame tinestanps over which the jitterbuffer is
; resynchronized. Useful to inprove the quality of the voice, with
; big junps in/broken tinestanps, usually sent from exotic devices
; and prograns. Defaults to 1000.

;v jbimpl = fixed ; Jitterbuffer inplementation, used on the receiving side of a SIP
; channel. Two inplenmentations are currently available - "fixed"
; (with size always equals to jbmaxsize) and "adaptive" (wth
; variable size, actually the new jb of IAX2). Defaults to fixed.

; jbtargetextra = 40 ; This option only affects the jb when 'jbinpl = adaptive' is set.
; The option represents the nunber of nilliseconds by which the new jitter buffer
; Will pad its size. the default is 40, so without nodification, the new
; jitter buffer will set its size to the jitter value plus 40 nilliseconds.
; increasing this value may help if your network normally has low jitter,
; but occasionally has spikes.

; jblog = no ; Enables jitterbuffer frane | ogging. Defaults to "no".

e SIP_CAUSE reporting ----------mmmmmmmmmiii oo
; storesipcause = no ; This option causes chan_sip to set the
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; HASH( SI P_CAUSE, <channel nane>) channel variable
; to the value of the last sip response

; WARNING enabling this option carries a

; significant performance burden. It should only
; be used in low call volune situations. This

; option defaults to "no".

[aut henti cati on]

; G obal credentials for outbound calls, i.e. when a proxy chall enges your
: Asterisk server for authentication. These credentials override

; any credentials in peer/register definition if realmis matched

; This way, Asterisk can authenticate for outbound calls to other
; realms. We match real mon the proxy challenge and pick an set of
; credentials fromthis Iist

; Synt ax:

; auth = <user>: <secr et >@&r eal n»

; aut h = <user >#<nd5secr et >@r eal n>

; Exanpl e

; aut h=mar k: t opsecr et @i gi um com

; You may al so add auth= statenments to [peer] definitions
; Peer auth= override all other authentication settings if we match on realm

; DEVI CE CONFI GURATI ON

; SIP entities have a 'type' which deternmines their roles within Asterisk

; * For entities with 'type=peer’

; Peers handl e both inbound and outbound calls and are matched by ip/port, so for

; The case of inconming calls fromthe peer, the |IP address nust match in order for

; The invitation to work. This neans calls nmade fromeither direction won't work if

; The peer is unregistered while host=dynanmic or if the host is otherise not set to

; the correct IP of the sender

; * For entities with 'type=user'

; Asterisk users handl e inbound calls only (nmeaning they call Asterisk, Asterisk can't
; call them) and are matched by their authorization information (authnane and secret)
; Asterisk doesn't rely on their IP and will accept calls regardl ess of the host setting
; as long as the inconming SIP invite authorizes successfully.

; * For entities with 'type=friend'

; Asterisk will create the entity as both a friend and a peer. Asterisk will accept

; calls fromfriends like it would for users, requiring only that the authorization

; mat ches rather than the IP address. Since it is also a peer, a friend entity can

; be called as long as its IPis known to Asterisk. In the case of host=dynam c

; this neans it is necessary for the entity to register before Asterisk can call it

; Use renptesecret for outbound authentication, and secret for authenticating
; inbound requests. For historical reasons, if no renmptesecret is supplied for an
; outbound registration or call, the secret will be used

; For device names, we recommend using only a-z, nunerics (0-9) and underscore
; For local phones, type=friend works nost of the tine

; | f you have one-way audi o, you probably have NAT probl ens.

; If Asterisk is on a public IP, and the phone is inside of a NAT device
; you will need to configure nat option for those phones

; Al'so, turn on qualify=yes to keep the nat session open

; Configuration options available
; cont ext

; callingpres

;opermt

; deny

; secret

. nd5secr et

, renotesecret

; transport

; dtnf rode
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di rect nedi a

nat

cal | group

pi ckupgr oup

| anguage

al | ow

di sal | ow

i nsecure

trustrpid

pr ogr essi nband

prom scredir

usecl i ent code

account code

set var

callerid

amaf | ags

cal | count er

busyl eve

al | owoverl ap

al | owsubscri be

al | owt ransfer

i gnor esdpver si on

subscri becont ext

tenpl ate

vi deosupport

maxcal | bitrate

rfc2833conpensat e

mai | box

session-tiners

sessi on-expires

sessi on-m nse

session-refresher

t 38pt _usert psource

regexten

fronmdomai n

fromuser

host

port

qualify

defaul tip

def aul t user

rtpti meout

rt phol dti neout

sendr pi d

out boundpr oxy

rfc2833conpensat e

cal | backext ensi on

timertl

tinerb

qualifyfreq

t 38pt _usert psource

contact perm t ; Limt what a host may register as (a neat trick

cont act deny ; is toregister at the sane IP as a SIP provider
; then call oneself, and get redirected to that
; sanme | ocation)

di rect nedi aperm t

di rect nedi adeny

unsol i ci ted_mai | box

use_qg850_r eason

mexf or war ds

encryption

; [ si p_proxy]

For incoming calls only. Exanple: FWD (Free World Dial up)
We match on | P address of the proxy for incomng calls
since we can not match on usernane (caller id)

; type=peer

cont ext =from f wd
host =f wd. pul ver. com

[ si p_proxy-out]

; type=peer ; we only want to call out, not be called
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; renot esecr et =guessi t ; Qur password to their service

; def aul t user =your user nane ; Authentication user for outbound proxies

; fromuser =your user nane ; Many SIP providers require this!

; fromdomai n=provi der. si p. dormai n

; host =box. provi der.com

;transport=udp,tcp ; This sets the default transport type to udp for outgoing, and will

; ; accept both tcp and udp. The default transport type is only used for
; ; outbound nessages until a Registration takes place. During the

; ; peer Registration the transport type nay change to another supported
; ; type if the peer requests so

; user egphone=yes ; This provider requires ";user=phone" on UR

;cal |l counter=yes ; Enable call counter

; busyl evel =2 ; Signal busy at 2 or nore calls

; out boundpr oxy=pr oxy. provi der.domain ; send outbound signaling to this proxy, not directly to the peer
; port =80 ; The port nunber we want to connect to on the renote side

; Also used as "defaultport" in conbination with "defaultip" settings

;--- sanple definition for a provider
; [provider 1]

; type=peer

; host =si p. provi der 1. com

; fronmuser =4015552299 ; how your provider knows you

;renmot esecret =youwi | | neverguessit ; The password we use to authenticate to them

; secr et =gi ssadet du ; The password they use to contact us

; cal | backext ensi on=123 ; Register with this server and require calls com ng back to this extension

;transport=udp,tcp ; This sets the transport type to udp for outgoing, and wll

; ; accept both tcp and udp. Default is udp. The first transport

; ; listed will always be used for outgoing connections

;unsolicited_nail box=4015552299 ; If the renpte SIP server sends an unsolicited MAN NOTIFY nessage the new ol d
; : message count will be stored in the configured virtual mailbox. It can be
used

; ; by any device supporting MNV by specifying <configured val ue>@l P_Renot e
as the

; ; mai | box.

; Because you m ght have a | arge nunber of similar sections, it is generally
; convenient to use tenplates for the common paraneters, and add them

; the the various sections. Exanples are below, and we can even | eave

; the tenplates uncommented as they will not harm

[ basi c-options](!) ; atenplate
dt nf node=rf c2833
context=fromoffice
type=friend

[ nat t ed- phone] (!, basi c-opti ons) ; another tenplate inheriting basic-options
di r ect medi a=no
host =dynani ¢

[ publi c- phone] (!, basi c- opti ons) ; another tenplate inheriting basic-options
di rect nedi a=yes

[ ny-codecs] (!) ; a tenplate for nmy preferred codecs
di sal | ow=al
al | ow=i | bc

al | ow=g729
al | ow=gsm
al | ow=g723

al | ow=ul aw

[ ul aw- phone] (!) ; and anot her one for ulawonly
di sal | ow=al
al | ow=ul aw

; and finally instantiate a few phones
; [2133] (natt ed- phone, ny-codecs)
; secret = peekaboo

; [2134] (natt ed- phone, ul aw phone)
; secret = not_very_secret
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[ 2136] (publ i c- phone, ul aw phone)

secret = not_very_secret_either

Standard configurations not us

[ grandstreant]
type=friend
context=fromsip

cal | eri d=John Doe <1234>

host =192. 168. 0. 23

di rect nedi a=yes
dt nf node=i nf o
call-limt=1

mai | box=1234@lef aul t
di sal | ow=al
al | ow=ul aw

al | ow=al aw
al  ow=g723. 1
al | ow=g729

ng tenplates look like this:

cal I i ngpres=al | owed_passed_screen

[xlitel]

Wiere to start in the dial plan when this phone calls
Full caller 1D, to override the phones config

on incomng calls to Asterisk

we have a static but private |IP address

No registration all owed

al low RTP voice traffic to bypass Asterisk

ei ther RFC2833 or INFO for the BudgeTone

permit only 1 outgoing call and 1 inconming call at a tine
fromthe phone to asterisk (deprecated)

1 for the explicit peer, 1 for the explicit user
renmenber that a friend equals 1 peer and 1 user in
nmenory

There is no conbined call counter for a "friend"

so there's currently no way in sip.conf to limt

to one inbound or outbound call per phone. Use

the group counters in the dial plan for that

mai | box 1234 in voicennil context "default"
need to disallow=all before we can use allow=
Note: In user sections the order of codecs
listed with allow= does NOT matter

Asterisk only supports g723.1 pass-thru!
Pass-thru only unless g729 |icense obtained
; Set caller 1D presentation

See README. cal | i ngpres for nore information

Turn of f silence suppression in X-Lite ("Transmit Silence"=YES)
Note that Xlite sends NAT keep-alive packets, so qualify=yes is not needed

;type=friend

; regext en=1234
;callerid="Jane Smth" <5678>
; host =dynami c

; di rect medi a=no

di sal | ow=al
al | ow=gsm
al | ow=ul aw
al | ow=al aw

mai | box=1234@lef aul t, 1233@lef aul t

regi stertryi ng=yes

; [snoni
;type=friend
;context=fromsip
; secret =bl ah

| anguage=de

host =dynami ¢

dt nf node=i nband

def aul ti p=192. 168. 0. 59
mai | box=1234@ont ext, 2345
subscri bemm =yes

vnext en=voi cenni

di sal | ow=al
al | ow=ul aw

[ pol yconi
type=friend

; subscri becont ext =l ocal ext ensi ons ;

When they register, create extension 1234

Thi s device needs to register
Typically set to NOif behind NAT

GSM consunes far | ess bandw dth than ul aw

; Subscribe to status of nultiple mail boxes
Send a 100 Tryi ng when the device registers.

Friends place calls and receive calls
Context for incomng calls fromthis user

Only all ow SUBSCRI BE for |ocal extensions
Use German pronpts for this user
This peer register with us
Choi ces are inband, rfc2833, or info
| P used until peer registers
Mai | box(-es) for nessage waiting indicator
Only send notifications if this phone
subscribes for mailbox notification
di al pl an extension to reach mail box
sets the Message-Account in the MAN¥ notify nessage
defaults to gl obal vnexten which defaults to "asterisk"”

dt nf node=i nband only works with ul aw or al aw

Friends place calls and receive calls
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;context=fromsip ; Context for incomng calls fromthis user
; secr et =bl ahpol y

; host =dynami c ; This peer register with us
dt nf node=rf c2833 ; Choices are inband, rfc2833, or info
; def aul t user =pol |y ; Usernanme to use in INVITE until peer registers

;defaul ti p=192. 168. 40. 123
; Normally you do NOT need to set this paraneter
; di sal | ow=al |

;al | ow=ul aw ; dtnf rode=i nband only works with ul aw or al aw

; progr essi nband=no ; Pol ycom phones don't work properly with "never”
;[ pingtel]

;type=friend

;secret=bl ah
; host =dynami c

;i nsecur e=port ; Allow matching of peer by | P address without
; matching port nunber
;insecure=invite ; Do not require authentication of incomng |NVITEs
;insecure=port,invite ; (both)
;qual i fy=1000 ; Consider it down if it's 1 second to reply

; Hel ps with NAT session

; qualify=yes uses default value
;qualifyfreq=60 ; Qualification: How often to check for the

; host to be up in seconds

; Set to low value if you use |low tineout for

;. NAT of UDP sessions

; Call group and Pi ckup group should be in the range fromO to 63

;cal l group=1, 3-4 ; We are in caller groups 1,3,4

; pi ckupgroup=1, 3-5 ; We can do call pick-p for call group 1,3,4,5

;defaul tip=192. 168. 0. 60 ; P address to use if peer has not registered

; deny=0.0.0.0/0.0.0.0 ; ACL: Control access to this account based on | P address
;permit=192. 168. 0. 60/ 255. 255. 255. 0

;perm t=192. 168. 0. 60/ 24 : we can also use CIDR notation for subnet masks

;perm t=2001: db8: :/32 ; 1 Pv6 ACLs can be specified if desired. 1Pv6 ACLs

; apply only to I Pv6 addresses, and |Pv4 ACLs apply
; only to | Pv4 addresses.

;[ ciscol]
;type=friend
; secret=bl ah
;qual i fy=200 ; Qualify peer is no nore than 200ns away
; host =dynami c ; This device registers with us
; di rect medi a=no ; Asterisk by default tries to redirect the
; RTP nmedia stream (audio) to go directly from
; the caller to the callee. Sone devices do not
; support this (especially if one of themis
; behind a NAT).
;defaul ti p=192.168.0. 4 ; P address to use until registration
; def aul t user =gor an ; Usernane to use when calling this device before registration
; Normally you do NOT need to set this paraneter
; set var =CUSTI D=5678 ; Channel variable to be set for all calls fromor to this device
; set var =ATTENDED_TRANSFER_COVPLETE_SOUND=beep ; This channel variable will

; cause the given audio file to
; be played upon conpl etion of
; an attended transfer.

;[ preld-asterisk]
;type=friend

; secret =di gi um

; host =dynami c

rf c2833conpensat e=yes ; Conpensate for pre-1.4 DTMF transm ssion from another Asterisk machine.

; You must have this turned on or DTMF reception will work inproperly.
;1 38pt _usert psour ce=yes ; Use the source | P address of RTP as the destination |IP address for UDPTL
packet s

; if the nat option is enabled. If a single RTP packet is received Asterisk
will know the

; external |P address of the renote device. If port forwarding is done at the
client side
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; then UDPTL will flow to the renpte device.

Sample Config of Users and Peers

For testing, use the following sample sip.conf:

G) 9199920301 and 9199920302 are Asterisk registered endpoints.

I0TSBX3 is Peer which is Ribbon SBC SWe Lite in this lab setup.

[9199920301] type=friend ; Friends place calls and receive calls
context=default ; Context for incomng calls fromthis user

host =dynani ¢

dt nf node=r f c2833

al | ow=ul aw

al | ow=al aw

al | ow=g729
cal l'i ngpres=al | owed_passed_screen ; if caller-id need to be passed
;cal lingpres=prohi b_passed_screen ; if caller-id need to be hidden,

t 38pt _udpt! = yes
faxdetect = yes ; to nmke asterisk recognize fax tone

[9199920302]

type=friend

cont ext =def aul t

host =dynami ¢

al | ow=ul aw

al | ow=al aw

al | ow=g729

cal l i ngpres=al | owed_passed_screen
;cal lingpres=prohi b_passed_screen

currently its comented out

mai | box=9199920302@Ast eri sk. asteri sk.com; for voice mail configuration

t 38pt _udpt! = yes
faxdetect = yes

[ 1 OTSBX3]
context=default ; different context is given
type=peer ; to nention this as Peer

host =172. 16.102. 10 ; | P address of SBC - here, we give ingress |P address of SW Lite

di rect nedi a=no

canreinvite=yes

dt nf node=rf c2833

al | ow=ul aw

al | ow=al aw

al | ow=g729

aut h=123: 123@Real m ; for authentication
user name=123

qual i fy=yes

For configuring the dial plan (routing) in Asterisk, use the following extensions.conf file.
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exten => 9199920301, 1, NoOp( ${ EXTEN})
same => n, Got o( Ast eri skUser 1, ${ EXTEN}, 1)

exten => 9199920302, 1, NoOp( ${ EXTEN: 1})
same => n, Cot o( Ast eri skUser 2, ${ EXTEN: 1}, 1)

[ Ast eri skUser 1]
exten => _X. , 1, Dial (SI P/9199920301/ ${ EXTEN})

[ Ast eri skUser 2]
exten => _X. , 1, Dial (SI P/9199920302/ ${ EXTEN})

exten => _0X., 1, NoOp(${EXTEN: 1}) ; for dialing any nunber which is outside Asterisk PBX, dial with prefix 0 and
then it will be routed separately
same => n, Got o( out goi ng, ${ EXTEN: 1}, 1)

[ out goi ng]
exten => _X., 1, Dial (S| P/ | OTSBX3/ ${ EXTEN})

Voicemail
For configuring voice mail in Asterisk, ensure extensions.conf and voicemail.conf have the necessary configurations.

In the following example, the Asterisk user 9199920302 is configured with the voicemail capability in the extensions.conf.

vi /etc/asterisk/extensions. conf

exten => 9199920302, 2, NoOp(Cal | for )
same => n, Di al (SI P/ 9199920302, 10)
same => n, Voi ceMai | (pbxuser2@lef aul t)
same => n, Hangup

The following example shows a voicemail.conf sample file.

[ general ]

f or mat =wav49| gsm wav
serveremai | =asteri sk
attach=yes

ski pns=3000
maxsi | ence=10

sil encet hreshol d=128
max| ogi ns=3

emai | dat ef or mat =%A, 9B %, % at %
pager dat ef or mat =%, 9B %, % at %
sendvoi cenui |l =yes ; Allow the user to conpose and send a voicenmail while inside

[ zonenessages]

east ern=Ameri ca/ New_York|'vmreceived Q'digits/at' |M

central =Aneri cal/ Chicago|'vmreceived Q'digits/at' IM

central 24=Aneri ca/ Chi cago|'vmreceived' q 'digits/at’ H N 'hours'
mlitary=Zulu|'vmreceived q 'digits/at’ H N 'hours' 'phonetic/z_p'
eur opean=Eur ope/ Copenhagen|'vmreceived' a d b '"digits/at’ HV

[defaul t]

1234 => 1234, ful | nanme, root @\st eri sk. asteri sk. com root @st eri sk. asteri sk.com

9902875981 => 1234, Payodhi, pdwi vedi @onusnet.com , Tz=eur opean

9199920302 => 1234, pbxuser 2, pbxuser 2@\st eri sk. ast eri sk. com pbxuser 2@\st eri sk. ast eri sk. com Tz=eur opean
pbxuser2 => 1234, pbxuser 2, pbxuser 2@\st eri sk. ast eri sk. com pbxuser 2@Ast eri sk. ast eri sk. com Tz=eur opean

Call Park and Pickup

For Call Park and retrieval in the Asterisk PBX, use the following configuration in the extensions.conf and features.conf files.
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vi /etc/asterisk/extensions. conf

[defaul t]

include => parkedcalls

exten => 700, 1, Got o( par ki ngl ot , ${ ARGL}, 1) [ parki ngl ot]

exten => s, 1, NoOp(once a parked call tinmes out it will resune here)

include => parkedcalls
exten => i, 1, Pl ayback(pbx-inval i dpark)
exten => i, 2, Hangup

vi /etc/asterisk/features. conf

[ general ]

parkext => 700 ; What extension to dial to park. Set per parking |lot.

; par kext _excl usi ve=yes ; Specify that the parkext created for this parking lot ; will only access this parking
lot. (default is no)

parkpos => 701-720 ; \Wat extensions to park calls on. (defafult parking lot) ; These need to be numeric, as
Asterisk starts fromthe start position ; and increments with one for the next parked call. ; Set per parking
lot.

context => parkedcalls ; Which context parked calls are in (default parking lot) ; Set per parking lot.

Network Conference

Configure one extension or number in Asterisk PBX to configure a "Meet me" conference as shown in the following extensions.conf file. All
Asterisk users can connect to the conference bridge by dialing the extension or number configured in the Asterisk.

vi /etc/asterisk/extensions. conf

[defaul t]

exten => 2115, 1, Answer ()

exten => 2115, n, Set (CHANNEL( | anguage) =gb- f)
exten => 2115, n, Set (CHANNEL( nusi ccl ass) =def aul t)
exten => 2115, n, Conf Bri dge( 1234, Ms, 123)

Music On Hold

Enter an appropriate context in the /etc/asterisk/musiconhold.conf file as shown in the following example.
vi /etc/asterisk/nusiconhol d. conf
[defaul t]

node=fil es
di rect or y=noph

Other Features

For configuring any other features in Asterisk, check the features.conf file.

Commit changes in Asterisk using reload command as shown below:

asterisk -v

Asteri sk*CLI > sip rel oad
Asteri sk*CLI > di al pl an rel oad
Ast eri sk*CLI > voi cemai | rel oad

Check the Asterisk user configuration using below command:
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asterisk -v
Asteri sk*CLI > sip show users

User name Secr et Account code Def . Cont ext ACL For cer port
9199920302 def aul t No Yes
9199920301 def aul t No Yes

Check the Asterisk user registrations using below command:

G) If a user is registered, IP Address is visible. If a user is not registered, IP address is not visible.

Ast eri sk*CLI > sip show peers

Nane/ user nane Host Dyn For cer port ACL Por t St at us
9199920301/ 9199920301 172. 16. 108. 28 D N 5060 Unnoni t or ed
9199920302/ 9199920302 (Unspeci fi ed) D N 0 Unnoni t or ed

Supplementary Services & Features Coverage

The following checklist depicts the set of services/features covered through the configuration defined in this Interop Guide.

Sr. No. Supplementary Services/ Features Coverage
1 Registration over UDP/TCP/TLS /
2 Basic Call Setup & Termination /
3 Simultaneous Ringing (
4 Music on Hold (
5 Cancel Call & Call Rejection /
6 Call Forwarding Busy /
7 Call Forward No Answer /
8 Call Transfer (Attended) /
9 Call Transfer (Blind/ Unattended) /
10 Voice mail & retrieval /
11 Call Park & Pickup /
12 Call Conference /
13 Calling Party ID Restriction /
14 G.711 Fax v
Legend

Supported /

Not Supported x

Caveats
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The following items should be noted for this interop:

® Ribbon SBC SWe Lite does not support Dynamic PBX Registration.
® Ribbon SBC SWe Lite does not have support for out-of-dialog SIP INFO.

Support

For any support related queries about this guide, please contact your local Ribbon representative or the following numbers and website:
® Sales and Support: 1-833-742-2661

® Other Queries: 1-877-412-8867
® Website: https://ribboncommunications.com/about-us

References

For detailed information about Ribbon products & solutions, please visit:

https://ribboncommunications.com/products

Conclusion

This Interoperability Guide describes how to successfully configure the Asterisk PBX interop involving Ribbon SBC SWe Lite, Ribbon SBC SWe
Core & Ribbon C20-AS products.

The guide provides information about all tested features and capabilities. It records all limitations, notes, and observations to provide you with
an accurate understanding of what this guide covers and what it does not.

Configuration guidance in this document enables you to replicate the same base setup; however, you may require additional configuration
changes to suit the exact deployment environment.

© 2021 Ribbon Communications Operating Company, Inc. © 2021 ECI Telecom Ltd. All rights reserved.
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