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Document Overview

This document outlines the configuration best practices for Ribbon SBC Edge 1000 PRI interworking with Google Voice SIP Link.

About Ribbon SBC Edge 1000

The Ribbon SBC Edge 1000 provides best-in-class communications security. The SBC Edge 1000 dramatically simplifies the deployment of robust
communications security services for SIP Trunking, Direct Routing, and Cloud UC services. The SBC 1000 are hardware appliance-based platforms
that are part of the Ribbon SBC Edge Portfolio, which addresses the security and interoperability challenges associated with SIP-based
communications. The SBC 1000 includes options for Foreign Exchange Office (FXO)/Foreign Exchange Subscriber (FXS) ports and T1/E1 Channel-
associated Signaling (CAS)/Primary Rate Interface (PRI) ports.TheSBC 1000is ideally suited for small to medium size organizations and branch
offices.

About Google Voice

Google Voice is a telephone service that provides a U.S. phone number to Google Account customers in the U.S., and to Google Works customers in
Canada, Denmark, France, the Netherlands, Portugal, Spain, Sweden, Switzerland and the United Kingdom. Calls are forwarded to the phone
number that each user must configure in the account web portal. Users can answer and receive calls on any of the phones configured to ring in the
web portal. While answering a call, the user can switch between the configured phones. Subscribers in the United States can make outgoing calls to
domestic and international destinations. The service is configured and maintained by users in a web-based application, similar in style to Google's
email service Gmail, or Android and iOS applications on smartphones or tablets.

Scope/Non-Goals

This document provides configuration best practices for deploying Ribbon's SBC Edge 1000 PRI interop for Google Voice SIP Link. Note that these
are configuration best practices and each customer may have unique needs and networks. Ribbon recommends that customers work with network
design and deployment engineers to establish the network design which best meets their requirements.

It is not the goal of this guide to provide detailed configurations that meet the requirements of every customer. Usethis guide as a starting point, and
build the SBC configurations in consultation with network design and deployment engineers.

Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring the Ribbon SBC.
To perform this interop,you need to

use graphical user interface (GUI) or command line interface (CLI) of the Ribbon product.
understand the basic concepts of TCP/UDP/TLS and IP/Routing.

understand the basic concepts of T1/E1/ISDN.

have basic knowledge on SIP/RTP/SRTP to complete the configuration, and for troubleshooting.
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Note

This configuration guide is offered as a convenience to Ribbon customers. The specifications and information regarding the product in this
guide are subject to change without notice. All statements, information, and recommendations in this guide are believed to be accurate, but
are presented without warranty of any kind, express or implied, and are provided AS IS. Users must take full responsibility for the
application of the specifications and information in this guide.

Prerequisites

The following aspects are required before proceeding with the interop:

® Ribbon SBC Edge 1000
® Ribbon SBC Edge 1000 license
® This interop requires the acquisition and application of SIP sessions, as documented atWorking with Licenses
® Requires the license for DSI and FXI ports (ISDN ports).
® Public IP addresses
® TLS certificates for SBC Edge 1000
® For more details, please visitWorking with Certificates
® Google Workspace and Domain
® Google Voice Premier license for the users
® For more details, contactGoogle support

Product and Device Detalls

The configuration uses the following equipment and software:

Product Equipment/Service Software Version
Ribbon SBC Ribbon SBC Edge 1000 = 11.0.1 Build 634
Google Voice SIP Link Telephone Service NA
Third-party PBX Asterisk 16.0.26
Third-party Phone Poly VVX 250 Edition 6.4.3.10318
Administration and Debugging Tools | Wireshark 3.4.9

LX Tool 2.1.0.6

Network Topology and E2E Flow Diagrams

Deployment Topology
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Document Workflow

The sections in this document follow the sequence below. The reader is advised to complete each section for successful configuration.
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SBC Edge 1K
Installation

v

Install License and
Certificates

Y

Ribbon SBC Edge 1K
Configuration

Y

Google Vaoice
Corfiguration

Installing Ribbon SBC Edge 1000

To deploy the Ribbon SBC Edge 1000 instance, refer to Installing SBC 1000/2000

Ribbon SBC Edge 1000 Configuration
Accessing SBC Edge 1000

Open any browser and enter the SBC Edge 1000 IP address.

SBC Edge

Copyright © 2010-2021 Ribbon Communications Operating Company. Inc. All Rights Reserved

Click Enter and log in with a valid User ID and Password.
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Welcome to Ribbon SBC 1000

ripbon

Users (authorized or unauthorized) have no explicit or implicit expectation of
privacy. Any or all uses of this system and all files on this system may be
intercepted, monitored, recorded, copied, audited, inspected, and disclosed ta
authorized site, customer administrative, and law enforcement personnel, as
well as authorized officials of government agencies, both domestic and foreign.
By using this system, the user consents to such interception, monitoring,
recording, copying, auditing, inspection, and disclosure at the discretion of
authorized personnel.

Unauthorized or improper use of this system may resutt in administrative
disciplinary action and civil and criminal penalties. By continuing to use this
system you indicate your awareness of and consent to these terms and conditions
of use. CANCEL YOUR LOGIN IMMEDIATELY if you do not agree to the conditions
stated in this warning.

Password
Coun ]

® Copyright 2010-2018 Sonus Networks, Inc. (a Ribbon C: Company). All Rights Reserved

License and TLS Certificates

View License

This section describes how to view the status of each license along with a copy of the license keys installed on your SBC.TheFeature Licensespanel
enables you to verify whether a feature is licensed, along with the number of remaining licenses available for a given feature at run-time.

From theSettingstab, navigate toSystem > Licensing > Current Licenses.

This interop requires license for ISDN ports (DSI/FSX ports).

For more details on Licenses, refer toWorking with Licenses.

SBC Certificate

From theSettingstab, navigate toSecurity > SBC Certificates > Generate SBC Edge Certificates.

Provide the Common Name of the SBC that includes Host and Domain.
Set the Key Length to 2048 bits.

Provide the location information.

Click OK.

The CSR will be generated and displayed in the result text box.

o~ 0N R
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riobon Settings Diagnostics System

Generate Certificate Signing Request

Q

Expand All | Collapse All | Reload
Szl | ol G Subject Distinguished Name

b [ call Routing

¥ ¥ Signaiing Groups Common Name rbbniot.com
3 Linked Signaling Groups

¥ (@ Node Intertaces Subject Alternative Name DNS

b # System Email Address
B [@ Auth and Directory Services

¥ @ Protocols 150 Country Code

L State/Province
Locality
B users Organization
DL Organizational Unit

[ | Generate SBC Edge C SR] Key Length

(=] sBG Primary Gertificate

(0] sBC Supplementary Cerlificates

5 Trusted CA Certificates ﬁ
b @ TLS Profiles

[E] change Password
[[Z1 Ribbon Protect Bad Actors

b [ Nedia

B [ Tone Tables

¥ ¥ Telephony Mapping Tables
b sNMPiAlams

¥ [ Logging Configuration

b [ Emergency Services

& Notification Manager

After generating the CSR on Ribbon SBC, provide it to the Certificate Authority. CA would generally provide the following certificates:

® SBC Certificate
® CA's Root Certificate
® Intermediate Certificate

Welcome: we

Monitor Settings Diagnostics

SBC Certificates Index

q,
Expand Al | Collapse All | Reload * Generate SBC Edge CSR
b @ call Routing * SBC Primary Certificate
b [ signaling Groups * SBC Supplementary Certificates

@ Linked Signaling Groups T

Node Interfaces

L

3

B [ System

P [ Auth and Directory Services
F [ Protocols
b sip

3

CAS

b3 Users ‘|
B [ Login Messages

¥ [ SBC Certificates

|| Generate SBC Edge CSR
=] SBC Supplementary Cerlificates
[ Trusted CA Cerificates

b @ TLS Profiles
|| Change Password
7] Ribbon Protect Bad Actors

There are two ways to import SBC Primary Certificate as described below:
To import an X.509 signed certificate:
SelectX.509 Signed Certificatefrom thelmportmenu at the top of the page.
Chose the import mode (Copy and PasteorFile Upload) from theModepull-down menu.

1
2
3. If you choseFile Upload, use theBrowsebutton to find the file and clickOK.
4

If you chooseCopy and Paste, open the file in a text editor, paste the contents into thePaste Base64 Certificatetext field and clickOK.
To import a PKCS12 Certificate and Key:

1. SelectPKCS12 Certificate and Keyfrom thelmportmenu at the top of the page.
2. Enter the password used to export the certificate in thePasswordfield.

3. Browse for the PKCS certificate and key file and click OK.
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Import X.509 Server Certificate Import X.509 Server Certificate

Mode |Copy and Paste v Mode | File Upload hd

Select File | Choose File | Mo file chosen Extensions [pem, der, cer, ber, p7b] =

Paste Base64 Certificate

Import PKCS512 Server Certificate

Select File | Choose File | No file chosen Extensions [ pfc or p12]*

Trusted CA Certificates

A Trusted CA Certificate is a certificate issued by a Trusted Certificate Authority. Trusted CA Certificates are imported to the SBC Edge 1000 to
establish its authenticity on the network.

® For TLS to work, a Trusted CA (Certificate Authority) is required. For this interop, GoDaddy is used as the Trusted CA.
® Add an entry in the Public DNS to resolve Ribbon SBC Edge 1000 FQDN to Public IP Address.
® Ensure to have the following certificates as part of the root certificate trust:

® GTS Root R1

® GlobalSign Root CA (if required)

Note
Refer to Google Voice SIP Link documentation for other compatible CAs.

From theSettingstab, navigate toSecurity > SBC Certificates > Trusted CA Certificates.

ribboﬂ Monitor Settings Diagnostics System

SBC Certificates Index

q
Expand All | Collapse All | Reload * Generate SBC Edge CSR
¥ @ Call Routing * SBC Primary Certificate
¥ [ signaling Groups * SBC Supplementary Certificates

[ Linked Signaling Groups * Trusted CA Certificates
¥ [ MNode Interfaces
b [ System
F [ Auth and Directory Services
¥ [ Protocols
b @ sip
b @ cas
P [ Users I
P [V Login Messages
|| Generate SBEC Edge CSR
|| SBC Primary Cerificate
[[7] SBC Supplementary Ceriificates
¥ i TLS Profiles
|| Change Password
\[Z] Ribbon Protect Bad Actors
b [ Media
¥ [ Tone Tables
F [ Telephony Mapping Tables
F [ SMNMP/Alarms

P ¥ Logging Configuration hd

This section describes the process of importing Trusted Root CA Certificates using either theFile UploadorCopy and Pastemethod.
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el A

ClickOK.

To import a Trusted CA Certificate, click the Import Trusted CA Certificate (n) Icon.
Select eitherCopy and PasteorFile Uploadfrom theModemenu.

If you chooseFile Upload, use theSelect Filebutton to find the file.

Import Trusted CA Certificate

Import Trusted CA Certificate

Mode |Copy and Paste v

Paste Base64 Certificate

e

Maode | File Upload hd
Select File | Choose File | No file chosen

Extensions [pem, der, cer, ber, p7b] *

Follow the steps above to import GTS Root R1 and GlobalSign Root CA certificates from Google Voice.

Note

When theVerify Statusfield in the Certificate panel indicates Expired or Expiring Soon, replace the Trusted CA Certificate. You must delete
the old certificatebefore importing a new certificate successfully.

Warning

Most Certificate Vendors sign the SBC Edge certificate with an intermediate certificate authority. There is at least one, but there could be

several intermediate CAs in the certificate chain. When importing the Trusted Root CA Certificates, import the root CA certificate and all
Intermediate CA certificates. Failure to import all certificates in the chain causes the import of the SBC Edge certificate to fail. Please refer

toUnable To Get Local Issuer Certificatefor more information.

Networking Interfaces
Configure Ethernet 1 and Ethernet 2 of the SBC 1000/2000 with the IP as follows:

NavigatetoNode Interfaces > Logical Interfaces.

Q
Expand All | Collzpse All | Reload

¥ @ call Routing
b @ Signaling Groups

orts
. Logical Interfaces|

Ethemet 1 P
Ethemet 2 IP
Laopback 1
Leopback 2

Leopback 3
Loopback 4
Loopback 5

v v v v v w|w

Logical Interfaces

Inﬂml‘:lﬂ IPvd Address
Ethernet 1 P I
Ethernet 219 192
Loopback 1

Loopback 2

Loopback 3

Loopback £

Loopback 5

Descripticn

Enabled
Enabled
Diszblad
Disabled
Diszblad
Diszbled

Disabled

Ethernet 1 IP

Ethernet 1 IP is assigned an IP address used for transporting all the VOIP media packets (for example, RTP, SRTP) and all protocol packets (for
example, SIP, RTCP, TLS). DNS servers of the customer's network should map the SBC Edge 1000 system hostname to this IP address. In the

default software, Ethernet 1 IP is enabled and an IPv4 address is acquired via a connected DHCP server. This IP address is used for performing
Initial Setup on the SBC Edge 1000.
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D
Taotal 7 Logicallnterface Rows
b @ Call Routing
]
Interface Name
| Ethemet 2 1P UFIm=s i
2] Loopback 1 e [
[7] Loopback 2 Description |
[ Loapback 3 Admin State
[ Loopback 4
|| Loophack
b @ Bhdge
[F] Relzy Config
b sgplicaton Saluion Nodule MAC Address  0o-1 0N
b # S[)Tb:" Settings IP Addressing Mode | IPwd ~
El OoE . ________________________________________________________________a
o= S e
[ system Timing
- System Compsnding Law ACLIn
¥ @ Licensing ACL Out
@ sotuare anagaen ACL Forvard
b @l Auth and Dirsctory Services 1P Assign Method
k @ Frotocals
v @ sP Primary Address xx_r.x
¥ " Local Registrars Primary Metmask xx_r.x
@ Local/ Pass-thru Auth Tables Configure Secondary Interface
b [ SIP Profies
b i SIF Server Tables
o - P

Ethernet 2 IP

After initial configuration, you may configure this logical interface using the Settings or Tasks tabs in the WebUI or you can use the IP address
configured during Initial Setup.
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F CERST ST —Toup

Mode Interfaces

¥ @ Ports

cgical Interfaces

Loopback 2
Loopback 3
Loopback 4

Loopback §
¥ ¥ Bridge
Relay Config
F ¥ Applicasion Solution Module
W [ System
Mode-L svel Settings
QeE
] DsPs
System Tiring
System Companding Law
F ¥ Licensing
F [ Software Manageman:
¥ @ Auth and Directory Services
k@ Protocols
* @ SIP
¥ | Locsl Registrars
W Local / Pass-thru Auth Tables
¥ [ 5IP Profiles

Ethernat 2 1P 102 N

Interface Name Ethernst 2 IP

Admin State

Identification/ Status

L'FIndex 320

Description |

LS

MNetworking

MAC Address  00:10 N

1P Addressing Mode
IPv4 Information
actim
scLow
ACL Forward
IP fssign Mathod

w

I

Primary Netmask |255.2552550

Primary Addresz

Configure Secondary Interface | Disabled

!I

¥ | 5IF S=rver Tables
@ Trunk Groups
W MAT Qualified Prefix Tables -

Configure Static Routes

Static routes are used to create communication to remote networks. In a production environment, static routes are mainly configuredfor routing from a
specific network to another network that you can only access through one point or one interface (single path access ordefault route).

Destination IP
Destination IP specifies the destination IP address.

Mask
Mask specifies the network mask of the destination host or subnet. If the ‘Destination IP Address' field and 'Mask' field are both 0.0.0.0, the static
route is called the 'default static route’.

Gateway
Gateway specifies the IP address of the next-hop router to use for this static route.

Metric
Metric specifies the cost of this route and therefore indirectly specifies the preference of the route. Lower values indicate more preferred routes. The
typical value is 1 for most static routes, indicating that static routes are preferred to dynamic routes.

From theSettingstab, navigate to Protocols> IP > Static Routes.Click the+icon to add the entries.

riobon ©) Monitor Settings Diagnostics System

Q Static IP Route Table

Expand All | Collapse All | Reload Total 5 IP Route Rows

¥ @ call Routing ] Destination IP Mask Administrative Distance

17216 ]

¥ [} signaling Groups —
¥ [ Networking Interfaces

255.255.255.0 1

b @ system 10 2 74.125. ] 255.255.255.0 115.110.[] 1 2
¥ (@ Auth and Directory Services 0 3 216,230 255.255.255.255 115.110. ] 1 3
¥ 3 ons [ 4 8.8.8.8 255.255.255.255 115.110. ] 1 4

q 0 s 10.70.1 255.255.0.0 10.54.1 1 5
| Static Routes

Global Configuration
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Media Profiles

Media Profiles allow you to specify the individual voice and fax compression codecs and their associated settings, for inclusion in aMedia List.
Different codecs provide varying levels of compression, allowing one to reduce bandwidth requirements at the expense of voice quality.

From theSettingstab, navigate toMedia > Media Profiles.FromtheCreate Media Profile drop-down, selectVoice Codec Profile.

Monitor

ricbon

Settings Diagnostics System

Media Profiles

Q

Expand All | Colla Al | Reload Create Media Profile w (] Total 4 Media Profile Rows

¥ [ Call Routing Description

¥ [ signaling Groups Default G711~

Fax Codec Profile
[ Linked Signaling Groups

¥ [ Mode Interfaces

¥ [ system b [@] G722we G722

¥ [ Auth and Directory Services

¥ ¥ Protocols

b @ sip

b @ cas

¥ [ Security

b |00 G.711 p-law Default G711u

¥ [ 6729 G729

|| Media System Configuration
Media Pre
=] Default G711A
|| Default GT11u
E 6722
E er29

B [ SDES-SRTP Profiles
[ DTLS-SRTP Profiles
B [ Media List

The codecs G711A and G711U are configured on the SBC Edge 1000 by default. Configure G722 by following the steps provided below:

For G722:

1. Provide the profile's description.
2. Select G.722 from the Codec drop-down menu.

3. Click OK.
For G729:

1. Provide the profile's description.
2. Select G.729 from the Codec drop-down menu.

3. Click OK.
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Descrption |GT29 I
Codec [G.729 v
Payload Size | 20 e | ms

Descrnption | E22

Codec [G722 v|

Rate c4000 &%
Payload Size 20ms

Transformation Tables facilitate the conversion of names, humbers, and other fields when routing a call. They can, for example, convert a public
PSTN number into a private extension number, or into a SIP address (URI). Every entry in a Call Routing Table requires a Transformation Table. In
addition, Transformation tables are configurable as a reusable pool that Action Sets can reference.

Transformation Table

From the Settings tab, navigate toCall Routing > Transformation. Click the+icon to create a Transformation Table.

1. Provide a name for the Transformation Table in the Description field.
2. Click OK.
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riddon

Q

Expand All | Collapse All | Reload

(Eiov_To pex
Ecv_to_psTH
[Epex_To_ov
[-1pex_To_PSTH
Epsi_to_av
[fypsTn_To_PEX

5 Time of Day Tabie
b [ Call Routing Table
b @ Calactions
» @ signaing Grougs
[ Linked Signaling Groups

¥ @ Node Interfaces

¥ @ Appiication Solution Module:

b i system

b 3 Auth and Directory Senvices

b @ Protocols

b sp

b @ cas

b @ Securty

b @ Meda

b @ Tone Tables

b @ Telephony Mapping Tables

b @ snwpraiams

¥ (@ Logging Gonfiguration

b i Emergency Senvices

5 Notifcation Manager

Transformation

Ee N

Total § Transformation Table Rows

Description

@ Monitor

Tasks

Seitings

Diagnostics System

‘Wieicome: admin |

C0 GV_To_PBX
] GV_TO_PSTN
D PEX_TOGV
D[] PBX_TO_PSTN

(] PSTN_TO_GV

v v v v v v

[ (] PSTN_TO_PBX

Transformation Table Entry

1. Click on the Transformation Table created in the previous step.

Click the+icon to create an entry.

2
3. Provide the values in Input and Output fields.
4

Click OK.

Transformation Table Entry for GV_TO_PBX

1. Provide the DID range for PBX as value in the Input Field.

2. Click OK.

Q
Expand All | Collapse All | Reload
Gov-rorem
# Time of Day Table
v (2 Call Routing Table:
» @ CallActions.
N
DrES
DO
v e

© Monitor

Tasks.

Diagnostics

System

GV_TO_PBX

(1 Admin input ietd Type e

Output Field Type.

Output Field Hatch
Value Type

February 22, 2023 23:14

Description o

v @0 8 lled &)

Called Address/Number

\1 Optional (Match One)

Key)
Entry 1D 1 1

Descripton | ]

Admin State [ Enabled 2

Match Type [Optional (Match One)

Input Field Output Field

Type [Colid AdsressNumber v e [Colld AdresNomber

vave [T

e [

Calling Address/Number \+1(2)

Calling Address/Number

W Optional (Match One)

Entry ID 2 2

Transformation Table Entry for GV_TO_PSTN

1. Provide the DID number range of PSTN as value in the Input Field. Here all 10 digit numbers are allowed.

2. Click OK.
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Q

Expand Al | Collapse All | Reload

[ CaiRoutina]
@ Time of Day Table

¥ @ Call Routing Table

» @ CallActions.
» @ signaling Groups

¥ Linked Signaling Groups.
b @ Nods Intertaces
b ¥ Application Soluton Modle
» @ system
b Auth ana Dirctory Services
b i Protocols
» @ se
» @ cas
¥ # Telephony Mapping Tables
b @ SNMPiAlams.

GV_TO_PSTN

| Admin
o Input Field Type

© Monitor

Tasks. 3

Diagnostics System

Tnput Field
Value

Output Field Type.

Output Field
Value

Match
Type

February 21, 2023

v oo w

Called Address/Number

\+1(\d{10})

Called Address/Number

Optional (Match One)

Entry 1D 1

Description

Adminstate [Enabled _______v]
Match Type [Optionsl (Match One) v

Input Field

Output Field

Type [Colled AddressNumber 5

valve  [\+10a(10)

Type [ Called Address/Number

vaive [

Calling Address/Number

» OO0 %

» @0 % Called Address/Number

\1(16{10})
&)

Calling Address/Number

Called Address/Number

Optional (Match One)

Optional (Match One)

Entry ID 2

Entry 1D 3

Transformation Table Entry for PBX_TO_GV

1. Provide the DID number range of GV as value in the Input Field.

2. Click OK.

Q
Expand All | Collapse All | Reload

> Call Routing|
@

GV_To_PBX
G 6v_ToPSTH
PEX_T0_GV]
(5 Pex_To_PSTH
[ PsTH_TO_GV.
[ PsTH_TO_PBX

3 Time of Day Table

b (@ Call Routing Table:

b (@ Call Actons,
b i@ Signaing Groups

5 Linked Signaiing Groups

b i Node Interfaces
b (# Appication Solution Module:
b @ system
b (@ Auth and Directory Services
b i Protocols
s
b cas
b i@ Securiy
> i Media
b i Tone Tables
¥ i Telephony Mapping Tables
b @ SNMPiAams
¥ i Logging Configuration
b i Emergency Services
3 Noffication Manager

PBX_TO_GV

ndmin
1 dmin gt Fitd Tvne

@ Monitor

Tasks etting

Diagnostics System

Input Field
Value

Output Field Type

Output Field
Value.

Match
Type

February 21, 20:

Description

> o0 % Called Address/Number

(9 i2262(.)

Called Address/Number

1\

Optional (Match One)

Entry ID 1

Description

Admin State

Enacied v
Optional (Metch One) v

Match Type

Input Field

Output Field

e [Coled AddrassNomoer <)

e [Coled A Number

Value (07 522620 ]

waive [

==L

Calling Address/Number

Calling Address/Number

T

Optional (Match One)

Entry 1D 2

Transformation Table Entry for PBX_To_PSTN

1. Provide the DID number range of PSTN as value in the Input Field. Here all the Numbers/Address are allowed.

2. Click OK.

Q
Expand l | Collagse All | Reload

Gt Foving

@ pen 10 ov

9 Time orDay Tabe
b 9 Call Routng Tave
b 9 Cal actons
b 4 Signaing Groups
9 Linkea Signting Groups
b 5 Node Interaces
b 9 Appicaton Souton Module
» @ system
b 9 Auth snd Direcory Servies
b 8 protocas
i se
b cas
b i Securty
b 8 veas
b 9 Tone Tabies
b 9 Teephony spping Tties
b 9 Supraims
b 9 Logging Confguration
b 9 Emergency Serices

¥ Notfcation Manager

© Monitor Tasks g Diagnostics System
PBX_TO_PSTN February 21, 2023
[ ] [admn Input Field Type £ Output Field Type o ok Description
> o0 & Called Address/Number ) Called Address/Number 1 Optional (Match One) Entry ID 1
Description
Admin State [ Enbled vl
Match Type [ Optional (Match One) v
Input Field Output Field
Type  [Caled Adaress/Number v ype [Called Aderess/Nomber )

valve [(7)

waive [

Transformation Table Entry for PSTN_TO_GV

1. Provide the DID number range of GV as value in the Input Field.

2. Click OK.
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Cev_To_pex
Covropsm
T Pex_To.ov
@ pox_To_psTh

(I PSTN_To_PEX
# Time of Day Table

b @ CallRouting Table

b @ can actions
b @ Signaing Groups

¥ Linked Signaling Groups
b 3 Node Interfaces
b @ Appication Solution Module
b @ system
b @ Auth and Directory Servces
b @ Protocols
s
b cas
b @ Securty
> @ Media
b 3 Tone Tables
¥ @ Telephony Mapping Tables
b @ SNMP/Alams.
¥ 3 Logging Configuration
b @ Emergency Services

# Notifcation Manager

PSTN_TO_GV

) [ dmin ot e Type

© Monitor Tasks

Diagnostics System

Input Field
Value

Output Field Type

Output Field
Vvale

Match
Type

February 21, 2023 07|

Description

v o0 % Called

\ *) Called

Optional (Match One)

Entry 1D 1

Description
Admin State bled v

Match Type [ Opti

Input Field

Output Field

Type [ Called Address/Number v

e [Coled Agarember V]

veive [9mzzey

Transformation Table Entry for PSTN_TO_PBX

1. Provide the DID number range of PBX as value in the Input Field.

2. Click OK.

Q
Expand all | Collapse all | Reload

S ovropem

B [ Call actions
¥ @ Signaling Groups
¥ @ Application Soluion Module
» @ system
¥ (@ Auth and Directory Servicas
b @ s
b @ cas
b @ Security
b @ Media
¥ [ Telephony Mapping Tables
O
b [ Logging Configuration

[ Notification Manager

PSTN_TO_PBX

@ Monitor Tasks

Diagnostics System

Match Type [Optional (Match One) v

Input Field Output Field
Type | Called Address/Number v Type | Called Address/Number v

Value 97049801241

[ S—— nputrield Output Feld Type Qutput Feld aich
v [ E/ Called Address/Number 97 aN012(.*) (Called Address/Number 97 088012\1 Optional (Match One)
Descrpton | ]
Admin State

Call Routing Table

Call Routing allows calls to be carried between Signaling Groups, thus allowing calls to be carried between ports and between protocols (such as
ISDN to SIP). Routes are defined by Call Routing Tables, which allow flexible configuration of how calls are to be carried and how they are translated.

These tables are the central connection points of the system, linking Transformation Tables,Message Translations,Cause Code Reroute Tables,Media
Lists,and the Signaling Groups.

From theSettingstab, navigate toCall Routing>Call Routing Table.Click the+iconto create a Call Routing Table.

1. Provide a name for the Routing Table in the Description field.
2. Click OK.

Confidential and Proprietary. Copyright 2020-2023 Ribbon Communications Operating Company, Inc. 2020-2023 ECI Telecom Ltd.


https://doc.rbbn.com/display/UXDOC90/Managing+Transformation+Tables
https://doc.rbbn.com/display/UXDOC90/Managing+Message+Translations
https://doc.rbbn.com/display/UXDOC90/Managing+Cause+Code+Reroute+Tables
https://doc.rbbn.com/display/UXDOC90/Managing+Media+Lists
https://doc.rbbn.com/display/UXDOC90/Managing+Media+Lists

Welcome: webui |

Monitor Settings Diagnostics System

Q Call Routing Tables

Expand All | Collapse All | Reload

v Call Routing

b @ Transformaton b [E3[ Default Route Table )
[# Time of Day Table

¥ [ Call Routing Table ¥ [ [] PSTN_TO_ENTERPRISE 2

P [ Call Actions b [CI[] GV_TO_PEX_& PSTN B

Total 4 Call Routing Table Rows

[ | | Description

¥ [ signaling Groups
e L ¥ [01[J PBX_TO_GV_&_PSTN :
[ Linked Signaling Groups

[# Node Inter?
R — &3 Creste Call Routing Table - Google Chrame = m] x
[ system

[ Auth and Directory Services A Not secure | hitps://webui90.esonusnet.com:8080/cgi/phpUl/config.php?cfg=

[ Protocols E
W sip
@ cAs
0 security —
@ Media

[ Tone Tables

Create Call Routing Table February 21, 2023 10:12:21 @

| Description

) Telephony Mapping Tables
[ SNMPiAlams

# Logging Gonfiguration ﬁ

)’ Emergency Services

AL L SR I I B 2 2 2 N 2

[ Notification Manager

Call Routing Table Entry

PSTN to ENTERPRISE_Voice:

riobon Seilings Diagnostics. System

First Signaling Group

1 PSTH_TO_GV. Normal (51P) Google_s6. PSTN_T0_GV. er

2 PSTH_T0_PeX Normal (S1P) Or-prem_pex esTe_TO PR o

Entry 1 (PSTN_TO_GV)

Click theCreate Routing Entry(+) icon.
. Attach the Transformation Table (PSTN_TO_GV) with priority 1.
. Add the Destination Signaling Group which in this case is GOOGLE_SG.

In the Media panel, select DSP from the Audio Stream Mode and enable Media Transcoding.

I N O

Click OK.

Call Matching PSTN_TO_GYV transformation table will be routed to the Google_SG.
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PSTN_TO_ENTERPRISE Voice

© wonitor

Diagnostics System

February 21, 2023 02:21:49

Destinaion = ro primary
o st Signaing Groun oton 4 ey
Normal (519) Google_5G. PSTHN_TO_GV Ves 1

CELELELERLERERERE +

Entry 2 (PSNT_TO_PBX)

I S S

Click OK.

Call matching PSTN_TO_PBX transformation table will be routed to the On-prem_PBX SG.

Click theCreate Routing Entry(+) icon.

. Attach the Transformation Table (PSTN_TO_PBX) with priority 2.

. Add the Destination Signaling Group which in this case is On-prem_PBX.

In the Media panel, select DSP from the Audio Stream Mode and enable Media Transcoding.

© wonitor Tasks Diagnosties System
a PSTN_To_ENTERPRISE_Voice Febrary 21, 2023
samn oo e [esnson s signatng Group Descripiion e o
» @O W : »5m_To0_6 Normal ST) Googl 56 sem_To_cu ver :
TEOw 2 PeTH_T0_pEX Normal (519) O . PsTH_T0_peX Vo
v
b o
#
=
b o
b
b o
b o
b o
b o
b o
b o
b o
b
GV to PBX_& PSTN:
o @ wonitor Tasks Diagnosties System
a ov_to_pex_s_pstn pr—
Expand A | Callanse All| Reload.
- amin ity ranstormation Tase it sgnaing aroup oescrition race ey
Y60 : e o LT EEan o f
yBOw f @vTopex (51 orprem_pax T pex 0 P
v
re
#
re
re
re
ve
re
re
re
re
re
re
ve
v
re
re
]
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Entry 1 (GV_TO_PBX)

. Click theCreate Routing Entry(+) icon.
. Attach the Transformation Table (GV_TO_PSTN) with priority 2.
. Add the Destination Signaling Group (PRI_T1).

In the Media panel, select DSP from the Audio Stream Mode and enable Media Transcoding.

(S Y AR RN

. Click OK.

Call Matching GV_TO_PSTN transformation table will be routed to the PRI_T1 SG.

o © Wonitor Tasks : Diagnostics Systom
GV_To_PEX_&_PSTN February 21, 2022 02:27:55

Admin estn: Fork primar
W pririty Transformation Table E Ficst Signaling Group Description T (D
Normal (asom) pRi_T2 ov_to_pstn o f

o [0 2

—
ing [Erabes ]
st [Defautt Medi List ]

Entry 2 (GV_TO_PBX)

. Click theCreate Routing Entry(+) icon.
. Attach the Transformation Table (GV_TO_PBX) with priority 1.
. Add the Destination Signaling Group (On-prem_PBX).

In the Media panel, select DSP from the Audio Stream Mode and enable Media Transcoding.

1
2
3
4.
5.

Call Matching GV_TO_PBX transformation table will be routed to the On-prem_PBX SG.

Click OK.

© Monitor Tasks. Settings Diagnostics system

Al Collzose Al | Reload

Description

First Signaling Group

(150M) PRE_T1 Gv_To_psTH o 1

Normal (SIP) On-prem_pBX Gv_To_pex No 2

Destination Signaling Groups

Enable Maximum Call Duration  [Disaoiea 2
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PBX_TO_GV_&_ PSTN:

riodon © wonitor Tasks  |QESTTOM  Diagnosics System

Description.

» @0 % 2 Pax_To_psTi (15om) pR1_TL eax_psT e 1

» @O Y 1 sex TO GV, (51%) Google_56 Pex_T0_0v o 2

Entry 1 (PBX_TO_PSTN)

. Click theCreate Routing Entry(+) icon.

. Attach the Transformation Table (PBX_TO_PSTN) with priority 2.

. Add the Destination Signaling Group (PRI_T1).

. In the Media panel, select DSP from the Audio Stream Mode and enable Media Transcoding.

. Click OK.

a b W N B

Call Matching PBX_TO_PSTN transformation table will be routed to the PRI_T1 SG.

o © Monitor Tesks g Diagnostics System

PBX_TO_GV_& PSTN February 21, 2023 9]

n iy ranstormationTable pasiation st stgmtingGroup oescrption e imary

2 PBX_TO_PSTN Normal (150N) PRI_TL Pex_PSTN No 1

Description [PBXPSTN

Ensble Maximum Call Duration [Dissbies 52

Media Quality of Service

Entry 2 (PBX_TO_GV)

. Click theCreate Routing Entry(+) icon.
. Attach the Transformation Table (PBX_TO_GV) with priority 1.
. Add the Destination Signaling Group (Google_SG).

. In the Media panel, select DSP from the Audio Stream Mode and enable Media Transcoding.

a A W N P

. Click OK.

Call Matching PBX_TO_GV transformation table will be routed to the Google_SG.
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ridbon Setfings. Diagnostics. System

First Signaling Group.

» @O % 2 PaX_To_pSTH Normal (150N) PRI_TI PeX_pSTH o 1

T o0 W 1 PaX_T0_Gv Normal (5TP) Google_SG. PBX_T0_GV No 2

o [PEXTO.GV

o [Eaves ]

[

Quality of Service.

SBC Edge 1000 Configuration for PBX side
Media List - PBX

From the Settings tab, navigate to Media > Media List. Click the+icon at the top of the Media List View page.

Provide a name for the profile in the Description field.

. Attach the Media Profiles by clicking Add/Edit.

1
2
3. Enable Dead Call Detection.
4. Click OK.

Monitor

riobon Settings Diagnostics System

Q

Expand All | Collapse All | Reload

Totzl 3 Media List Rows

¥ [ Call Routing Description
L4 / Signaling Groups B |1 Default Media List 1
[ Linked Signaling Groups

b [ Node Interfaces b [E[] Google 2
¥ @ system = [1[ | On-prem PBX a
F [ Auth and Directory Services Description | On-prem PBX
¥ [ Prolocals
b @ s Default GT11A

! Default G711u
b @ cas s
b B Securty Media Profiles List =

|| Media System Configuration |
P [ Media Profiles

¥ [ SDES-SRTP Profiles

SDES-SRTP Profile | None
[ DTLS-SRTP Profiles

T Wedia Uiet DTLS-SRTP Profile | None
|| Default Media List Media DSCP ‘46 ‘ i
|| Google
RTCP Mode | RTCP v

[=| On-prem PBX

b (@ Tone Tables |Dead Call Detection | Disabled |

P [ Telephony Mapping Tables Silence Suppression ‘ Enabled V‘
b @ SNMP/Alams

b [ Logging Configuration
b [ Emergency Services

[ Motification Manager

SIP Server Table - PBX

SIP Server Tables contain information about the SIP devices connected to the SBC Edge. The entries in the tables provide information about the IP
Addresses, ports and protocols used to communicate with each server. The Table Entries also contain links to counters that are useful for
troubleshooting. The SIP Server supports either an FQDN or IP Address (V4 or V6).

From theSettingstab, navigate toSIP > SIP Server Tables.Click the+iconto create a new SIP Server Table.
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1. Provide a name for the SIP Server in the Description field.
2. Click OK.

ridbon

Q

Expand All | Collapse All | Reload

B @ Call Routing
B @ Signaling Groups
[ Linked Signaling Groups
¥ [ Node Interfaces
¥ @ System

Monitor

Settings

SIP Server Tables
Total 3 SIP Server Table Rows

|| | Description

b [CI[) Default SIP Server

b |E1[J) Google

D

iagnostics

System

v [][_ On-prem_PBX

B [ Auth and Direclory Services
B [ Protocols

(¥ Local Registrars

IDescripticm ‘Cn-prem_PEX I

[ Local / Pass-thru Auth Tables
b [ SIP Profiles
|
@ Trunk Groups
[ NAT Qualified Prefix Tables

[ Remote Authorization Tables
[ Contact Registrant Table
P [ Message Manipulation
|| Node-Level SIP Setfings
] s1P voice Quality Server

SIP Server Table Entry

1. Click on the SIP Server Table created in the previous step.

2. From the Create SIP Server drop-down menu, select IP/FQDN.
3. Provide IP Address and Port Number of the PBX.

4. Click OK.

O Moniter Tasks e g Diagnostics System

a On-prem_PBX

Expand All | Collapse All | Reload Create SIP Server ¥ ota P

Displi
¥ @ Call Routing 1P/FQDN Server Lookup Port Protacol ot

¥ [@ signaling Groups

DNS-SRV IP/FQDN 5060 uppP Counters

[ Linked Signaling Groups
b [ Node Interfaces
B [ System

¥ [@ Auth and Directory Services
¥ [ Protocols Server Lookup  IP/FQDN Maoniter | Nane v

prcrity

[ Local / Pass-thru Auth Tables

b [ SIP Profiles [ SUEERE]
B Protocol | UDP hd
] Default SIP Server
L Google
[ Trunk Groups
[ MAT Qualified Prefix Tables
[ Remote Authorizafion Tables

Server Host Transport

Remote Authorization and Contacts

Remote Authorization Table _ +

Contact Registrant Table MNone

Session URI Validation

II

[ Confact Registrant Table
B [ Message Manipulation

[ Mode-Level SIP Settings

(=] SIP Voice Quality Server

b i cas

B [ Security

b [ Media

¥ [ Tone Tables

b [ Telephony Mapping Tables

SIP Signaling Group - PBX

Signaling groups allow telephony channels to be grouped together for the purposes of routing and shared configuration. They are the entity to which
calls are routed, as well as the location from whichCall Routesare selected. They are also the location from whichTone TablesandAction Setsare
selected.

From theSettingstab, navigate toSignaling Groups.Click Add SIP SG.
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. Attach the Call Routing Table (PBX_TO_GV_&_ PSTN).
. Attach the SIP Profile (Default SIP Profile).

. Attach the SIP Server Table (on-prem_PBX).

. Attach the Media List ID (on-prem_PBX).

. Associate the appropriatelP address in the "Signaling/Media Source IP" field.

a. This specifies the Logical IP address at which SIP messages are received.

b. This address is used as the source IP for all SIP messages leaving the SBC 1000 through this Signaling Group.

. Configure Protocol and Listen Ports in the "Listen Ports" panel.

. Create an entry in the Federated IP/FQDN panel.

a. Federated IP addresses and FQDNs specified in a SIP Signaling Group are whitelisted.
b. The Federated IP/FQDN feature acts as an access control by defining from which server a SIP Signaling Group will accept

messages.

. Click OK.
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Description {On-prem_PBx

i stae

Service Status  Up

Action Set Table | None v+
i DSP -
Jcall Routing Table | PBX_TO_GV_&_PSTN v]| + e o Addrdt] _
No. of Channels *{1‘.9601 Audia/Fex Modes Direct -+ | | Remove
SIP Profile | Default SIP Profile |+ Supported
Video/Application  Disabled
SIP Mode | Basic Call ~| Modes
Agent Type | Back-to-Back User Agent v| | Media List 10| On-prem PEX v o+
Interop Mode | Standard v| Play | Auto on 180 v
I SIP Server Table | On-prem_PBX vl + Tone Table | Default Tone Table hd ‘ +*
Load i [ Round Robin ~| Play Conge_c[t;:: | Disable v
Notify Lyne CAC Profile | Disable v Early 183 | Disable <)
I I
¢ Request | Disable | Allow R‘"S‘g'; [Enable v

Qutbound Proxy 17/FQON | | Music on Hold | Disabled - ‘
Outbound Proxy Port (5060 | 1.65535] RICP (5o 3

z 1sable
No Channel Available Override | 34: No Circuit/Channel Available v | Media Codec
Call Setup Response Timer EIHM. 750] secs Latch
Call F ding Timer |180 [24.750] secs
ot Reoring [ 3 [ wpegieie T

Use Register as Keep Alive |Enable Vl SIP To Q.850 Override Table ‘ Default (RFC4497) VI

| Enable hd

Forked Call Answered Too Soon |Diuble v|
Q850 o SIP Override Table | Ostautt (RFCHT v]
Pass-thru Peer SIP Re
sarthru Feer .DE:;: IEnlbIe vI
Teams Local Media Optimization | Disable v|

I Signaling/Media Source 1P | Ethernet 1 IP (10.‘ 1.144) v|

Signaling DSCP * [0.63]

NAT Traversal

ICE Support

Static NAT - Outh d

Outbound NAT Traversal

Static NAT - Inb d

Detection

s

Listen Port |1tp—sow

| 1 SIP Federated IP

255,255.255.255

Message Manipulation | Dizabled v

SBC Edge 1000 Configuration for T1/PRI side
DSI Port Configuration

From the Monitoring tab, Select the DS1 port and make a configuration according to the service provider Trunk type, Framing, and Line coding.
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@ Monitor Settings Diagnostics System

§ ) 031 Port Details: Port 721 - Personal - Microseft Edge
A Mot secure bt

Mssert Yellow | Assert fied | Cloar Asserted Alarms | Show Chansels

2] 3| 4| 5] 6] 7] 2|20y 23] 23] se] s] 16] 27] 28] 28] 20] 22 22] 23] 24|

B s Moduie 1 oEEE

[ e OOOOOOO00OC0000O00000D0000 -
[ Poct2 10 o o o

¥ ) Google_SG
333533 0 ) O S S D D B D) -
0 o 0 0

T il o o] f e o 3 o e ) - S S 0
O0000000000CNNO000000000000000

Phsical

Mon Dec § 1151:28 2022
eatur  Hormal
Bssarted Alarm  None

.(..( (..‘. ‘.

SIP Signaling Group - PRI/PSTN

From theSettingstab, navigate toSignaling Groups.ClickAdd SIP SG.

1. Attach the Call Routing Table (PSTN_TO_ENTERPRISE_Voice).
2. Attach the Port Name (T1 Port 7:1).
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Description | PRLT1

Admin State | Enabled hd

Service Status  Up

Channel Hunting | Most Idle V| I Port Name | (T1) Port 7:1 VI 2
Direction | Bidirectional V| Fractional
Tone Table | Default Tone Table - |RL"rgback“ + Switch Variant M2 ~
Action Set Table [ None v+ ISDN Side
| call Routing Table [PSTN_TO_ENTERPRISE Voice  wf« 4 Play Ringback | Auto on Alert
Mo Channel Available Override |34: Mo Circuit/Channel Available V| Service Msg Capability Enabled
Play Inband Message Post-Disconnect ‘ No hd | Stop Far-End T310 Dizabled
Call Setup Response Timer  |255 [180..750] secs Indicated Channel | Exclusive

T301 [1..6007 secs
T302 [1.255] secs
T303 I:I [1..255] secs
T305 [1..255] secs
T08 4 |possises
308 [6 |r2ssises
T310 |30 [1.255] secs
T313 |4 [1.255] secs
T314 [1.253] secs
T316 [1.255] sees
322 (4 |nassises
T3M1/T323 |120 [1.255] secs

Switch Specific P

Send Calling Name

Add PI To Setup

Early Media for PI: 2(Dest not ISDN)
Include Channel Interface Identifier

Channel Number Bit

Enabled

Enzbled

= [

z =

) 3 &
”

< [€][€]||¢ 4AE4IE SRR SRR

Disabled

v
i)
<

SBC Edge 1000 Configuration for Google Voice SIP Link side
DNS

From theSettingstab, navigate toSystem > Node-Level Settings.

1. From the Use Primary DNS drop-down menu, select Yes.

2. Provide the Primary DNS IP address.

3. Select the Ethernet facing Google Voice SIP Link from the Primary Source drop-down menu.
4. Click Apply.
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Q
Expand All | Collapse All | Reload

¥ @ Call Routing
¥ @ signaiing Groups
[ Linked Signaling Groups
b @ Hode Interfaces
¥ [ Application Solution Module

[ aoe
Eoses
] system Timing
[E] system Companding Law
¥ @ Licensing
b [ Software Management
B @ Auth and Directory Services
¥ @ Protocols
b osip
b @ cas
b @ Security
b @ vedia
B [ Tone Tables
b [ Telephony Mapping Tables
¥ @ SumPiAlarms
¥ [ Logging Configuration
¥ [# Emergency Seniices
[ Noffication Manager

Node-Level Settings

Set Date/Time | Backup Config | Restore Config | Clear DNS Cache

Settings

Diagnosties

System

Host Information

Host Name | sbc?

Domain Name.|

labs.com |

v

System Deseription

System Location

System Contact

|Primary Source | Fthemet 2 IP (192. 138) v |
Use Secondary DNS
Enable DNS Service | Ves v

Time Management

Ribbon Application Management Platform (RAMP)

Power LED  Green
Alarm LED  Amber

Resdy LED  Green

Locator LED

Time Zone [(GMT-600) Central (US/Canada) ~ Connect to RaMP [ No ~
Time Protoc
Use NTP | Yes v
|uTe server [10. 05
NTP Server authentication [ Disabled ~
NTP Server

Use NTP Server 2 | No v

System LEDs DHCP Server

Enable DHCP Server | Mo

I

Country Level Information

Country Code | None

v

TLS Profile

TLS Profiles are used bySIP Signaling Groupswhen the TLS transport type is selected for incoming and outgoing SIP trunks (Listen Ports), and inSIP

Server Tableswhen TLS is selected as the Server Host protocol.

From theSettingstab, navigate toSecurity > TLS Profiles.Click the+iconto create a new TLS profile.

1. From TLS Protocol drop-down menu, select TLS 1.0-1.2.

2. Add the cipher suites that are supported on Google Voice SIP Link (TLS_ECDHE_RSA WITH_AES 256 _GCM_SHA384 and

TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256).

3. Disable the Validate Server and Client FQDN fields.

4. Click OK.
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Monitor

ridbon Settings Diagnostics System

qQ

Expand All | Collapse Al | Reload e ——

B @ Call Routing | | Description

¥ [ signaling Groups ¥ |[J[] Default TLS Profile 1
[ Linked Signaling Groups

[ Node Interfaces w [][_| Google TLS -

3

b [ System

¥ [ Auth and Directory Services
¥ [ Protocols
3
B

Common Attributes
™ sip TLS Protocol | TLS1.0-12

B Ccas Mutual Authentication
b i Users Handshake Inactivity Timeout

B [ Login Messages 0| Certificate | SBC Edge Certificate ~
¥ [ SEC Ceriificates
|| Generate SBEC Edge CSR
|| SBC Primary Certificate

Client Attributes

U] SBC Supplementary Cerfificates
7] Trusted CA Ceriificates

Client Cipher List

|| change Password
(7] Ribbon Protect Bad Actors

Media ) -
Validate Server FQDM Disabled e

Tone Tables

Telephony Mapping Tables Server Attribute

SHMP/Alarms

Validate Client FQDN | Disabled v

Logging Configuration

Emergency Services

v v v v ww
R L LR

Notification Manager

SDES-SRTP Profile

SDES-SRTP Profilesdefine a cryptographic context which is used inSRTPnegotiation.SDES-SRTP Profilesare required for enabling media encryption
andare applied to Media Lists.

From theSettingstab, navigate toMedia > SDES-SRTP Profiles.Click the+ iconto create a new SDES-SRTP profile.

1. Provide a name for the profile in the Description field.

2. Attach the Crypto suite "AES_CM_128 HMAC_SHAI_80", acrypto suite algorithm which uses the 128 bit AES-CM encryption key and a 80

bit HMAC_SHAL1 message authentication tag length.
3. Set the Key Identifier Length to 0 to disable the MKI in SDP.
4. ClickOK.

ridbon Monitor Settings

Diagnostics

Q SDES-SRTP Profiles

Expand All | Collapse All | Reload Total 1 SDES-SRTP Profile Row

= [3¥ call Routing |_| |Description Crypto Suite

P [ Transformation < [J[] GV_BYOT AES_CM_128 HMAC_SHA1 80
[ Time of Day Table

¥ [ Call Routing Table

¥ [ Call Actions SRTP Config
F [ signaling Groups
[0 Linked Signaling Groups Description |G\"—BYOT
B [ Node Interfaces Operation Option | Supported v
O [JEEE [crveto suite | AES.CM_128_ iMACSHAT 8D v ]
F [ Auth and Directory Services
b [ Protocols q Master Key
b @ sip Master Key Lifetime
b @ cas
b @ Security Dervation Rate
2 Media IKey Identifier Length | 0 VI

|| Media System Configuration
B [0 Media Profiles

DES-SRTP Profiles|

[# DTLS-SRTP Profies
b @ Media List

F [ Tone Tables
B [ Telephony Mapping Tables
P [ SNMPiAlams

B @0 | ooning Configuration
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Note

Google Voice does not support MKI, hence the Key Identifier Length must be set to 0 on the Ribbon SBC Edge 1000.

Media List - GV

From the Settings tab, navigate toMedia > Media List. Click the+icon at the top of the Media List View page

I A

Click OK.

a

Expand &ll | Collapse All | Reload

4 .) Call Routing
4 |) Signaling Groups
|) Linked Signaling Groups
¥ [ Node Interfaces
b @ system
3 |) Auth and Directory Services
¥ @ Protocols
[
b @ cas
b @ securit
hd :." Mediai
|| Media System Configuration
¥ [ Media Profiles
¥ [ SDES-SRTP Profiles
[ DTLSSATP Profiles

ke? Media List

|| Default Media List

|| On-prem PBX

P |) Tone Tables
¥ |) Telephony Mapping Tables
b [ SHMP/Alams
3 |) Legging Configuration
3 |) Emergency Services
[ Notification Manager

Provide a name for the profile in the Description field.
. Attach the Media Profiles by clicking Add/Edit.

. Attach the SDES-SRTP profile (GV_BYOT).

Enable Dead Call Detection.

From the DTMF drop-down menu, select RFC2833.

Monitor

Diagnostics

Media List View

Total 2 Media List Rows

¥ |01 Default Media List

¥ [QJ[J] On-prem PBX

w [ Google 2
Description  [Goagle
Default GT11u
Default GT11A
G22 Down
Media Profiles List *
| Add/Edit
1 Remove
|5DES-5RTP Profile | GV_BYOT | associated 5iP 5G Listen Ports shouid be TS only:. %
DTLS-SRTP Profile | None ~| +
Media DSCP  [46 *[0.63]
RTCP Mode | RTCP v|
IDaad Call Detection ‘ Enabled \’I
Silenre Sunnression | Frahled vl
4

¥ @ Call Routing
3 \) Signaling Groups
J Linked Signaling Groups
b [ Node Interfaces
b i system
P [ Auth and Directory Services
¥ # Protocols
B @ sp
b cas
b i Security
|| Media System Configuration
B [ Media Profiles
¥ [ SDES-SRTP Profiles
[# DTLS-SRTP Profiles
bl Media List
|| Default Media List

[=5] On-prem PBX

3 \) Tone Tables
b [ Telephany Mapping Tables
B @ SHMPIAlarms
13 \) Logging Configuration
k ‘j' Emergency Services
\) Motification Manager

Media List View

Total 3 Media List Rows

[] | Description

b |01 Default Media List

w [][ | Google

Dead Call Detection ‘Enab\ed

Silence Suppression ‘ Enabled

Gain Control

:I Receive Gain D“"“"S“df
e T

Digit Relay

|Digit (DTMF) Relay Type | RFC 2833 |

Digit Relay Payload Type | 101

¥ [CJ[] On-prem PBX

Passthroughi/Tone Detection

Modem Passthrough Enabled v
Fax Passthrough Enabled hd
CNG Tone Detection | Disabled v

Eone Trmn Nntackine | Cahiad -
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Message Manipulation - GV

The Message Manipulation feature comprises two primary components that work in concert to modify SIP messages. These components are
Condition Rules and Rule Tables. SIP Message rules per table include all SIP rule types: Header, Request, Status and Raw.

The Message Manipulation GOOGLE_RULE is used for the following purposes:

® To add the header X-Google-Pbx-Trunk-Secret-Key for Google Voice. The value of this header is generated when the SIP Trunk is created.
® To change the request URI of specific request messages to Google specified FQDN,trunk.sip.voice.google.com.

Message Rule Table

Message Rule can be added to: all messages, all requests, all responses or selected messages.
From theSettingstab, navigate toSIP > Message Manipulation > Message Rule Table.Click the+iconto create a Message Rule Table.

1. Provide a description for the Rule Table.

2. Apply Message Rule to the selected messages and choose Invite, Cancel, Options and ACK from the Message Selection list.

3. ClickOK.

Welcome:|

ridbon Monitor Settings Diagnostics System

q SIP Message Rule Table

Expand All | Collapse All | Reload o

| Test Selected Tables Total 1 SIP Message Manipulation Table Row

|| | Description Result Type Message Type

¥ [ Call Routing

¥ @ signaing Groups « [1[] Google Rule Optional INVITE
[& Linked Signaling Groups CANCEL

¥ [ Mode Inferfaces
b [ system Description ”EDO;I&J?U e
¥ [ Auth and Directory Servi -
(8 Auth and Directory Services IAppllcabe Messages |Se ected Messages Vl I
¥ [ Protocols
[ Local Registrars ‘f;ts‘ IR
ions
[ Local f Pass-thru Auth Tables Message Selection :T\’EK ‘ & ‘ *
emove
¥ [ SIP Profiles q —
¥ [ SIP Server Tables
[ Trunk Groups
) Table Result Type | Optional Vl
[ NAT Qualified Prefix Tables

[ Remote Authorization Tables
[ Contact Registrant Table

Message Rule Tables

UZ] Google_Rule

[ [@ Condition Rule Table

Message Rule Table Entry

Header Rule:
1. Click on the Message Rule Table GOOGLE_RULE.
2. From theCreate Ruledrop-down menu, select Header Rule.
3. Provide a name for the entry.
4. Add the header "X-Google-Pbx-Trunk-Secret-Key".
5. To add the value, select Add from the Header Value drop-down menu and provide the literal value of the header.
6. Click OK.
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[ Call Routing
¥ [ signaling Groups
ﬁ Linked Signaling Groups
B [ Hode Interfaces
[ 3 ﬁ System
¥ [ Auth and Directory Services
B [ Protocols
- @ sip
# Local Registrars
@ Local/ Pass-thru Auth Tables
B [ SIPProfiles
b [ SIP Server Tables
ﬁ Trunk Groups
[ NAT Qualified Prefix Tables
[# Remote Authorization Tables
i Contact Registrant Table
- ﬂ Message Manipulation

= [ Messags Rule Tables

b @ Condition Rule Table

[E] Node-Level SIP Setiings
[ sIP voice Quality Server

b cas

Header Rule

T Status Line Rule

Raw Message Rule

| | #1 | Test Message

Settings

[ osmoner | omn ]

Total 2 Message Manipulation Rules Rows

Description
Condition Expression
Admin State

Result Type

|boog|e_header

Add/Edit) |

Enabled A

[Header Action

[Add v|

IHEader Name

| X-Google-Pbx-Tru nk—SecrsI =

Header Value IAdd I

v | Add/Edit]| 254

Request Line Rule:

o > 0N PR

Click OK.

Edit M Field

Type of Value
AT E—

Click on the Message RuleTable GOOGLE_RULE.
From theCreate Ruledrop-down menu, select Request Line Rule.

Provide a name for the entry in the Description field.

Replace the FQDN "siplink.telephony.goog" with "trunk.sip.voice.google.com" using regex.
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O Monitor Tasks e g Diagnostics System

Q
Create Rule ¥
b [ Call Routing Header Rule ipti
5 ﬁ Signaling Groups B @ Request Line Rule Rule Optional Google_header
ﬁ Linked Signaling Groups

Y ﬁ Mode Inferfaces - [| Status Line Rule Line Rule Optional Request_uri_ FQDN
b @ System ST P A Raw Message Rule
B [ Auth and Directory Services
¥ [ Protocols
- [ sip

ﬁ Local Registrars Description ‘RequestfuriiFQDN |

ﬁ Local / Pass-thru Auth Tables Condition Expression | Add/Edit | |

b [ SIP Profiles B Admin State | Enabled ~
P [ SIP Server Tables -
Result Type | Optional ~

ﬁ Trunk Groups
@ NAT Qualified Prefix Tables
ﬁ Remote Authorizafion Tables
i Contact Registrant Tabls
- ﬁ Message Manipulation
= [ Message Rule Tables
b [ Condition Rule Table

b Request Line Value [Madify | ~ BT [ veen

k.telephony.goog | |.~?ep::(e trunk.sip.voice.google.c|

=] Node-Level SIP Setiings
[E] siP voice Quality Server

i ield

Type of Value  [Regex
Match Regex [ siplink.telephony.goog |~
Replace Regex [ trunk.sip.voice google.com|

SIP Profile - GV
From theSettingstab, navigate toSIP> SIP Profiles.Click the+iconto create a new SIP Profile.

Provide a name for the profile in the Description field.

Enable Session Timer.

Set the Minimum Acceptable Timer to 600 and the Offered Session Timer to 3600.

In the Options Tags panel, set the Timer field to Required and the Update field to Supported.
Click OK.

g 0N PR
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riobon

qQ

Expand All | Collspse All | Reload

» @ call Routing

Key
B Signaling Groups. b (] Default s1p profile 1
i Linked Signaing Groups
b hoce imartaces v (1) Google .
b ppieaton Soution Moo Session Timer MIME Payloads
b sysem
» § Autn and Diectory Servics Session Timer ELIN 1gantfier [1OC v
b @ Protocols Minimum Acceptable Timer I 7 PIDF-LO Passihreugh
. e (e Unknorn Subtype Bassthroush
B Locsl Pass-tnnu Auth Tasles Terminats On Refrash Falurs [ Fase ~
SiF rofie -
Header Customization Options Tags
[ T e—
+ FQDN in From Header [SBC Edge FOCY. 160rel
 Trun Grougs
AT Cuaifed refc Tasies FQON in Contact Header [SBCFQDN v Path
§ Remsta Authorzstion Tabies Send Assert Header
o Conact Rt o 950 Eége Diagnestics Header
¥ 5 Message Maripulation

<

Trusted Interface [En:
¥ i Message Rule Tables Ensble

¥ @ Condiion Rule Table UA Header |Ribbon SBC Edge

[ Node-Level SIP Seffings Calling Info Source [ RFC Standard

[ 51P Voo Qualty Server
¥ @ Listen Port

Diversion Header Selection [ Last

Digit Transmission Preference |[RFC 2833/Voce v

SOP Handing Preference

Record Route Header | RFC 3261 Standard hd
b cas
¥ @ secunty
» @ Meda Timers SDP Customization
b Tone Tables
¥ 1 Teleshony Viapaing Tebles Transport Timeout Timer [5000 ____|ms Send tumber ol bt
b o sHupisiers Waimu Retransrmissions L —
# @ Logging Configuration cadondaney et e " tecon e v
undanzy Retry Tmer 0
i s P T
# Nostcaton anager RFCT

Timer T2

Timer T4

Timer D

Timer 8 32000 ms

Timer £ 32000 ms
Timer K 32000 mz (64 TimerTT)

Timer J

Note
The session will always be refreshed by Ribbon SBC Edge 1000 as per the Google Voice requirement.

SIP Server Table - GV

From theSettingstab, navigate toSIP > SIP Server Tables.Click the+iconto create a new SIP Server Table.

1. Provide a name for the SIP Server in the Description field.

2. Click OK.

Welcome: webu

riobon Monitor Diagnostics

q SIP Server Tables

Expand Al | Collapse All | Reload LAt

¥ @ call Routing [ | Description

¥ [ signaling Groups B [[J[) Default SIP Server :
[ Linked Signaling Groups

¥ [ Node Interfaces ¥ (@[] Google 2

¥ [ System

P [ Auth and Directory Services
¥ [ Protocols Description |Guog le

[ Local Regisirars
[ Local f Pass-thru Auth Tables
5 s e ! =3

| Default SIP Server
5 Google ¥ [[J[ ] On-prem_PBX A

-

[Z) on-prem_PBx
[ Trunk Groups
[ NAT Qualified Prefix Tables
[ Remote Authorization Tables
[ Contact Registrant Table
¥ [ Message Manipulation
¥ [ Message Rule Tables
[Z) Google_Rule
B [ Condition Rule Table
|| Nede-Level SIP Settings
1| SIP Voice Qualitv Server

SIP Server Table Entry
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0)

. Click on the SIP Server Table created in the previous step.

. From the Create SIP Server drop-down menu, select IP/FQDN.

. Provide the IP Address and the Port Number of the PSTN endpoint.

. Enable OPTION pings by selecting SIP Options from the Monitor field.
. Click OK.

Note
For production, the Google Voice (GV) hostname is siplink.telephony.goog.

SIP Signaling Group - GV

From theSettingstab, navigate toSignaling Groups.Click Add SIP SG.

© 00 N o 0o A~ W N P

Attach the Call Routing Table (GV_TO_PBX_& PSTN).

. Attach the SIP Profile (Google).

. Attach the SIP Server Table (Google).

. Attach the Media List ID (Google).

. Associate the appropriatelP address in the "Signaling/Media Source IP" field.

. Configure the Protocol, TLS Listen Ports and TLS Profile (Google_TLS) in the "Listen Ports" panel.

. Provide the Google Voice SIP Link's FQDN or IP address in the Federated IP/FQDN panel.

. Enable Message Manipulation and attach the profile Google_Rule to the Outbound Message Manipulation Table List.

. Click OK.
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Description |Guagle_SG

admin State

Service Status  Up

Action Set Table | None v| +
[Eall Routing Teble | GV_TO_PBX & PSTN v]+
No. of Channels IC' * [1.960]

| stP Profile | Google v| +
SIP Mode | Basic Call v|
Agent Type | Back-to-Back User Agent v|
Interop Mode ISIandard hd |

| SIP Server Table | Google v| *
Load Balancing | Round Robin v
Notify Lync CAC Profile | Disable w |
Chall Request | Disable v |

Outbound Proxy 1P/FQDN

Outbound Proxy Port n..sssss;

No Channel Available Override |34: Na Circuit/Channel Available Vl

Call Setup Response Timer IEHW..FM_J secs
Call Proceeding Timer szHaj secs

QoE Reporting | Disabled v/
Use Register as Keep Alive | Enable v/
Forked Call Answered Too Saon | Disable v/

Dsp - aEat
AudiofFex Hodes [P = N
io/Fax les Direct - | | Remove

Supported
Video/Application  Disabled
M

odes
|Media List ID | Google |+
Play Ringback | Auto on 180 v]
Tone Table | Default Tone Table - | -
Play Congesti :
ey Long 'I':::z IDlnhlz vl
Early 183 | Disable v
Allow Refresh
ow Relesn  [Enable v
Music on Held [ Disabled v
o RTCP [Disable v|
Media Codec  (Enabie v
SIP To Q.850 Override Table [ ?:f’“" (RFCA487) v
Q.850 To SIP Override Table | ':f"“" (RFC4497) |
Pass-thru Peer SIP Flnpg;ds: | Enable " |
Teams Local Media Opti d [Dinbll Vl

[Signaling/Media Source 1P| Etheret 2 IP (19200 0.158) v ]

Signaling DSCP [CI * [0.63]

NAT Traversal

ICE Support

Static NAT - Outb d

Outbound NAT Traversal

Message Manipulation

Message Table List

Static NAT - Inb d

o] i Disabled v

Total 1 SIP Federated IP Row

[C] siplink.telephony.goog 255,255.255.255

Message Table List

Google Voice Configuration

For configuration on Google Voice, visitsupport.google.com/a?p=siplink.
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http://support.google.com/a?p=siplink

Supplementary Services & Features Coverage

The following checklist depicts the set of services/features covered through the configuration defined in this Interop Guide.

Sr. No. Supplementary Services/ Features Coverage
1 Basic calls /
2 Call Hold and Resume
3 Call Transfer
4 DTMF RFC
5 Calling Party Number Presentation
6 Calling Party Number Restricted
7 Ring Group
8 Auto Attendant
9 Voice Malil

10 Call Recording

11 Call Forwarding by PSTN

12 Short Codes Dialing

13 Call Conference
14 Simultaneous Ring
15 Non E164 format

16 Call Decline with 603 response

XXX XSS LKL KKA

Legend
Supported /

Not Supported X

Caveats

The following items should be noted in relation to this Interop - these are either limitations, untested elements, or useful information pertaining to the
Interoperability.

The below issues will be addressed by Google Voice in their upcoming releases.

S. Caveats Description
No

1 Navigate Google-Voice | There is no option to navigate the voicemail portal after leaving voicemail. To complete the voice

Mail system mail recording, you must hang up the phone.
2 Send 486 Busy Call waiting cannot be turned off at the moment. Google Voice does not send a 486 Busy
response response.

This is a Google Voice limitation.
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3 Session Refresh Google Voice supports only UPDATE as a session refresh mechanism.

4 Call decline with 603 Google Voice does not support call rejection. When a Google Voice user declines a call, Google
response Voice forwards the call to voicemail.

5 Conference Google Voice does not support conference.

6 Short code dial Google Voice does not support the short code dial 0.

7 Call Forwarding Google Voice does not support call forwarding

Support

For any support related queries about this guide, please contact your local Ribbon representative, or use the details below:
® Sales and Support: 1-833-742-2661

® Other Queries: 1-877-412-8867
® Website:https://ribboncommunications.com/services/ribbon-support-portal

References

For detailed information about Ribbon products & solutions, please visit:

https://ribboncommunications.com/products

Conclusion

This Interoperability Guide describes the successful configuration for Google Voice SIP Link interop involving the Ribbon SBC Edge 1000.

All features and capabilities tested are detailed within this document - any limitations, notes, or observations are also recorded in order to provide the
reader with an accurate understanding of what has been covered, and what has not.

Configuration guidance is provided to enable the reader to replicate the same base setup - there may be additional configuration changes required to
suit the exact deployment environment.

2023 Ribbon Communications Operating Company, Inc. 2023 ECI Telecom Ltd. All rights reserved.
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