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Interoperable Vendors

€} Identity Hub

Copyright
2023 Ribbon Communications Operating Company, Inc. 2023 ECI Telecom Ltd. All rights reserved. The compilation (meaning the collection,
arrangement and assembly) of all content on this site is protected by U.S. and international copyright laws and treaty provisions and may not be used,
copied, reproduced, modified, published, uploaded, posted, transmitted or distributed in any way, without prior written consent of Ribbon
Communications Inc.
The trademarks, logos, service marks, trade names, and trade dress (look and feel) on this website, including without limitation the RIBBON and
RIBBON logo marks, are protected by applicable US and foreign trademark rights and other proprietary rights and are the property of Ribbon
Communications Operating Company, Inc. or its affiliates. Any third-party trademarks, logos, service marks, trade names and trade dress may be the

property of their respective owners. Any uses of the trademarks, logos, service marks, trade names, and trade dress without the prior written consent
of Ribbon Communications Operating Company, Inc., its affiliates, or the third parties that own the proprietary rights, are expressly prohibited.

Document Overview
This document depicts the configuration details for Ribbon's SBC Edge interworking & compliance with IDH SIP Interface.

About Ribbon SBC Edge

The Ribbon Session Border Controller Edge provides best-in-class communications security. The SBC Edge dramatically simplifies the deployment of
robust communications security services for SIP Trunking, Direct Routing, and Cloud UC services.

About SIP Interface

The Client SIP Node (SBC Edge) needs specific configuration to be able to access SIP interface towards the Identity Hub for Reputation scoring
service.

About Identity Hub Reputation Scoring Process

The SIP client initiates a request by routing the SIP INVITE request for a call to the Identity Hub service FQDN. The INVITE request must include a
FROM header to identify the calling party and a To header to identify the called party. Based on workflow selector and workflow configuration, Identity
Hub selects the service graph and begins reputation scoring.

Scope

This document provides configuration best practices for deploying Ribbon SBC Edge when connecting with Identity Hub SIP Interface. Note that
these are configuration best practices, and each customer may have unique needs and networks. Ribbon recommends that customers work with
network design and deployment engineers to establish the network design which best meets their requirements.

Non-Goals

It is not the goal of this guide to provide detailed configurations that will meet the requirements of every customer. Usethis guide as a starting point
and build the SBC configurations in consultation with network design and deployment engineers.

Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring both the Ribbon SBC and the third-party
product. Navigating the third-party product as well as the Ribbon SBC Edge GUI is required. Understanding the basic concepts of TLS/TCP/UDP, IP
/Routing, SIP/RTP and SIP/SRTP is also necessary to complete the configuration and any required troubleshooting.

Prerequisites

The following aspects are required before proceeding with the interop:

Confidential and Proprietary. Copyright 2020-2023 Ribbon Communications Operating Company, Inc. 2020-2023 ECI Telecom Ltd.



® Ribbon SBC Edge on VMware
® Ribbon SBC Edge license
® This interop requires the acquisition and application of SIP sessions, as documented in Working with Licenses.
® Public IP Addresses and Port to communicate with Identity Hub Solution
® TLS certificates for SBC Edge
® For more details, please visit: Working with Certificates.

Product and Device Details

The configuration uses the following equipment and software:

Table 1: Requirements

Product Equipment/ Devices Software/ Firmware Version
Ribbon Communications Ribbon SBC Edge 9.0.9
Identity Hub 23.01.00
Third Party Phones Zoiper Softphone 5.5.8
Polycom 5.9.1.0615
Phoner Lite 2.96
Administration and Debugging Tools Wireshark 3.2.7
LX Tool 2.1.0.6

Network Topology

Deployment Topology
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Document Workflow

The sections in this document follow the sequence below. The reader is advised to complete each section for the successful configuration.
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Ribbon SBC EDGE Installation

Install License & Certificates

Ribbon SBC Edge Configuration

Ribbon Identity Hub Configuration

Section A: Ribbon SBC Edge Configuration

Installing Ribbon SBC Edge on VMware

The SBC Edge is available for deployment on VMware. To deploy an SBC Edge instance, refer to: https://doc.rbbn.com/display/UXDOC90
/Installing+SBC+SWe-+Lite+on+VMware+ESXi.

Once the Edge instance is successfully created on VMware, retrieve the allocated NAT Public IPs, Ethernet IPs, and the Management IP. For more
details, visit the link given in the References section.

Accessing Ribbon SBC Edge
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1. Open any browser and enter the SBC IP address.

ridbon

SBC Edge

Copyright © 2010-2021 Ribbon Communications Operating Company, Inc. All Rights Reserved

2. ClickEnter and log in with a valid User ID and Password.

Welcome to Ribbon SBC SWe Lite

riobon

Users (authorized or unauthorized) have no explicit or implicit expectation of
privacy. Any or all uses of this system and all files on this system may be
intercepted, monitored, recorded, copied, audited, inspected, and disclosed to
authorized site, customer administrative, and law enforcement personnel, as
well as authorized officials of government agencies, both domestic and foreign.
By using this system, the user consents to such interception, monitoring,
recording, copying, auditing, inspection, and disclosure at the discretion of
authorized personnel

Unauthorized or improper use of this system may result in administrative
disciplinary action and civil and criminal penalties. By continuing to use this
system you indicate your awareness of and consent to these terms and conditions
of use, CANCEL YOUR LOGIN IMMEDIATELY if you do not agree to the conditions
stated in this warning

User Name  admin

Networking Interfaces Information

The Ribbon SBC Edge supports five system-created logical interfaces (known as Administrative IP,Ethernet 1 IP,Ethernet 2 IP,Ethernet 3 IP, andE
thernet 4 IP). In addition to the system-created logical interfaces, the Ribbon SBC Edge supports user-created VLAN logical sub-interfaces.

Ethernet 1 IP and Ethernet 2 IP are used for this interop.

From the Settingstab, navigate toNetworking Interfaces > Logical Interfaces.

Q agical Interfaces

Expend All | Collzpss All | Reload

IPvd Address IPv6 Address Description

Admin
State

Name
(] Admin I8 ] Enzbled
v [ | Etherner 110 115, EE— Enabled
¥ |G [ [Ethernet 210 172, Sm— Enabled

Ethernet 1 IP

Configure this Ethernet 2 interface as follows as per the requirement. This interface will face the IDH SIP Interface Solution and the Public Network.
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b @ call Routing
F i Signaling Groups

b QL] Admin P I
bd j’ Mebworking Inlerfaces
w @ Logical Interfaces = [] Ethernet1Ip IIEF

=1 admin 12

=]

[ Ethemet 219
¥ ’ System Interface Name  Ethernet 1 1B
¥ ’ Auth and Direciory Services IiF Index @&
e N —
> sp Description |
b ’ Seourily

Admin State | Enzbled P

b @ Media

k ’ Tane Tables

k ’ Telephany Mapping Tables
b @l sHMPAlarms

¥ ’ Logping Configuration

k ’ Emergency Services MAC Address TR

IP Addressing Mode | [Pyd

IP pssign Method | Static

£

Primary Address 15 T KK

Primary Metmask [255.255.255.152  REXE

Media Mext Hop IP

i)

&3 4

Ethernet 2 IP

Ethernet 1 IP is assigned an IP address used for transporting all the VOIP media packets (for example, RTP, SRTP) and all the protocol packets (for
example, SIP, RTCP, TLS). In the default software,Ethernet 1 IPis enabled, and an IPv4 address is acquired through a connected DHCP server, or
you can assign a static IP as well.
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b @ Call Rouling
k i Signaling Groups

- i Mebvorking Inlerfaces
- ﬂ Logical Inerfaces

b |:| Admin TP

b [0 Ethernet 1 IP
El admin 12

I

I
— - = ][] Ethernet2IP v
|| Ethamat

o [ wemeonsaws |
¥ " Systam

¥ @ Auth and Direclory Services Interface Mame  Ethernet 2 1B

¥ " Pratacoks I/F Index &

e — —

k¥ i Securily

> @ Medin Description | |
¥ i Tane Tables Admin State | Engbled w

¥ i Telephany Mapping Tables
s 8 oo ==
k i Logging Configuration g

k i Emergency Services

HAC Adaress .

IP Addressing Mode IPvd

primary Address [ 172 /N * ww

Primary Metmask |2552552550 REKE
Media Next Hop 1P |17 *

<

Configure Static Routes

Static routes are used to create communication to remote networks. In a production environment, static routes are mainly configuredfor routing from a
specific network to another network that you can only access through one point or one interface (single path access ordefault route).

Desti | Specifies the destination IP address.
natio
nlP

Mask @ Specifies the network mask of the destination host or subnet. If the 'Destination IP Address' field and 'Mask' field are both
0.0.0.0, the static route is called the 'default static route'.

Gate | Specifies the IP address of the next-hop router to use for this static route.
way

Metric = Specifies the cost of this route, and therefore, indirectly specifies the preference of the route. Lower values indicate more
preferred routes. The typical value is 1 for most static routes, indicating that static routes are preferred to dynamic routes.

Total 3 IP Route Rows

14 ﬁ Call Routing

b [ signaling Groups 01 0.0.0.0 0.0.0.0 1 1 1
14 ﬁ Networking Interfaces
b @ system O 2 172 - 255 ] 172 ] 1 2

b ﬁ Auth and Directory Services O 3 10 I 255 | 172 ] 1 3
» [ DNS
[ & 1P}

& Routing Table
(] static ARP

License and TLS Certificates
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View License

This section describes how to view the status of each license along with a copy of the license keys installed on your SBC.TheFeature Licensespanel
enables you to verify whether a feature is licensed, along with the number of remaining licenses available for a given feature at run-time.

From the Settingstab, navigate toSystem > Licensing > Current Licenses.

Q Current Licenses January 30,2023 21:59:52 D @
11 | Collange 1l | Rsoard Mistorical Usage | Download License File

¥ @ Call Routing
¥ 3 Signaling Grougs License Format Version 3

Feature Licenses

New Liognae Feature Licensed Total Licenses.

[=]E

b i Schare Manzgement SIP Signaling Sessions [ 10 10 Fabruary 28, 2023 23:55:59
: e Saces Enhanced Media Sessions with Transcading n 20 20 February 28, 2023 23:59:59
i Frotocois
b s Enhanced Media Sassions without Transcading [ 10 10 February 28, 2023 23:58:55
» o Secuiy SIP Registrations " 10 10 February 28, 2023 23:59:59
b @ vedia
b 8 Tone Tavies AMRE. " Unlimited Unlimiced February 28, 2023 23:38:38
¥ i Teizpnony Mapping Taties SIP Recoring w 10 10 February 28, 2023 23:59:59

b s
b @ Logging Canfipuraton
b 58 Emergency Semvoes

Import Trusted Root CA Certificates

A Trusted CA Certificate is a certificate issued by a trusted certificate authority. Trusted CA Certificates are imported to the SBC Edgeto establish its
authenticity on the network.

From theSettingstab, navigate toSecurity > SBC Certificates > Trusted CA Certificates.

Q SBC Certificates Index

Expand All | Collapse All | Reload ® Generate SBC Edge CSR

¥ ¥ call Routing ® SBC Primary Certificate
L4 ‘| Signaling Groups ® SBC Supplementary Certificates
b 1§ Networking Interfaces o Trusted CA Certificates
¥ f system
13 L" Auth and Directory Services
13 I‘ Protocols
bl sip
b [ Users
4 j Login Messages
|| Generate SBC Edge CSR
__ SBC Primary Certificate
| SBC Supplementary Certificates

| Trusted CA Certificates

This section describes the process of importing Trusted Root CA Certificates, using either theFile UploadorCopy and Pastemethods.

To import a Trusted CA Certificate, click the Import Trusted CA Certificate (n) Icon.
Select eitherCopy and PasteorFile Uploadfrom theModemenu.
If you chooseFile Upload, use theSelect Filebutton to find the file.

ClickOK.

P w D P
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Import Trusted CA Certificate Import Trusted CA Certificate

Mode | [Copy and Paste v Mode| | File Upload
Select File | Choose File | No file chosen Extensions [pem, der, cer, ber, p7b] *

Paste Base64 Certificate

Follow the steps above to import certificates for this interop.

Note
When theVerify Statusfield in the Certificate panel indicates Expired or Expiring Soon, replace the Trusted CA Certificate. You must delete
the old certificatebefore importing a new certificate successfully.

Ribbon SBC Edge Configurations for PSTN, IDH & Enterprise side

This configuration uses web-based Easy Configuration Wizard for quick start provisioning towards the PSTN/carrier network as well as towards the
Microsoft Teams cloud.

Modify Media List

Modify the media list that was created using the Easy Configuration Wizard.

Select Settings > Media > Media List > IDH Interop

Q Media List View January 30, 2023 20:45:36

Expand All | Collapse All | Reload

b i Call Routing

Total 3 Media List Rows

Description

¥ @ Signaling Groups ¥ [C[) Default Media List 1
b @ Networking Interfaces
b @ System b [ telekom 2
b [ Auth and Direclory Senvices w (][ IDH_Interop 3 I
¥ i Protacois
bl osip
b Seouny Description |IDH_Interop
T=TTeTa System Configuration D“um?""
¥ il Media Profiles peraui G711A ] ‘
Down
¥ (1] SDES-SRTP Profiles Media Profiles List =
v [ Modia List | Addredit |
T eraun Nedia List Remove |
siskom
5 [ pes ron) SDES-SRTP Profile | Nane | Associated SIP 56 Listen Ports should be TLS anly.
¥  Tone Tables Media DSCP |46 |+ fo.63

b [ Telephony Mapping Tables
b SHMPAlams

¥ i Logging Configuration Silence Suppression [Enabled  ~|
b Emergency Services

Dead Call Detection | Disabled ~|

SIPProfile

SIP Profiles control how the SBC Edgecommunicates with SIP devices. The SIP Profile controls important characteristics, such as the following:
session timers, SIP header customization, SIP timers, MIME payloads, and option tags

1. Select Settings > SIP > SIP Profiles.
2. Create a new SIP profile with desired name "IDH: SIP Interface" and with the session timer enabled. The Minimum Acceptable Timer is 600,
and the Offered Session Timer is 3600.

3. Configure the required fields as shown in the screenshot below.
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b @ call Routing
b @ Sinaling Groups
b @ Networking Interfaces
b @ System
b @ Authand Direclory Services
b @ Pralaccks
- i sP

b @ Local Registrars

Lecal | Pass-thru Auth Tables

SIP Server Tables
@ Trunk Graups
@ NAT Qualified Prefix Tables
b @ Remote Authorization Tables
b @ Contact Registrant Table
b @ Message Manipulstian
[E] Mode-Level SIP Settings
@ =P Recording
b @ Security
b @ Media
b @ Tare Tables
b @ Telembany Mapping Tables
b @ SNMPrAms
b @ Logging Configuration
b @ Emergency Services

I Description  Default SIP Profile I

Session Timer ELIN Identifier

Mimimurm Acceptable Timer 00 PIDF-LO Passthrough  Enable
Dfferad Sessien Timer 3600 Unknown Sublype Passthrough  Disable
Session Timer Ofset  §

Terminate On Refresh Failure

FOQDN in From Header Disable

FQDHN in Contact Header Disable
Send Asserl Header  Trusted Only

SBC Edge Diagnostics Header  Disable

Trusted Interface  Enable

100rel
Path Mot Present

Tirmer  Supported

Update  Supported

UA Header  Ribbon
Calling Info Source  RFC Standard
Diversion Header Selection  Last
Record Route Header

RFC 3261 Standard

Transpart Timeout Timer 5000
Channets T8
Maximum Retransmissions  RFC Standard
) Connection Info in Media
Redundancy Retry Timer 180000 Section  TUe

origin Field Username [N

RFC Timers

Timer T1 500 Session Mame \’ﬂp:!ll
Timer T2 4000 Digit Transmission Preference  RFEC 2833/Vaice
SDP Handling Preference :‘ui‘_'q‘ .

Tirmer T4 5000
Timer O 32000
Timer B 32000 ms

Timer F 32000 ms
Timer H 32000 ms (64 TimerT 1}

Timer I 4000

TLS Profile

The TLS profile defines the crypto parameters for the SIP protocol.

SelectSettings >Security>TLS Profile.

Click the+ iconto create a new TLS profile.

1
2
3. Create a profile with desired name"IDH_TLS_Certificate" and Set TLS Protocol to TLS 1.2 Only.
4

Select the correct valid public certificate from the drop down menu and finally, ensure Validate Client FQDN is Enabled/Disabled.

¥ @ Call Routing

¥ @ Signaling Groups

¥ @ Networking Interfaces

b @ System

B @ Auth and Directory Services
b @ Protocols

b B
[¥ Uszars

¥ @ Login Messages
(@ SBC Certificates
|| Generate S8C Edge CSR
[&] s8C Primary Certificate
\[] S8C Supplementary Certificates
\[[] Trusted CA Certificates
[ Default TLS Profie
[ izkom s profile
| Fublic SBC Adapta

[/ Change Password
\[] Ribbon Frotect Bad Actors

b @ Wedia

¥ @ Tone Tables

'IDescriptiun IDH_TLS_Certificate | '

Mutual Authentication
Handshzke Inzactig

TLS_ECDHE_RSA_WITH_AES_128 GCM_SHAZ56 s
TLS_ECDHE_RSA_WITH_AES_255 GCM_SHA3S4
TLS_ECDHE_RSA_WITH_AES_255_CBC_SHASS4
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_3DES_EDE C3C_SHA =
TLS_RSA_WITH_AES_256_(BC_SHA25E
TLS_RSA_WITH_AES_1238_CBC_SHA256

Client Cipher List

Validate Server FQDN  Enabled

Walidate Client FQDN  Enabled

SIP Server Table

SelectSettings > SIP > SIP Server Tables
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SIP Server Tables contain information about the SIP devices connected to the SBC Edge . The entries in the tables provide information about the IP
Addresses, ports, and protocols used to communicate with each server. The table entries also contain links to counters that are useful for

troubleshooting.

SIP Server Table for IDH Server

1. Create a SIP Server Table with desired name: "IDH_Server".
2. Add domain name provided by the IDH Solution.
3. Enter the correct signaling port number this will be 5061 for TLS or 5060 for TCP/UDP.
4. Select the signaling protocol you require. The TLS is shown.
5. For TLS, you will need to select the TLS Profile you created earlier.
a DH_Server January 30, 2023 22:39:15 O @
[Expand All | Collapse All | Relosd Sais SIESene - STHSEES
¥ @ CallRouting | | Hast 7 Domain serves Loakip - Frm ipiar == primary
b Signaling Groues —ce I TETTaON = e oo o o 1
b g Neworing Interisces
o S Tramsport
ﬂ Server Lockup  IP/FADN Moritor
S prioity Kaep Alve Freguaney
e e — RecsierFrasseney |2
Hest 1P Version Local Usemame [Arommom—+u

= Pear Usemame [noymous ]
promscs

Remote Authorization and Contacts Connection Reuse

Remote Authorization Table * Reuse
Contet Registrant Table + Sockets
Sassion URI Validarion Reuse Timesur
L
b i Remote Autherizaton Tables
b i Coniac: Regiswant Tate E

b g Message Manipuion

An OPTIONS message is sent to the server. When this option is selected, additional configuration items are displayed

Ena
ble
OPTI
ONS
Kee @ Specifies how often, in seconds, theSBC Edge queries the server with an OPTIONS message to determine the server's
p availability. Visible only whenSIP Optionsis selected from theMonitorfield. If the server does not respond, theSBC Edge
Aliv | marks the Signaling Group as down. When the server begins to respond to the OPTIONS messages again, it is marked as
e up.In this case, Keep Alive Frequency is set to 30 seconds.
Freq
uency
Rec | Specifies frequency in seconds to check server to determine whether it has become available. Recovery Frequency is set to
over 5 seconds for this interop.
Freq
uency
Loca | Local username of the SBC Edge system. Default entry: Anonymous. Visible only whenSIP Optionsis selected from theMo
| nitorfield.
User
name
Peer = Username of the SIP Server. Visible only when SIP Optionsis selected from theMonitorfield. The user can changelLocal

User = and Peer Usernames according to their wishes.
name
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¥ @ Call Routing
¥ @ Signaling Groups
¥ @ Networking Interfaces
b @ System
¥ @ Auth and Directory Services
b @ Frotocols
v o sip
¥ @ Local Registrars
@ Local / Pass-shru Auth Tables
b @ SIF Profiles

™ [ SIP Server Tables

|_§ Public_Destination

|[F] PSTN_Endpeint
|[[] Enterorize_Endpoint
\[] Enterprize_Endpoint_2
|[E] FSTN_Endpeint_2

ﬂ Trunk Groups

@ NAT Qualified Prafix Tables
b @ Remote Authorization Tables

[ P WS S

Create SIP Server - |

Total 1 SIP Server Row

Priority
Host FQDN/TP
Host IP Version

Remote Authorization Table + Reuse -
Cantacs Regiswrans Tobia - Sackess
Session URI Validation Reuse Timeout

Monitor | SIP Options l
(30 [*secs [30.5007
l:l * secs [5.300)

Anonymous

Keep Alive Freguency
Recover Frequency

Lecal Username

[enonymous ] Peer szrmame of s erver

Peer Username

* Local Usermame of SC Edge

SIP Server Table for PSTN

g r W N P

. Create a SIP Server Table with desired name "PSTN_Endpoint"
Add domain name provided by the IDH Solution.

. Select the signaling protocol you require. The TLS is shown.

. For TLS, you will need to select the TLS Profile you created earlier.

. Enter the correct signaling port number this will be 5061 for TLS or 5060 for TCP/UDP.

v ) Netwarking Interfaces
b [ Logical Interfaces

3 ’ System
b 1/ Auth and Directory Services
[ i Is.
il SIP
Local Registrars
[ Local/ Pass-thru Auth Tables

[ Private_call
7] IDH_server

I PSTN_Endpaint_2

@ Trunk Groups

[0 MAT Qualified Prefix Tables
b 0 Remote Authorization Tables
¥ ﬁ Centact Registrant Table
¥ ‘ Message Wanipulation
|| Mode-Level SIP Settings
(¥ SIP Recording

ook

Create SIP Server v |

Total 1 SIP Server Row

Server Lookup

Priarity

N Port

i Pratocol

HostFQON/IP [1ommmmmem |

IF/FQDN

1 b

* [1.63535]
TCR W |

Remote Authorization Table +

Contact Registrant Teble +
Session URI Validation

e —

Menitor | Nane hd

Reuse | True hd
Sockets |4 e
Reuse Timeout [forever ]

Apply

SIP Server Table for Enterprise

g A W N P

. Create a SIP Server Table with desired name "Enterprize_Endpoint".

Add domain name provided by the IDH Solution.

. Select the signaling protocol you require. The TLS is shown.

. For TLS, you will need to select the TLS Profile you created earlier.

C ial and Proprit
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ey 30, 023223735 T g

Q
‘Exeand Al | Colapse Al | Reioad

¥ @ Cal Routing Counters

¥ sgnaling Groues ~ L[ 172 M P/FQDN 5060 Tcp Counters 1 1

b g Netwsring Intedsces .

b g system

¥ @ Auth and Direstory Services

¥ @ Promeos

Server Host Transport

v @ se Server Lookup  IP/FQDN Monizor
¥ 8 Locsl Ragsiars prizrty
9 Local | Passihrs Auth Tables Host EQDN/TR
§ SIP Profiles.

[ SIF Server Tabies

T e
Reme asnaniano Tese + e
Conac Raiarars Ttle i sodens
Session URI Validation Reuse Timeaut

4 Trark Groups
5 NAT Cusifed Prefi Tables

b i Remote Authorization Tables. E

b @ Contact Reg: ble

b @ Message Manipuztion

SIP Server Table for Public PSTN

1. Create a SIP Server Table with desired name "Public Destination"

2. Add domain name provided by the IDH Solution.

3. Enter the correct signaling port number this will be 5061 for TLS or 5060 for TCP/UDP.

4. Select the signaling protocol you require. The TLS is shown.

5. For TLS, you will need to select the TLS Profile you created earlier.
w [ Netwarking lr;eﬂa:z; i “ | Public_Destination

¥ (3 Logical Interlaces Createsipserver w | | /! Total 1 SIP Server Row

: : z:e;dme:mry Services odifaiiesionaai Eassukeciue fork JProtocet Comers
b @l Protocols v OO 115 IP/FQDN 5066 TLS Counters

[ Local Registrars Server Host Transport

[ Local ! Pass-thru Auth Tables

¥ [ SIP Profiles. Server Lookup  IP/FQDN Monitor | SIP Options v
] Default SIP Profile )
Priority Keep Alive Frequency |30 * secs (30,3000

|| TELEKOM SIP PRCFILE
i i : - + is.
sip profile with 100 rel Host FQDN/IP |715 Recover Frequency [5 secs (5.300]
¥ [ SIP Server Tables Port  |5066 *(1.65535] Local Username ‘Anunymgus |* Local Username of SBC Edge
1| Default SIF Server .
| q Protocal | TLS hd Peer Username | Anonymous * Peer Username of sip server
TS Profie | Publ | +

] Private_Call

| IDH Server

___ Public_Destination X

T FS TN Enapomt Remote Authorization and Contacts | Connection Reuse
|| Enterprize_Endpoint

1] Enterprize_Endpeint_2 Remote Authorization Table | None ~ |+ Reuse | True -

] PSTH_Endpaint_2 Contact Registrant Tzhle + Sockets |4 v

@ Trunk Groups

[ NAT Qualified Prefix Tables
¥ j Remote Authorization Tables
3 " Contact Registrant Table

b Message Manipulation E

Node-| evel SIP Setting:

Session URI Validation Reuse Timeout | Forever v

Note
Enable OPTIONS if required for the other SIP Server Tables.

Signaling Group
Inbound Signaling Group

Signaling Groups allow grouping telephony channels together for the purposes of routing and shared configuration. They are the entity where calls
are routed, as well as the location that the Call Routes are selected.

. SelectSettings > Signaling Groups.

. Create an entry in the signaling group named: "SG_PSTN_Private_Vlan".

1
2
3. Choose "Default SIP Profile" under Sip Profile.
4. Choose Call Routing as "PSTN ENTERPRIZE".

1. Initially, choose "Default" for the call Route. Create the Route, as shown in the call Routing section, and then update the call Route
to "PSTN_ENTERPRIZE".
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5. Choose Agent type as "Back-to-Back user agent" and Media List as "IDH Interop".

6. Choose SIP Server Table as "PSTN Endpoint".

Action Set Table  None

Call Routing Table  pSTN ENTERPRIZE DsP -

Me. of Channeks 10 Supperted Audis  |Proxy

£ (59P) Towards_enterprize_2 SIP Mode  Basic Call Prowgy with Local SRTP -
[E] (81P) 56_To_IDH_Environment Agent Type  Back-to-Back User Agent Supportea [Prowy N

[ (5P 56_Enterrize_Pri Load Balancing  Round Robin Hades -
[ (31P) Tawards PSTH_ 2 Channel Hunting  Mast Idle Media List 1D Defauk Media List

(2IP) SG_Enterrize Privale V... Natily Lync CAC Prefile  Disable Procey Local SRTP
Crypto Profile 1D
Challenge Request  Disable
Play Ringback  Auto on 180

¥ @ Networking Interfaces Outhound Praxy IP/FQDN
Tone Table  Defaukt Tone Table

} ivale

b @ System Outbound Proxy Port 5060

b @ Auth and Directory Services Call Setup Response Timer 255 — cmg&-‘;‘.’,’; Disable

¥ @ Pratacok: Call Proceeding Timer 180 Early 183  Disable

- Use Register as Keep Alive  Enable Allow Refresh

b @ security Forked Call Answered Too Soon  Disable sop Enable

» @ Media Music on Hold  Enabled far SDP Inactive
¥ @ Tare Tables RTCP

3 :Tel:uhuny Magping Tables Multilexing  BE2tle

b @ SRMP A SIP Recording Stalus  Disabled Madia cL,:ie; Dhable

¥ @ Logging Configuration
¥ @ Emergency Services

SIP To Q.850 Override Table Default (RFC4497)
Q.850 To SIP Override Table  Default (RFC4497)
Pass-thru Peer SIP Response Code  Enable

7. Update the Federated IP/FQD with endpoint IPv4.
8. Add a listening port for TLS.

Signaling DSCP 40
MNAT Traversal
ICE Support  Disabled

Static NAT - Dutbound
Cutbound NAT Traversal  Mone

Static NAT - Inbound
Detection  Disabled

Total 2 STP Liskten Port Ro Total 1 STP Federsted TP Row

Public SBC Adaplor 255.255.255.255

MFA

Outbound Signaling Group towards IDH

SelectSettings > Signaling Groups.
Create an entry in the signaling group named: "SG_To_IDH_Environment".
Choose "Default SIP Profile" under SIP Profile.

Choose Call Routing as "Default Route table".

a > 0N R

Choose Agent type as "Back-to-Back user agent" and Media List as "IDH Interop".
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6. Choose SIP Server Table as "IDH Server".

CE———

oo

& Sigraling Groups
T o oL taeal Pricale
= 5P Towadz enieprize 2 Service Stalus Up

Adiio Stals  Ensbled

1 (51P) SG,

[ (51P) 5G_Enterprize_Pri
[ (s1P) Tawards PSTN_2 Action Set Table None
[ (81P)SG_Entrprize_Private_\1.. S ~
e N Mo o Channes Supported Audic  [Proxy c
¥ g Networking Inerfaces PO Dereutt S Protne] Mades | Dirsc:
b g System BIF Mode Basc Call Proxy with Local SRTP
b @ Auth and Direclory Services AgentType  Back to Back User Agent Supportea  [Proxy -
b @ Pratacols Video/Application  [Diract -
bl sP Load Balancing  Round Robin el =
b gl Security Channel Hunting  Mast idle Media List 1D IDH Interop
b Media Netify Lync CAC Profilé  Dissble Proxy Local SRTP
¥ @ Tare Tabies Chollenge Request. Dissble Crypto Profile 1D
¥ g Teleabany Mesping Tebies Outhound Proxy 1P/FQDN b freealy
b @ SRRl Ot Py Purt 5060 Tone Table  Defauht Tone Table
¥ @ Logging Configuration Call Setup Response Timer 255 Py Cg Disable
¥ @ Erergency Services Call Proceeding Timer 180 Early 183 Disable
Use Register as Keep Allve  Enable Alow Relresh

Forked Call Answered Too Seon  Disable
Music on Hold  Disabled

RTICR
Multiplexing  Dable
isal Media Cadee
SIP Recarding Stalus  Disabled e Disable

SIP To Q.850 Dverride Table  Default (RFC4497)
Q.850 To SIP Dverride Table  Default (REC4497)

Pass-thru Peer STP Response Code  Enable

7. Update the Federated IP/FQD with endpoint IPv4.
8. Add a listening port for TLS.

Teams ch_zl_MeE:lia Disable
S —

Signaling/Media Seurce IP i iE

W
HAT Traversal
ICE Support  Disabled
Static NAT - Outbound
Outbound NAT Traversal  Mone
Static NAT - Inbound
Detection  Disabled

Total 2 SIP Listen Port Rows Total 1 SIP Federated IP Row

5060 N/A. L 235.255.,235.255

m| g

l 5061 IDH_TLS_Certificate

Outbound Signaling Group towards Enterprise Private

SelectSettings > Signaling Groups.

Create an entry in the signaling group named: "SG_Enterprize_Private_Vlan".
Choose "Default SIP Profile" under SIP Profile.

Choose Call Routing as "ENTERPRIZE_PSTN".

a > w np e

Choose Agent type as "Back-to-Back user agent" and Media List as "IDH Interop".
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6. Choose SIP Server Table as "Enterprize Endpoint".

Description  $6 Enterprize Private Vian

Admiin Stale  Enabled
Service Stalus  Up

o r
[E] (81P) Tawards_eniepriss_2

[E] (SIP) SE_PSTN_Pusilic ] -
Call Routing Table  ENTERPRIZE PSTN DEP ~

[E] (81P) SG_Entemrize_Pri

Me. of Channeks 5 Supported Audis  (Proxy

Proxy with Local SRTP -

SIP Mode  Basic Call

i i Supported  |Prowy -
b @ Metworking Inierfaces L )
’ " 517 Server Table  Enterprize Endpoint Video/Application | Diract =
b @ System Modes -
oad Balancing  Round Robin
b @ Auth and Direclory Services o L
Channel Hunting  Mast Idle Media List 1D Default Media List
¥ @ Protacoks Proxy Local SRTP
Matily Lync CAC Profile  Disable by Local
o E ) Cryplo Profile 1o Mome
) Challenge Reguest  Disable
b @ Security Play Ringback Auto on 180
S ) Outhound Proxy IP/FODN
@ Media Tone Table  Defaukt Tone Table
Qutbound Proxy Port 5060
b @ Tare Tables T . Play Congestion
Al 2 % se Time:
b @l Telepbany Mapping Tables “b Respanas Timer 258 jone
b @ SNMPIALrms EDELE LR (L) Early 183 Disable
b ’ Lo Configueation Use Register as Keep Alive  Enable Allow Rer;e;l}; Enable

b ’ [T Forked Call Answered Too Soon  Disable
Music on Hold  Enabled for SDP Inactive

RTCP -
Multiplexing  Diable

SIF Recording Status  Disabled Media Codec P ) py
Latch

SIP To Q.850 Override Table Default (RFC4497)
Q-850 To SIP Override Table  Default (RFC4497)
Pass-thru Peer SIP Response Code  Enable

7. Update the Federated IP/FQD with endpoint IPv4.
8. Add a listening port for TLS.

Signaling DSCP 40
MNAT Traversal
ICE Support  Disabled

Static NAT - Dutbound
Cutbound NAT Traversal  Mone
Static NAT - Inbound
Dataction  Disabled

Total 2 STP Liskten Port Ro Total 1 STP Federsted TP Row

Public SBC Adaplor 255.255.255.255

MFA

Inbound Signaling Group Enterprise Private

SelectSettings > Signaling Groups.
Create an entry in the signaling group named: "SG_Enterprize_Private".
Choose "Default SIP Profile" under SIP Profile.

. Choose Call Routing as "Private_to_Public.

oos woN R

. Choose Agent type as "Back-to-Back user agent" and Media List as "IDH Interop".
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6. Choose SIP Server Table as "Public Destination".

Total 2 SIP Listen Port Rows

Public SBC Adaplor

Teams Lacal Media Optimization  Disable

Signaling DSCP 40

MAT Traversal

ICE Support  Disabled
Static NAT - Outbsund
Cutbound NAT Travarsal Mone
Static NAT - Inbound
Detection  Disabled

Total 1 SIP Federsted IP Row

10 I 255.255.255.255

5060 TCP MfA

. Update the Federated IP/FQD with endpoint IPv4.

Total 2 ST Listen Port Rows

Public SBC Adaplor

Signaling DSLP 40

MNAT Traversal

ICE Support  Disabled
Static NAT - Dutbound
Cutbound NAT Traversal  Mone
Static NAT - Inbound
Detection  Disabled

Total 1 STP Federsted TP Row

255.255.255.255

MFA

Outbound Signaling Group - PSTN Public

a r w np e

SelectSettings > Signaling Groups.

Create an entry in the signaling group named: "SG_PSTN_Public".

Choose "Default SIP Profile" under SIP Profile.

Choose Call Routing as "Public_to_Private".

Choose Agent type as "Back-to-Back user agent” and media list as "IDH Interop".
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6. Choose SIP Server Table as "Public Destination".

| (SIF) SG_Local Frivae
[E] (SIF) Towards_enterpdize 2
= oy o b oyiron

[E] (SIF) SG_Enwerprize_Frivate_W..

[ (5IF) SG_PSTN_Private_VLan
¥ @ Neworking Interfaces
b @ System
b @ Auth and Directory Serviees
b @ Frotocols
¥ @ SF
¥ @ Securiy
b @ Media
b @ Tone Tables
¥ @ Telephony Mapping Tatles
b @ SNMPi2jams
¥ @ Logging Configuration
¥ @ Emergency Services

Description  56_PSTN_Public
Admin State  Disabled
Service Status  Down

Action Set Table__Mone

Call Reuting Table  Public_ta_Private
51 Brofil= Default SIP Profile

SIP Mode  Basic Call
Agent Type  Back-to-Back User Agent
Load Balancding Round Robin
Channel Hunting  Most Idle
Notify Lync CAC Profilz  Disable
Challenge Reguest  Disable
Outhound Prasey IB/FQDN
Qutbound Proxy Port 5060
Call Setup Response Timer 255
Call Proceeding Timer 180
Use Register as Kzep Alive  Enable
Forked Call Answered Too Soon  Disable

SIP Recording Status  Disabled

057 -
Supported Audio  |Proxy 5
Modes  |Direct
Sroy with Locsl SRTP &
Supported | Proxy -
Video/Application  |Direct D
es -

Mediz List I IDH_Interop

Proxy Local SRTP
Crypto Profile ID

Play Ringback Auto on 180
Tons Table  Default Tone Table

Mone

Flay Congestion Disable
Tone

Early 183 Disable
Allow Refresh
=]

Music on Hold  Disabled

RTCP
Multiplexing

Mediz Codec oy

SIP To Q.850 Override Table  Default (RFC4457)
.850 To SIP Override Table  Default (RFCA437)
Pass-thru Peer SIP Response Code  Enable

7. Update the Federated IP/FQD with endpoint IPv4.

8. Add a listening port for TLS.

Teams Local Media

Qutimization

Disable

| Signaling/Media Scurce IP

Ethernet 1 1P

(115 I

Signaling DSCP

ICE Support

Cuthound NAT Traversal

Detection

NAT Traversal

Static NAT - Outbound

Static NAT - Inbound

Disabled

MNone

Disabled

255.255.255.255

Cause Code Reroutes

g A woN

. Select Telephony Mapping Tables >Cause Code Reroutes.

. Click the Cause Code Reroute table (+) icon to create a new entry.

Provide the required description.

[ ial and Proprietary. Copyright 2020-2023 Ribbon C

. Add the Q.850 Cause Codes as '47:Resource Unavailable Unspecified' & '41:Temporary Failure'.
. Click Apply.
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Q
Expand All | Collapse All | Reload

¥ @l Call Routing
¥ gl Signaling Groups
¥ @l Networking Interfaces
¥ ol system
¥ gl Auth and Directory Senvices
¥ il Protocols
(-
¥ i Secuity
b @ Media
[ =
[ Telephony Mapping Tables
|| Cause Code Reroutes

Cause Code Reroute Table

w= [J| Reroute_Call_For_GoodScore

Description | Reroute_Call_For_GoodScore

41: Temporary Failure
47: Resource Unavailable, Unspecified

Q.850 Cause Codes

1. Cause Code Reroutes must be used in the call routing table ""PSTN_ENTERPRIZE" and "ENTERPRIZE_PSTN"to reroute a call when

receiving "503 Service Unavailable" and " 480 Temporarily not available" responses from the IDH SIP Interface.

Transformation Table

Transformation Tables facilitate the conversion of names, numbers and other fields when routing a call. They can, for example, convert a public
PSTN number into a private extension number, or into a SIP address (URI). Every entry in aCall Routing Tablerequires a Transformation Table, and
they are selected from there. In addition, Transformation tables are configurable as a reusable pool thatAction setscan reference.

From theSettings>

Call Routing >Transformation.

Create Transformation Table

Each Transformation Table contains a list ofentriesconsidered as routing rules to execute on. Each rule is executedin order until the end of the table
is reached or when aMandatory entryfails to execute.

® Create transformation table as"Towards_IDH_Without_Country_Code".

Follow the procedure described below to configure Transformation Tables and the Entries.

1. Click theCreate(+) icon.
2. Enter a descriptive name in theDescriptiontext field.

3. ClickOK.

® Creating an Entry to a Message Transformation Table.

For this interop, the

entries are created based on the numbers associated with each endpoint. Users are free to select their own variables or Regular

expressions. The UCC prime number can be configured.

1. Click theCreate(+)iconnext to the table created in the previous step.
2. Provide the details below:

Admin
State

Match
Type

Value
(Input
/Output)

Enabled-The default state isEnabled.

Optional:Optional entries must match at least one of that Input Field type.

When a call arrives at a Transformation Table, the incoming message contains a number of Informational
Elements (IEs). These IEs include important call information such as: Called Address/Number, Called Extension,
Calling Name, Redirecting Number and others.

Each Informational Element is processed row by row in the Transformation Table.

Specifies the value to match against for the selected type. Depending on the type selected, values are free-form
or selected from a menu.

3. Click Apply.
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Admin

Destination Signaling Groups

Enzbla Maximum Call Duration

Audio Stream Mode
Video/Application Stream Maode
Mediz Transcoding

Mediz List

Description  Towards IDH

Tate Enakled

Route Prioricy 1

umberName Transformation Table  Towards IDH_Without_Country Code

Time of Day Restriction  Mone

DsP Quality Metrics Number of Calls
Disabled Quality Metrics Time Before Retry
Disabled Min. ASR Threshald
IDH_Interop Enable Min MOS Thresheld
Enable Max. R/T Delay

Mazx. RST Delay

Enzble M=x. Jitter

Mzoe. Jither

10
10

Disabled
Enabled

Enabled
ELL L

From theSettings> Call Routing >Transformation.

Create Transformation Table

Each Transformation Table contains a list ofentriesconsidered as routing rules to execute on. Each rule is executedin order until the end of the table

for PSTN to Enterprise

is reached or when aMandatory entryfails to execute.

® Create transformation table as"PSTN_Enterprize".

Follow the procedure described below to

1. Click theCreate(+) icon.

configure Transformation Tables and the Entries.

2. Enter a descriptive name in theDescriptiontext field.

3. ClickOK.

® Creating an Entry to a Message

Transformation Table.
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For this interop, the entries are created based on the numbers associated with each endpoint. Users are free to select their own variables or Regular
expressions. The UCC prime number can be configured.

1. Click theCreate(+)iconnext to the table created in the previous step.
2. Provide the details below:

Admin Enabled-The default state isEnabled.
State

Match Optional:Optional entries must match at least one of that Input Field type.
When a call arrives at a Transformation Table, the incoming message contains a number of Informational

Type Elements (IEs). These IEs include important call information such as: Called Address/Number, Called Extension,
Calling Name, Redirecting Number and others.
Each Informational Element is processed row by row in the Transformation Table.

Value Specifies the value to match against for the selected type. Depending on the type selected, values are free-form
or selected from a menu.
(Input

/Output)

3. Click Apply.

Q
Expand All | Collapse All | Reload

Match

. Admin
v . Cal Rouing 1 |famin1apt Field Type Output Field Type e
e - DL Called Address/Number o Called Address/Number \1 Optional (Mat{
E Gall
| Emergency-Cal
Description [Entriprze Number |
Admin Stzte [Enablza v

Mstch Type | Optional {Match Onel v

Input Field Output Field
Type [Called Address/Mumber ~ Type [Called Address/Number ~

@ Time of Day Table
~ .

Create Transformation Table for Enterprise to PSTN

Each Transformation Table contains a list ofentriesconsidered as routing rules to execute on. Each rule is executedin order until the end of the table
is reached or when aMandatory entryfails to execute.

® Create transformation table as"Enterprize_PSTN".

Follow the procedure described below to configure Transformation Tables and the Entries.

1. Click theCreate(+) icon.
2. Enter a descriptive name in theDescriptiontext field.

3. ClickOK.
® Creating an Entry to a Message Transformation Table.

For this interop, the entries are created based on the numbers associated with each endpoint. Users are free to select their own variables or Regular
expressions. The UCC prime number can be configured.

1. Click theCreate(+)iconnext to the table created in the previous step.
2. Provide the details below:

Admin | Enabled-The default state isEnabled.
State

Match Optional:Optional entries must match at least one of that Input Field type.
When a call arrives at a Transformation Table, the incoming message contains a number of Informational
Type Elements (IEs). These IEs include important call information such as: Called Address/Number, Called Extension,
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Calling Name, Redirecting Number and others.
Each Informational Element is processed row by row in the Transformation Table.

Specifies the value to match against for the selected type. Depending on the type selected, values are free-form
or selected from a menu.

Value
(Input
/Output)

3. Click Apply.

Enterprize_PSTN

BB b ol e

Q
Expand Al | Collzpse All | Relozd

Totsl 1 Transformation Entry Row

Input Field Type Output Field Type
A ";3:51 - - D0 B Called Address/Number (.~ — Called Address/Number 1 Mandatory (Must Matcl

Description  [Towards_ENterprize |
Admin State Enabled ~
Match Type Mandatory (Must Match) %

I Private_to_Private_Cal

Input Field Output Field
B rsme P! tp!
|} PSTN_Enterprize
= Type [Calied Address/Number v Type [Called Address/Number v
1) Public_To_
i Time of Day Table
¥ @ Call Fouting Table
¥ @ Call Actions
b @ Sgnaling Groups ﬁ
b @ Newwariing Interfaces

Create Transformation Table for Emergency Call

Each Transformation Table contains a list ofentriesconsidered as routing rules to execute on. Each rule is executedin order until the end of the table
is reached or when aMandatory entryfails to execute.

® Create transformation table as"Emergency Call".

Follow the procedure described below to configure Transformation Tables and the Entries.

1. Click theCreate(+) icon.
2. Enter a descriptive name in theDescriptiontext field.

3. ClickOK.

® Creating an Entry to a Message Transformation Table.

For this interop, the entries are created based on the numbers associated with each endpoint. Users are free to select their own variables or Regular
expressions. The UCC prime number can be configured.

1. Click theCreate(+)iconnext to the table created in the previous step.
2. Provide the details below :

Admin Enabled-The default state isEnabled.

State

Match Optional:Optional entries must match at least one of that Input Field type.
When a call arrives at a Transformation Table, the incoming message contains a number of Informational

Type Elements (IEs). These IEs include important call information such as: Called Address/Number, Called Extension,
Calling Name, Redirecting Number and others.
Each Informational Element is processed row by row in the Transformation Table.

Specifies the value to match against for the selected type. Depending on the type selected, values are free-form
or selected from a menu.

Value
(Input
/Output)

3. Click Apply.
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Q
Expznd Al | Collapse All | Relosd . i b i
Admi - Input Field Oul t Field
~ i Call Routin U] | aom |znput Field Type T Output Field Type o
v s v Q0 B Called Address/Number (*911) Callback Pool Identifier Call back number
Description  [Emergeney Call |
Admin State [ Enabled v
Mztch Type  [Optional (Match Ons)
l— Input Field Output Field
B Ps
|| PSTN_Enterprize ]
Public To Friste Call B To A Type [Called Address/Number ~] Type [Callback Pool Igentifier v
I Public_To_Private_Call_B_To_#
11 Towards_IDH_Withawt_Country_Co.. value  [L=011) | Velue  [Call back number v+
@ Time of Day Table 1
¥ @ Call Routing Table
¥ @ CallActons
¥ @ Signaling Groups ﬁ
b @ Networking Intsriaces

1. For details on Transformation Table Entry configuration, refer to: Creating and Modifying Entries to Transformation Tables.For call digit
matching and manipulation through the use of regular expressions, refer to: Creating Call Routing Logic with Regular Expressions.

Call Routing Table

Call Routing allows carrying of calls between Signaling Groups. Routes are defined by Call Routing Tables, which allow for a flexible configuration
that calls carry, and how to translate them.

SelectSettings >Call Routing>Call Routing Table.

Create Call Routing Table for PSTN to Enterprise

Call Routing Tablesare one of the central connection points of the system, linkingTransformation Tables,Message Translations, Cause Code Reroute
Tables, Media Lists and the three types of Signaling Groups (ISDN, SIP and CAS).

® Create Call Routing table as "PSTN_Enterprize"
In the SBC Edge , call routing occurs betweenSignaling Groups.

In order to route any call to or from a call system connected to the SBC, you must first configure a Signaling Group to represent that device or
system. The following list illustrates the hierarchical relationships of the various Telephony routing components of a SBC call system:

Signaling Group describes the source call and points to a routing definition known as a Call Route Table
Call Route Table contains one or more Call Route Entries

Call Route Entries | points to the destination Signaling Group(s)

Each call routing entry describes how to route the call and also points to a Transformation Table that defines the conversion of names, numbers and
other fields when routing a call.

To create an entry:

1. Click theCreate Routing Entry(+) icon.
2. Set the following fields:

Admin State Enabled - Enables the call route entry for routing the call, displays in configuration header as W

Priority of the route from 1 (highest) to 10 (lowest). Higher priority routes are matched against before

Route Priority oL )
lower priority routes, regardless of the order of the routes in the table.

Specifies the Transformation Table to use for this routing entry. This drop-down list is populated from
the entries in the Transformation Table.

Number/Name
Transformation

Table

Confidential and Proprietary. Copyright 2020-2023 Ribbon Communications Operating Company, Inc. 2020-2023 ECI Telecom Ltd.


https://support.sonus.net/display/UXDOC90/Creating+and+Modifying+Entries+to+Transformation+Tables
https://support.sonus.net/display/UXDOC90/Creating+Call+Routing+Logic+with+Regular+Expressions

Destination Specifies_thg Signaling Groups used as th_e destination o_f calls.The first operational_ Signaliqg Gr_oup
from the list is chosen to place the call. Click the Add/Edit button to select the destination signaling
Signaling group.

Groups

3. ClickApply.

Q
Expand all | Collagse All | Reload Total 4 Call Route Entry Rows

timin e = e ——

@ Transiormaton

January 20, 2023 21:30:19 & @

Tousards_IDH_Without_Country_Code (SIP) SG_To_IDH_Environment Towards IDH I

@ Time of Day Table
PSTN_Entarpriz (S1P) SG_Enterprize. Private_Vian Towards_Enterprize.
U Default Route Tzble
() Looal_Number
() emergencyCa
() Private_To_Private
(] Private_to_public

|| PSTN_ENTERPRIZE

Routel details: Number/Name Transformation Table with "Towards_IDH_without_Counry_Code" and Destination Signaling Groups with
"SG_To_IDH_Environment".

Route2 details:Number/Name Transformation Table with "PSTN Enterprize" and Destination Signaling Groups with "SG_Enterprize_Private_Vlan".
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Description  Towards_Enterprize

Agmin State  Enabled
Route Prioricy 1
Call Prigri Mormal
umber/Hame Transformation Table  PSTH Enterprize
Time of Day Restriction  None

Diestination Type  Mormal

Message Translstion Tazle None
Cause Code Reroutes Mone
Cancel Others upen Ferwarding  Disabled
Fork Call

Destination Signaling Groups

Enzble Maximum Call Duration  Disabled

Audio Stream Mode DSP Quality Metrics Number of Calls 10
Video/Application Stream Mode  Disabled Quality Matrics Time Before Retry 10
Mediz Transcoding  Disabled Min, ASR Threshold ©
Mediza List  IDH_Interop Enable Min MOS Thresheld Disabled

Enable Max. R/T Delay  Enabled
Max. R/T Delay 65535
Enzble Max. Jitter  Enabled
Maze. Jitter 306D

Create Call Routing Table for Enterprise to PSTN

Call Routing Tablesare one of the central connection points of the system, linkingTransformation Tables,Message Translations, Cause Code Reroute
Tables, Media Lists and the three types of Signaling Groups (ISDN, SIP and CAS).

® Create Call Routing table as "PSTN_Enterprize"
In the SBC Edge, call routing occurs between Signaling Groups.

In order to route any call to or from a call system connected to the SBC, you must first configure a Signaling Group to represent that device or
system. The following list illustrates the hierarchical relationships of the various Telephony routing components of a SBC call system:

Signaling Group describes the source call and points to a routing definition known as a Call Route Table
Call Route Table contains one or more Call Route Entries

Call Route Entries | points to the destination Signaling Group(s)
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Each call routing entry describes how to route the call and also points to a Transformation Table that defines the conversion of names, numbers and
other fields when routing a call.

To create an entry:

1. Click theCreate Routing Entry(+) icon.
2. Set the following fields:

Admin Enabled - Enables the call route entry for routing the call, displays in configuration header as .\/ .

State

Route Priority of the route from 1 (highest) to 10 (lowest). Higher priority routes are matched against before lower
priority routes, regardless of the order of the routes in the table.

Priority

Number Specifies the Transformation Table to use for this routing entry. This drop-down list is populated from the
entries in the Transformation Table.

/Name

Transform

ation Table

Destinatio Spgcifies the Signaling Groups u_sed as the dest_ination of calls.The first opera_tiona_l Signaling Group from the
list is chosen to place the call. Click the Add/Edit button to select the destination signaling group.

n

Signaling

Groups

Audio DSP(default entry): The SBC uses DSP resources for media handling (transcoding), but does not facilitate the
capabilities/features between endpoints that are not supported within the SBC (codec/capability mismatch).

Stream When the DSPis configured, the Signaling Groups enabled to supportDSPare attempted in order.

Mode

3. ClickApply.

a, NTERPRIZE_PSTN

Expznd Al | Collzpze Al | Reload I 111 1|4 pisplay Counters Total 3 Call Route Entry Rows
[ Teansformation Table ' First Signaling Group
W | ranstormaton —

Towards_IDH_Wwithout_Country_Code (SIP) SG_To_IDH_Envirenment

Time of Day Table
T G Eoung TohE b GO B 1 Enterprize_PSTN Normal (5IP) 5G_PSTN_Private_VL=n

\E Default Route Table » @O ® 1 Enterprize_2 Normal (5IP) Towards_enterprize_2
I Local_Number

([ EmengencyCall
([ Private_To_Privat=

Routel details: Number/Name Transformation Table with "Towards_IDH_without_Counry_Code" and Destination Signaling Groups with
"SG_To_IDH_Environment".
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Description  Towards IDH

Ladmin stats Fnabkled

Route Priority

umberName Transformation Table  Towards IDH_Without_Country Code

Time of Day Restriction  Mone

Fork Czll Mo

P S5_To_IDH_Emvinonment -
Destination Signaling Groups 3
-

Enzbla Maximum Call Duration  Disabled

Audioc Stream Mode  DSP Quality Metrics Number of Calls 10
Video/Application Stream Mode  Disabled Quality Metrics Time Before Retry 10
Mediz Transcoding  Disabled Min, ASR Threshald 0
Mediz List  IDH_Interop Enable Min MOS Thresheld Disabled

Enable Max. R/T Delay  Enabled
Max. R/T Delay 65535
Enzble Mzx. Jitter  Enabled
Mzoe. Jitber S

Route2 details:Number/Name Transformation Table with "Enterprize_PSTN" and Destination Signaling Groups with "SG_PSTN_Private_Vlan"
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Agmin State  Enabled
Route Priority 1
Call Priori Mormal
Mumber,/Name Transformation Table  Enterprize PSTM
Time of Day Restriction  Mone

Mezzage Trznslztion Table  Mone
Cauze Code Rercutes  Mone
Cancel Others vpon Forwarding  Disabled
Fork Call  Hg

-

Destination Signaling Groups 3
-
Enzble Maximum Call Duration  Disabled
-

Audio Stream Mode DSP Quality Metrics Number of Calls 10

Video/Application Stream Mode  Disabled Quality Metrics Time Before Retry 10
Mediz Transcoding  Enabled Min., ASR Thrashold 0
Mediz List Mone Enable Min MOS Threshold  Disabled

Enable Max. R/T Delzy  Enabled
Max, R/T Delxy 65535
Enakble Max, Jitter  Enabled
Maz, Jicter 3000

Emergency

The Emergency Services functionality is an essential and important feature in support of the E911 and 911 feature in the SBC.

Emergency Calls are logged in the emergency call status table whenever the SBC identifies the call as an emergency and raises an alarm to alert the
operator. Call Forking or Call routing on failure are provided as part of existing call routing functionality.
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oY ||Emergency Services Configuration | January 30,2023 22:15:07 T @

Expand All | Collznse All | Reload

b o cal Reuting
P & Signaling Groups

b 8 bietusring Ireersces

b o Sysen

P Auth and Dirsciory Services.

SetCall Status Durstion ‘

Call Status Durstion [24 | rours

Call Preemption

Brasmat Non-Emerganzy Calls [Enabies v

b Message Translzsions

b @ SIF15.C.850 Override Taves

~ (@ Q85010 SIP Overrige Taties
{12850 Cause Goge to SIP Overs

P @ sNUPAlams
b 5 Logging Confgurtien

@ Call
[ eail back number

i Call Stzus Tate
8 Notiestion Mansger

Callback Number

Callback number lists contain up to 16 numbers. These numbers replace the actual number of the calling party when the call is sent to the
Emergency Services Operator (PSAP). If the PSAP operator calls back (to the callback number) the call is routed using a Transformation Table entry
back to the original calling extension.

Creating a Callback Number List

1.Click the Create Callback Numbers List (+) icon at the top of the Callback Numbers Table page.

qQ
Expand All | Collapse All | Reload Total 1 callback Number Table Row

@ Call Routing [ | pescription

o signaling Groups

@ Networking Imerfaces

@ system

j Auth and Directory Servicas

B

B

B

B

F

b ¥ Protocals
b sip |+ 1 E——— - Up
k

b

¥

¥

¥

w [][ | cCall back number

Description | Call back number

@ Security o
@ Media Callback Mumbers List ' /

_.d" Tone Tables
¥ Telepheny Mapping Tables
@ SNMPalarms

P (¥ Logaing Configuration
‘_} Emergency Services
|| Configuraban

b . Callback Number Pool ﬁ

W Call Status Table
3 Motification Manager

. Remove

PSAR Number | +1

Callback A list of numbers which are substituted in a Transformation for the actual number from which the call was initiated.
Numbers These numbers are used in a round-robin scheme.

List
PSAP Use this field to specify the Public Safety Answering Point(PSAP) number. This is the number to which the call is
Number connected when an extension calls 911. If no value is specified in this field, the call is connected to the local911 facility.

Section B : Ribbon Identity Hub Configuration

Identity HubReputation Scoring Process

The SIP client initiates a request by routing the SIP INVITE request for a call to the Identity Hub service FQDN. The INVITE request must include a
From header to identify the calling party and a To header to identify the called party. Based on the workflow selector and the workflow configuration,
the Identity Hub selects the service graph and begins reputation scoring.

Following the scoring process, the Identity Hub returns different response codes to the SIP client based on the fraud score. If the fraud score is below
the suspect-call threshold value of 80, then the service returns a 503 SIP response code. If the fraud score is 80 or above, then the service returns a
608 SIP response code. Note that the 503 and 608 values are the default responses. When setting up your service with Ribbon, you have the option
to use 480 as an alternative response to non-fraud calls, and either 603 or 607 as an alternative response to fraud calls.

The SIP client then either resumes routing a good call, or terminates a fraud call and relays the 6xx response back to the originator.
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PossibleSIPResponses

The SIP service API can return the following responses:

® 503 (default), 480 call is unlikely to be fraudulent (fraud score less than 80)

® 608 (default), 603, 607 call is likely fraudulent (fraud score is 80 or above)

® 405 Method Not Allowed non-INVITE request is not allowed

® Other 4xx, 5xx service failure or error

For Reputation scoring using SIP interface related configurations, refer to: https://doc.rbbn.com/display/IDHDOC20
/Reputation+Scoring+using+the+SIP+Interface.

Supplementary Services and Features Coverage

The following checklist depicts the set of services/features covered through the configuration defined in this Interop Guide.

Sr. No. Supplementary Services/ Features Coverage
1 Call Setup and Termination over TCP /
2 Call Setup and Termination over TLS /
3 Call Transfer (Blind) /
4 Call Transfer (Attended) /
5 Call hold and Resume (with MOH enable) /
6 Call hold and Resume (without MOH enable) (
7 AnonymousCall /
8 Call Forward /
9 Emergency Call /
Legend

Supported /

Not Supported X

Caveats

® The Call forward issue has been observed during testing with SIP interface towards the Identity Hub. As per the current design of Ribbon
SBC Edge, the call routing table can perform cause code reroute only once. This is a known constraint for Ribbon SBC Edge and will be
addressed in the upcoming release.

®* The SBC Edge initiates a 2nd INVITE towards the IDH solution after getting a 5xx response for the 1st INVITE. This issue will be addressed
in the upcoming SBC release.

Support

For any support related queries about this guide, please contact your local Ribbon representative, or use the details below:
® Sales and Support: 1-833-742-2661

® Other Queries: 1-877-412-8867
® Website:https://ribboncommunications.com/about-us

References

For detailed information about Ribbon products and solutions, please visit:
https://ribboncommunications.com/products
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Conclusion

This Interoperability Guide describes the configuration steps required for Ribbon SBC Edge SIP Interface to successfully interoperate with IDH. All
features and serviceability test cases were completed and passed with the exceptions/observations noted in test results. All features and capabilities
tested are detailed within this document - any limitations, notes or observations are also recorded in order to provide the reader with an accurate
understanding of what is/is not covered.

Configuration guidance is provided to enable the reader to replicate the same base setup. Any additional configuration changes are possibly required
to suit the exact customer deployment environment.

2023 Ribbon Communications Operating Company, Inc. 2023 ECI Telecom Ltd. All rights reserved.
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