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Document Overview

This document outlines the configuration best practices for the Ribbon SBC Core (SBC 5K, 7K, SWe) when deployed with Cisco Webex Calling.

About Ribbon SBC Core

The SBC Core (SBC 5K, 7K, SWe) addresses the next-generation needs of SIP communications by delivering embedded media transcoding, robust
security and advanced call routing in a high-performance, small form-factor device enabling service providers and enterprises to quickly and securely
enhance their network by implementing services like SIP Trunking, secure Unified Communications and Voice over IP (VoIP).

The SBC Core provides a reliable, scalable platform for IP interconnect to deliver security, session control, bandwidth management, advanced media
services and integrated billing/reporting tools in an SBC appliance. This versatile series of SBCs can be deployed as peering SBCs, access SBCs or

enterprise SBCs (eSBCs). The SBC product family is tested for interoperability and performance against a variety of third-party products and call flow
configurations in the customer networks.

Note
SBC 5x10, 5400, 7000 and SWe are represented as SBC Core in the subsequent sections.

About Cisco Webex

Webex Calling Cloud service (Webex Calling) supports “Bring Your Own PSTN” and Enterprise dialing using what is termed as a Local Gateway that
is located at the edge of the customer’s VoIP network. A local gateway is a SIP Session Border Controller that interworks with Webex Calling cloud
service in specific ways. This Local gateway must operate using specified conditions with Webex Calling and this document suggests to OEM
vendors the requirements to interoperate with Webex Calling Cloud services.

Scope/Non-Goals

This document provides configuration best practices for deploying Ribbon's SBC Core for Cisco Webex Calling interop. Note that these are
configuration best practices and each customer may have unique needs and networks. Ribbon recommends that customers work with network design
and deployment engineers to establish the network design which best meets their requirements.

It is not the goal of this guide to provide detailed configurations that meet the requirements of every customer. Use this guide as a starting point, build
the SBC configurations in consultation with network design and deployment engineers.

Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring the Ribbon SBC.
To perform this interop, you need to:

® use the graphical user interface (GUI) or command line interface (CLI) of the Ribbon product,
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® understand the basic concepts of TCP/UDP/TLS and IP/Routing.
® have SIP/RTP/SRTP to complete the configuration and for troubleshooting.

Note

(D This configuration guide is offered as a convenience to Ribbon customers. The specifications and information regarding the product in this
guide are subject to change without notice. All statements, information, and recommendations in this guide are believed to be accurate but
are presented without warranty of any kind, express or implied, and are provided “AS IS”. Users must take full responsibility for the
application of the specifications and information in this guide.

Prerequisites

The following aspects are required before proceeding with the interop:

® Ribbon SBC Core

® Ribbon SBC Core license
® Avalid license from Ribbon is required to enable functionality on Ribbon SBCs. Each SBC license provides a base set of capabilities

to allow enabling and adding of additional features and capacity, as required.
® Public IP addresses
® TLS certificates for SBC Core
® Refer to Managing Certificates.
® Cisco Control Hub and Domain
® Cisco Control Hub Premier license for the users.
® For more details, contact Cisco Webex Support.

Product and Device Detalls

The configuration uses the following equipment and software:

Product Appliance/ Application/ Tool Software Version
Ribbon SBC Ribbon SWe Core 10.1.0
Cisco Control Hub Cisco Webex NA
Third-party Equipment Cisco Unified Communications Manager 12.5.1.11900-146
Poly VVX 411 5.9.3.2857
Wireshark 3.4.9

Administration and Debugging Tools

Note
The Ribbon SBC Core portfolio includes SBC 5x10, SBC 5400, SBC 7000 (appliance-based), and SBC SWe (virtualized platform). The

software version is applicable to the Ribbon SBC Core portfolio, and this configuration guide is valid for all of these devices.

Network Topology and E2E Flow Diagrams

Deployment Topology
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Document Workflow

The sections in this document follow the sequence below. Complete each section for the configuration to be successful.
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Installing Ribbon SBC Core

Ribbon SBC Standalone

To deploy a Ribbon SBC Core standalone instance, refer to SBC Core 10.1.x Documentation.

Ribbon SBC High Availability

To deploy Ribbon SBC Core in HA mode on different platforms, refer to SBC Core Software Installation and Upgrade Guide.

Info
@ During this interop, SBC Core HA was installed on VMware platform by following the procedure described in Installing SBC Application in
High Availability Mode.

© ™
® After successful installation, ensure the time on both Active and Standby SBCs is in sync.

® NTP Sync verification:
® Run the command 'timedatectl’ to check if NTP is synchronized.
® The file /etc/ntp.conf should contain the IP of the NTP server that you configured during installation.

Ribbon SBC Core Configuration

Global Configuration
Codec Entry

Codecs define the audio encoding methods and their associated attributes. You can add custom codec entries which are then available to include
when configuring codecs in a Packet Service Profile. When you add a codec entry, the parameters available change, depending on the base codec
you select. You can also configure options for a selected Codec Entry that specify how to handle DTMF digits in the media stream. You can also

enable the dtmf relay when it is required.
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set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
commi t

codecEntry Gr11-A codec g711

codecEntry Gr711-A packet Size 20

codecEntry Gr11-A fax failureHandling continue
codecEntry Gr11-A fax toneTreatnent none
codecEntry Gr11- A fax honor ToneDet ecti on di sabl e
codecEntry Gr11- A nodem fail ureHandl i ng continue
codecEntry G711-A nodem toneTreat ment none
codecEntry Gr711- A nodem honor ToneDet ecti on di sabl e
codecEntry Gr11-A | aw ALaw

codecEntry Gr711-A dtnf relay none

codecEntry Gr11-A dtnf renpveDigits enable

DO LYY OD

set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
commi t

codecEntry Gr11-U codec g711

codecEntry Gr11-U packet Size 20

codecEntry Gr11-U fax failureHandl i ng continue
codecEntry Gr11-U fax toneTreat nent none
codecEntry Gr11-U fax honor ToneDet ecti on di sabl e
codecEntry Gr711-U nodem fail ureHandl i ng conti nue
codecEntry Gr11-U nodem toneTreat ment none
codecEntry Gr711-U nodem honor ToneDet ecti on di sabl e
codecEntry Gr11-U | aw ULaw

codecEntry G711-U dtnf relay none

codecEntry Gr11-U dtnf renpveDigits enable

DO DYDY

set profiles nedi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
conmi t

codecEntry OPUS codec opus

codecEntry OPUS packet Si ze 20

codecEntry OPUS preferredRt pPayl oadType 96
codecEntry OPUS fax failureHandling continue
codecEntry OPUS fax toneTreatnent none
codecEntry OPUS nodem fail ureHandl i ng continue
codecEntry OPUS nodem toneTreat nent none
codecEntry OPUS dtnf relay none

codecEntry OPUS dtnf renoveDigits enable
codecEntry OPUS maxAver ageBi t Rate 20000
codecEntry OPUS useCbhr 0

codecEntry OPUS useFec 0

codecEntry OPUS useDtx 0

DO LYY D

set profiles media codecEntry G722 codec g722
set profiles nmedia codecEntry G722 codi ngRate 64
set profiles media codecEntry Gr22 packet Size 20
set profiles media codecEntry Gr22 preferredRt pPayl oadType 128
set profiles media codecEntry Gr22 fax failureHandling continue
set profiles media codecEntry G722 fax toneTreatnent none
set profiles media codecEntry G722 nodem fail ureHandl i ng continue
set profiles media codecEntry Gr22 nodem t oneTr eat ment none
set profiles media codecEntry Gr22 dtnf relay none
set profiles media codecEntry Gr22 dtnf renoveDigits enable
commi t

Sip Domain

Sip Domain defines the domain entry associated with Ribbon SBC and Cisco Webex Interop. If it is for a single Tenant add only the Tenant 1 entry.
For a multi tenant solution add the Tenant 2 entry as well.

Tenant 1
set gl obal sipDonain <Tenant1l_Domai n_Entry>
conmmi t

Tenant 2

set gl obal sipDomain <Tenant?2_Donai n_Entry>
conmi t
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Transparency Profile

The Transparency Profile is the recommended method of configuring transparency on the SBC Core.

set profiles services transparencyProfile ACCESS TP sipHeader P-Asserted-ldentity ignoreTransparency no
conmmi t

Element Routing Priority Profile

Element Routing Priority profile entries are similar to routing criteria in that they also select elements that must be factored into a routing lookup. The
Element Routing Profile indicates what originating Call Processing Elements types (including "none") must be used to determine matching routing
table entries. In contrast to the Routing Criteria entities, routing table lookups are attempted in priority order for all matching Call Processing Element
types until a match is found.

set profiles callRouting el enentRoutingPriority TG ERP entry _private 1 entityType trunkG oup

set profiles callRouting elenentRoutingPriority TG ERP entry national Operator 1 entityType trunkG oup

set profiles callRouting el ementRoutingPriority TG ERP entry |ocal Operator 1 entityType trunkG oup

set profiles callRouting elenentRoutingPriority TG ERP entry national Type 1 entityType trunkG oup

set profiles callRouting elenentRoutingPriority TG ERP entry international Type 1 entityType trunkG oup
set profiles callRouting el ementRoutingPriority TG ERP entry international Operator 1 entityType trunkG oup
set profiles callRouting elenentRoutingPriority TG ERP entry | ongDi stanceQperator 1 entityType trunkG oup
set profiles callRouting el enentRoutingPriority TG ERP entry ipVpnService 1 entityType trunkG oup

set profiles callRouting elenentRoutingPriority TG ERP entry test 1 entityType trunkG oup

set profiles callRouting elenentRoutingPriority TG ERP entry transit 1 entityType trunkG oup

set profiles callRouting el ementRoutingPriority TG ERP entry otherCarrierChosen 1 entityType trunkG oup
set profiles callRouting elenentRoutingPriority TG ERP entry carrierCutThrough 1 entityType trunkG oup
set profiles callRouting el enentRoutingPriority TG ERP entry userNane 1 entityType trunkG oup

set profiles callRouting el enentRoutingPriority TG ERP entry nobile 1 entityType trunkG oup

conmi t

SBC Configuration for PSTN and Enterprise Solutions

The configuration is to establish an end-to-end connectivity between PSTN carriers/Enterprise and Cisco Webex Calling.

IP Interface Group

An IP Interface Group is a named object containing one or more IP interfaces (IP addresses). The IP Interface Group is Address Context-specific (for
example, permanently bound to a particular Address Context), and is the primary tool to manage disjointed networks (separate networks that are not
designed to communicate directly). An IP Interface Group is the local manifestation of a segregated network domain. The service section of an IP
trunk group and a Signaling Port typically reference an IP Interface Group in order to restrict signaling and/or media activity to that IP Interface Group.

set addressContext default iplnterfaceG oup ACCESS_LIF iplnterface |PIF1l portNanme pktO

set addressContext default iplnterfaceG oup ACCESS LIF iplnterface IPIFl i pAddress X.X.X.X
set addressContext default iplnterfaceG oup ACCESS_LIF iplnterface | PIFl prefix x

set addressContext default iplnterfaceG oup ACCESS_LIF iplnterface | PIF1l ceName Cl SCONEB
set addressContext default iplnterfaceGoup ACCESS LIF iplnterface |IPIF1 node inService
set addressContext default iplnterfaceG oup ACCESS LIF iplnterface IPIFl state enabl ed
conmi t

IP Static Route

This object specifies the gateway to which you wish to direct traffic from your Packet, Management, or Link Interface. This object allows you to add,
change, and delete gateways (next Hops) to these interfaces. Interface and static routes combine to form the IP routing table for your network.

An IP Static Route provides a route to each potential call destination IP address. The static route is used to add static IP routes for the IP interfaces.
A static route indicates the next Hop gateway and IP interface to use for a particular peer network IP prefix.

set addressContext default staticRoute x.X.X.X X X.X.X.X ACCESS_LIF I PIFl preference 100
conmi t

PSTN Carrier- SBC Configuration
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Packet Service Profile

Each Packet Service Profile is configured for a pair of gateways, and includes entries for up to four audio/video encoding methods. The pair of

gateways can be originating for destination gateways in the same gateway group, or can be originating for destination gateways in an inter-gateway

group. The transcode mode can be changed when it is required.

set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packetServiceProfile ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packet ServiceProfil e ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packetServiceProfile ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packet ServiceProfil e ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packetServiceProfile ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
appl yFaxToneTr eat nent di sabl e

set profiles media packet ServiceProfil e ACCESS_ PSP
di fferent Dt nf Rel ay disable

set profiles media packet ServiceProfil e ACCESS PSP
di f f erent Packet Si ze di sabl e

set profiles media packet ServiceProfil e ACCESS_PSP
di fferentSil enceSuppressi on disable

set profiles media packet ServiceProfil e ACCESS_ PSP
honor O f er Pref erence di sabl e

set profiles media packet ServiceProfil e ACCESS_ PSP
honor Answer Pr ef erence di sabl e

set profiles media packet ServiceProfil e ACCESS PSP
di f f erent 2833Payl oadType di sabl e

set profiles medi a packet ServiceProfil e ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packetServiceProfile ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packet ServiceProfil e ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packetServiceProfile ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP
set profiles media packetServiceProfile ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS_PSP
set profiles media packet ServiceProfil e ACCESS PSP
set profiles media packet ServiceProfil e ACCESS_ PSP

dataCal I s preferredRt pDat aPayl oadType 56
dataCalls initial Pl ayoutBufferDelay 50
dat aCal | s packet Si ze 20

si | enceFactor 40

typeOX Service 0

voi cel nitial Pl ayout Buf f erDel ay 10

rtcpOpti
rtcpOpti
rtcpOpti
rtcpOpti
rtcpOpti
rtcpOpti
rtcpOpti
rtcpOpti
rtcpOpti
rtcpOpti

ons
ons
ons
ons
ons
ons
ons
ons
ons
ons

rtcp enable

term nati onFor Passt hrough di sabl e
enabl eRTCPFor Hel dCal | s di sabl e
rtcpMux di sable

packet LossThreshol d 0

rrBandwi dth 250

rsBandwi dt h 250

packet LossActi on none

rtcpXr disable

peer AbsenceActi on none
sil encel nsertionDescriptor g711Si dRt pPayl oadType 13

silencel nsertionDescriptor heartbeat enable

aal 1Payl oadSi ze 47

codec codecEntryl G711-U

codec codecEntry2 Grll-A

codec codecEntry3 OPUS

codec codecEntry4 G722

packet ToPacket Control transcode conditional

packet ToPacket Control conditionsl nAdditi onToNoConmonCodec
packet ToPacket Control conditionsl nAddi ti onToNoConmonCodec
packet ToPacket Control conditi onsl nAddi ti onToNoConmonCodec
packet ToPacket Control conditionsl nAdditi onToNoCommonCodec
packet ToPacket Control conditionsl nAdditi onToNoConmonCodec
packet ToPacket Control conditi onsl nAddi ti onToNoConmonCodec
packet ToPacket Control conditionsl nAddi ti onToNoConmonCodec
packet ToPacket Control codecsAl | owedFor Transcodi ng thisLeg ""
packet ToPacket Control codecsAl | owedFor Transcodi ng otherLeg ""
flags disall owbataCalls disable

fl ags di git Det ect SendEnabl ed di sabl e

flags useDirect Medi a di sable

flags val i dat ePeer Support For Dt nf Events di sabl e

flags interwor kDt nf Wthout Transcodi ng di sabl e

fl ags dscpPasst hrough di sabl e

flags ssrcRandoni ze disabl e

fl ags HDCodecPreferred disable

flags MatchOf f er edCodecG oupl f NoOnly di sabl e

fl ags forceRout ePSPOrder disable

fl ags gener at eAndSi gnal SSRCAndCnane di sabl e

flags nedi aLockDownFor PassThr ough di sabl e

fl ags reserveBwFor Pref err edAudi oConmonCodec di sabl e

flags policeOnHeavi est Audi oCodec di sabl e

flags t140Call disable

flags al | owAudi oTr anscodeFor Mul ti StreantCal | di sabl e

flags vtpSupport disable

fl ags ssrcRandom zeFor Srtp disable

t 38 dat aRat eManagenent Type type2Transfer Of Tcf

t38 ecmecnPreferred disable

t 38 | owSpeedNunber O Redundant Packets 1

t38 maxBitRate 14.4Kbits_s

t 38 nunber O Redundant Packets 1

t 38 protocol Version 0

secureRt pRtcp flags all owFal | back disable
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medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi
medi

DO D DYDYV

packet Servi
packet Servi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Servi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Servi
packet Ser vi
packet Ser vi
packet Ser vi
packet Servi
packet Servi
packet Ser vi
packet Ser vi
packet Servi
packet Ser vi

ceProfile
ceProfile
ceProfile
ceProfile

ACCESS_PSP
ACCESS_PSP
ACCESS_PSP
ACCESS_PSP

ceProfil e ACCESS_PSP
ceProfil e ACCESS_PSP
ceProfil e ACCESS PSP
ceProfil e ACCESS_PSP
ceProfil e ACCESS PSP
ceProfil e ACCESS_PSP
ceProfil e ACCESS_PSP
ceProfil e ACCESS PSP
ceProfil e ACCESS_PSP
ceProfil e ACCESS_PSP
ceProfil e ACCESS PSP
ceProfil e ACCESS_PSP
ceProfil e ACCESS PSP
ceProfil e ACCESS_PSP
ceProfil e ACCESS_PSP
ceProfil e ACCESS PSP
ceProfil e ACCESS_PSP
ceProfil e ACCESS_PSP
ceProfil e ACCESS PSP

ceProfil e ACCESS_PSP
ceProfile ACCESS_PSP
ceProfil e ACCESS_PSP

secureRt pRtcp flags
secureRtpRtcp flags
secureRt pRtcp flags

enabl eSrtp di sabl e

r eset ROCOnKeyChange di sabl e

r eset EncDecROCOnDecKeyChange di sabl e
secureRtpRtcp flags updateCrypt oKeysOnModi fy disable
secureRtpRtcp flags all owPasst hru disable

pref erredRt pPayl oadTypeFor Dt nf Rel ay 128

vi deoCal I s maxVi deoBandwi t h 4096

vi deoCal | s vi deoBandwi dt hReducti onFactor 0

videoCal | s ipv4Tos 0O

videoCal |l s ipv6TrafficC ass 0

vi deoCal | s i eee8021QvVLanCos 0

vi deoCal I s audi oOnl yI f Vi deol sPrevent ed enabl e

gosVal ues nsrpDscp 0

gosVal ues dtlsSctpbDscp 0

gosVal ues t140Dscp O

gosVal ues applicationDscp 0

nonRt pSt r eam nmaxNonRt pBandwi dt h 0

nonRt pSt ream nonRt pTl sProfil eNane defaul t TI sProfile
audi oTranspar ency unknownCodecPacket Si ze 10

audi oTr anspar ency unknownCodecBitRate 124

medi aPacket Cos 0

honor Renot ePr ecedence di sabl e

sendRout ePSPPr ecedence di sabl e

dtls dtlsFlags allowbtlsFallback disable

dtls dtlsFlags enabl eDtlsSrtp disable

dtls dtlsFlags dtlsSctpRelay disable

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
commi t

IP Signaling Profile

IP Signaling Profile specifies parameters associated with H.323, SIP, SIP-I communication that are sent as part of the outgoing signaling message
after standard protocol rules have been applied.

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
di sabl e
set profiles
enabl e
set profiles
di sabl e
set profiles
set profiles

signali
signali
signali
signali
signali
signali
signali
signali
signali

signali
signali
signali
signali
signali
signali

signali
signali
signali
signali
signali
signali
signali

signali
signali

signali
signali

signali
signali

ng
ng
ng
ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng
ng

ng
ng

ng

ng

ng
ng

i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal

i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal

i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal

i pSi gnal i
i pSignali

ipSignali
i pSignali

i pSi gnal i
i pSi gnal i

mapSuspendResuneEvent | nPSvcl nf oHeader di sabl e
set profiles signaling ipSignalingProfile ACCESS_I PSP
set profiles signaling ipSignalingProfile ACCESS | PSP

di sabl e

ngProfile ACCESS_I PSP i pProtocol Type sipOnly
ngProfile ACCESS_ | PSP commonl pAttributes flags addPat hServi ceRoute disable
ngProfile ACCESS | PSP commonl pAttributes flags addPChar gi ngFuncAddr di sabl e
ngProfile ACCESS_ | PSP comonl pAttributes flags call Hol dl nterworki ng disable
ngProfile ACCESS | PSP conmonl pAttributes flags cl earnodeFor Dat aCal | s di sabl e
ngProfile ACCESS_| PSP commonl pAttributes flags createPChargi ngVector disable
ngProfile ACCESS_| PSP commonl pAttributes flags createPathHeader disable
ngProfile ACCESS | PSP commonl pAttributes flags createServiceRout eHeader disable
ngProfile ACCESS_| PSP commonl pAttributes flags custoni zedSessi onTi ner Behavi or
ngProfile ACCESS | PSP conmonl pAttri butes flags di sabl eAl soHeader disable
ngProfile ACCESS_ | PSP comonl pAttributes flags di sabl eHost Transl ati on di sabl e
ngProfile ACCESS | PSP commonl pAttributes flags di sabl eMedi aLockDown di sabl e
ngProfile ACCESS_| PSP commonl pAttributes flags di sabl eRef er ToUri Paraneters di sabl e
ngProfile ACCESS_| PSP commonl pAttributes flags di scardRecei vedReasonHeader disabl e
ngProfile ACCESS | PSP commonl pAttributes flags doNotlncludeSsAttributelnRelnvite
ngProfil e ACCESS_ | PSP commonl pAttributes flags enabl eDefaul t PUl Procedures disable
ngProfile ACCESS | PSP commonl pAttributes flags enabl eDi al StringHandl i ng di sabl e
ngProfile ACCESS_| PSP commonl pAttributes flags endToEndBye di sabl e
ngProfile ACCESS | PSP commonl pAttributes flags endToEndRel nvite di sable
ngProfile ACCESS_| PSP commonl pAttributes flags endToEndUpdat e di sabl e
ngProfile ACCESS_| PSP commonl pAttributes flags endToEndPrack disable
ngProfile ACCESS | PSP conmonl pAttributes flags includel pPortslnFromAndToHeader s
ngProfile ACCESS_ | PSP commonl pAttributes flags includeReasonHeader disable
ngProfile ACCESS | PSP commonl pAttributes flags includeSsAttributelnlinitiallnvite
ngProfile ACCESS | PSP commonl pAttributes flags includeTransport Typel nCont act Header
ngProfil e ACCESS_| PSP commonl pAttributes flags insertPeer AddressAsTopRout eHeader
ngProfile ACCESS_| PSP commonl pAttributes flags mapCauselocation di sable
ngProfile ACCESS_ | PSP commonl pAttributes flags

commonl pAttributes flags mapUWui |l nPSi gl nf oHeader di sabl e

conmmonl pAttributes

flags

m meCausePr ecedeReasonHeader Cause
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set profiles signaling ipSignalingProfile ACCESS_|I PSP commonl pAttri butes

m ni m zeRel ayi ngOf Medi aChangesFr on her Cal | LegAl |

enabl e

set profiles signaling ipSignalingProfile ACCESS | PSP commonl pAttri butes
r el ayDat aPat hMbdeChangeFr ontx her Cal | Leg enabl e

set profiles
set profiles
set profiles
set profiles

di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles

signali
signali
signali
signali

signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali

ng
ng
ng
ng

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

i pSignali
i pSi gnal i
i pSi gnal i
i pSignali

i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal

ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile

ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP

conmmonl pAttributes
comonl pAttributes
commonl pAttributes
conmmonl pAttributes

conmmonl pAttributes
conmmonl pAttributes
commonl pAttributes
conmmonl pAttributes
comonl pAttributes
commonl pAttributes
conmmonl pAttributes
comonl pAttributes
conmmonl pAttributes
conmmonl pAttributes
commonl pAttributes
conmmonl pAttributes

sendAl | Al | onedCodecsFor Lat eMedi al nviteOrRel nvite disable

set profiles signaling

di sabl e

set profiles
set profiles
set profiles

di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles

signali
signali
signali

signali
signali
signali
signali
signali
signali
signali

signali
signali
signali
signali
signali
signali
signali
signali

signali
signali

ng
ng
ng

ng
ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng
ng
ng

ng
ng

i pSi gnal i ngProfile ACCESS_| PSP commonl pAttri butes

i pSi gnal i
i pSignali
i pSignali

i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal

i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal

i pSi gnal i
i pSi gnal i

ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile
ngProfile

noSer vi ceRout eHdr For Ener gencyRegi strati on
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
cont act Transpar encyFor | sFocusMedi aTag di sabl e
set profiles signaling

di sabl e

set profiles
set profiles
set profiles
set profiles

sel ect Cor eStr eanfor Mul ti St reamAudi oOr | mageCal |

signali
signali
signali
signali

ng
ng
ng
ng

ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP

di sabl e
ACCESS_| PSP
ACCESS_| PSP

i pSi gnal i ngProfile ACCESS | PSP

i pSi gnal i ngProfile ACCESS_ | PSP
i pSi gnal i ngProfile ACCESS | PSP
i pSi gnal i ngProfil e ACCESS_| PSP
i pSi gnal i ngProfile ACCESS_ | PSP
sendSBCSuppor t edCodecsFor Lat eMedi aRel nvite di sabl e

set profiles signaling ipSignalingProfile ACCESS | PSP

di sabl e

comonl pAttributes
conmmonl pAttributes
conmmonl pAttributes

conmmonl pAttributes
comonl pAttributes
commonl pAttributes
conmmonl pAttributes
comonl pAttributes
conmmonl pAttributes
conmmonl pAttributes

conmmonl pAttributes
comonl pAttributes
commonl pAttributes
conmmonl pAttributes
comonl pAttributes
comonl pAttributes
conmmonl pAttributes
commonl pAttributes

comonl pAttributes
commonl pAttributes

comonl pAttributes
commonl pAttributes

commonl pAttributes
comonl pAttributes
commonl pAttributes
conmmonl pAttributes

comonl pAttributes

conmmonl pAttributes

set profiles signaling ipSignalingProfile ACCESS | PSP commonl pAttri butes

di sabl e

set profiles signaling ipSignalingProfile ACCESS_|PSP commonl pAttributes

di sabl e

set profiles signaling ipSignalingProfile ACCESS_|PSP commonl pAttri butes
support Cal | I nf oWt hSi pCause608Rf c8688 di sabl e
set profiles signaling ipSignalingProfile ACCESS | PSP commonl pAttri butes
handl el pAddr essesNot Pr esent | nNet wor kSel ect or Tabl eNst
set profiles signaling ipSignalingProfile ACCESS | PSP commonl pAttributes call TransferFl ags forceReRouteVi aPsxQuery

di sabl e

flags
flags

flags
flags
flags
flags

fl ags
flags
flags
flags
flags
flags
flags
flags
flags
flags
flags
flags

flags

flags
fl ags
flags

flags
flags
flags
flags
flags
fl ags
flags

flags
flags
flags
flags
flags
fl ags
flags
flags

flags
flags

flags
fl ags

flags
flags
flags
flags
flags
flags
flags
flags

flags

noCont ent Di sposi tion di sable
noPor t Nunber 5060 enabl e

noUser i nf ol nCont act Header di sabl e
onl ySel ect edCodecl nSessi onRef resh

pCal | edPartyl DSupport di sable
pChgMsgl nfo di sabl e

publ i shl Pl nHol dSDP di sabl e

rej ect Refer disable

repl aceHost OnVi aHeader di sabl e
sendRTCPBandwi dt hl nfo di sabl e
reQuer yPsxOnRegi st er Refresh di sabl e
val i dat eAccessNW nf oHeader di sabl e
restrictH storyl nf oHeader disable
rout eUsi ngRecvdFqdn di sabl e

sdpd i neOnl yConpar es di sabl e

sendDi r ect Medi al nf ol nSdpAttri bute

sendPt i nel nSdp di sabl e
sessi onTi ner Ref reshUpdat e di sabl e
set Accept Header ToAppl i cati onSdpOnl y

set d i neDash di sabl e

set Sessi onVer si onZero di sabl e
set Sli neDash di sabl e

ski pPsxQuer yFor Ref er di sabl e

st or ePat hHeader di sabl e

st or eSer vi ceRout eHeader di sabl e
term nal Portabilitylnterworking

sendRt cpPort I nSdp di sabl e

st or ePChar gi ngFuncAddr di sabl e

st or ePChar gi ngVect or enabl e

creat ePVi sitedNet workl d di sabl e

| ockDownPr ef er r edCodec di sabl e
sendOnl yPr ef erredCodec di sabl e
suppr essM nSel f Not Recei ved di sabl e
usePsxRout ef or Regi steredlnvite

f ronHeader Anonyni sati on di sabl e

i nsert PAccessNet wor kl nfo di sabl e

support SCSCFRest or at i onProcedures
i nsert UEFI oW nfo disable

accept Alertlnfo disable
ai ToPem nt er wor ki ng di sabl e

mapDpniToSendr ecvFor I niti al D al og

suppr essRef er Rel ayFronx her Leg

cal | Transfer Fl ags

routeVi aTransferringlptg

set profiles signaling ipSignalingProfile ACCESS_|PSP commonl pAttributes call TransferFl ags ski pReRout eVi aPsxQuery

di sabl e

Confidential and Proprietary. Copyright © 2020-2023 Ribbon Communications Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.



set profiles signaling ipSignal

suppressRepl aceTag di sabl e

set profiles signaling ipSignal

suppressRepl aceTag di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles

signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

rej ect Referl fnoMat chForcal I I d

set profiles
set profiles
di sabl e

set profiles
di sabl e

set profiles
set profiles

signaling ipSignal
signaling ipSignal

signaling ipSignal

signaling ipSignal
signaling ipSignal

ngProfile

ngProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile

ngProfile

ngProfile

ngProfile

ngProfile

ngProfile

passConpl et eCont act Header di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles

signali
signali
signali
signali
signali

signali
signali

ng
ng
ng
ng
ng

ng
ng

i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile

i pSignalingProfile

pAccessNet wor kI nf oHeader di sabl e

set profiles
set profiles
di sabl e

set profiles
set profiles

di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
set profiles
set profiles

signali
signali

signali
signali

signali
signali
signali
signali
signali
signali
signali
signali

signali
signali
signali
signali
signali
signali
signali
signali
signali
signali

signali
signali
signali
signali

resourcePriorityOpti

set profiles

signali

ng ipSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng ipSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng ipSignalingProfile
ng i pSignalingProfile
ng ipSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng ipSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng ipSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
onTag di sabl e

ng i pSignalingProfile

ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP

ACCESS_| PSP
ACCESS_| PSP

ACCESS_| PSP

ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP

comonl pAttributes
conmmonl pAttributes

conmmonl pAttributes
comonl pAttributes
commonl pAttributes
conmmonl pAttributes
comonl pAttributes
conmmonl pAttributes
conmmonl pAttributes
commonl pAttributes
conmmonl pAttributes
comonl pAttributes
commonl pAttributes
conmmonl pAttributes
comonl pAttributes
conmmonl pAttributes
conmmonl pAttributes
commonl pAttributes
conmmonl pAttributes
comonl pAttributes

conmmonl pAttributes
comonl pAttributes

conmmonl pAttributes

conmmonl pAttributes
comonl pAttributes

conmmonl pAttributes
comonl pAttributes
conmmonl pAttributes
conmmonl pAttributes
commonl pAttributes

comonl pAttributes
commonl pAttributes

comonl pAttributes
comonl pAttributes

commonl pAttributes
conmmonl pAttributes

commonl pAttributes
conmmonl pAttributes
comonl pAttributes
commonl pAttributes
conmmonl pAttributes
commonl pAttributes
conmmonl pAttributes
comonl pAttributes

conmmonl pAttributes
comonl pAttributes
conmonl pAttributes
conmmonl pAttributes
commonl pAttributes
conmmonl pAttributes
comonl pAttributes
commonl pAttributes
conmmonl pAttributes
comonl pAttributes

conmmonl pAttributes
commonl pAttributes
conmmonl pAttributes
comonl pAttributes

conmmonl pAttributes

opt i onTagl nRequi r eHeader

opti onTagl nSuppor t edHeader

preconditions State disable

rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags

notify

rel ayFl ags
transpar encyFl ags

t ranspar encyFl ags

transpar encyFl ags
transpar encyFl ags

transpar encyFl ags
transpar encyFl ags
transpar encyFl ags
transpar encyFl ags
t ranspar encyFl ags

transpar encyFl ags
transpar encyFl ags

transpar encyFl ags
transpar encyFl ags

t ranspar encyFl ags
t ranspar encyFl ags

transpar encyFl ags
transpar encyFl ags
transpar encyFl ags
transpar encyFl ags
transpar encyFl ags
t ranspar encyFl ags
transpar encyFl ags
transpar encyFl ags

transpar encyFl ags
transpar encyFl ags
transpar encyFl ags
transpar encyFl ags
t ranspar encyFl ags
transpar encyFl ags
transpar encyFl ags
transpar encyFl ags
transpar encyFl ags
transpar encyFl ags

transpar encyFl ags
t ranspar encyFl ags
transpar encyFl ags
transpar encyFl ags

t ranspar encyFl ags

Confidential and Proprietary. Copyright © 2020-2023 Ribbon Communications Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.

di al ogEvent Package di sabl e
dt nf Body di sabl e

info disable

message di sabl e

di sabl e

options disable

regEvent Package di sabl e
refer disable

sonusMedi aBody di sabl e

st at usCode3xx di sabl e

st at usCode4xx6xx di sabl e

t hi rdPartyBodi es di sabl e
force503t 0500Rel ay di sabl e
publ i sh disable
updat eW t hout Sdp di sabl e
conf er enceEvent Package di sabl e
ref er ToHeader Rel ay

reasonPhr ase4xx6xx di sabl e

accept Cont act Header
al ert| nformati onHeader

aut hcodeHeader s di sabl e

cont act Header di sabl e
errorlnfo disable
fronHeader disabl e
historyl nfo disable
maxFor war dsHeader

mn Body di sabl e

pCal | edPartyl D di sabl e
pChar gi ngVect or Header

pEarl yMedi a di sable
pVi si t edNet wor kI DHeader

pat hHeader di sable

pi df Di f f Body di sabl e

gsi gBody di sabl e
reasonHeader disable

ref erredByHeader disable
request URI di sable

rout eHeader disable
servi ceRout eHeader

si pBody di sabl e

si pf ragBody di sabl e

t oHeader disable

t oneBody di sabl e
unknownBody di sabl e
unknownHeader di sabl e
user ToUser Header disabl e
vi aHeader disable

geol ocation disable

geol ocati onRout i ng

geol ocati onError disable

accept Header disable
cal I I nf oHeader di sabl e

si npl eFi | ter Body di sabl e



set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
di sabl e

set profiles

signali
signali
signali
signali
signali
signali
signali
signali

signali
signali

signali

ng
ng
ng
ng
ng
ng
ng
ng

ng
ng

ng

i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile

encrypt Servi ceRout eHeader di sabl e

set profiles signaling ipSignali
support RegEvent di sabl e

ngProfile

set profiles signaling ipSignalingProfile

usePSXRout eFor SBCI ni ti at edSubscri be di sabl

set profiles signaling ipSignalingProfile
regi ster ToAl t er nat eOnPri mar yDown di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
set profiles

di sabl e
set profiles
di sabl e
set profiles
di sabl e

set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
set profiles

di sabl e
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e
set profiles
di sabl e

set profiles

signali
signali
signali
signali
signali
signali

signali
signali
signali

signali
signali

signali
signali
signali
signali

signali
signali
signali

signali
signali
signali
signali
signali

signali

signali

ng
ng
ng
ng
ng
ng

ng
ng
ng

ng

ng

ng
ng
ng
ng

ng
ng
ng

ng
ng
ng
ng
ng

ng

ng

useZonelLevel Domai nNanel
set profiles signaling
usel pSi gnal i ngPeer Donai
set profiles signaling
useZonelLevel Domai nNanel

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles

signali
signali
signali
signali
signali
signali

i ncl udeNpdi Yes

set profiles
di sabl e

set profiles
set profiles
set profiles
set profiles
di sabl e

signali

signali
signali
signali
signali

ng
ng
ng
ng
ng
ng

ng

ng
ng
ng
ng

i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile

nCont act di sabl e
i pSignalingProfile
nl nRequest Uri

i pSi gnal i ngProfile
nPat hHdr di sabl e

i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile

di sabl e

ACCESS | PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS | PSP
e

ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP

comonl pAttributes
conmmonl pAttributes
conmmonl pAttributes
commonl pAttributes
conmmonl pAttributes
comonl pAttributes
commonl pAttributes
conmmonl pAttributes

conmmonl pAttributes
conmmonl pAttributes

conmmonl pAttributes
commonl pAttributes
commonl pAttri butes
conmmonl pAttributes

egresslpAttributes
egressl pAttributes
egressl pAttributes
egresslpAttributes
egressl pAttributes
egressl pAttributes

egressl pAttributes
egressl pAttributes
egressl pAttributes

egressl pAttributes
egressl pAttributes

egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes

egressl pAttributes
egressl pAttributes
egresslpAttributes

egresslpAttributes
egressl pAttributes
egressl pAttributes
egresslpAttributes
egressl pAttributes

egresslpAttributes
egresslpAttributes
egressl pAttributes
egressl pAttributes

egresslpAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes

egressl pAttributes

egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes

transpar encyFl ags
transpar encyFl ags
transpar encyFl ags
t ranspar encyFl ags
transpar encyFl ags
transpar encyFl ags
transpar encyFl ags
transpar encyFl ags

t ranspar encyFl ags

pi df Body di sabl e

wat cher | nf oBody di sabl e
rl m Body disable

ext er nal Body di sable
war ni ngHeader di sabl e
user Agent Header di sabl e
server Header disable
accept LanguageHeader

resour celLi st Body di sabl e

header Encrypti onFl ags encrypt Pat hHeader

header Encrypti onFl ags

subscri pti onPackageSuppor t

subscri pti onPackageSuppor t

regi strarRecovery

nunber d obal i zati onProfil e DEFAULT_I P
phoneCont ext Par anet er Length 0

flags
flags
flags
fl ags

flags
flags
flags

flags
fl ags

flags
flags
flags
flags

flags
fl ags
flags

flags
flags
bci
bci bci | sdnAddess
domai nName

donai nNane

donai nNanme

domai nNanme

domai nName

donai nNane
i sub
i sub

bgcf Tar get ScheneTr anspar ency di sabl e
convertlnactiveToSendrecv disable

di sabl e2806Conpl i ance di sabl e

di sabl eOpt i onal Regi st er Paraneters

addLoopBackRout eHeader di sabl e
mapl810r 182MessageTol83 di sabl e
map3xxCont act Ur | ToRout eHeader

mapCont r act or Nunber | nPSi gl nf oHeader
transi t PAl Fr onnr egi st er edPeer
suppressUnregi ster disable

ttcl supMappi ng di sabl e

useCal | edPar tyl nRequest Ur i
useCol onl nSdpMedi aTypePar anet er

di sabl e

val i dat el subAddr ess di sabl e
gosBasedRout i ng di sabl e
i gnor eSdpAfter O f er Answer Conpl et ed

i ncl udeEnunPar anet ers di sabl e
nmoni t or Rt pOnEgr essUpdat e di sabl e
bci | nt erwor kEncount ered di sabl e

di sabl e

useSi pDonai nNanel nFronFi el d

useSi pDonai nNanel nRequest Ur i

useSi pDonai nl nPAI Header di sabl e
al | owNsapl sub di sabl e
al | owUser Speci fi edl sub di sabl e

i sub includeCalledPartylsub disable
i sub includeCallingPartylsub disable
nunber Port abilityAttri butes npdi Options

nunber Port abilityAttributes di sabl eRn

privacy transparency disable

privacy privacylnformation pPreferredld
privacy flags includePrivacy enable
privacy flags privacyRequiredByProxy
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set profiles signaling ipSignalingProfile ACCESS_I PSP
set profiles signaling ipSignalingProfile ACCESS | PSP
i ncl udeEnmbeddedPAl header | nRedi rect edl nvite di sabl e
set profiles signaling ipSignalingProfile ACCESS_I PSP
set profiles signaling ipSignalingProfile ACCESS | PSP
mer geRecei vedCont act s
set profiles signaling ipSignalingProfile ACCESS_I PSP
ski pCr ankbackPr of i | eAndAl waysCr ankback di sabl e

set profiles
di sabl e
set profiles
di sabl e
set profiles
di sabl e
set profiles
di sabl e
set profiles
di sabl e
set profiles

signal i ng
signaling
signaling
signal i ng
signal i ng
signaling

i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile

i pSignalingProfile

di ver si onHi st oryl nf ol nt erwor ki ng di sabl e
set profiles signaling ipSignalingProfile
dat aMappi ng di version
set profiles signaling ipSignalingProfile
di ver si onHeader Tr anspar ency di sabl e

set profiles signaling ipSignalingProfile

hi storyl nformati on i ncludeHi storyl nformat

set profiles signaling ipSignalingProfile
i ncl udeChar gel nformati on i ncl udeNone
set profiles signaling ipSignalingProfile

si pToHeader Mappi ng none

set profiles signaling ipSignalingProfile
destinationTrunkG oupOpti ons i ncl udeNone
set profiles signaling ipSignalingProfile
originatingTrunkG oupOpti ons i ncl udeNone
set profiles signaling ipSignalingProfile
generateCal | | dUsi ng doNot Usel ngressCal | I d

set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile
i ncl udeCpcl nformati on di sable

set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile
i ncl udePKAdn di sabl e

set profiles signaling ipSignalingProfile
i ncl udePst nPar anet ers di sabl e

set profiles signaling ipSignalingProfile

i ncl udeQual ue di sabl e
set profiles signaling ipSignalingProfile
ski pCSeqCheckl nEar| yDi al og di sabl e

set profiles

transpar encyFor Dest

set profiles
di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles

signaling
signaling
signal i ng
signaling
signaling
signaling
signaling

i nt ernal ToSi pCauseMapp
set profiles signaling
si pTol nt er nal CauseMapp
set profiles signaling
set profiles signaling
set profiles signaling
mapCal | edPart yCat egor yl nPSi gl nf oHeader di sabl e
set profiles signaling
set profiles signaling

di sabl e

set profiles signaling

i pSignalingProfile

i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile

ngProfil eName ""
i pSignalingProfile
ngProfil eName ""
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile

i pSignalingProfile
i pSi gnal i ngProfile

i pSignalingProfile
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ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
on disable

ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP

ACCESS_| PSP

ACCESS_| PSP

ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP

ACCESS_| PSP

ACCESS_| PSP

nati onTrunkG oupPar anet er di sabl e

ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP

ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP
ACCESS_| PSP

ACCESS | PSP
ACCESS_| PSP

ACCESS_| PSP

egressl pAttributes
egresslpAttributes

egressl pAttributes
egressl pAttributes

egressl pAttributes
egressl pAttributes
egresslpAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egresslpAttributes
egresslpAttributes
egressl pAttributes
egressl pAttributes
egresslpAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egresslpAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egresslpAttributes
egresslpAttributes
egressl pAttributes
egressl pAttributes
egresslpAttributes
egresslpAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egresslpAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
i ngresslpAttributes
i ngressl pAttributes

i ngressl pAttributes

i ngressl pAttributes
i ngresslpAttributes

i ngressl pAttributes

privacy flags nsLyncPrivacySupport disable
privacy flags

redi
redi

redi

redi

redi

redi

redi

redi

rect
rect
rect flags
rect flags
rect flags
rect flags
rect flags

rect flags

node accept Redirection
cont act Handl i ng

f orceRequer yFor Redi recti on
rel ayUnusedCont act Par ans
honor EnbeddedHeader sl n3xx
enhancedLocal Redi rection

ski pDTGLookupFor 3xxCont act

si pHeader sAndPar anet er s cal | For war di ng

si pHeader sAndPar anet er s
si pHeader sAndPar anet er s

si pHeader sAndPar anet er s

cal | Forwar di ng
cal | Forwar di ng

cal | Forwar di ng

si pHeader sAndPar anet er s

si pHeader sAndPar anet er s

si pHeader sAndPar anet er s

si pHeader sAndPar anet er s

si pHeader sAndPar anet er s

si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s

si pHeader sAndPar anet er s

flags includeGic
flags
flags includeNpi
flags includedip
flags
flags
flags
flags
flags

fl ags endToEndAck

transport
transport
transport
transport

typel tcp
type2 udp
type3 none
type4 none

si pCauseMappi ng

si pCauseMappi ng

flags
fl ags
flags

flags
flags

flags

si p181Supported di sable
si pl82Supported disable

noSdpl n180Supported di sabl e
regi strati onExpiresi nExpi r esHeader



send183Onl ni ti ati ngDi sconnect Tr eat ment di sabl e

set profiles signaling ipSignalingProfile ACCESS |PSP ingresslpAttributes flags sendSdpl n200Ck! f 18xRel i abl e di sabl e
set profiles signaling ipSignalingProfile ACCESS | PSP ingresslpAttributes flags sendSdpl nSubsequent 18x di sabl e

set profiles signaling ipSignalingProfile ACCESS_|IPSP ingresslpAttributes flags sendTLSConnecti onFail ureResponse

di sabl e

set profiles signaling ipSignalingProfile ACCESS_|PSP ingresslpAttributes flags suppress183For3xxRedirect Response
di sabl e

set profiles signaling ipSignalingProfile ACCESS | PSP ingresslpAttributes flags suppress183Wthout Sdp di sabl e

set profiles signaling ipSignalingProfile ACCESS | PSP ingresslpAttributes flags set-cut-through-indication-in-0BCl
di sabl e

set profiles signaling ipSignalingProfile ACCESS | PSP ingresslpAttributes flags sendUpdat edSDPi n200Ck di sabl e

set profiles signaling ipSignalingProfile ACCESS_|PSP ingresslpAttributes carrierlnformation generateTerninatingCa
di sabl e

set profiles signaling ipSignalingProfile ACCESS | PSP ingresslpAttributes carrierlnformation

gener at eTerni nati ngCi ¢ di sabl e

set profiles signaling ipSignalingProfile ACCESS |PSP trfParanmeters preferredMbUri
set profiles signaling ipSignalingProfile ACCESS_IPSP trfParameters preferredTrfUri ""

Zone

A zone is used to group a set of objects unique to a particular customer environment.

set addressContext default zone ACCESS id 2
conmmi t

SIP Signaling Port

A SIP Signaling Port is a logical address permanently bound to a specific zone, and is used to send and receive SIP call signaling packets. A SIP
Signaling Port is capable of multiple transports such as UDP, TCP and TLS/TCP.

set addressContext default zone CORE id 2 sipSigPort 2 iplnterfaceG oupName ACCESS LI F i pAddressV4 x. x. X. X
port Nunber <port_nunber> transportProtocol sAl |l owed sip-tls-tcp

set addressContext default zone TEAMS_ZONE id 4 sipSigPort 4 state enabl ed node inService

conmi t

Trunk Group

SIP Trunk Groups are used to apply a wide-ranging set of call management functions to a group of peer devices (endpoints) within the network. SIP
Trunk Groups are created within a specific address context and zone.

All SBC signaling and routing (both Trunking and Access) are based upon Trunk Group configurations defined within zones. A zone can contain
multiple Trunk Groups.
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set
set
set
set
set
set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

NANP_ACCESS

set
set
set
set
set

DEFAULT_| P_PRCFI LE

set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

addr essCont ext
addr essCont ext

defaul t
def aul t
def aul t
defaul t
def aul t
def aul t
def aul t
def aul t
def aul t

def aul t
defaul t
def aul t
defaul t
def aul t

def aul t
def aul t

ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS

zone
zone
zone
zone
zone
zone
zone
zone
zone

ACCESS
ACCESS
ACCESS
ACCESS
ACCESS

zone
zone
zone
zone
zone

ACCESS
ACCESS

zone
zone

si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkGr oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

si pTrunkG oup
si pTrunkG oup
si pTrunkGr oup
si pTrunkG oup
si pTrunkG oup

si pTrunkG oup
si pTrunkG oup

nonZer oVi deoBandw dt hBasedRout i ngFor Si p enabl e
set addressContext default zone ACCESS sipTrunkGr oup
nonZer oVi deoBandw dt hBasedRout i ngFor H323 di sabl e

set
set
set
set
set
set
set
set
set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

conmmi t

IP Peer

defaul t
def aul t
def aul t
def aul t
def aul t
def aul t
defaul t
def aul t
def aul t
def aul t
def aul t
def aul t

ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS

zone
zone
zone
zone
zone
zone
zone
zone
zone
zone
zone
zone

si pTrunkG oup
si pTrunkG oup
si pTrunkGr oup
si pTrunkG oup
si pTrunkG oup
si pTrunkGr oup
si pTrunkG oup
si pTrunkGroup
si pTrunkG oup
si pTrunkG oup
si pTrunkGr oup
si pTrunkG oup

ACCESS_STG st ate enabl ed nedi al pl nt erfaceG oupNanme ACCESS LI F
ACCESS_STG node i nService

ACCESS_STG policy carrier 0000

ACCESS_STG policy country 1

ACCESS_STG pol i cy sipDonmai n TESTUSERL. RBBN. | N

ACCESS_STG policy localizationVariant northAmerica
ACCESS_STG pol i cy tgl PVersionPreference both-ipv4-and-i pv6
ACCESS_STG policy preferredlidentity disable

ACCESS_STG pol i cy digitParaneterHandl i ng nunberi ngPl an

ACCESS_STG pol i
ACCESS_STG pol i
ACCESS_STG pol i
ACCESS_STG pol i
ACCESS_STG pol i

cal |l Routing el ementRoutingPriority TG ERP
medi a packet Servi ceProfil e ACCESS_PSP
services classOf Servi ce DEFAULT_I P
signaling ipSignalingProfile ACCESS_I PSP
signaling signalingProfile

cy
cy
cy
cy
cy

ACCESS_STG pol i
ACCESS_STG pol i

featureControl Profile DEFAULT_I P
ingress flags

cy
cy
ACCESS_STG policy ingress flags

ACCESS_STG policy ingress flags hdPreferredRouting disable
ACCESS_STG policy ingress flags hdSupportedRouting di sabl e
ACCESS_STG signaling registration requireRegi stration none
ACCESS_STG signaling transportPreference preferencel tcp
ACCESS_STG signaling transportPreference preference2 udp
ACCESS_STG signal i ng rel 100Support di sabl ed

ACCESS_STG si gnal i ng rel ayNonl nvi t eRequest enabl ed
ACCESS_STG servi ces dnsSupport Type a-srv-naptr

ACCESS_STG services transparencyProfile ACCESS_TP
ACCESS_STG nedi a nmedi aAddr Type nat chSi gAddr Type

ACCESS_STG nedi a sdpAttributesSel ectiveRel ay enabl ed
ACCESS_STG i ngressl pPrefix x.x.x.x <ingressl PPrefixlP_port>

IP Peer is an entity of Session Border Controller, which is configured inside the Zone. It acts as a destination endpoint for the call to be routed. An IP
Peer constitutes an IPv4/IPv6 address or a Fully Qualified Domain Name (FQDN) with a port number.

set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

commi t

def aul t
def aul t
def aul t
def aul t

zone ACCESS
zone ACCESS
zone ACCESS
zone ACCESS

i pPeer
i pPeer
i pPeer
i pPeer

Enterprise Network - SBC Configurations

ACCESS_PEER i pAddress x.x.Xx.Xx ipPort <ip_peer_port>
ACCESS_PEER pol icy description ""

ACCESS_PEER policy sip fqdn ""

ACCESS_PEER policy sip fqdnPort 0O

For an Enterprise deployment refer below SBC configurations. For a PSTN carrier, ignore the following configurations.

Trunk Group
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set

addr essCont ext

ACCESS LI F

set
set
set
set
set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

NANP_ACCESS

set
set
set
set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

nonZer oVi deoBandw

set

addr essCont ext

nonZer oVi deoBandwi

set
set
set
set
set
set
set
set
set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

conmmi t

IP Peer

set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

conmmi t

defaul t

def aul t
defaul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t

defaul t
def aul t
defaul t
def aul t
def aul t
def aul t
def aul t

zone ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS

zone
zone
zone
zone
zone
zone
zone
zone

ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS

zone
zone
zone
zone
zone
zone
zone

si pTrunkG oup

si pTrunkG oup
si pTrunkG oup
si pTrunkGr oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

si pTrunkG oup
si pTrunkGr oup
si pTrunkG oup
si pTrunkG oup
si pTrunkGr oup
si pTrunkG oup
si pTrunkG oup

dt hBasedRout i ngFor Si p enabl e
default zone ACCESS sipTrunkG oup
dt hBasedRout i ngFor H323 di sabl e

defaul t
def aul t
def aul t
def aul t
def aul t
def aul t
defaul t
def aul t
def aul t
def aul t
def aul t
def aul t

def aul t
def aul t
def aul t
def aul t

ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS
ACCESS

zone
zone
zone
zone
zone
zone
zone
zone
zone
zone
zone
zone

ACCESS
ACCESS
ACCESS
ACCESS

zone
zone
zone
zone

si pTrunkG oup
si pTrunkG oup
si pTrunkGr oup
si pTrunkG oup
si pTrunkG oup
si pTrunkGr oup
si pTrunkG oup
si pTrunkGroup
si pTrunkG oup
si pTrunkG oup
si pTrunkGr oup
si pTrunkG oup

i pPeer
i pPeer
i pPeer
i pPeer

PBX_STG

PBX_STG
PBX_STG
PBX_STG
PBX_STG
PBX_STG
PBX_STG
PBX_STG
PBX_STG

PBX_STG
PBX_STG
PBX_STG
PBX_STG
PBX_STG
PBX_STG
PBX_STG

PBX_STG

PBX_STG
PBX_STG
PBX_STG
PBX_STG
PBX_STG

state enabl ed nmedi a nedi al pl nt er f aceG oupNane
node inService

policy carrier 0000

policy country 1

policy sipDomai n TESTUSERL. RBBN. I N

policy localizationVariant northAmerica

policy tgl PVersionPreference both-ipv4-and-ipv6é
policy preferredldentity disable

policy digitParaneterHandl i ng nunberingPl an
policy callRouting el ementRoutingPriority TG ERP
policy nedi a packet Servi ceProfil e ACCESS PSP
policy services classOf Servi ce DEFAULT_I P

policy signaling ipSignalingProfile ACCESS_I PSP
policy signaling signalingProfile DEFAULT_I| P_PROFI LE
policy featureControl Profile DEFAULT_IP

policy ingress flags

policy ingress flags

policy ingress flags hdPreferredRouting disable
policy ingress flags hdSupportedRouting disable
signaling registration requireRegistrati on none

signaling transportPreference preferencel tcp
signaling transportPreference preference2 udp

PBX_STG
PBX_STG
PBX_STG
PBX_STG
PBX_STG
PBX_STG

signaling rel 100Support disabl ed
signaling rel ayNonl nvit eRequest enabl ed
services dnsSupport Type a-srv-naptr
services transparencyProfil e ACCESS TP
nedi a medi aAddr Type mat chSi gAddr Type

medi a sdpAttributesSel ectiveRel ay enabl ed

PBX_STG i ngressl pPrefix x.x.x.x <ingresslPPrefixlP_port>

SBC Configuration for Cisco Webex Calling Side

PBX_PEER i pAddress x.Xx.X.Xx ipPort <ip_peer_port>
PBX_PEER policy description ""

PBX_PEER policy sip fqdn ""

PBX_PEER policy sip fqdnPort 0O

Common Configuration for Cisco Webex Calling Tenant 1 and Tenant 2

SIP Message Manipulation - OPTIONS

The SMM Ip_to_fgdn_options is used to modify the SBC IP in the Contact header of the OPTIONS to the SBC Tenant's (Tenant 1 and Tenant 2)
FQDN.
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set
set
set
set
set
set
set
set
set
set
set
set
set
set

profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal

equal

set
set
set
set
set
set

profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal

<SBC_t enant 1_Port >

set
set
set
set
set

profiles signali
profiles signali
profiles signali
profiles signali
profiles signali

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng

si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile

si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile

si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile

I p_to_fqgdn_opti
I p_to_fqgdn_opti
Ip_to_fqgdn_opti
I p_to_fqgdn_opti
Ip_to_fqdn_opti
Ip_to_fqgdn_opti
I p_to_fqgdn_opti
Ip_to_fqgdn_opti
I p_to_fqgdn_opti
I p_to_fqgdn_opti
Ip_to_fqgdn_opti
I p_to_fqgdn_opti
Ip_to_fqdn_opti
Ip_to_fqgdn_opti

Ip_to_fqgdn_opti
I p_to_fqgdn_opti
I p_to_fqgdn_opti
Ip_to_fqgdn_opti
I p_to_fqgdn_opti
Ip_to_fqdn_opti

I p_to_fqgdn_opti
Ip_to_fqgdn_opti
I p_to_fqgdn_opti
I p_to_fqgdn_opti
I p_to_fqgdn_opti

ons state enabl ed

ons advancedSMM enabl ed

ons profileType nessageMani pul ation
ons rule 1 appl yMatchHeader one

ons rule 1 criterion 1 type nessage

ons rule 1 criterion 1 nessage

ons rule 1 criterion 1 nessage nessageTypes request
ons rule 1 criterion 1 nessage nethodTypes [ options ]
ons rule 1 criterion 2 type header

ons rule 1 criterion 2 header

ons rule 1 criterion 2 header nane Contact

ons rule 1 criterion 2 header condition exist

ons rule 1 criterion 2 header nunber O | nstances nunber 1
ons rule 1 criterion 2 header nunber OfI nstances qualifier
ons rule 1 action 1 type header

ons rule 1 action 1 operation regsub

ons rule 1 action 1 headerlnfo headerVal ue

ons rule 1 action 1 from

ons rule 1 action 1 fromtype val ue

ons rule 1 action 1 fromvalue <SBC_ tenant1_FQDN>

ons rule 1 action 1 to

ons rule 1 action 1 to type header

ons rule 1 action 1 to val ue Contact

ons rule 1 action 1 regexp

ons rule 1 action 1 regexp string

<SBCl P_t owar ds_Ci sco_Webex_Cal | i ng>: <SBCTenant 1Port _t owar ds_GCi sco_Webex_Cal | i ng>

set
set
set
set
set
set
set
set
set
set
set
set

profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal

equal

set
set
set
set
set
set

profiles signal
profiles signal
profiles signal
profiles signal
profiles signal
profiles signal

<SBC_t enant 2_Port >

set
set
set
set
set

profiles signali
profiles signali
profiles signali
profiles signali
profiles signali

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng

si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile

si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile

si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile

Ip_to_fqdn_opti
I p_to_fqgdn_opti
I p_to_fqgdn_opti
Ip_to_fqgdn_opti
I p_to_fqgdn_opti
I p_to_fqgdn_opti
I p_to_fqgdn_opti
I p_to_fqgdn_opti
Ip_to_fqdn_opti
I p_to_fqgdn_opti
I p_to_fqgdn_opti
Ip_to_fqgdn_opti

I p_to_fqgdn_opti
I p_to_fqgdn_opti
I p_to_fqgdn_opti
Ip_to_fqdn_opti
I p_to_fqgdn_opti
I p_to_fqgdn_opti

I p_to_fqgdn_opti
I p_to_fqgdn_opti
Ip_to_fqgdn_opti
I p_to_fqgdn_opti
Ip_to_fqdn_opti

ons rule 1 action 1 regexp nmatchlnstance al

ons rule 2 appl yMat chHeader one

ons rule 2 criterion 1 type nessage

ons rule 2 criterion 1 nessage

ons rule 2 criterion 1 nessage nessageTypes request
ons rule 2 criterion 1 nessage net hodTypes [ options ]
ons rule 2 criterion 2 type header

ons rule 2 criterion 2 header

ons rule 2 criterion 2 header nane Contact

ons rule 2 criterion 2 header condition exist

ons rule 2 criterion 2 header nunber O | nstances nunber 1
ons rule 2 criterion 2 header nunber Of I nstances qualifier
ons rule 2 action 1 type header

ons rule 2 action 1 operation regsub

ons rule 2 action 1 headerlnfo headerVal ue

ons rule 2 action 1 from

ons rule 2 action 1 fromtype val ue

ons rule 2 action 1 from val ue <SBC_t enant 2_FQDN\>

ons rule 2 action 1 to

ons rule 2 action 1 to type header

ons rule 2 action 1 to val ue Contact

ons rule 2 action 1 regexp

ons rule 2 action 1 regexp string

<SBCI P_t owar ds_Ci sco_Webex_Cal | i ng>: <SBCTenant 2Port _t owar ds_Ci sco_Wbex_Cal | i ng>
set profiles signaling sipAdaptorProfile Ip_to_fqdn_options rule 2 action 1 regexp natchlnstance all
conmi t

Adding the Options SMM

set

gl obal

conmmi t

IP Interface Group

signal i ng messageMani pul ati on out put AdapterProfile Ip_to_fqgdn_options
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set addressContext default iplnterfaceGoup CORE_LIF iplnterface |PlIF2 portName pktl

set addressContext default iplnterfaceGoup CORE_LIF iplnterface |PlIF2 ipAddress x.X.X.X
set addressContext default iplnterfaceGoup CORE_LIF iplnterface IPIF2 prefix x

set addressContext default iplnterfaceGoup CORE_LIF iplnterface |PIF2 ceName Cl SCONEB
set addressContext default iplnterfaceGoup CORE _LIF iplnterface |IPIF2 node inService
set addressContext default iplnterfaceGoup CORE_LIF iplnterface IPIF2 state enabl ed
commi t

Static Route

set addressContext default staticRoute x.X.X.X X X.X.X.X CORE_LIF IPIF2 preference 100
commi t

DNS Group

The Domain Name System (DNS) group object contains a list of DNS servers used to resolve SIP NAPTR, SRV, and A-record lookups. The DNS
server group is contained in an Address Context and is referenced by Zones and SIP Trunk Groups in that Address Context.

set addressContext default dnsG oup DNS type ip

set addressContext default dnsG oup DNS transport tcp

set addressContext default dnsG oup DNS interface CORE_LIF

set addressContext default dnsG oup DNS server PRI MARY_DNS state enabl ed

set addressContext default dnsG oup DNS server PRI MARY_DNS i pAddress 8.8.8.8

set addressContext default dnsG oup DNS server PRI MARY_DNS transportProtocol udp
set addressContext default dnsG oup DNS server PRIMARY_DNS priority 1

commi t

Single Tenant Configuration

TLS Certificates

® For TLS to work, a Trusted Certificate Authority (CA) is required. For this interop, GoDaddy is used as a Trusted CA.
® Add an entry in the Public DNS to resolve the Ribbon SBC Core FQDN to the Public IP Address.
® In the trust store of the SBC, ensure you have the following certificates as part of the root certificate trust:

¢ Cisco Control HUB Root R1

® GlobalSign Root CA (if required)

Note
Refer to https://help.webex.com/en-us/article/WBX9000008850/What-Root-Certificate-Authorities-are-Supported-for-Calls-to-Cisco-Webex-
Audio-and-Video-Platforms.

Create the certificate for Ribbon SBC with the CN containing the SBC's FQDN for Tenant 1.
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set systemsecurity pki certificate SBC_CERT type |ocal-internal
commi t

Command to generate CSR on SBC
request systemsecurity pki certificate SBC_CERT generat eCSR csrSub /C=lI N ST=KA/ L=Bangal or e/ O=Sonus
| CN=<common_nane_f or _t enant 1> keySi ze keySi ze2K

After generating the CSR for tenant 1 on Ribbon SBC, provide it to the Certificate Authority. CA would generally
provide the followi ng certificates:

SBC Certificate

CA's Root Certificate

Intermediate Certificate

Upl oad the certificates to R bbon SBC at /opt/sonus/external and convert theminto SBC readable format using
openssl
i.e. SBCcertificate nust be in .pemor .pl2 format and root certificate in .cer or .der fornat

Converting .crt to .pemusing openssl for SBC Certificate.
openssl x509 -in sbc_cert.crt -out sbc_cert.der -outform DER
openssl x509 -in sbc_cert.der -informDER -out sbc_cert.pem -outform PEM

After generating shc_cert.pemfile, convert it to .pl2 format using bel ow conmand and provide the location of the
certificate key
openssl pkcsl2 -export -out sbcl_cert.pl2 -in shc_cert.pem-inkey /opt/sonus/conpany_san. key.tenp

Converting .crt to .cer using openssl for CA's Root and Internediate Certificates.
openssl x509 -in root_cert.crt -out root_cert.cer -outform DER

After converting all these certificates, upload themto R bbon SBC at /opt/sonus/external |ocation.

Add the required certificates on SBC.

set systemsecurity pki certificate gtsrl state enabl ed

set systemsecurity pki certificate gtsrl fileName gtsrl.der

set systemsecurity pki certificate gtsrl type renote

set systemsecurity pki certificate GoDaddy state enabl ed

set system security pki certificate GoDaddy fil eNane gd_bundl e. der

set system security pki certificate GoDaddy type renote

set systemsecurity pki certificate G obal Sign state enabl ed

set systemsecurity pki certificate G obal Sign fileName gl obal si gn. der
set systemsecurity pki certificate d obal Sign type renote

set systemsecurity pki certificate SBC CERT state enabl ed

set system security pki certificate SBC_CERT fil eNane b43ffd9ad0d7a03. pem
set systemsecurity pki certificate SBC CERT type |ocal-internal

set systemsecurity pki certificate gl obal _root state enabl ed

set systemsecurity pki certificate global _root fileName roots. der

set systemsecurity pki certificate global _root type renote

commi t

TLS Profile

This object creates and configures a profile for implementing the Transport Layer Security (TLS) protocol to use with SIP over TLS. TLS is an IETF
protocol for securing communications across an untrusted network. Normally, SIP packets travel in plain text over TCP or UDP connections. Secure
SIP is a security measure that uses TLS, the successor to the Secure Sockets Layer (SSL) protocol.

To add a TLS protection-level policy, create a TLS PROFILE and configure each of the parameters. The TLS profile is specified on the SIP Signaling
Port and controls the behavior of all TLS connections established on that signaling port.
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set profiles security tlsProfile TLS_PROF_webex appAuthTiner 5

set profiles security tlsProfile TLS_PRO-_webex handshakeTi ner 5

set profiles security tlsProfile TLS PROF_webex sessionResunpTi ner 3600

set profiles security tlsProfile TLS_PROF_webex cipherSuitel rsa-wth-aes-128-cbc-sha

set profiles security tlsProfile TLS PROF_webex cipherSuite2 tls_ecdhe_rsa w th_aes_128 gcm sha256
set profiles security tlsProfile TLS PROF_webex cipherSuite3 tls_rsa_wi th_aes_256_gcm sha384
set profiles security tlsProfile TLS_PROF_webex all owedRol es clientandserver

set profiles security tlsProfile TLS PROF_webex authdient true

set profiles security tlsProfile TLS_PROF_webex client CertName SBC_CERT

set profiles security tlsProfile TLS_PROF_webex server Cert Nane SBC_CERT

set profiles security tlsProfile TLS PROF_webex acceptabl eCertValidati onErrors none

set profiles security tlsProfile TLS PROF_webex v1_0 enabl ed

set profiles security tlsProfile TLS PROF_webex v1_1 enabl ed

set profiles security tlsProfile TLS PROF_webex v1_2 enabl ed

set profiles security tlsProfile TLS_PROF_webex suppressEnptyFragnments disabl ed

set profiles security tlsProfile TLS PROF_webex peer NaneVerify disabl ed

commi t

Path Check Profile

The Path Check Profile specifies the conditions that constitute a connectivity failure, and in the event of such a failure, the conditions that constitute a
connectivity recovery. This profile specifies the configuration for OPTIONS PING.

set profiles services pathCheckProfile cisco_hub_pathcheck protocol sipOptions

set profiles services pathCheckProfile cisco_hub_pathcheck sendlnterval 120

set profiles services pathCheckProfile cisco_hub_pathcheck replyTi neout Count 3

set profiles services pathCheckProfile cisco_hub_pathcheck recoveryCount 3

set profiles services pathCheckProfile cisco_hub_pathcheck failureResponseCodes [ 408 503 ]

set profiles services pathCheckProfile cisco_hub_pathcheck transportPreference preferencel tls-tcp
conmi t

IP Signaling Profile

This object specifies parameters associated with H.323, SIP, SIP-I communication that are sent as part of the outgoing signaling message after
standard protocol rules are applied.

set profiles signaling ipSignalingProfile CORE_|IPSP ipProtocol Type sipOnly

set profiles signaling ipSignalingProfile CORE_|IPSP cormonl pAttributes flags addPat hServi ceRoute disable

set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes flags addPChar gi ngFuncAddr di sabl e

set profiles signaling ipSignalingProfile CORE_IPSP commonl pAttributes flags call Hol dl nt erworking di sabl e

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes flags cl ear nodeFor Dat aCal | s di sabl e

set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes flags createPChargi ngVector disable

set profiles signaling ipSignalingProfile CORE_IPSP cormonl pAttributes flags createPat hHeader disable

set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes flags createServi ceRout eHeader disable
set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes flags custom zedSessi onTi mer Behavi or di sabl e
set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes flags di sabl eAl soHeader disable

set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes flags disabl eHost Transl ati on di sabl e

set profiles signaling ipSignalingProfile CORE_IPSP commonl pAttributes flags di sabl eMedi aLockDown di sabl e

set profiles signaling ipSignalingProfile CORE_ | PSP commonl pAttributes flags di sabl eRef er ToUri Paraneters di sabl e
set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes flags di scardRecei vedReasonHeader di sable
set profiles signaling ipSignalingProfile CORE_IPSP commonl pAttributes flags doNotlncludeSsAttributelnRelnvite
di sabl e

set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes flags enabl eDef aul t PU Procedures di sabl e
set profiles signaling ipSignalingProfile CORE_IPSP cormonl pAttributes flags enabl eDi al StringHandling di sable
set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes flags endToEndBye di sabl e

set profiles signaling ipSignalingProfile CORE_IPSP commonl pAttributes flags endToEndRel nvite disable

set profiles signaling ipSignalingProfile CORE_|PSP commonl pAttributes flags endToEndUpdat e di sable

set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes flags endToEndPrack disable

set profiles signaling ipSignalingProfile CORE_IPSP commonl pAttributes flags includel pPortslnFromAndToHeader s

di sabl e

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes flags includeReasonHeader disable

set profiles signaling ipSignalingProfile CORE_IPSP cormonl pAttributes flags includeSsAttributelnlnitiallnvite
di sabl e

set profiles signaling ipSignalingProfile CORE_I PSP comonl pAttributes flags includeTransport Typel nCont act Header
enabl e

set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes flags insertPeer AddressAsTopRout eHeader
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di sabl e
set profiles
set profiles
di sabl e
set profiles
set profiles
di sabl e
set profiles

m ni m zeRel ayi ngOf Medi aChangesFr o her Cal | LegAl |

signali
signali

signali
signali

signali

ng
ng

ng
ng

ng

i pSignalingProfile
i pSignalingProfile

i pSignalingProfile
i pSi gnal i ngProfile

i pSignalingProfile

CORE_| PSP
CORE_| PSP

CORE_| PSP
CORE_| PSP

CORE_| PSP

comonl pAttributes
commonl pAttributes

commonl pAttributes
comonl pAttributes

commonl pAttri butes

enabl e

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes
r el ayDat aPat hMbdeChangeFr ont her Cal | Leg enabl e

set profiles
set profiles
set profiles
set profiles

di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles

signali
signali
signali
signali

signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali

ng
ng
ng
ng

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile

CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP

comonl pAttributes
commonl pAttributes
comonl pAttributes
commonl pAttributes

comonl pAttributes
comonl pAttributes
commonl pAttributes
comonl pAttributes
commonl pAttributes
commonl pAttributes
commonl pAttributes
commonl pAttributes
commonl pAttributes
comonl pAttributes
commonl pAttributes
comonl pAttributes

sendAl | Al | onedCodecsFor Lat eMedi al nviteOrRel nvite disable
i pSi gnal i ngProfile CORE_I PSP commonl pAttri butes

set profiles
di sabl e

set profiles
set profiles
set profiles

di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles

signali

signali
signali
signali

signali
signali
signali
signali
signali
signali
signali

signali
signali
signali
signali
signali
signali
signali
signali
signali
signali

ng

ng
ng
ng

ng
ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile

noSer vi ceRout eHdr For Ener gencyRegi strati on

set profiles
set profiles
di sabl e

set profiles
di sabl e

set profiles
set profiles
set profiles
set profiles

signali
signali

signali

signali
signali
signali
signali

ng
ng

ng

ng
ng
ng
ng

i pSignalingProfile
i pSignalingProfile

i pSignalingProfile

i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile

CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP

di sabl e
CORE_| PSP
CORE_| PSP

CORE_| PSP

CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP

sendSBCSupport edCodecsFor Lat eMedi aRel nvite di sabl e
set profiles signaling ipSignalingProfile CORE_|IPSP

sel ect CoreStreanfor Mul ti StreamAudi oO | mageCal |

set profiles
di sabl e
set profiles
set profiles
di sabl e
set profiles

commonl pAttributes
comonl pAttributes
comonl pAttributes

comonl pAttributes
commonl pAttributes
comonl pAttributes
commonl pAttributes
commonl pAttributes
comonl pAttributes
comonl pAttributes

comonl pAttributes
commonl pAttributes
comonl pAttributes
commonl pAttributes
commonl pAttributes
comonl pAttributes
comonl pAttributes
commonl pAttributes
comonl pAttributes
commonl pAttributes

comonl pAttributes
commonl pAttributes

comonl pAttributes
comonl pAttributes
commonl pAttributes
commonl pAttributes

comonl pAttributes

commonl pAttributes

di sabl e

signaling ipSignalingProfile CORE_I PSP conmonl pAttri butes

signaling ipSignalingProfile CORE_|I PSP commonl pAttributes
signaling ipSignalingProfile CORE_|I PSP comonl pAttributes

signaling ipSignalingProfile CORE_|I PSP commonl pAttributes

fl ags
flags

flags
flags

flags
fl ags

flags
flags
flags
fl ags

flags
fl ags
flags
flags
flags
flags
fl ags
flags
flags
fl ags
flags
flags

flags

flags
flags
fl ags

flags
fl ags
flags
fl ags
flags
flags
fl ags

flags
fl ags
flags
fl ags
flags
flags
fl ags
flags
flags
fl ags

fl ags
flags

fl ags
flags
fl ags
flags
fl ags
flags
flags

fl ags
flags

mapCauselocati on di sabl e
mapSuspendResuneEvent | nPSvcl nf oHeader

mapUui | nPSi gl nf oHeader di sabl e
m meCausePr ecedeReasonHeader Cause

noCont ent Di sposi tion disable
noPor t Number 5060 enabl e

noUseri nf ol nCont act Header di sabl e
onl ySel ect edCodecl nSessi onRef r esh

pCal | edPartyl DSupport di sable
pChgMsgl nf o di sabl e

publ i shl Pl nHol dSDP di sabl e

rej ect Refer disable

repl aceHost OnVi aHeader di sabl e
sendRTCPBandwi dt hl nfo di sabl e
reQuer yPsxOnRegi st er Refresh di sabl e
val i dat eAccessNw nf oHeader di sabl e
restrictH storyl nfoHeader disable
rout eUsi ngRecvdFgdn di sabl e

sdpd i neOnl yConpar es di sabl e

sendDi r ect Medi al nf ol nSdpAttri bute

sendPti nel nSdp di sabl e
sessi onTi mer Ref reshUpdat e di sabl e
set Accept Header ToAppl i cati onSdpOnl y

set d i neDash di sabl e

set Sessi onVer si onZero di sabl e
set Sli neDash di sabl e

ski pPsxQuer yFor Ref er di sabl e

st or ePat hHeader di sabl e

st or eSer vi ceRout eHeader di sabl e
term nal Portabilitylnterworking

sendRt cpPort | nSdp di sabl e

st or ePChar gi ngFuncAddr di sabl e

st or ePChar gi ngVect or enabl e
createPVisitedNetworkl d di sable

| ockDownPr ef erredCodec di sabl e

sendOnl yPr ef erredCodec di sabl e
suppressM nSel f Not Recei ved di sabl e
usePsxRout ef or Regi st eredl nvite disable
fr omHeader Anonymi sati on di sabl e

i nsert PAccessNet wor kl nfo di sabl e

cont act Transpar encyFor | sFocusMedi aTag
suppor t SCSCFRest or at i onPr ocedur es

i nsert UEFI o nfo di sabl e

accept Alertlnfo disable
ai ToPem nt erwor ki ng di sabl e

mapDpmTroSendr ecvFor I niti al D al og

suppr essRef er Rel ayFron her Leg di sabl e
support Cal I | nf oWt hSi pCause608Rf c8688

cal | Transfer Fl ags
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handl el pAddr essesNot Present | nNet wor kSel ect or Tabl eNst rout eVi aTransferri

nglptg

set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes call TransferFl ags forceReRout eVi aPsxQuery
di sabl e

set profiles signaling ipSignalingProfile CORE_IPSP commonl pAttributes call TransferFl ags ski pReRout eVi aPsxQuery
di sabl e

set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes optionTagl nRequi reHeader suppressRepl aceTag
di sabl e

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes optionTagl nSupportedHeader

suppressRepl aceTag di sabl e

set profiles signaling ipSignalingProfile CORE_ | PSP commonl pAttributes preconditions State disable

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes rel ayFl ags di al ogEvent Package di sabl e

set profiles signaling ipSignalingProfile CORE_IPSP cormonl pAttributes relayFl ags dtnfBody disable

set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes relayFlags info disable

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes rel ayFl ags nmessage di sable

set profiles signaling ipSignalingProfile CORE_|IPSP cormonl pAttributes relayFlags notify disable

set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes rel ayFl ags opti ons disable

set profiles signaling ipSignalingProfile CORE_IPSP commonl pAttributes relayFl ags regEvent Package di sabl e

set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes rel ayFlags refer disable

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes rel ayFl ags sonusMedi aBody di sabl e

set profiles signaling ipSignalingProfile CORE_IPSP commonl pAttributes relayFl ags statusCode3xx disable

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes rel ayFl ags statusCode4xx6xx di sabl e

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes relayFlags thirdPartyBodi es di sable

set profiles signaling ipSignalingProfile CORE_IPSP cormonl pAttributes relayFl ags force503t 0500Rel ay di sabl e

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes rel ayFl ags publish disable

set profiles signaling ipSignalingProfile CORE_IPSP commonl pAttributes relayFl ags updat eWthout Sdp di sabl e

set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes rel ayFl ags conferenceEvent Package di sabl e
set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes rel ayFl ags refer ToHeader Rel ay

rej ect Refer| fnovat chForcal |l Id

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes rel ayFl ags reasonPhrase4xx6xx di sabl e

set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes transparencyFl ags accept Cont act Header

di sabl e

set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes transparencyFl ags al ertl nfornmati onHeader

di sabl e

set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes transparencyFl ags aut hcodeHeaders di sabl e
set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes transparencyFl ags passConpl et eCont act Header
di sabl e

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes transparencyFl ags contact Header disable
set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes transparencyFl ags errorlnfo disable

set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes transparencyFl ags fronHeader disable

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes transparencyFl ags historylnfo disable

set profiles signaling ipSignalingProfile CORE_IPSP commonl pAttributes transparencyFl ags maxForwar dsHeader disable
set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes transparencyFl ags mwi Body di sabl e

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes transparencyFl ags pAccessNet wor kl nf oHeader
di sabl e

set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes transparencyFl ags pCal |l edPartyl D di sabl e
set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes transparencyFl ags pChargi ngVect or Header

di sabl e

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes transparencyFl ags pEarl yMedi a di sabl e

set profiles signaling ipSignalingProfile CORE_I PSP comonl pAttributes transparencyFl ags pVisitedNetwor kl DHeader
di sabl e

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes transparencyFl ags pat hHeader disable

set profiles signaling ipSignalingProfile CORE_IPSP commonl pAttributes transparencyFl ags pidf Di ffBody di sable

set profiles signaling ipSignalingProfile CORE_|PSP commonl pAttributes transparencyFl ags gsi gBody di sabl e

set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes transparencyFl ags reasonHeader disable

set profiles signaling ipSignalingProfile CORE_IPSP cormonl pAttributes transparencyFl ags referredByHeader disable
set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes transparencyFl ags request URI disable

set profiles signaling ipSignalingProfile CORE_I PSP cormonl pAttributes transparencyFl ags routeHeader disable

set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes transparencyFl ags servi ceRout eHeader disable
set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes transparencyFl ags sipBody di sable

set profiles signaling ipSignalingProfile CORE_IPSP cormonl pAttributes transparencyFl ags sipfragBody disable

set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes transparencyFl ags toHeader disable

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes transparencyFl ags toneBody di sabl e

set profiles signaling ipSignalingProfile CORE_|IPSP cormonl pAttributes transparencyFl ags unknownBody di sabl e

set profiles signaling ipSignalingProfile CORE_|IPSP commonl pAttributes transparencyFl ags unknownHeader disable
set profiles signaling ipSignalingProfile CORE_I PSP commonl pAttributes transparencyFl ags user ToUser Header disable
set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes transparencyFl ags vi aHeader disable

set profiles signaling ipSignalingProfile CORE_|I PSP commonl pAttributes transparencyFl ags geol ocation di sabl e

set profiles signaling ipSignalingProfile CORE_IPSP cormonl pAttributes transparencyFl ags geol ocati onRouting disable
set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes transparencyFl ags geol ocati onError disable
set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes transparencyFl ags accept Header disable

set profiles signaling ipSignalingProfile CORE_|IPSP cormonl pAttributes transparencyFl ags call | nfoHeader disable
set profiles signaling ipSignalingProfile CORE_| PSP commonl pAttributes transparencyFl ags resourcePriorityOptionTag
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di sabl e

set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile

encrypt Ser vi ceRout eHeader di sabl e

set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile
usePSXRout eFor SBCI ni ti at edSubscri be di sab
set profiles signaling ipSignalingProfile
regi ster ToAl t er nat eOnPri mar yDown di sabl e

set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile

usel pSi gnal i ngPeer Donui nl nRequest Uri enab

set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
i ncl udeNpdi Yes

set profiles signaling ipSignalingProfile
di sabl e

set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile

CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP

CORE_| PSP

e

CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
e

CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP

comonl pAttributes
commonl pAttributes
comonl pAttributes
commonl pAttributes
comonl pAttributes
commonl pAttributes
commonl pAttri butes
comonl pAttributes
comonl pAttributes

comonl pAttributes
commonl pAttributes

commonl pAttributes
comonl pAttributes
commonl pAttributes
commonl pAttributes

egressl pAttributes
egresslpAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes

egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes

egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes

egressl pAttributes
egressl pAttributes
egresslpAttributes

egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes

egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes

egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes

egressl pAttributes

egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes

t ranspar encyFl ags
t ranspar encyFl ags
t ranspar encyFl ags
t ranspar encyFl ags
transpar encyFl ags
t ranspar encyFl ags
t ranspar encyFl ags
transpar encyFl ags
t ranspar encyFl ags

si npl eFi | t er Body di sabl e
pi df Body di sabl e

wat cher | nf oBody di sabl e
rl m Body disable

ext ernal Body di sabl e

war ni ngHeader di sabl e
user Agent Header di sabl e
server Header disable
accept LanguageHeader

t ranspar encyFl ags
header Encrypti onF

resour ceLi st Body di sabl e
ags encrypt Pat hHeader

header Encrypt i onFl ags
subscri pti onPackageSupport support RegEvent
subscri pti onPackageSupport

regi strar Recovery

nunber d obal i zati onProfil e DEFAULT_I P
phoneCont ext Par anet er Length 0

flags bgcf Tar get ScheneTr ansparency di sabl e
flags convertlnactiveToSendrecv disable

fl ags di sabl e2806Conpl i ance di sabl e

flags di sabl eOpti onal Regi st er Paraneters

flags
fl ags
flags
flags

addLoopBackRout eHeader di sabl e
mapl810r 182MessageTo183 di sabl e
map3xxCont act Ur | ToRout eHeader di sabl e
mapCont r act or Nunber | nPSi gl nf oHeader

flags
flags
fl ags
flags
fl ags

transi t PAl Fronnr egi st eredPeer di sabl e
suppressUnregi ster disable

ttcl supMappi ng di sabl e

useCal | edPartyl nRequest Uri di sabl e
useCol onl nSdpMedi aTypePar anet er

val i dat el subAddr ess di sabl e
gosBasedRout i ng di sabl e
i gnor eSdpAft er O f er Answer Conpl et ed

flags
fl ags
flags

flags incl udeEnunPar aneters disable
flags nonitor Rt pOnEgressUpdat e di sabl e
bci bcil nt erwor kEncount ered di sabl e
bci bcil sdnAddess di sabl e

domai nNane useSi pDomai nNanel nFronfi el d
nName

domai useSi pDonmai nNarel nRequest Ur i

domai nNane useZoneLevel Domai nNanel nCont act

domai nNane

donmai nNane useZonelLevel Donmai nNamel nPat hHdr

domai nNane useSi pDonai nl nPAI Header di sabl e
isub al |l omNsapl sub di sabl e

i sub al | owUser Speci fi edl sub di sabl e

i sub includeCall edPartyl sub di sable

isub includeCallingPartylsub disable
nunber PortabilityAttributes npdi Options

nunber PortabilityAttributes disabl eRn

privacy transparency disable

privacy privacylnformati on pAssertedld
privacy flags includePrivacy enable

privacy flags privacyRequiredByProxy disable
privacy flags msLyncPrivacySupport disable
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set profiles signaling

i pSi gnal i ngProfile CORE_| PSP

i ncl udeEnbeddedPAl header | nRedi rect edl nvi te di sabl e

set profiles signaling
set profiles signaling
mer geRecei vedCont act s

set profiles signaling

i pSi gnal i ngProfil e CORE_| PSP
i pSi gnal i ngProfile CORE_| PSP

i pSi gnal i ngProfile CORE_|I PSP

ski pCrankbackPr of i | eAndAl waysCr ankback di sabl e

set profiles signaling
di sabl e
set profiles signaling
di sabl e
set profiles signaling
di sabl e
set profiles signaling
di sabl e
set profiles signaling
di sabl e
set profiles signaling

i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfile CORE_|I PSP
i pSi gnal i ngProfil e CORE_| PSP

i pSi gnal i ngProfile CORE_| PSP

di versi onHi st oryl nfol nterworking disable

set profiles signaling
dat aMappi ng di version
set profiles signaling

i pSi gnal i ngProfile CORE_| PSP

i pSi gnal i ngProfile CORE_|I PSP

di ver si onHeader Tr anspar ency di sabl e

set profiles signaling
hi storyl nformation incl
set profiles signaling

i pSignalingProfile
udeHi storyl nformati
i pSignalingProfile

CORE_| PSP

CORE_| PSP

i ncl udeChar gel nf ornati on i ncl udeNone

set profiles signaling
none
set profiles signaling

i pSi gnal i ngProfile CORE_| PSP

i pSi gnal i ngProfile CORE_|I PSP

destinationTrunkG oupOpti ons i ncludeNone

set profiles signaling

i pSi gnal i ngProfil e CORE_| PSP

originatingTrunkG oupOptions includeNone

set profiles signaling
doNot Usel ngressCal | 1d
set profiles signaling
di sabl e

set profiles signaling

i pSi gnal i ngProfile CORE_| PSP

i pSi gnal i ngProfile CORE_| PSP

i pSi gnal i ngProfile CORE_|I PSP

i ncl udeCpcl nfornati on disable

set profiles signaling
di sabl e
set profiles signaling
di sabl e
set profiles signaling
di sabl e
set profiles signaling

i pSi gnal i ngProfil e CORE_| PSP

i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfile CORE_| PSP

i pSi gnal i ngProfile CORE_|I PSP

i ncl udePst nPar anet ers di sabl e

set profiles signaling
di sabl e
set profiles signaling

i pSi gnal i ngProfile CORE_| PSP

i pSi gnal i ngProfile CORE_| PSP

ski pCSeqCheckl nEar| yDi al og di sabl e

set profiles signaling

transpar encyFor Desti nati onTr unkGr oupPar anet er di sabl

set profiles signaling
di sabl e

set profiles signaling
set profiles signaling
set profiles signaling
set profiles signaling
set profiles signaling

i nt ernal ToSi pCauseMappi
set profiles signaling
si pTol nt er nal CauseMappi
set profiles signaling
set profiles signaling
set profiles signaling
mapCal | edPart yCat egoryl
set profiles signaling
set profiles signaling
di sabl e

set profiles signaling

i pSi gnal i ngProfile CORE_| PSP

i pSi gnal i ngProfile CORE_|I PSP

i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
ngProfil eName ""

i pSi gnal i ngProfile
ngProfil eName ""

i pSignalingProfile
i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfil e CORE_| PSP
nPSi gl nf oHeader di sabl e

i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfile CORE_| PSP

CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP
CORE_| PSP

CORE_| PSP

CORE_| PSP

i pSi gnal i ngProfile CORE_| PSP

send1830nl ni ti ati ngDi sconnect Tr eat nent di sabl e

on di sabl e

egressl pAttributes

egresslpAttributes
egressl pAttributes

egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egresslpAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
e

egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes
egressl pAttributes

egressl pAttributes

egressl pAttributes

ingresslpAttributes
i ngresslpAttributes
ingresslpAttributes

i ngresslpAttributes
ingresslpAttributes

i ngresslpAttributes

privacy flags

redirect nbpde accept Redirection

redirect contactHandling

redirect flags

redirect flags
redirect flags
redirect flags

redirect flags

f or ceRequer yFor Redi recti on
r el ayUnusedCont act Par ans
honor EnbeddedHeader sl n3xx

enhancedLocal Redi rection

redirect flags ski pDTGLookupFor 3xxCont act

si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
si pHeader sAndPar anet er s
transport
transport
transport type3

transport type4
si pCauseMappi ng

typel
type2 none
none

none
si pCauseMappi ng

flags
flags

flags

flags
flags

flags
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cal | Forwar di ng
cal | Forwar di ng
cal | Forwar di ng

cal | Forwar di ng

si pToHeader Mappi ng

gener at eCal | 1 dUsi ng
flags includeC c
flags
fl ags i ncl udeNpi
flags includedip
flags includePKAdn
flags
flags includeQual ue
fl ags

flags

flags endToEndAck

tlsOver Tcp

si p181Supported di sabl e
si p182Supported disable

noSdpl n180Suppor ted di sabl e
regi strati onExpi resi nExpi r esHeader



set profiles

set profiles
set profiles
di sabl e
set profiles
di sabl e

set profiles
set profiles
di sabl e

set profiles

set profiles
di sabl e
set profiles
di sabl e

set profiles
set profiles
commi t

Crypto Profile

signali
signali
signali

signali

signali
signali

signali
signali

signali

signali
signali

ng
ng
ng
ng

ng
ng

ng
ng

ng

ng
ng

i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfil e CORE_| PSP
i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfil e CORE_| PSP
i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfile CORE_| PSP
i pSi gnal i ngProfil e CORE_| PSP

i ngresslpAttributes
ngressl pAttributes
ngressl pAttributes

ingresslpAttributes

ingresslpAttributes
ngressl pAttributes

ingresslpAttributes

trfParameters preferredM bUri
trfParanmeters preferredTrfUri

ngressl pAttributes
ingresslpAttributes

Crypto Profile is used to enable the crypto suite. Attach this profile to the packet service profile.

set profiles
set profiles
set profiles
set profiles
conmi t

security
security
security
security

Packet Service Profile

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles

medi
medi
medi
nmedi
medi
medi
medi
medi
medi
medi
medi
nmedi
medi
medi
medi
medi
medi
medi
medi
nmedi
medi
medi
medi
medi
medi
medi

DO DDV

packet Servi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Servi
packet Servi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Servi
packet Ser vi
packet Servi
packet Ser vi
packet Ser vi
packet Ser vi
packet Ser vi
packet Servi
packet Servi
packet Ser vi

cryptoSuiteProfil e CRYPT_PROF1
cryptoSuiteProfil e CRYPT_PROF1
cryptoSuiteProfil e CRYPT_PROF1
cryptoSuiteProfile CRYPT_PROF1

ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile
ceProfile

appl yFaxToneTr eat nent di sabl e

set profiles media packet Servi

ceProfile

di fferentDtnfRel ay di sable

set profiles media packet Servi

ceProfile

di f f er ent Packet Si ze di sabl e

set profiles media packet Servi
di fferent Si| enceSuppressi on di
set profiles media packet Servi

ceProfile
sabl e
ceProfile

honor O f er Pr ef erence di sabl e

set profiles media packet Servi

ceProfile

honor Answer Pr ef erence di sabl e

set profiles media packet Servi

ceProfile

di f ferent 2833Payl oadType di sabl e

CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP

CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP
CORE_PSP

CORE_PSP

rtcpOpti
rtcpOpti
rtcpOpti
rtcpOpti
rtcpOpti
rtcpOpti
rtcpOpti

rtcpOpti
peer AbsenceActi on none

sil encel nsertionDescriptor g711Si dRt pPayl oadType 13
si | encel nserti onDescri ptor
aal 1Payl oadSi ze 47

codec codecEntryl Gr11-U
codec codecEntry2 Grll-A
codec codecEntry3 OPUS
codec codecEntry4 G722
packet ToPacket Cont r ol
packet ToPacket Contr ol

entry 1
entry 1
entry 1
entry 1

ons
ons
ons
ons
ons
ons
ons
ons
ons
ons

packet ToPacket Cont r ol
packet ToPacket Contr ol
packet ToPacket Contr ol
packet ToPacket Contr ol
packet ToPacket Cont r ol

packet ToPacket Contr ol

flags
flags
flags

flags

flags
flags

flags
carrierlnformation generateTerm nati ngCa

sendSdpl n200Ck! f 18xRel i abl e di sabl e
sendSdpl nSubsequent 18x di sabl e
sendTLSConnect i onFai | ureResponse

suppr ess183For 3xxRedi r ect Response

suppress183Wt hout Sdp di sabl e
set - cut -t hrough-i ndi cati on-i n- OBCl

sendUpdat edSDPi n200Ck di sabl e

carrierlnformation generateTerm natingG c

cryptoSuite AES-CM 128- HVAC- SHA1- 80

sessi onPar anet er Fl ags unencr ypt edSRTCP di sabl e
sessi onPar anet er Fl ags unencrypt edSRTP di sabl e
sessi onPar anet er Fl ags unaut hent i cat edSRTP di sabl e

rtcp enable

dataCal | s preferredRt pDat aPayl oadType 56
dataCalls initialPlayoutBufferDelay 50
dat aCal | s packet Size 20
si | enceFactor 40

typeOf Service 0

voi cel nitial Pl ayout Buf ferDel ay 10
rtcpOpti
rtcpOpti

term nati onFor Passt hr ough di sabl e
enabl eRTCPFor Hel dCal | s di sabl e

rtcpMux di sabl e

packet LossThreshol d 0

rrBandwi dt h 250
rsBandwi dt h 250

packet LossActi on none

rtcpXr disable

gener at eRt cpFor T1401 f Not Recei vedFr ontX her Leg di sabl e

heartbeat enable

transcode conditional
condi ti onsl nAddi ti onToNoCommonCodec

condi ti onsl nAddi ti onToNoCommonCodec

condi ti onsl nAddi ti onToNoConmonCodec

condi ti onsl nAddi ti onToNoConmmonCodec

condi ti onsl nAddi ti onToNoCommonCodec

condi ti onsl nAddi ti onToNoCommonCodec

condi ti onsl nAddi ti onToNoConmonCodec
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set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles nedi
set profiles medi
set profiles nedi
set profiles nedi
conmi t

packet Servi ceProfil e CORE_PSP packet ToPacket Control codecsAl | owedFor Transcodi ng thisLeg g711u
packet Servi ceProfil e CORE_PSP packet ToPacket Control codecsAl | owedFor Transcodi ng ot herLeg g711u
packet Servi ceProfile CORE_PSP flags disall owDataCalls disable

packet Servi ceProfile CORE_PSP flags digitDetectSendEnabl ed di sabl e

packet Servi ceProfile CORE_PSP flags useDirect Medi a di sabl e

packet Servi ceProfil e CORE_PSP flags val i dat ePeer Support For Dt nf Events di sabl e
packet Servi ceProfile CORE_PSP flags interworkDtnf Wthout Transcodi ng di sabl e
packet Servi ceProfile CORE_PSP flags dscpPasst hrough di sabl e

packet Servi ceProfile CORE_PSP flags ssrcRandom ze di sable

packet Servi ceProfile CORE_PSP flags HDCodecPreferred di sable

packet Servi ceProfile CORE_PSP flags MatchOf f eredCodecG oupl f NoOnly di sabl e

packet Servi ceProfile CORE_PSP flags forceRout ePSPOrder disable

packet Servi ceProfil e CORE_PSP fl ags gener at eAndSi gnal SSRCAndCnane di sabl e

packet Servi ceProfile CORE_PSP flags medi aLockDownFor PassThr ough di sabl e

packet Servi ceProfile CORE_PSP fl ags reserveBwror Pref erredAudi oCormbnCodec di sabl e
packet Servi ceProfile CORE_PSP flags policeOnHeavi est Audi oCodec di sabl e

packet Servi ceProfile CORE_PSP flags t140Call disable

packet Servi ceProfile CORE_PSP flags all owAudi oTranscodeFor Mul ti StreantCal | di sabl e
packet Servi ceProfile CORE_PSP flags vtpSupport disable

packet Servi ceProfile CORE_PSP flags ssrcRandom zeForSrtp disable

packet Servi ceProfil e CORE_PSP t 38 dat aRat eManagenent Type type2Transfer O Tcf

packet ServiceProfile CORE_PSP t38 ecm ecnPreferred disable

packet Servi ceProfile CORE_PSP t 38 | owSpeedNunber Of Redundant Packets 1

packet ServiceProfile CORE_PSP t38 maxBitRate 14.4Kbits_s

packet Servi ceProfil e CORE_PSP t38 nunmber Of Redundant Packets 1

packet Servi ceProfile CORE_PSP t38 protocol Version 0

packet Servi ceProfil e CORE_PSP secureRtpRicp cryptoSuiteProfile CRYPT_PROF1

packet Servi ceProfile CORE_PSP secureRtpRtcp flags allowral | back disable

packet Servi ceProfil e CORE_PSP secureRtpRicp flags enabl eSrtp enabl e

packet Servi ceProfil e CORE_PSP secureRtpRicp flags reset ROCOnKeyChange di sabl e
packet Servi ceProfile CORE_PSP secureRtpRtcp flags reset EncDecROCOnDecKeyChange di sabl e
packet Servi ceProfil e CORE_PSP secureRtpRicp flags updateCrypt oKeysOnhbdi fy di sabl e
packet Servi ceProfile CORE_PSP secureRtpRtcp flags all owPassthru disable

packet Servi ceProfil e CORE_PSP preferredRt pPayl oadTypeFor Dt nf Rel ay 128

packet Servi ceProfil e CORE_PSP videoCal | s maxVi deoBandw th 4096

packet Servi ceProfil e CORE_PSP vi deoCal | s videoBandw dt hReducti onFactor 0

packet Servi ceProfil e CORE_PSP videoCalls ipv4Tos 0

packet Servi ceProfil e CORE_PSP videoCalls ipv6TrafficCass 0O

packet Servi ceProfile CORE_PSP videoCalls ieee8021QvLanCos 0

packet Servi ceProfil e CORE_PSP videoCalls audi oOnl yl fVi deol sPrevented enabl e
packet Servi ceProfil e CORE_PSP qosVal ues nsrpDscp 0

packet Servi ceProfil e CORE_PSP qosVal ues dtlsSctpDscp O

packet Servi ceProfil e CORE_PSP qosVal ues t140Dscp 0

packet Servi ceProfil e CORE_PSP qosVal ues applicationDscp O

packet Servi ceProfil e CORE_PSP nonRt pSt ream nmaxNonRt pBandwi dth 0

packet Servi ceProfil e CORE_PSP nonRt pStream nonRt pTl sProfil eName defaul t TI sProfile
packet Servi ceProfil e CORE_PSP audi oTranspar ency unknownCodecPacket Si ze 10

packet Servi ceProfil e CORE_PSP audi oTranspar ency unknownCodecBit Rate 124

packet Servi ceProfil e CORE_PSP nedi aPacket Cos 0

packet Servi ceProfil e CORE_PSP honor Renpt ePrecedence di sabl e

packet Servi ceProfil e CORE_PSP sendRout ePSPPrecedence di sabl e

packet Servi ceProfile CORE_PSP dtls dtlsFlags all owbt|sFal | back di sable

packet ServiceProfile CORE PSP dtls dtlsFlags enabl eDtlsSrtp disable

packet ServiceProfile CORE_PSP dtls dtlsFlags dtlsSctpRel ay disable

DO YD

SIP Message Manipulation's - Cisco Webex Calling

Common Configuration for Cisco Webex Calling Tenant 1 and Tenant 2

The SMM Remove_DTG is used for the following purposes:
® This SMM is required for all Tenants if the dtg (in the Request URI) carrier has a file format of .com or .in
® Toremove the DTG parameter from the Request line for all the message types.

® For multi tenant configurations, add action 2 highlighted below in "Tenant 2 Configuration" to the existing Remove_DTG sipAdaptor Profile

Tenant - 1 Configuration
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set profiles signaling sipAdaptorProfile Renpbve_DTG state enabl ed

set profiles signaling sipAdaptorProfile Renpbve_DTG advancedSMM enabl ed

set profiles signaling sipAdaptorProfile Renove_DTG profil eType nessageMani pul ati on
set profiles signaling sipAdaptorProfile Renove_DTG rule 1 applyMatchHeader one

set profiles signaling sipAdaptorProfile Renbve DTG rule 1 criterion 1 type nessage
set profiles signaling sipAdaptorProfile Renove_DTGrule 1 criterion 1 nmessage
set profiles signaling sipAdaptorProfile Renbve_DTGrule 1 criterion 1 nessage nessageTypes requestAll
set profiles signaling sipAdaptorProfile Renbve DTG rule 1 criterion 2 type header
set profiles signaling sipAdaptorProfile Renove_ DTG rule 1 criterion 2 header
set profiles signaling sipAdaptorProfile Renbve_DTG rule 1 criterion 2 header nane request-line
set profiles signaling sipAdaptorProfile Renove DTG rule 1 criterion 2 header condition exist
set profiles signaling sipAdaptorProfile Renove_DTGrule 1 criterion 2 header hdrlnstance all
set profiles signaling sipAdaptorProfile Renove DTG rule 1 action 1 type header
set profiles signaling sipAdaptorProfile Renove_DTG rule 1 action 1 operation regsub
set profiles signaling sipAdaptorProfile Renbve_DTG rule 1 action 1 headerlnfo headerVal ue
set profiles signaling sipAdaptorProfile Renove DTG rule 1 action 1 from
set profiles signaling sipAdaptorProfile Renove_ DTG rule 1 action 1 fromtype val ue
set profiles signaling sipAdaptorProfile Renpve_DTG rule 1 action 1 from value "user=phone SIP/2.0"
set profiles signaling sipAdaptorProfile Renbve_DTGrule 1 action 1 to
set profiles signaling sipAdaptorProfile Renove_DTGrule 1 action 1 to type header
set profiles signaling sipAdaptorProfile Renbve DTG rule 1 action 1 to value request-line
set profiles signaling sipAdaptorProfile Renbve_DTG rule 1 action 1 regexp
set profiles signaling sipAdaptorProfile Renbve_DTGrule 1 action 1 regexp string "dtg=<SBC tenant1l_ FQDN> S| P/ 2.0"
set profiles signaling sipAdaptorProfile Renove DTG rule 1 action 1 regexp matchlnstance one
commi t
Tenant 2 Configuration
set profiles signaling sipAdaptorProfile Renove DTG rule 1 action 2 comment ""
set profiles signaling sipAdaptorProfile Rembve_DTG rule 1 action 2 type header
set profiles signaling sipAdaptorProfile Renove_ DTG rule 1 action 2 operation regsub
set profiles signaling sipAdaptorProfile Renove_DTG rule 1 action 2 headerlnfo headerVal ue
set profiles signaling sipAdaptorProfile Renbve_DTG rule 1 action 2 headerPosition undefined
set profiles signaling sipAdaptorProfile Renove DTG rule 1 action 2 paranifype undefined
set profiles signaling sipAdaptorProfile Renove DTG rule 1 action 2 from
set profiles signaling sipAdaptorProfile Renove DTG rule 1 action 2 fromtype val ue
set profiles signaling sipAdaptorProfile Renove DTG rule 1 action 2 from value "user=phone SIP/2. 0"
set profiles signaling sipAdaptorProfile Renbve_DTGrule 1 action 2 to
set profiles signaling sipAdaptorProfile Renbve DTG rule 1 action 2 to type header
set profiles signaling sipAdaptorProfile Renove DTG rule 1 action 2 to value request-1line
set profiles signaling sipAdaptorProfile Renbve_DTG rule 1 action 2 regexp
set profiles signaling sipAdaptorProfile Renove DTG rule 1 action 2 regexp string "dtg=<SBC_ tenant2_FQDN> SI P/ 2. 0"
set profiles signaling sipAdaptorProfile Renove DTG rule 1 action 2 regexp matchlnstance one

conmmi t

The SMM IP_to_fgdn_PAl is used for the following purposes:

To modify the P-Asserted-ldentity value of the request messages with SBC IP to SBC Tenant 1 FQDN
To modify the contact header of the request messages with SBC IP to SBC Tenant 1 FQDN

To modify the contact header of all the messages with SBC IP to SBC Tenant 1 FQDN

To add the request line of the messages with user=phone

To modify the From header of the request messages with SBC IP to SBC Tenant 1 FQDN

set profiles signaling sipAdaptorProfile IP_to_fqdn_PAl state enabl ed
set profiles signaling sipAdaptorProfile |P_to_fqdn_PAl advancedSMM enabl ed
set profiles signaling sipAdaptorProfile IP_to_fqdn_PAl profil eType nessageMani pul ati on
set profiles signaling sipAdaptorProfile IP_to_fqdn_PAl rule 1 applyMatchHeader one
set profiles signaling sipAdaptorProfile IP_to_fqdn_PAl rule 1 criterion 1 type nessage
set profiles signaling sipAdaptorProfile IP_to_fgdn_PAl rule 1 criterion nmessage
set profiles signaling sipAdaptorProfile IP_to_fgdn_PAl rule 1 criterion message nessageTypes requestAl |
set profiles signaling sipAdaptorProfile IP_to_fqdn_PAl rule 1 criterion type header
set profiles signaling sipAdaptorProfile IP_to_fgdn_PAl rule 1 criterion header
set profiles signaling sipAdaptorProfile IP_to_fgdn_PAl rule 1 criterion header nane P-Asserted-ldentity
1
1
1
1
1

NNNN R PP

set profiles signaling sipAdaptorProfile IP_to_fqgdn_PAl rule criterion header condition exist
set profiles signaling sipAdaptorProfile IP_to_fqdn_PAl rule criterion 2 header hdrlnstance all
set profiles signaling sipAdaptorProfile IP_to_fqdn_PAl rule action 1 type header

set profiles signaling sipAdaptorProfile IP_to_fqgdn_PAl rule action 1 operation regsub

set profiles signaling sipAdaptorProfile IP_to_fqgdn_PAl rule action 1 headerl|nfo headerVal ue
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set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
]

set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
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set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
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set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
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set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
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set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile

transport=tls; user=phone"
set profiles signaling sipAdaptorProfile
set profiles signaling sipAdaptorProfile
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acti
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acti

on
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1

from

fromtype val ue

from val ue <SBC_t enant 1_FQDN>
to

to type header

to value P-Asserted-ldentity
regexp

regexp string <SBC_|IP>

regexp natchl nstance al

appl yMat chHeader one
criterion
criterion
criterion
criterion

criterion
criterion
criterion
criterion
criterion
criterion

acti
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acti

on
on
on
on
on
on
on
on
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on
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on

1
1
1
1
1
1
1
1
1
1
1

1

1 type nessage
1 nessage
1 nessage nessageTypes request
1 message nethodTypes [ cancel invite ack
2 type header
2 header
2 header nane Contact
2 header condition exist
2 header nunber O I nstances nunber 1
2 header nunber Of I nstances qualifier equa
type header
operation regsub
headerInfo fieldValue
from
fromtype val ue
from val ue <SBC_t enant 1_FQDN>
to
to type header
to val ue Contact
regexp
regexp string <SBC_|I P>

regexp mat chl nstance one

appl yMat chHeader one
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1
1
1
1
1
1
1
1
1
1

1

type nessage

nessage

nmessage nessageTypes al

type header

header

header name Cont act
header condition exist
2 header hdrlnstance al

type header

operation regsub

from

fromtype val ue

from val ue <SBC t enant 1_FQDN>

to

to type header

to val ue Contact

regexp

regexp string <SBC_IP>
regexp matchl nstance al
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appl yvat chHeader one
criterion
criteri
criteri
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criteri
criteri
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criteri

acti
acti
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acti

acti
acti

on
on
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on
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on
on
on
on
on
on
on

type nessage

message

nessage nessageTypes request

message nethodTypes [ undefined invite ]

type header

header

header

header

header
2 header

type token

operation regpostsub

from

fromtype val ue

from val ue "<SBC t enant 1_FQDN>;

nanme request-line

condi tion exist

nunber O | nst ances nunber 1
nunber O | nst ances qualifier equal
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to
to type token
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set profiles signali
set profiles signali
set profiles signali
transport=tls"

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
commi t

signali
signali
signali
signali
signali
signali
signali
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si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile

si pAdaptorProfile
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si pAdaptorProfile
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si pAdaptorProfile
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si pAdaptorProfile
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si pAdaptorProfile
si pAdaptorProfile
si pAdaptorProfile

Sip Cpc Cause Mapping Profile

The Cause map profiles provide customized tables on the SBC to map cause codes between internal, SIP and Q850 cause codes. The custom
mappings can be selected on a per-route basis on egress trunks, as well as on a per call basis on ingress trunks, through the IP Signaling Profile.

set profiles
set profiles
set profiles
set profiles
conmi t

signali
signali
signali
signali

CrankBack Profile

A crankback profile consists of a list of call release codes that the SBC uses to determine whether to reroute (or "crankback") a call if the call does not

ng
ng
ng
ng

si pCauseCodeMappi ng
si pCauseCodeMappi ng
si pCauseCodeMappi ng
si pCauseCodeMappi ng

connect successfully to the initial destination.
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rule
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rule
rule
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rule
rule
rule
rule
rule
rule
rule
rule

si pToCpcCauseMapProfil e CORE_CPC Profile causeMap 503 cpcCause 47
si pToCpcCauseMapProfile CORE_CPC Profil e baseProfile defaultSi pCpc

G oo oo ooo oo oo o b

acti
acti
acti

acti

on
on
on

on

1
1
1

1

to tokenVal ue uridi spl ayname
regexp
regexp string "<SBC_tenant1_FQDN>;

regexp mat chlnstance one

appl yvat chHeader one
criterion
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criterion
criterion
criterion
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criteri

acti
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acti
acti
acti
acti

on
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type nessage
nmessage
message nmessageTypes request Al l
type header
header
header nane From
header condition exist
2 header hdrlnstance al
type header
operation regsub
header | nfo header Val ue
from
fromtype val ue
from val ue <SBC t enant 1_FQDN>
to
to type header
to val ue From
regexp
regexp string <SBC_|I P>
regexp matchl nstance one

NNNNRE PP P

si pToCpcCauseMapProfil e CORE_CPC Profile | ocBye user

si pToCpcCauseMapProfil e CORE_CPC Profile | ocCancel

user

set profiles callRouting crankbackProfil e CORE_CRNBK attenpt RecordGenerati on enabl ed
set profiles callRouting crankbackProfile CORE_CRNBK reason 47
commi t

Sip Ars Profile

To achieve efficient device failover to the backup/secondary Application Server, the SBC uses the Address Reachability Service (ARS) to determine if
a server is reachable, providing the ability to "blocklist" a server IP address if it is found to be unreachable, as well as the ability to remove the server

from the blocklisted state. ARS profiles can be created to configure blocklisting and recovery algorithm variants.
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set profiles services sipArsProfile CORE_ARS bl kLi st Al gorithnms tinmeouts,retryafter
set profiles services sipArsProfile CORE_ARS bl kLi st Al gTi neout sType sip-invite
set profiles services sipArsProfile CORE_ARS bl kLi st Al gTi neout sNunili neouts 1
set profiles services sipArsProfile CORE_ARS bl kLi st Al gTi neout sDuration 5

set profiles services sipArsProfile CORE_ARS bl kLi st Al gRet ryAfter Type sip-503
set profiles services sipArsProfile CORE_ARS m dDi al ogArsScreenLevel never

set profiles services sipArsProfile CORE_ARS recoveryAl gorithm probe

set profiles services sipArsProfile CORE_ARS recoveryAl gTi merDuration 2

set profiles services sipArsProfile CORE_ARS recoveryAl gProbeMet hod si p-options
set profiles services sipArsProfile CORE_ARS recoveryAl gProbel nterval 10

set profiles services sipArsProfile CORE_ARS recoveryAl gProbeNunResponses 5

set profiles services sipArsProfile CORE_ARS recoveryAl gProbeDuration 60

set profiles services sipArsProfile CORE_ARS failureResponseCodes [ all ]

commi t

Zone

set addressContext default zone CORE id 3
set addressContext default zone CORE dnsG oup DNS
conmmi t

SIP Signaling Port

set addressContext default zone CORE sipSigPort
set addressContext default zone CORE si pSi gPort
set addressContext default zone CORE sipSigPort
set addressContext default zone CORE sipSigPort
set addressContext default zone CORE sipSigPort
set addressContext default zone CORE si pSigPort
set addressContext default zone CORE sipSigPort
set addressContext default zone CORE sipSigPort
set addressContext default zone CORE sipSigPort
set addressContext default zone CORE si pSi gPort
set addressContext default zone CORE si pSigPort
set addressContext default zone CORE sipSigPort
conmi t

i pl nterfaceG oupName CORE_LIF
i pAddr essV4 x. X. X. X

port Number <port Nunber >

node i nService

state enabl ed

dscpVal ue 26

tlsProfil eName TLS_PROF_webex
transport Protocol sAl |l owed sip-tls-tcp
t cpKeepal i veTi ne 300

t cpKeepal i vel nterval 60

t cpKeepal i veProbes 2

action force

WWWwwWwwWwwwwwwwow

Trunk Group

Note
IngresslpPrefix must be entered with the Cisco Webex Signaling IP address queried from Cisco Webex's SRV.
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set
set
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addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

nonZer oVi deoBandwi

set

addr essCont ext

nonZer oVi deoBandw

set
set
set

addr essCont ext
addr essCont ext
addr essCont ext

Rermove_ DTG

set

addr essCont ext

| P_to_fqgdn_PAl

set

addr essCont ext

CORE_CPC Profile

set
set
set
set
set
set
set
set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

conmmi t

IP Peer

set
set
set
set
set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

commi t

defaul t
def aul t
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si pTrunkG oup
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si pTrunkG oup
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si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

dt hBasedRout i ngFor Si p enabl e
default zone CORE sipTrunkG oup
dt hBasedRout i ngFor H323 di sabl e

def aul t
def aul t
defaul t
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def aul t

def aul t
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Validating CN and SAN name

® To check CN/SAN in the peerName, peerNameVerify, enable the flag in the TLS Profile.
® CN/SAN should be attached to the Trunk Group.

TLS Profile

Note
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si pTrunkG oup
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si pTrunkGroup
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i pPeer
i pPeer
i pPeer
i pPeer
i pPeer
i pPeer
i pPeer
i pPeer

CORE_PEER
CORE_PEER
CORE_PEER
CORE_PEER
CORE_PEER
CORE_PEER
CORE_PEER
CORE_PEER

CORE_STG state enabl ed nedi a nedi al pl nterfaceG oupName CORE_LIF

CORE_STG npde i nService

CORE_STG pol i
CORE_STG pol i
CORE_STG pol i
CORE_STG pol i
CORE_STG pol i
CORE_STG pol i
CORE_STG pol i
CORE_STG pol i
CORE_STG pol i
CORE_STG pol i
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CORE_STG pol i

CORE_STG pol i

CORE_STG pol i
CORE_STG pol i

cy
cy
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cy
cy
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cy
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CORE_STG si gnal i

CORE_STG signal i

CORE_STG signal i

CORE_STG signal i
CORE_STG signali
CORE_STG si gnal i
CORE_STG signal i
CORE_STG servi ces dnsSupport Type a-srv-naptr
CORE_STG services sipArsProfile CORE_ARS

CORE_STG nedi a nedi aAddr Type nat chSi gAddr Type
CORE_STG nedi a sdpAttributesSel ectiveRel ay enabl ed
CORE_STG cal | Routi ng crankBackProfil e CORE_CRNBK
CORE_STG cal | Routi ng dnsCrankback enabl ed
CORE_STG i ngressl pPrefix x.x.x.x <portNunber>

pat hCheck
pat hCheck
pat hCheck
pat hCheck
pat hCheck

You can reuse the same TLS profile by enabling the peerNameVerify flag.

policy description
policy sip fgdn <C sco_Webex_SRv>
policy sip fqgdnPort O

carrier 0000

country 1

I ocal i zati onVari ant northAnerica

t gl PVer si onPref erence bot h-ipv4-and-ipvé
preferredlidentity disable

cal | Routing el ementRoutingPriority TG ERP
medi a packet Servi ceProfil e CORE_PSP
services classOf Servi ce DEFAULT_I P
signaling ipSignalingProfile CORE_IPSP
signaling signalingProfile DEFAULT_I P_PROFI LE
featureControl Profil e DEFAULT_I P

ingress flags

ingress flags

ingress flags hdPreferredRouting disable
ingress flags hdSupportedRouting disable
ng messageMani pul ation i nput AdapterProfile

ng nmessageMani pul ati on out put AdapterProfile

ng causeCodeMappi ng si pCpcCauseMappi ngProfile
timers sessionKeepalive 1800

timers sessionM nSE 90

registration requireRegistration none
transportPreference preferencel tls-tcp

ng
ng
ng
ng

profile cisco_hub_pat hcheck
host Nane <G sco_Webex_SRv>

host Port 0

state enabl ed

st at usUpdat eSupport enabl ed

set profiles security tlsProfile TLS_PROF_webex peer NaneVerify enabl ed
conmmi t

Trunk Group
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Note
The CN can be attached to the same trunk group.

set addressContext default zone CORE sipTrunkG oup CORE_STG signaling tlsPeer Nane <CN SAN nane>
commi t

Call Routing

Routing management allows you to manage all the configurations associated with routing calls based on the carriers' business requirements.

Routing Label

Routing label is associated with a route. Each route includes a gateway/trunk group pair. Routing labels provide the link between an entry in a
Standard Route table and the set of routes associated with that Standard Route table entry.

set gl obal callRouting routinglLabel ACCESS RL overfl| owNunber ""
set global call Routing routinglLabel ACCESS RL overfl| owmNOA none
set global call Routing routingLabel ACCESS RL overfl owNPl none
set global call Routing routinglLabel ACCESS RL routePrioritizati onType sequence
set global callRouting routinglLabel ACCESS RL action routes
set global call Routing routinglLabel ACCESS RL nunRoutesPerCall 10
set gl obal call Routing routinglLabel ACCESS RL routingLabel Route 1 routeType trunkG oup
set global callRouting routinglLabel ACCESS RL routingLabel Route 1 trunkG oup ACCESS STG
set global call Routing routinglLabel ACCESS RL routingLabel Route 1 ipPeer ACCESS_PEER
set global call Routing routinglLabel ACCESS RL routinglLabel Route 1 proportion 0
set global callRouting routingLabel ACCESS RL routingLabel Route 1 cost 1000000
set global call Routing routinglLabel ACCESS_RL routingLabel Route 1 inService inService
set global callRouting routinglLabel ACCESS RL routingLabel Route 1 testing nornal
set global callRouting routinglLabel CORE_RL overfl owNunber ""
set global call Routing routinglLabel CORE_RL overfl owNOA none
set global call Routing routingLabel CORE_RL overfl owNPI none
set global call Routing routinglLabel CORE_RL routePrioritizati onType sequence
set global call Routing routingLabel CORE_RL action routes
set global call Routing routinglLabel CORE_RL nunRoutesPerCall 10
set gl obal call Routing routinglLabel CORE_RL routinglLabel Route 1 routeType trunkG oup
set global call Routing routingLabel CORE_RL routinglLabel Route 1 trunkG oup CORE_STG
set global call Routing routinglLabel CORE_RL routinglLabel Route 1 ipPeer CORE_PEER
set global call Routing routinglLabel CORE_RL routinglLabel Route 1 proportion 0
set global callRouting routinglLabel CORE_RL routinglLabel Route 1 cost 1000000
set global call Routing routinglLabel CORE_RL routingLabel Route 1 inService inService
set global call Routing routinglLabel CORE_RL routinglLabel Route 1 testing nornal
set global callRouting routinglLabel PBX_RL overfl owNunber ""
set global call Routing routingLabel PBX_RL overfl owNOA none
set global call Routing routinglLabel PBX_RL overfl owNPl none
set global callRouting routinglLabel PBX_RL routePrioritizati onType sequence
set gl obal call Routing routinglLabel PBX_RL action routes
set global call Routing routingLabel PBX_RL nunRoutesPerCall 10
set global call Routing routinglLabel PBX_RL routinglLabel Route 1 routeType trunkG oup
set global call Routing routinglLabel PBX_RL routingLabel Route 1 trunkG oup PBX_STG
set global callRouting routinglLabel PBX_RL routinglLabel Route 1 ipPeer PBX_PEER
set gl obal call Routing routinglLabel PBX_RL routinglLabel Route 1 proportion 0
set global call Routing routinglLabel PBX_RL routinglLabel Route 1 cost 1000000
set global call Routing routingLabel PBX_RL routinglLabel Route 1 inService inService
set global call Routing routinglLabel PBX_RL routinglLabel Route 1 testing nornmal
conmmi t
Route

Routing allows you send calls to the correct destination. You can use routing options based on your requirements. Configure the standard and
specific routes (with usernames) to ensure that no matter how the called party is addressed (a number or username), the SBC routes the message to
the Core. Create Route entries for standard Trunk Group routing with Matching Criteria and a Routing Label destination.
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set gl obal callRouting route none Sonus_NULL Sonus_NULL standard <Nunber_pattern_for_PBX> 1 all all ALL none
<Tenant _1_Domai n> routi ngLabel PBX RL

set global callRouting route none Sonus_NULL Sonus_NULL standard <Nunber_pattern_for_PSTN> 1 all all ALL none
<Tenant _1_Domai n> routinglLabel ACCESS_RL

set global callRouting route trunkG oup ACCESS STG Cl SCONEB st andard Sonus_NULL 1 all all ALL none Sonus_NULL
routi ngLabel CORE_RL

set global call Routing route trunkG oup CORE_STG Cl SCONEB st andard <Nunber_pattern_for_PBX> 1 all all ALL none
<Tenant _1_Dommi n> routi nglLabel PBX RL

set gl obal callRouting route trunkG oup CORE_STG Cl SCONEB st andard <Nunber_pattern_for_PSTN> 1 all all ALL none
<Tenant _1_Domai n> routi ngLabel ACCESS RL

set global callRouting route trunkG oup PBX_STG Cl SCONEB standard Sonus_NULL 1 all all ALL none Sonus_NULL
routi ngLabel CORE_RL

conmi t

Multi Tenant Configuration

® Multi Tenant deployments can be achieved by configuring either the multiple IP/Port configured or the Single IP/ Port on the SBC. Select the
model according to the customer's requirement.

Multi Tenant with Multiple IP/Port on SBC

@ For multi tenant deployment with Multiple IP/Port, you can use the Single Tenant configuration for one tenant. For Tenant 2, refer to the
following configurations. If it is a single Tenant deployment with Ribbon SBC, ignore the following configurations.

TLS Certificates

CN-based TLS certificate for Multiple Tenants

Create the certificate for Ribbon SBC with the CN containing the SBC's FQDN for Tenant 2.

set systemsecurity pki certificate SBC _CERT2 type | ocal-internal

commi t

Conmmand to generate CSR on SBC

request systemsecurity pki certificate SBC_CERT2 generat eCSR csrSub /C=I N ST=KA/ L=Bangal or e/ O=Sonus

| CN=<conmon_nane_t enant 2> keySi ze keySi ze2K

After generating the CSR for Tenant 2 on Ribbon SBC, provide it to the Certificate Authority and get the required
certificates.

After converting the certificates(SBC Certificate, Root Certificate and Intermediate Certificate) to suitable
formats, upload themto Ri bbon SBC at /opt/sonus/external |ocation.
Add the required certificates on SBC.
set systemsecurity pki certificate SBC CERT2 state enabl ed
set systemsecurity pki certificate SBC_CERT2 fil eNane <sbc_cert_tenant_2. pen>

set systemsecurity pki certificate SBC_CERT2 type |ocal-internal
commi t

TLS Profile
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set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
commi t

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

IP Signaling Profile

tlsProfile
tlsProfile
tlsProfile
tlsProfile
tlsProfile
tlsProfile
tlsProfile
tlsProfile
tlsProfile
tlsProfile
tlsProfile
tlsProfile
tlsProfile
tlsProfile
tlsProfile
tlsProfile

TLS_PROF_webex?2
TLS_PROF_webex2
TLS_PROF_webex?2
TLS_PROF_webex?2
TLS_PROF_webex2
TLS_PROF_webex?2
TLS_PROF_webex?2
TLS_PROF_webex2
TLS_PROF_webex?2
TLS_PROF_webex2
TLS_PROF_webex?2
TLS_PROF_webex?2
TLS_PROF_webex2
TLS_PROF_webex?2
TLS_PROF_webex?2
TLS_PROF_webex2

appAut hTi mer 5

handshakeTi ner 5

sessi onResunpTi mer 3600

ci pherSuitel rsa-with-aes-128-cbc-sha
cipherSuite2 tls_ecdhe_rsa_with_aes_128 gcm sha256
cipherSuite3 tls_rsa_w th_aes_256_gcm sha384
al | onedRol es cl i entandserver

authCient true

clientCert Name SBC_CERT2

server Cert Name SBC_CERT2

accept abl eCert Val i dati onErrors none

v1l_0 enabl ed

vl_1 enabl ed

vl_2 enabl ed

suppr essEnpt yFragnent s di sabl ed

peer NaneVerify di sabl ed

This object specifies parameters associated with H.323, SIP, SIP-I communication that are sent as part of the outgoing signaling message after
standard protocol rules are applied.

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
di sabl e

set profiles

m ni m zeRel ayi ngOf Medi aChangesFr ontx her Cal | LegAl

signali
signali
signali
signali
signali
signali
signali
signali
signali

signali
signali
signali
signali
signali
signali

signali
signali
signali
signali
signali
signali
signali

signali
signali

signali

ng
ng
ng
ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng
ng

ng
ng

ng

i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal

i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal

i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal
i pSi gnal

i pSi gnal
i pSi gnal

i pSi gnal

ngProfile CORE_|I PSP_2T i pProtocol Type sipOnly

ngProfile CORE_| PSP_2T commonl pAttri butes flags addPat hServi ceRoute di sable
ngProfile CORE_| PSP_2T commonl pAttributes flags addPChar gi ngFuncAddr di sabl e
ngProfile CORE_I PSP_2T comonl pAttributes flags cal |l Hol dl nt erworking di sabl e
ngProfile CORE_| PSP_2T commonl pAttributes flags clearnodeForDataCal | s di sable
ngProfile CORE_| PSP_2T commonl pAttributes flags createPChargi ngVector disable
ngProfile CORE_|I PSP_2T comonl pAttributes flags createPat hHeader disable
ngProfile CORE_| PSP_2T comonl pAttributes flags createServi ceRout eHeader disable
ngProfile CORE_IPSP_2T commonl pAttributes flags custoni zedSessi onTi ner Behavi or

ngProfile CORE_| PSP_2T commonl pAttri butes flags di sabl eAl soHeader disabl e

ngProfile CORE_I PSP_2T comonl pAttributes flags di sabl eHost Transl ati on di sabl e
ngProfile CORE_| PSP_2T comonl pAttributes flags di sabl eMedi aLockDown di sabl e
ngProfile CORE_IPSP_2T comonl pAttributes flags di sabl eRef er ToUri Paranmeters di sable
ngProfile CORE_|I PSP_2T comonl pAttributes flags di scardRecei vedReasonHeader di sable
ngProfile CORE_| PSP_2T commonl pAttri butes flags doNot | ncludeSsAttributelnRelnvite

ngProfile CORE_| PSP_2T commonl pAttributes flags enabl eDef aul t PU Procedures di sabl e
ngProfile CORE_| PSP_2T commonl pAttributes flags enabl eDi al StringHandl i ng di sabl e
ngProfile CORE_I PSP_2T comonl pAttributes flags endToEndBye di sabl e

ngProfile CORE_| PSP_2T commonl pAttributes flags endToEndRel nvite di sable

ngProfile CORE_I PSP_2T comonl pAttributes flags endToEndUpdate di sable

ngProfile CORE_|I PSP_2T comonl pAttributes flags endToEndPrack disable

ngProfile CORE_| PSP_2T comonl pAttributes flags includel pPortslnFromAndToHeader s

ngProfile CORE_| PSP_2T commonl pAttributes flags includeReasonHeader disable
ngProfile CORE_| PSP_2T comonl pAttributes flags includeSsAttributelninitiallnvite

ngProfile CORE_| PSP_2T comonl pAttributes flags
i ncl udeTr ansport Typel nCont act Header enabl e
set profiles signaling ipSignalingProfile CORE_IPSP_2T commonl pAttributes flags insertPeer AddressAsTopRout eHeader
di sabl e
set profiles signaling ipSignalingProfile CORE_| PSP_2T commonl pAttributes flags napCauselocation disable
set profiles signaling ipSignalingProfile CORE_|PSP_2T comonl pAttributes flags
mapSuspendResuneEvent | nPSvcl nf oHeader di sabl e
set profiles signaling ipSignalingProfile CORE_IPSP_2T commonl pAttributes flags mapUui | nPSi gl nf oHeader di sabl e
set profiles signaling ipSignalingProfile CORE_ | PSP_2T comonl pAttributes flags nmi meCausePrecedeReasonHeader Cause
di sabl e
set profiles signaling ipSignalingProfile CORE_|IPSP_2T commonl pAttributes flags

enabl e

set profiles signaling ipSignalingProfile CORE_IPSP_2T commonl pAttributes flags
r el ayDat aPat hMbdeChangeFr ont her Cal | Leg enabl e
signaling ipSignalingProfile CORE_|IPSP_2T conmonl pAttributes flags noCont ent Di sposition disable

si gnal ing ipSignalingProfile CORE_| PSP_2T commonl pAttributes flags noPortNunber 5060 enabl e

signaling ipSignalingProfile CORE_|IPSP_2T commonl pAttri butes flags noUseri nfol nCont act Header di sabl e
signaling ipSignalingProfile CORE_IPSP_2T commonl pAttributes flags onl ySel ect edCodecl nSessi onRefresh

set
set
set
set

profiles
profiles
profiles

profiles

di sabl e
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set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles

sendAl | Al | onedCodecsFor Lat eMedi al nviteOrRel nvite disabl

signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile

CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T

set profiles signaling ipSignalingProfile CORE_IPSP_2T

di sabl e

set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile

set Accept Header ToAppl i cati onSdpOnly di sabl

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles

signali
signali
signali
signali
signali
signali
signali

signali
signali
signali
signali
signali
signali
signali
signali

signali
signali

ng
ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng
ng
ng

ng
ng

i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile

noSer vi ceRout eHdr For Ener gencyRegi strati on
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile
cont act Transpar encyFor | sFocusMedi aTag di sabl e
set profiles signaling

di sabl e

set profiles
set profiles
set profiles
set profiles

signali
signali
signali
signali

ng
ng
ng
ng

i pSignalingProfile

i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile

CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
e

CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T

CORE_I PSP_2T
di sabl e

CORE_| PSP_2T
CORE_| PSP_2T

CORE_| PSP_2T

CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T

sendSBCSuppor t edCodecsFor Lat eMedi aRel nvite di sabl e
set profiles signaling ipSignalingProfile CORE_|I PSP_2T

sel ect CoreStreanfor Mul ti StreamAudi oO | mageCal |

di sabl e

set profiles signaling ipSignalingProfile CORE_IPSP_2T

di sabl e

set profiles signaling ipSignalingProfile CORE_IPSP_2T

di sabl e

set profiles signaling ipSignalingProfile CORE_|IPSP_2T
support Cal | | nf oWt hSi pCause608Rf c8688 di sabl e
set profiles signaling ipSignalingProfile CORE_|IPSP_2T

handl el pAddr essesNot Present | nNet wor kSel ect or Tabl eNst

set profiles signaling ipSignalingProfile
f orceReRout eVi aPsxQuery di sabl e

set profiles signaling ipSignali

di sabl e

set profiles signaling ipSignali

suppressRepl aceTag di sabl e

set profiles signaling ipSignali

suppressRepl aceTag di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles

signali
signali
signali
signali
signali

ng
ng
ng
ng
ng

ngProfile
ngProfile
ngProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile

CORE_| PSP_2T

CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T
CORE_| PSP_2T

commonl pAttri butes
comonl pAttributes
commonl pAttributes
commonl pAttri butes
commonl pAttributes
commonl pAttributes
commonl pAttri butes
commonl pAttributes
commonl pAttri butes
comonl pAttributes
commonl pAttributes
commonl pAttri butes
e

commonl pAttributes

commonl pAttributes
commonl pAttri butes
comonl pAttributes

commonl pAttri butes
commonl pAttributes
commonl pAttributes
commonl pAttri butes
commonl pAttributes
commonl pAttri butes
commonl pAttributes

commonl pAttri butes
commonl pAttributes
commonl pAttributes
commonl pAttri butes
commonl pAttributes
commonl pAttri butes
commonl pAttributes
commonl pAttributes

commonl pAttributes
commonl pAttributes

commonl pAttributes
commonl pAttri butes

commonl pAttributes
commonl pAttributes
commonl pAttributes
commonl pAttri butes
commonl pAttributes
commonl pAttributes
commonl pAttri butes

commonl pAttributes

commonl pAttributes

flags
fl ags
flags
flags
flags
flags
fl ags
flags
flags
fl ags
flags
flags

flags

flags
flags
fl ags

flags
fl ags
flags
fl ags
flags
flags
fl ags

flags
flags
flags
flags
flags
flags
fl ags
flags

flags
flags

flags
flags

flags
flags
flags
flags
flags
fl ags
flags

flags

flags

pCal | edPar tyl DSupport di sabl e
pChgMsgl nf o di sabl e

publ i shl Pl nHol dSDP di sabl e

rej ect Refer disable

repl aceHost OnVi aHeader di sabl e
sendRTCPBandwi dt hl nfo di sabl e
reQuer yPsxOnRegi st er Refresh di sabl e
val i dat eAccessNwl nf oHeader di sabl e
restrictH storyl nfoHeader disable
rout eUsi ngRecvdFgdn di sabl e

sdpd i neOnl yConpar es di sabl e

sendDi r ect Medi al nf ol nSdpAt tri bute

sendPti mel nSdp di sabl e
sessi onTi mer Ref reshUpdat e di sabl e

set d i neDash di sabl e

set Sessi onVer si onZero di sabl e
set Sl i neDash di sabl e

ski pPsxQuer yFor Ref er di sabl e

st or ePat hHeader di sabl e

st or eSer vi ceRout eHeader di sabl e
terminal Portabilitylnterworking

sendRt cpPort I nSdp di sabl e

st or ePChar gi ngFuncAddr di sabl e

st or ePChar gi ngVect or enabl e
createPVisitedNetworkl d di sabl e

| ockDownPr ef erredCodec di sabl e
sendOnl yPr ef erredCodec di sabl e
suppr essM nSel f Not Recei ved di sabl e
usePsxRout ef or Regi steredl nvite

fronHeader Anonyni sati on di sabl e

i nsert PAccessNet wor kl nfo di sabl e

suppor t SCSCFRest or at i onPr ocedur es
i nsert UEFI oM nfo disabl e

accept Alertlnfo disable
ai ToPem nt erwor ki ng di sabl e

mapDpniToSendr ecvFor I ni ti al Di al og

suppr essRef er Rel ayFr o her Leg

comonl pAttributes call TransferFl ags

routeVi aTransferringlptg

commonl pAttributes call TransferFl ags

commonl pAttributes
commonl pAttributes
commonl pAttributes

commonl pAttri butes
commonl pAttributes
commonl pAttributes
commonl pAttri butes
commonl pAttributes

cal | Transf er Fl ags ski pReRout eVi aPsxQuery

opti onTagl nRequi r eHeader

opti onTagl nSuppor t edHeader

precondi tions State disable

rel ayFl ags
rel ayFl ags
rel ayFl ags
rel ayFl ags

di al ogEvent Package di sabl e
dt nf Body di sabl e

info disable

message di sabl e
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set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles

signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali
signali

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

rej ect Refer!| fnovat chForcal |l Id

set profiles
set profiles
di sabl e

set profiles
di sabl e

set profiles
set profiles

signaling ipSignal
signaling ipSignal

signaling ipSignal

signaling ipSignal
signaling ipSignal

i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile

ngProfile

ngProfile

ngProfile

ngProfile

passConpl et eCont act Header di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles

signali
signali
signali
signali
signali

signali
signali

ng
ng
ng
ng
ng

ng
ng

ngProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile
i pSignalingProfile
i pSignalingProfile
i pSignalingProfile
i pSi gnal i ngProfile

pAccessNet wor kI nf oHeader di sabl e
set profiles signaling ipSignalingProfile
set profiles signaling ipSignalingProfile

di sabl e

set profiles signaling ipSignal
set profiles signaling ipSignal

ngProfile
ngProfile

pVi si t edNet wor kIl DHeader di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
set profiles

di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
di sabl e

set profiles
set profiles
set profiles
di sabl e

set profiles
di sabl e

set profiles
set profiles
set profiles

signali
signali
signali
signali
signali

signali
signali
signali

signali
signali
signali
signali
signali
signali
signali

signali
signali
signali

signali
signali

signali
signali

resourcePriorityOpt

set profiles

di sabl e

set profiles
set profiles
set profiles
set profiles
set profiles

signali

signali
signali
signali
signali
signali

ng i pSignalingProfile
ng i pSignalingProfile
ng i pSignalingProfile
ng ipSignalingProfile
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condi ti onsl nAddi ti onToNoComrmonCodec
condi ti onsl nAddi ti onToNoCormpnCodec
condi ti onsl nAddi ti onToNoComrmpnCodec
condi ti onsl nAddi ti onToNoCommonCodec
condi ti onsl nAddi ti onToNoComrmonCodec

condi ti onsl nAddi ti onToNoCommonCodec
codecsAl | owedFor Transcodi ng t hi sLeg ""
codecsAl | omedFor Tr anscodi ng ot her Leg
di sal | owDat aCal | s di sabl e

di gi t Det ect SendEnabl ed di sabl e

useDi rect Medi a di sabl e

val i dat ePeer Support For Dt nf Event s di sabl e

i nt erwor kDt nf W t hout Tr anscodi ng di sabl e

dscpPasst hrough di sabl e

ssrcRandom ze di sabl e

HDCodecPr ef erred di sabl e

Mat chOf f er edCodecGr oupl f NbOnl y di sabl e

f or ceRout ePSPOr der di sabl e

gener at eAndSi gnal SSRCAndCnane di sabl e

medi aLockDownFor PassThr ough di sabl e
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set profiles media packetServiceProfile CORE_PSP2 flags reserveBwror PreferredAudi oConmonCodec di sabl e
set profiles media packet ServiceProfile CORE_PSP2 flags policeOnHeavi est Audi oCodec di sabl e
set profiles media packetServiceProfile CORE_PSP2 flags t140Call disable
set profiles media packetServiceProfile CORE_PSP2 flags al | owAudi oTranscodeFor Mil ti StreantCal | di sabl e
set profiles media packet ServiceProfile CORE_PSP2 flags vtpSupport disable
set profiles media packet ServiceProfile CORE_PSP2 flags ssrcRandoni zeFor Srtp disabl e
set profiles media packetServiceProfil e CORE_PSP2 t38 dataRat eManagenent Type type2Transfer O Tcf
set profiles media packet ServiceProfile CORE_PSP2 t38 ecm ecnPreferred disable
set profiles media packet ServiceProfile CORE_PSP2 t38 | owSpeedNunber Of Redundant Packets 1
set profiles media packet ServiceProfile CORE_PSP2 t38 maxBitRate 14.4Kbits_s
set profiles media packet ServiceProfile CORE_PSP2 t38 nunber Of Redundant Packets 1
set profiles media packetServiceProfile CORE_PSP2 t38 protocol Version 0
set profiles media packet ServiceProfile CORE_PSP2 secureRtpRtcp cryptoSuiteProfile CRYPT_PROF2
set profiles media packetServiceProfile CORE_PSP2 secureRtpRicp flags all owFal | back di sable
set profiles media packetServiceProfile CORE_PSP2 secureRtpRtcp flags enabl eSrtp enable
set profiles media packetServiceProfile CORE_PSP2 secureRtpRicp flags reset ROCOnKeyChange di sabl e
set profiles media packet ServiceProfile CORE_PSP2 secureRtpRtcp flags reset EncDecROCOnDecKeyChange di sabl e
set profiles media packet ServiceProfile CORE_PSP2 secureRtpRicp flags updateCrypt oKeysOnhodi fy di sabl e
set profiles media packetServiceProfile CORE_PSP2 secureRtpRicp flags all owPassthru di sable
set profiles media packetServiceProfil e CORE_PSP2 preferredRt pPayl oadTypeFor Dt nf Rel ay 128
set profiles media packet ServiceProfile CORE_PSP2 videoCalls maxVi deoBandwi th 0
set profiles media packet ServiceProfile CORE_PSP2 vi deoCal | s vi deoBandw dt hReduct i onFactor 0
set profiles media packetServiceProfile CORE_PSP2 videoCalls ipv4Tos O
set profiles media packetServiceProfile CORE_PSP2 videoCalls ipv6éTrafficC ass 0O
set profiles media packet ServiceProfile CORE_PSP2 videoCalls ieee8021QvLanCos 0O
set profiles media packet ServiceProfile CORE_PSP2 videoCalls audi oOnlylfVi deol sPrevented enabl e
set profiles media packet ServiceProfile CORE_PSP2 qgosVal ues nsrpDscp O
set profiles media packetServiceProfile CORE_PSP2 qosVal ues dtl sSctpDscp O
set profiles media packet ServiceProfile CORE_PSP2 gosVal ues t140Dscp O
set profiles media packet ServiceProfile CORE_PSP2 qgosVal ues applicationbDscp O
set profiles media packetServiceProfile CORE_PSP2 nonRt pStream maxNonRt pBandwi dth 0
set profiles media packet ServiceProfile CORE_PSP2 nonRtpStream nonRt pTl sProfil eName defaul t TI sProfile
set profiles media packetServiceProfile CORE_PSP2 audi oTranspar ency unknownCodecPacket Si ze 10
set profiles media packet ServiceProfile CORE_PSP2 audi oTransparency unknownCodecBitRate 124
set profiles media packet ServiceProfile CORE_PSP2 nedi aPacket Cos 0
set profiles media packet ServiceProfile CORE_PSP2 honor Renpt ePrecedence di sabl e
set profiles media packet ServiceProfile CORE_PSP2 sendRout ePSPPrecedence di sabl e
set profiles media packetServiceProfile CORE_PSP2 dtls dtlsFlags allowbtlsFall back disable
set profiles media packetServiceProfile CORE_PSP2 dtls dtlsFlags enabl eDtlsSrtp disable
set profiles media packetServiceProfile CORE_PSP2 dtls dtlsFlags dtlsSctpRel ay disable
commi t
Element Routing Priority Profile
set profiles callRouting el enmentRoutingPriority TG ERP_2T entry _private 1 entityType trunkG oup
set profiles callRouting elenentRoutingPriority TG ERP_2T entry national Operator 1 entityType trunkG oup
set profiles callRouting el ementRoutingPriority TG ERP_2T entry | ocal Operator 1 entityType trunkG oup
set profiles callRouting elenentRoutingPriority TG ERP_2T entry national Type 1 entityType trunkG oup
set profiles callRouting elenentRoutingPriority TG ERP_2T entry international Type 1 entityType trunkG oup
set profiles callRouting el ementRoutingPriority TG ERP_2T entry international Operator 1 entityType trunkG oup
set profiles callRouting elenentRoutingPriority TG ERP_2T entry | ongDi stanceOperator 1 entityType trunkG oup
set profiles callRouting el ementRoutingPriority TG ERP_2T entry ipVpnService 1 entityType trunkG oup
set profiles callRouting el ementRoutingPriority TG ERP_2T entry test 1 entityType trunkG oup
set profiles callRouting elenentRoutingPriority TG ERP_2T entry transit 1 entityType trunkG oup
set profiles callRouting el ementRoutingPriority TG ERP_2T entry otherCarrierChosen 1 entityType trunkG oup
set profiles callRouting elenentRoutingPriority TG ERP_2T entry carrierCut Through 1 entityType trunkG oup
set profiles callRouting elenentRoutingPriority TG ERP_2T entry userName 1 entityType trunkG oup
set profiles callRouting el ementRoutingPriority TG ERP_2T entry nobile 1 entityType trunkG oup
conmi t
Zone

set addressContext default zone COREl id 4
set addressContext default zone CORE1 dnsG oup DNS
commi t

SIP Signaling Port
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set addressContext default zone CORELl id 4 sipSigPort 1 iplnterfaceG oupName CORE_LIF ipAddressV4 x. x. X. X
port Nunber <port_nunber> transport Protocol sAl | owed sip-tls-tcp

set addressContext default zone COREl id 4 sipSigPort 1 state enabl ed node inService

commi t

Sip Cpc Cause Mapping Profile

The Cause map profiles provide customized tables on the SBC to map cause codes between internal, SIP and Q850 cause codes. The custom
mappings can be selected on a per-route basis on egress trunks, as well as on a per call basis on ingress trunks, through the IP Signaling Profile.

set profiles
set profiles
set profiles
set profiles
conmi t

CrankBack Profile

si gnal i ng
signaling
signal i ng
signal i ng

si pCauseCodeMappi ng
si pCauseCodeMappi ng
si pCauseCodeMappi ng
si pCauseCodeMappi ng

si pToCpcCauseMapProfile CORE_CPC Profil e_2T causeMap 503 cpcCause 47
si pToCpcCauseMapProfil e CORE_CPC Profile_2T baseProfile defaul tSi pCpc
si pToCpcCauseMapProfil e CORE_CPC Profil e_2T | ocBye user

si pToCpcCauseMapProfile CORE_CPC Profile_2T | ocCancel

user

A crankback profile consists of a list of call release codes that the SBC uses to determine whether to reroute (or "crankback") a call if the call does not
connect successfully to the initial destination.

set profiles callRouting crankbackProfile CORE_CRNBK_ 2T | at eCrankback di sabl ed
set profiles callRouting crankbackProfil e CORE_CRNBK_ 2T attenpt RecordGeneration enabl ed
set profiles callRouting crankbackProfil e CORE_CRNBK 2T reason 47 uselLocationVal ue di sabl ed

commi t

Sip Ars Profile

To achieve efficient device failover to the backup/secondary Application Server, the SBC uses the Address Reachability Service (ARS) to determine if
a server is reachable, providing the ability to blocklist a server IP address if it is found to be unreachable, as well as the ability to remove the server
from the blocklisted state. ARS profiles can be created to configure blocklisting and recovery algorithm variants.

set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
set profiles
conmi t

Trunk Group

servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi

ces
ces
ces
ces
ces
ces
ces
ces
ces
ces
ces
ces
ces
ces
ces
ces
ces
ces

si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile
si pArsProfile

CORE_ARS_2T
CORE_ARS_2T
CORE_ARS 2T
CORE_ARS_2T
CORE_ARS 2T
CORE_ARS_2T
CORE_ARS_2T
CORE_ARS 2T
CORE_ARS_2T
CORE_ARS_2T
CORE_ARS 2T
CORE_ARS_2T
CORE_ARS 2T
CORE_ARS_2T
CORE_ARS_2T
CORE_ARS 2T
CORE_ARS_2T
CORE_ARS_2T

bl kLi
bl kLi
bl kLi
bl kLi
bl kLi
bl KLi

stAlgorithnms tineouts, retryafter
st Al gTi neout sType sip-invite

st Al gTi neout sNunfli neouts 1

st Al gTi neout sDuration 5

st Al gNoRet r yAf t er Nunb03 1

st Al gNoRet ryAfterDuration 1

bl kLi st Al gRet ryAf t er Met hods sip-invite
bl kLi st Al gRet r yAft er Type si p-503
recover yAl gFor Ti meout s none
recover yAl gFor NoRetryAfter none

m dDi al ogAr sScreenLevel never
recoveryAl gorithm probe

recover yAl gTi merDuration 2

recover yAl gProbeMet hod si p-options
recover yAl gProbel nterval 10
recover yAl gProbeNunResponses 5
recover yAl gProbeDurati on 60
failureResponseCodes [ all ]
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set

addr essCont ext

CORE_LI F

set
set
set
set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

NANP_ACCESS

set
set
set
set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

nonZer oVi deoBandwi

set

addr essCont ext

nonZer oVi deoBandw

set
set
set

addr essCont ext
addr essCont ext
addr essCont ext

Renmove_ DTG

set

addr essCont ext

I P_to_fqgdn_PAl

set

addr essCont ext

CORE_CPC Profile

set
set
set
set
set
set
set
set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

conmmi t

IP Peer

set
set
set
set
set
set
set
set

addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext
addr essCont ext

commi t

Call Routing

defaul t

def aul t
defaul t
def aul t
def aul t
def aul t
def aul t
def aul t

def aul t
defaul t
def aul t
defaul t
def aul t
def aul t
def aul t

zone

zone
zone
zone
zone
zone
zone
zone

zone
zone
zone
zone
zone
zone
zone

CORE1

CORE1
CORE1
CORE1
CORE1
CORE1
CORE1
CORE1

CORE1
CORE1
CORE1
CORE1
CORE1
CORE1
CORE1

si pTrunkG oup

si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

dt hBasedRout i ngFor Si p enabl e
default zone CORELl sipTrunkG oup
dt hBasedRout i ngFor H323 di sabl e

def aul t
defaul t
def aul t

def aul t

def aul t

def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
defaul t
def aul t
def aul t
def aul t

def aul t
def aul t
def aul t
defaul t
def aul t
def aul t
def aul t
def aul t

zone
zone
zone

zone

zone

zone
zone
zone
zone
zone
zone
zone
zone
zone
zone
zone

zone
zone
zone
zone
zone
zone
zone
zone

CORE1
CORE1
CORE1

CORE1

CORE1

CORE1
CORE1
CORE1
CORE1
CORE1
CORE1
CORE1
CORE1
CORE1
CORE1
CORE1

CORE1
CORE1
CORE1
CORE1
CORE1
CORE1
CORE1
CORE1

si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

si pTrunkG oup
si pTrunkG oup

si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup
si pTrunkG oup

i pPeer
i pPeer
i pPeer
i pPeer
i pPeer
i pPeer
i pPeer
i pPeer

CORE1_PEER
CORE1_PEER
CORE1_PEER
CORE1_PEER
CORE1_PEER
CORE1_PEER
CORE1_PEER
CORE1_PEER

CORE1_STG state enabl ed nedi a nedi al pl nt erf aceG oupNare

CORE1_STG node i nService

CORE1_STG policy carrier 0000

CORE1_STG policy country 91

CORE1_STG policy localizationVariant northAnerica

CORE1_STG policy tgl PVersionPreference both-ipv4-and-ipvé
CORE1_STG policy preferredldentity disable

CORE1_STG pol i cy digitParaneterHandl i ng nunberi ngPl an
CORE1_STG policy call Routing el enentRoutingPriority TG ERP_2T
CORE1_STG pol i cy medi a packet Servi ceProfil e CORE_PSP2
CORE1_STG policy services classOf Service DEFAULT_I P

CORE1_STG policy signaling ipSignalingProfile CORE_|I PSP
CORE1_STG policy signaling signalingProfile DEFAULT_I P_PROFI LE
CORE1_STG policy featureControl Profile DEFAULT_IP

CORE1_STG policy ingress flags

CORE1_STG policy ingress flags

CORE1_STG policy ingress flags hdPreferredRouting disable
CORE1_STG policy ingress flags hdSupportedRouting disable
CORE1_STG signal i ng messageMani pul ation i nput AdapterProfile
CORE1_STG si gnal i ng nessageMani pul ati on out put AdapterProfile
CORE1_STG si gnal i ng causeCodeMappi ng si pCpcCauseMappi ngProfile

CORE1_STG signaling tiners sessionKeepalive 1800

CORE1_STG signaling tinmers sessionM nSE 90

CORE1_STG signaling registration requireRegistrati on none
CORE1_STG signaling transportPreference preferencel tls-tcp
CORE1_STG servi ces dnsSupport Type a-srv-naptr

CORE1_STG services sipArsProfile CORE_ARSL
CORE1_STG nedi a nedi aAddr Type nat chSi gAddr Type
CORE1_STG nedi a sdpAttri butesSel ectiveRel ay enabl ed
CORE1_STG cal | Routing crankBackProfil e CORE_CRNBK
CORE1_STG cal | Routi ng dnsCrankback enabl ed
CORE1_STG i ngressl pPrefix x.x.x.x <PortNunber >

policy description
policy sip fqgdn usO1.sipconnect. bcl d. webex. com
policy sip fgdnPort O

pat hCheck profile cisco_hub_pat hcheck2

pat hCheck host Name usO1l. si pconnect . bcl d. webex. com
pat hCheck hostPort 0

pat hCheck state enabl ed

pat hCheck st at usUpdat eSupport enabl ed

Routing management allows you to manage all the configurations associated with routing calls based on the carriers' business requirements.

Routing Label

Routing label is associated with a route. Each route includes a gateway/trunk group pair. Routing labels provide the link between an entry in the
Standard Route table and the set of routes associated with that Standard Route table entry.

Note

Since for a Single Tenant deployment, Routing Label for ACCESS trunkgroup, PBX trunkgroup and Tenant 1 CORE trunkgroup has been
created so those routing labels can be reused along with a new Routing Label for Tenant 2 COREL1 trunk group, as shown below.
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set
set
set
set
set
set
set
set
set
set
set
set
set
set

gl obal
gl obal
gl obal
gl obal
gl obal
gl obal
gl obal
gl obal
gl obal
gl obal
gl obal
gl obal
gl obal
gl obal

Route

set

<Tenant _1_Domai n> routi

set

<Tenant _1_Domai n> routi

set

<Tenant _2_Domai n> routi

set

<Tenant _2_Domai n> routi

set global callRouting route trunkG oup CORE_STG Cl SCONEB st andard <Nunber_pattern_for_PBX> 1 all

Sonus_NULL routingLabel PBX_RL

set global callRouting route trunkG oup CORE_STG Cl SCONEB st andard <Nunber_pattern_for_PSTN> 1 all

Sonus_NULL routingLabel ACCESS RL

set global callRouting route trunkG oup CORE1_STG Cl SCONEB st andard <Nunber_pattern_for_PBX> 1 all

Sonus_NULL routingLabel PBX_RL

set global callRouting route trunkG oup CORE1_STG Cl SCOAEB st andard <Nunber_pattern_for_PSTN> 1 all

Sonus_NULL routingLabel ACCESS_RL

set global call Routing route trunkG oup ACCESS_STG Cl SCOAEB st andard <Nunber_pattern_for_Tenant _1_Webex> 1 all
ALL none <Tenant _1_Domai n> routi ngLabel CORE_RL

set global callRouting route trunkG oup PBX_STG Cl SCONEB st andard <Nunber_pattern_for_Tenant_1_Wbex> 1 all
ALL none <Tenant _1_Domai n> routi ngLabel CORE_RL

set global callRouting route trunkG oup ACCESS _STG Cl SCOAEB st andard <Nunber_pattern_for_Tenant_2_Webex> 1 all
ALL none <Tenant _2_Domai n> routi ngLabel CORE_RL1

set global callRouting route trunkG oup PBX_STG Cl SCONEB st andard <Nunber_pattern_for_Tenant _2_ Webex> 1 all
ALL none <Tenant _2_Domai n> routi ngLabel CORE_RL1

commi t

gl obal
gl obal
gl obal

gl obal

@ Note

cal | Routi
cal | Routi
cal | Routi
cal | Routi
cal | Routi
cal | Routi
cal | Routi
cal | Routi
cal | Routi
cal | Routi
cal | Routi
cal | Routi
cal | Routi
cal | Routi
cal | Routi

cal |l Routi

cal | Routi

cal | Routi

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

ng

ng

ng

ng

routi
routi
routi
routi
routi
routi
routi
routi
routi
routi
routi
routi
routi
routi

nglLabel
nglLabel
nglLabel
nglLabel
nglLabel
nglLabel
nglLabel
nglLabel
nglLabel
nglLabel
nglLabel
nglLabel
nglLabel
nglLabel

CORE_RL1
CORE_RL1
CORE_RL1
CORE_RL1
CORE_RL1
CORE_RL1
CORE_RL1
CORE_RL1
CORE_RL1
CORE_RL1
CORE_RL1
CORE_RL1
CORE_RL1

over f | owNunber
over f | owNOA none
over fl owNPl none

routePrioritizati onType sequence

action routes
nunRout esPer Cal |
routingLabel Route 1
routi ngLabel Route 1
routingLabel Route 1
routi ngLabel Route 1
routi ngLabel Route 1
routingLabel Route 1
routi ngLabel Route 1

PBX_RL overfl owNunber ""

route none Sonus_NULL Sonus_NULL standard

ngLabel

PBX_RL

route none Sonus_NULL Sonus_NULL standard

ngLabel

ACCESS_RL

route none Sonus_NULL Sonus_NULL standard

nglLabel

PBX_RL

rout eType trunkG oup
trunkG oup CORE1l_STG
i pPeer CORE1_PEER
proportion 0O

cost 1000000
inService inService
testing nornal

<Nunber _pattern_for_PBX> 1 all
<Nunber _pattern_for_PSTN> 1 al |

<Nunber _pattern_for_PBX> 1 all

route none Sonus_NULL Sonus_NULL standard <Nunber_pattern_for_PSTN> 1 all

ngLabel

ACCESS_RL

® For this Interop Testing in the Lab above, two Cisco Control Hub SRV addresses were used. For production, contact Cisco

Support.

® Explicitly mention the fqdn port as 0 so that SBC initiates a DNS SRV query.

Multi Tenant with Single IP and Port

0)

For multi tenant deployment with a single IP/Port, the Single Tenant configuration can be reused with some changes in the following
profiles.

TLS Certificates

SAN-based TLS certificate for Multiple Tenants

Create the certificate for Ribbon SBC with the SAN containing the SBC's FQDN for Tenant 2.
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set systemsecurity pki certificate SBC_CERT3 type |ocal-internal
commi t

Command to generate CSR on SBC
request systemsecurity pki certificate SBC_CERT3 generat eCSR csrSub / C=I N ST=KA/ L=Bangal or e/ O=Sonus
/ CN=<t enant 1_domai n> subj ect Al t er nati veDnsNanme <t enant 2_domai n> keySi ze keySi ze2K

After generating the SAN based CSR for tenant 1 and tenant 2 on Ribbon SBC, provide it to the Certificate
Authority and get the required certificates.

After converting the certificates(SBC Certificate, Root Certificate and Intermediate Certificate) to suitable
formats, upload themto Ri bbon SBC at /opt/sonus/external |ocation.

Add all the required certificates on SBC.

set systemsecurity pki certificate SBC_CERT3 state enabl ed

set systemsecurity pki certificate SBC_CERT3 fil eName <sbc_cert_tenant_3. pen>
set system security pki certificate SBC_CERT3 type | ocal-internal

commi t

TLS Profile

set profiles security tlsProfile TLS PROF_webex3 appAut hTimer 5

set profiles security tlsProfile TLS PROF_webex3 handshakeTi nmer 5

set profiles security tlsProfile TLS_PROF_webex3 sessi onResunpTi mer 3600

set profiles security tlsProfile TLS PROF_webex3 ci pherSuitel rsa-with-aes-128-cbc-sha

set profiles security tlsProfile TLS_PROF_webex3 cipherSuite2 tls_ecdhe_rsa_w th_aes_128_gcm sha256
set profiles security tlsProfile TLS_PROF_webex3 cipherSuite3 tls_rsa_wi th_aes_256_gcm sha384
set profiles security tlsProfile TLS PROF_webex3 al | owedRol es cli ent andserver

set profiles security tlsProfile TLS PROF_webex3 authCient true

set profiles security tlsProfile TLS PROF_webex3 client Cert Name SBC CERT3

set profiles security tlsProfile TLS PROF_webex3 serverCertName SBC CERT3

set profiles security tlsProfile TLS_PRO-F_webex3 acceptabl eCert Val i dati onErrors none

set profiles security tlsProfile TLS PROF_webex3 v1_0 enabl ed

set profiles security tlsProfile TLS_PROF_webex3 v1_1 enabl ed

set profiles security tlsProfile TLS_PROF_webex3 v1_2 enabl ed

set profiles security tlsProfile TLS PROF_webex3 suppressEnptyFragnents di sabl ed

set profiles security tlsProfile TLS PROF_webex3 peer NaneVerify disabl ed

conmi t

IP Signaling Profile

The IP Signaling Profile which is used for Single Tenant can be used here, but only useSipDomainNamelnFromField should be enabled.

set profiles signaling ipSignalingProfile CORE_ | PSP egresslpAttributes domai nNane useSi pDomai nNanel nFronfi el d
enabl e
commi t

SIP Signaling Port

The SIP Signaling Port which is used for Single Tenant can be used here, but attach the TLS profile which is created using a SAN-based certificate.

set addressContext default zone CORE sipSigPort 3 tlsProfileName TLS PROF_webex3
commi t

Digital Parameter Handling Profile

* Digital Parameter Handling Profile is used to change the FROM header for egress sip methods with the Tenant FQDN-based on the Tenant
Prefix number.

DMPM Criteria

® DMPM Criteria must match the Tenant Prefix number.
® Configure the Tenant 1 matchValue with the Tenant 1 prefix number.
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® Similarly for Tenant 2, configure the matchValue with the Tenant 2 prefix number.
® Configure the numberOfDigits parameter with the number of digits of the prefix number.

DMPM Criteria for Tenant 1

set profiles digitParameterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParameterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
ignore

set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli

DMPM Criteria for Tenant 2

set profiles digitParaneterHandli
set profiles digitParameterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParameterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParameterHandli
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set profiles digitParaneterHandli
i gnore

set profiles digitParameterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli
set profiles digitParameterHandli
set profiles digitParaneterHandli
set profiles digitParaneterHandli

DMPM Rule
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dmPnCriteri
dmPnCriteri
dmPnCriteri
dnPnCriteri
dmPnCriteri
dmPnCriteri

® The DMPM criteria should be attached to the Rule.
* DMPM Rule changes the FROM header domain, based on the matched dmpm criteria.

DMPM Rule for Tenant 1 and Tenant 2

VEBEX_TENANT 1
VEBEX_TENANT 1
VEBEX_TENANT 1
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VEBEX_TENANT 1
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VEBEX_TENANT 1
VEBEX_TENANT 1
VEBEX_TENANT 1
VEBEX_TENANT 1

VEBEX_TENANT 2
VEBEX_TENANT 2
VEBEX_TENANT 2
VEBEX_TENANT 2
VEBEX_TENANT 2
VEBEX_TENANT 2
VEBEX_TENANT 2
VEBEX_TENANT 2
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VEBEX_TENANT 2
VEBEX_TENANT 2
VEBEX_TENANT 2
VEBEX_TENANT 2
VEBEX_TENANT 2
VEBEX_TENANT 2

criteriaType digit
di gi t Type cal | edNunber
par anet er PresenceCheck exists

digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri

digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri

a

val ue send

operation ignore

value startDigitPosition O
val ue nunberOfDigits 9

di gi t Match val ue natchVal ue 978614812
di gi t Mat ch operation equal s

nat ur e Address val ue 950

nat ur e Address operation ignore
nunberi ngPl anl ndi cat or val ue data
nunberi ngPl anl ndi cat or operati on

egressFl ag
egressFl ag
di gi t Mt ch
di gi t Mat ch

nunber Length val ue 0

number Lengt h operation ignore
present ati onMat ch val ue none
presentati onMatch operation ignore
screeni ngvat ch val ue none

screeni ngVat ch operation ignore

criteriaType digit
di gi t Type cal | edNunber
par anmet er PresenceCheck exi sts

digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri

digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri
digitCriteri

a

val ue send

operation ignore

val ue startDigitPosition O
val ue nunberOfDigits 9

di gi t Mat ch val ue natchVal ue 978614813
di gi t Match operation equal s

nat ur e Address val ue 950

nat ur eOf Address operation ignore
nunberi ngPl anl ndi cat or val ue data
nunberi ngPl anl ndi cat or operation

egressFl ag
egressFl ag
di gi t Mat ch
di gi t Mat ch

nunber Length val ue 0

nunber Lengt h operati on ignore
presentati onvatch val ue none
present ati onMat ch operation ignore
screeni ngvat ch val ue none

screeni ngvatch operation ignore
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set profiles digitParaneterHandling dmPnRul e VEBEX_MULTI _TENANT subRule O criteria WEBEX_TENANT_1

set profiles digitParaneterHandling dnmPnRul e WEBEX_MULTI _TENANT subRule O rul eType uri

set profiles digitParaneterHandling dmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on uri Type
cal lingUri

set profiles digitParanmeterHandling dnmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on

uri Par anet er Mani pul ati on user Paraneter none

set profiles digitParanmeterHandling dnmPnRul e WEBEX_MULTI _TENANT subRul e O uri Paraneter Mani pul ati on

uri Par anet er Mani pul ati on schenme none

set profiles digitParaneterHandl ing dmPnRul e VEBEX_MULTI _TENANT subRule 0O ur
uri Paranet er Mani pul ati on username none

set profiles digitParaneterHandling dmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on
uri Paramet er Mani pul ati on presentati on none

set profiles digitParanmeterHandling dnmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on
user | nf oMani pul ati on startCharacterPosition O

set profiles digitParanmeterHandling dnmPnRul e WEBEX_MULTI _TENANT subRul e O uri Paraneter Mani pul ati on
user | nf oMani pul ati on nunber O Characters 0

set profiles digitParaneterHandling dmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on
user | nf oMani pul ati on userinfolLength nol nput

set profiles digitParaneterHandling dmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on
user | nf oMani pul ation repl acenent type constant

set profiles digitParanmeterHandling dnmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on
user | nf oMani pul ati on repl acement characterString callingNunber

set profiles digitParanmeterHandling dnmPnRul e WEBEX_MULTI _TENANT subRul e O uri Paraneter Mani pul ati on
user | nf oMani pul ati on repl acement start CharacterPosition O

set profiles digitParaneterHandling dmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on
user | nf oMani pul ati on repl acenent nunber O Characters 0

set profiles digitParanmeterHandling dmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on
user | nf oMani pul ation repl acenent value ""

set profiles digitParaneterHandling dnmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on
host Por t Mani pul ati on port Nurmber noChange

set profiles digitParanmeterHandling dnmPnRul e WEBEX_MULTI _TENANT subRul e O uri Paraneter Mani pul ati on
host Port Mani pul ati on start CharacterPosition O

set profiles digitParaneterHandl ing dmPnRul e VEBEX_MULTI _TENANT subRule 0O ur
host Port Mani pul ati on nunber Of Characters 64

set profiles digitParaneterHandling dmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on
host Port Mani pul ati on repl acenent type constant

set profiles digitParaneterHandling dnmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on
host Port Mani pul ati on repl acement characterString none

set profiles digitParanmeterHandling dnmPnRul e WEBEX_MULTI _TENANT subRul e O uri Paraneter Mani pul ati on
host Port Mani pul ati on repl acement start CharacterPosition O

set profiles digitParaneterHandling dmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on
host Port Mani pul ati on repl acenent nunber O Characters 0

set profiles digitParaneterHandling dmPnRul e VEBEX_MULTI _TENANT subRul e 0 uri Paranet er Mani pul ati on
host Port Mani pul ati on repl acenent val ue A abc.exanpl e.com

conmi t

Par amet er Mani pul ati on

Par amet er Mani pul ati on

DMPM Rule for Tenant 2
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set profiles digitParanmeterHandling dmPrRul e WEBEX_MULTI _TENANT subRule 1 criteria WEBEX_TENANT_2

set profiles digitParaneterHandling dmPnrRul e WEBEX_MULTI _TENANT subRul e rul eType uri

set profiles digitParaneterHandl i ng dmPnRul e VEBEX_MULTI _TENANT subRul e uri Par anet er Mani pul ati on uri Type
cal lingUri

set profiles digitParanmeterHandling dnmPnRul e VEBEX_MULTI _TENANT subRul e 1 uri Paraneter Mani pul ati on

uri Par anet er Mani pul ati on user Paraneter none

set profiles digitParanmeterHandling dnmPnRul e WEBEX_MULTI _TENANT subRul e 1 uri Paraneter Mani pul ati on

uri Par anet er Mani pul ati on schenme none
set profiles digitParaneterHandling dnmPnRul e
uri Paranet er Mani pul ati on username none

WEBEX_MULTI _TENANT subRul e 1 uri Parameter Mani pul ati on

set profiles digitParaneterHandling dmPnRul e VEBEX_MULTI _TENANT subRul e 1 uri Paraneter Mani pul ati on
uri Paramet er Mani pul ati on presentati on none
set profiles digitParanmeterHandling dmPnRul e VEBEX_MULTI _TENANT subRul e 1 uri Paraneter Mani pul ati on

user | nf oMani pul ati on startCharacterPosition O

set profiles digitParanmeterHandling dnmPnRul e WEBEX_MULTI _TENANT
user | nf oMani pul ati on nunber O Characters 0

set profiles digitParameterHandling dnmPrRul e WEBEX_MULTI _TENANT
user | nf oMani pul ati on userinfolLength nol nput

set profiles digitParaneterHandling dmPnRul e VVEBEX_MULTI _TENANT
user | nf oMani pul ation repl acenent type constant

set profiles digitParanmeterHandling dnmPnRul e VEBEX_MULTI _TENANT
user | nf oMani pul ati on repl acement characterString callingNunber
set profiles digitParanmeterHandling dnmPnRul e WEBEX_MULTI _TENANT
user | nf oMani pul ati on repl acement start CharacterPosition O

set profiles digitParameterHandling dnmPrRul e WEBEX_MULTI _TENANT
user | nf oMani pul ati on repl acenent nunber O Characters 0

subRul e 1 uri Paraneter Mani pul ation

subRul e 1 uri Paraneter Mani pul ati on

subRul e 1 uri ParaneterMani pul ati on

subRul e 1 uri Paraneter Mani pul ati on

subRul e 1 uri Paraneter Mani pul ation

subRul e 1 uri Paraneter Mani pul ati on

set profiles digitParaneterHandling dmPnRul e VEBEX_MULTI _TENANT subRul e 1 uri Paraneter Mani pul ati on
user | nf oMani pul ation repl acenent value ""
set profiles digitParanmeterHandling dnmPnRul e VEBEX_MULTI _TENANT subRul e 1 uri Paraneter Mani pul ati on
host Por t Mani pul ati on port Nurmber noChange
set profiles digitParanmeterHandling dnmPnRul e WEBEX_MULTI _TENANT subRul e 1 uri Paraneter Mani pul ati on

host Port Mani pul ati on start CharacterPosition O
set profiles digitParanmeterHandling dnmPrRul e WEBEX_MULTI _TENANT
host Port Mani pul ati on nunber Of Characters 64

subRul e 1 uri Paraneter Mani pul ati on

set profiles digitParaneterHandling dmPnRul e VEBEX_MULTI _TENANT subRul e 1 uri Paraneter Mani pul ati on
host Port Mani pul ati on repl acenent type constant
set profiles digitParaneterHandling dnmPnRul e VEBEX_MULTI _TENANT subRul e 1 uri Paraneter Mani pul ati on

host Por t Mani pul ati on repl acenment
set profiles digitParaneterHandli
host Por t Mani pul ati on repl acenment
set profiles digitParaneterHandli
host Port Mani pul ati on repl acenent nunber O Characters 0

set profiles digitParaneterHandling dmPnRul e VVEBEX_MULTI _TENANT
host Port Mani pul ati on repl acenent val ue B. abc. exanpl e. com

conmi t

characterString none

ng drmPnRul e WEBEX_MULTI _TENANT
start CharacterPosition 0

ng dnPnRul e WEBEX_MULTI _TENANT

subRul e 1 uri Paraneter Mani pul ation

subRul e 1 uri Paraneter Mani pul ati on

subRul e 1 uri ParaneterMani pul ati on

SIP Message Manipulation

SIP Message Manipulation is used for the following purposes:

To get the domain name from the FROM header, which is changed using Digital Parameter Profile and stored in a variable.
To modify the contact header of the request messages with SBC IP to SBC Tenant 1 or Tenant 2 FQDN.

To modify the P-Asserted Identity of the request messages with SBC IP to SBC Tenant 1 or Tenant 2 FQDN.

To modify the contact header of all the messages with SBC IP to SBC Tenant 1 or Tenant 2 FQDN.

To modify the from header of the request messages with SBC IP to SBC Tenant 1 or Tenant 2 FQDN.

Info
For Multi Tenant cases with a single IP and port, attach this SMM to the outputAdapterProfile of the trunk group.

set profiles signaling sipAdaptorProfile HeaderMdifications state enabl ed

set profiles signaling sipAdaptorProfile HeaderMdifications advancedSMM enabl ed

set profiles signaling sipAdaptorProfile HeaderMdifications profil eType nmessageMani pul ation

set profiles signaling sipAdaptorProfile HeaderMdifications rule 1 applyMatchHeader one

set profiles signaling sipAdaptorProfile HeaderMdifications rule 1 criterion 1 type nessage

set profiles signaling sipAdaptorProfile HeaderMdifications rule 1 criterion 1 nessage

set profiles signaling sipAdaptorProfile HeaderMdifications rule 1 criterion 1 nmessage nmessageTypes requestAll
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type header

header

header nane From
header condition exist
header hdrlnstance all

type header

operation store
header I nfo fieldval ue
from

fromtype header
fromval ue From

to
to
to
to

type variabl e
vari abl evVal ue var1l
vari abl eScopeVal ue | ocal

type variable
operation regpredel

to
to
to

type variabl e
vari abl eval ue var1

regexp
regexp string @*>
regexp matchl nstance all
type variable

operation regdel

to
to
to

type variabl e
vari abl eval ue var1

regexp
regexp string "(;user=phone>)|>"
regexp matchl nstance al

type variable

operation append

from

fromtype val ue

from val ue

to
to
to
to

type variabl e
vari abl evVal ue var1l
vari abl eScopeVal ue | ocal

appl yMat chHeader one
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NNNNPREP PP

2

type nessage

nessage

nessage nmessageTypes request Al |
type header

header

header nane Contact

header condition exist

header hdrlnstance all

type header

operation regsub
header I nfo fiel dval ue
from

fromtype variable
from vari abl eval ue var1l

to
to
to

type header
val ue Contact

regexp
regexp string @*:
regexp natchlnstance all
appl yMat chHeader one

NNNMNNPREP PP

2

type message

nessage

nessage nmessageTypes request Al l
type header

header

header name P-Asserted-ldentity
header condition exist

header hdrlnstance all

1 type header
action 1 operation regsub
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set profiles signaling sipAdaptorProfile HeaderMdifications rule 3 action 1 headerlnfo fieldVval ue
set profiles signaling sipAdaptorProfile HeaderModifications rule 3 action 1 from
set profiles signaling sipAdaptorProfile HeaderMdifications rule 3 action 1 fromtype variable
set profiles signaling sipAdaptorProfile HeaderMdifications rule 3 action 1 fromvariabl eVal ue varl
set profiles signaling sipAdaptorProfile HeaderMdifications rule 3 action 1 to
set profiles signaling sipAdaptorProfile HeaderModifications rule 3 action 1 to type header
set profiles signaling sipAdaptorProfile HeaderMdifications rule 3 action 1 to value P-Asserted-ldentity
set profiles signaling sipAdaptorProfile HeaderModifications rule 3 action 1 regexp
set profiles signaling sipAdaptorProfile HeaderMdifications rule 3 action 1 regexp string @*:
set profiles signaling sipAdaptorProfile HeaderMdifications rule 3 action 1 regexp matchlnstance all
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 applyMatchHeader one
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 criterion 1 type nessage
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 criterion 1 nessage
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 criterion 1 nessage nessageTypes request
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 criterion 1 nessage nmethodTypes [ cancel
invite ack ]
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 criterion 2 type header
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 criterion 2 header
set profiles signaling sipAdaptorProfile HeaderModifications rule 4 criterion 2 header nane Contact
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 criterion 2 header condition exist
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 criterion 2 header nunber Ol nstances nunber 1
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 criterion 2 header nunberOfl nstances qualifier
equal
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 action 1 type header
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 action 1 operation regsub
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 action 1 headerlnfo fieldVal ue
set profiles signaling sipAdaptorProfile HeaderModifications rule 4 action 1 from
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 action 1 fromtype variable
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 action 1 fromvariabl eval ue varl
set profiles signaling sipAdaptorProfile HeaderModifications rule 4 action 1 to
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 action 1 to type header
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 action 1 to val ue Contact
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 action 1 regexp
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 action 1 regexp string
<SBC_Interfacel P_towards_C sco>
set profiles signaling sipAdaptorProfile HeaderMdifications rule 4 action 1 regexp natchl nstance one
conmi t
Trunk Group

The same trunk configuration which is used for Single Tenant can be used, along with adding the Digital Parameter Handling Profile.

{D Info

Path Check Profile, Packet Service Profile, Sip Cpc Cause Mapping Profile, CrankBack Profile, Cryto Profile and Sip Ars Profile can reuse
the same trunk configuration that was created for the Single Tenant.

set addressContext default zone CORE sipTrunkG oup CORE_STG policy digitParaneterHandl i ng egressDnPnRul e
WEBEX_MULTI _TENANT
set addressContext default zone CORE sipTrunkG oup CORE_STG signal i ng nessageMani pul ati on out put AdapterProfile
Header Modi fi cati ons

commi t

Call Routing

Routing management allows you to manage all the configurations associated with routing calls based on the carriers' business requirements.

Routing Label

Since we are using same trunk group created for a Single Tenant, the Routing Label is the same as that created for the Single Tenant.

Route

Routing allows you send calls to the correct destination. You can use routing options based on your requirements. Configure the standard and
specific routes (with usernames) to ensure that no matter how the called party is addressed (a number or username), the SBC routes the message to
the Core. Create Route entries for standard Trunk Group routing with Matching Criteria and a Routing Label destination.
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set gl obal callRouting route none Sonus_NULL Sonus_NULL standard <Nunber_pattern_for_PBX> 1 all all ALL none
Sonus_NULL routingLabel PBX_RL

set global callRouting route none Sonus_NULL Sonus_NULL standard <Nunber_pattern_for_PSTN> 1 all all ALL none
Sonus_NULL routingLabel ACCESS_RL

set global callRouting route trunkG oup ACCESS STG Cl SCONEB st andard Sonus_NULL 1 all all ALL none Sonus_NULL
routi ngLabel CORE_RL

set global call Routing route trunkG oup CORE_STG Cl SCONEB st andard <Nunber_pattern_for_PBX> 1 all all ALL none
Sonus_NULL routingLabel PBX_RL

set gl obal callRouting route trunkG oup CORE_STG Cl SCONEB st andard <Nunber_pattern_for_PSTN> 1 all all ALL none
Sonus_NULL routingLabel ACCESS RL

set global callRouting route trunkG oup PBX_STG Cl SCONEB standard Sonus_NULL 1 all all ALL none Sonus_NULL
routi ngLabel CORE_RL

conmi t

Ribbon SBC Core High Availability

@ Info

During this interop, SBC SWe was configured in HA mode with the configuration below for High Availability.

In an HA configuration, the two SBC VMs are connected to each other using the HA ports on the respective VMs. The HA logical ports must be in the
same network and routable using the switch and they must be connected to a switch. Failure of the connection is via link detection and also TIPC
keep-alives.

HA Configuration

The Link Detection Group on SBC allows you to group interfaces and associated Link monitors together and track link verification failures within the
group. A Link Detection Group (LDG) is configured with a unique name and a failover threshold. The LDG tracks the number of link verification
failures that have occurred among the Link monitors configured.

Link Detection Groups for both pktO and pktl interfaces
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set addressContext default |inkDetecti onG oup PKTO_ACT_LDG ceNane Cl SCONEB1

set addressContext default |inkDetectionG oup PKTO_ACT LDG type ip

set addressContext default |inkDetecti onG oup PKTO_ACT_LDG threshold 1

set addressContext default |inkDetecti onG oup PKTO_ACT_LDG state enabl ed

set addressContext default |inkDetectionG oup PKTO_ACT_LDG |inkMonitor PKTO_ACT_LMinterfaceG oup ACCESS LIF
set addressContext default |inkDetecti onG oup PKTO_ACT_LDG |inkMonitor PKTO_ACT_LMinterface |IPIF1

set addressContext default |inkDetectionG oup PKTO_ACT_LDG | i nkMonitor PKTO_ACT_LM destination

<pkt O_def aul t _gat eway>

set addressContext default |inkDetecti onG oup PKTO_ACT_LDG |inkMonitor PKTO_ACT_LM state enabl ed

set addressContext default |inkDetectionG oup PKTO_STB LDG ceNanme Cl SCONEB2

set addressContext default |inkDetecti onG oup PKTO_STB LDG type ip

set addressContext default |inkDetecti onG oup PKTO_STB_LDG threshold 1

set addressContext default |inkDetecti onG oup PKTO_STB_LDG state enabl ed

set addressContext default |inkDetecti onG oup PKTO_STB_LDG |inkMonitor PKTO_STB LM interfaceG oup ACCESS LIF
set addressContext default |inkDetectionG oup PKTO_STB LDG |inkMonitor PKTO_STB LMinterface |PIF1

set addressContext default |inkDetecti onG oup PKTO_STB LDG |inkMonitor PKTO_STB LM destination

<pkt O_def aul t _gat eway>

set addressContext default |inkDetectionG oup PKTO_STB LDG |inkMonitor PKTO_STB LM state enabl ed

set addressContext default |inkDetecti onG oup PKT1_ACT_LDG ceNane Cl SCONEB1

set addressContext default |inkDetectionG oup PKT1_ACT_LDG type ip

set addressContext default |inkDetecti onGoup PKT1_ACT_LDG threshold 1

set addressContext default |inkDetecti onG oup PKT1_ACT_LDG state enabl ed

set addressContext default |inkDetectionG oup PKT1_ACT_LDG |inkMonitor PKT1_ACT_LMinterfaceG oup CORE LIF
set addressContext default |inkDetecti onG oup PKT1_ACT_LDG |inkMonitor PKT1_ACT_LMinterface |IPIF2

set addressContext default |inkDetectionG oup PKT1_ACT_LDG |inkMonitor PKT1_ACT_LM destination

<pkt 1_def aul t _gat eway>

set addressContext default |inkDetecti onG oup PKT1_ACT_LDG |inkMonitor PKT1_ACT_LM state enabl ed

set addressContext default |inkDetectionG oup PKT1_STB_LDG ceNane Cl SCONEB2

set addressContext default |inkDetecti onGroup PKT1_STB LDG type ip

set addressContext default |inkDetecti onG oup PKT1_STB LDG threshold 1

set addressContext default |inkDetectionG oup PKT1_STB LDG state enabl ed

set addressContext default |inkDetecti onG oup PKT1_STB LDG |inkMonitor PKT1_STB LM interfaceG oup CORE_LIF
set addressContext default |inkDetectionGoup PKT1_STB LDG |inkMnitor PKT1_STB LMinterface |IPIF2

set addressContext default |inkDetectionG oup PKT1_STB LDG |inkMonitor PKT1_STB LM destination

<pkt 1_def aul t _gat eway>

set addressContext default |inkDetectionG oup PKT1_STB_LDG |inkMonitor PKT1_STB_LM state enabl ed

conmi t

Cisco Webex Calling Configuration

For configuration on Cisco Webex, visit https://help.webex.com/.

Supplementary Services and Features Coverage

The following checklist lists the set of services/features covered through the configuration defined in this Interop Guide.

Sr. No. Supplementary Services/ Features Coverage
1 Basic Call Setup & Termination /
2 Call Transfer (Attended/ Consultative) J
3 Call Transfer (Unattended/ Blind) /
4 TLS trunk connections /
5 SRV based load balancing J
6 Trunk monitoring /
7 Media / encryption / transcoding / Longevity /
8 LGW High Availability /
9 Multi tenancy /
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https://help.webex.com/en-us/article/n0xb944/Configure-Trunks,-Route-Groups,-and-Dial-Plans-for-Webex-Calling#Cisco_Task.dita_782661d4-8d4a-4ecf-b134-d038a85c4dab

10 Media Optimization /
11 call Park/Retrieve v
12 Video Calls v
13 Fax v
14 calling Line ID /
15 DTMF v
16 Session Audit v
18 call Diversion /
19 Test cases of Resilience /
Legend

Supported /

Not Supported X

Caveats

Note the following items in relation to this Interop - these are either limitations, untested elements or useful information pertaining to the
interoperability.

Hold issue with ICE enabled
® When call hold is initiated from Webex client with ICE enabled, the Re-INVITE for inactive is not sent to PSTN leg.
® There is one way audio observed after off hold.
® This issue doesn't appear when we disable ICE on SBC, hence as a workaround solution ICE has been disabled on SBC until upcoming the
SBC 10.1.x fix release is deployed.
Attended Transfer issue with ICE enabled
® PSTN calls Webex clientl with ICE enabled and after call transfer from Webex clientl to Webex Client2, observed no audio.
® This issue doesn't appear when we disable ICE on SBC, hence as a work around solution ICE has been disabled on SBC until upcoming the
SBC 10.1.x fix release is deployed.
No Ringback Tone with ICE enabled
® When Webex calls PSTN, PSTN responded back with the 18x with SDP followed by Remote Ringback media packets, but SBC is not
relaying those media packets to the Webex as a STUN request is not received from Cisco Webex.
® Cisco Webex does not send a STUN request during the Ringback stage. This issue doesn't appear when we disable ICE on SBC. As a worka
round solution, ICE has been disabled on SBC until a fix release is deployed.

DNS query issue while Switching from Public to Local DNS

® DNS query for OPTION does not happen when the DNS server is changed from a public to a local lab DNS server. This issue is not
observed on a public DNS server.

BYE issue after multiple SBC Failover
® Webex Client calls PSTN followed by multiple SBC failovers, and initiates BYE from Webex client to PSTN. An intermittent issue observed as
SBC did not relay the BYE to PSTN leg.
® This issue is observed only after multiple failovers. During single failovers, this issue is not observed.

Blocklisting Cisco node when INVITE gets 503 failure response

® When PSTN calls Webex client and Cisco node sends 503 response, the INVITE goes to the next available Cisco node but SBC does not
add the failed Cisco node to a blocklist. This issue does not have any impact on calls.

Core Dump observed during failover with vnic down on VMware host server

® During failover cases, vnic on VMware host server was disabled to trigger a failover of SBC. A coredump occurred and Standby SBC did not
activate. This issue is only observed when disabling the vnic.
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® During failovers using CLlIs or physical interfaces this issue is not observed and failover succeeds.

These issues will be addressed by Ribbon in their upcoming releases.

Support

For any support related queries about this guide, please contact your local Ribbon representative, or use the details below:
® Sales and Support: 1-833-742-2661

® Other Queries: 1-877-412-8867
* Website: https://ribboncommunications.com/services/ribbon-support-portal

References

For detailed information about Ribbon products and solutions, visit: https://ribboncommunications.com/products.

Conclusion

This Interoperability Guide describes successful configuration for Ribbon SBC Core interop involving Cisco Webex Calling for customer deployments.

All features and capabilities tested are detailed within this document - any limitations, notes or observations are also recorded in order to provide the
reader with an accurate understanding of what has been covered, and what has not.

Configuration guidance is provided to enable the reader to replicate the same base setup - there may be additional configuration changes required to
suit the exact deployment environment.

© 2021 Ribbon Communications Operating Company, Inc. © 2021 ECI Telecom Ltd. All rights reserved.
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