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Document Overview

This document outlines the configuration best practices for the Ribbon SBC Edge when deployed with Cisco Webex Calling.

About Ribbon SBC Edge

The SBC Edge (SBC 1K, 2K, SWe Edge) provides best-in-class communications security with the convenience of deployment from popular virtual
machine platforms as well as hosting in cloud environment. The SBC Edge dramatically simplifies the deployment of robust communications security
services for SIP Trunking, Direct Routing, and Cloud UC services. SBC Edge operates natively in the Azure and AWS Cloud as well as on virtual
machine platforms including Microsoft Hyper-V, VMware and Linux KVM.

About Cisco Webex

Webex Calling Cloud service (Webex Calling) supports “Bring Your Own PSTN” and Enterprise dialing using what is termed as a Local Gateway that
is located at the edge of the customer’s VVolP network. A local gateway is a SIP Session Border Controller that interworks with Webex Calling cloud
service in specific ways. This Local gateway must operate using specified conditions with Webex Calling and this document suggests to OEM
vendors the requirements to interoperate with Webex Calling Cloud services.

Scope/Non-Goals

This document provides configuration best practices for deploying Ribbon's SBC Edge for Cisco Webex Calling interop. Note that these are
configuration best practices and each customer may have unique needs and networks. Ribbon recommends that customers work with network design
and deployment engineers to establish the network design which best meets their requirements.

It is not the goal of this guide to provide detailed configurations that meet the requirements of every customer. Use this guide as a starting point, build
the SBC configurations in consultation with network design and deployment engineers.

Audience

This is a technical document intended for telecommunications engineers with the purpose of configuring the Ribbon SBC.
To perform this interop, you need to:
® use the graphical user interface (GUI) or command line interface (CLI) of the Ribbon product.

® understand the basic concepts of TCP/UDP/TLS and IP/Routing.
® have SIP/RTP/SRTP to complete the configuration and for troubleshooting.
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Note

@ This configuration guide is offered as a convenience to Ribbon customers. The specifications and information regarding the product in this
guide are subject to change without notice. All statements, information, and recommendations in this guide are believed to be accurate but
are presented without warranty of any kind, express or implied, and are provided “AS IS”. Users must take full responsibility for the
application of the specifications and information in this guide.

Prerequisites

The following aspects are required before proceeding with the interop:

® Ribbon SBC Edge
® Ribbon SBC Edge license
® This interop requires the acquisition and application of SIP sessions, as documented at Working with License.
® Public IP addresses
® TLS certificates for SBC Edge
® For more details, please visit Working with Certificates.
® Cisco Control Hub and Domain
® Cisco Control Hub Premier license for the users.
® For more details, contact Cisco Webex Support.

Product and Device Detalls

The configuration uses the following equipment and software:

Product Appliance/ Application/ Tool Software Version
Ribbon SBC SBC SWe Edge 11.0.2 build 99

SBC 1K/2K 11.0.1 build 634
Cisco Webex Cisco Control Hub Build: 20230607-38bdcbf (mfe)

Cisco Webex Client 43.5.0.26155
Third-party Equipment Cisco Unified Communications Manager 12.5.1.11900-146
Poly VVX 601 5.8.2.4732

Administration and Debugging Tools Wireshark 3.4.9

Network Topology and E2E Flow Diagrams

Deployment Topology

Note
There can be more number of deployment topologies beyond those depicted below.
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Document Workflow

The sections in this document follow the sequence below. Complete each section for the configuration to be successful.

Ribbon SBC Edge
Installation

Y

Install Certificate and
License

Y

Ribbon SBC Edge
Configuration

Y

Cisco Webex
Configuration

Installing Ribbon SBC Edge

To deploy Ribbon SBC Edge instance, refer to Installing SBC Edge.

Ribbon SBC Edge Configuration

Accessing SBC Edge

Open any browser and enter the SBC Edge IP address.
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SBC Edge Portfolio
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the user cans
auditing, inspe
authorized personne
Unautharized or improper use of this system mey result in administrative
ry action and civil and criminal penalties. By continuing to use this
system you indicate your awareness of and consant to thase tarms and conditions
use. CANCEL YOUR LOGIN IMMEDIATELY if you do not agree to the conditions
stated in this waming

User Name | admin

Copyright © 2010-2023 Ribbon C Operaling Company. Inc. All Rights Reserved

License and TLS Certificates

View License

This section describes how to view the status of each license along with a copy of the license keys installed on your SBC. The Feature Licenses pan
el enables you to verify whether a feature is licensed, along with the number of remaining licenses available for a given feature at run-time.

From the Settings tab, navigate to System > Licensing > Current Licenses.
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Expand all | Collapse All | Reload

B @ Call Routing
B [ signaling Groups

P (@ Networking Interfaces

|| Node-Level Settings

¥ [ Licensing

Curre

nses.
"] Install New License

b [ sofware Management

B @ Auth and Directory Services

b @ Protocols

B sip

B @ secuiity

b @ media

B [ Tone Tables

B [ Telephony Mapping Tables

b @ snmPialams

B [ Logging Configuration

B @ Emergency Senices

Historical Usage | Download License File

Settings

Diagnostics

System

February 28, 2023 22:46:46 ) @

License Format Version 3

Feature Licenses
Feature Licensed Available Licenses
SIP Signaling Sessions [ 72 10 10
Enhanced Media Sessions with Transcoding L7 20 20
Enhanced Media Sessions without Transcoding L 7 10 10
SIP Registrations L7 10 10
AMR-WE [ 72 Unlimited Unlimited
SIP Recording [ 72 10 10
Virtual Direct Routing SBA Y Not Licensed Nt Licensed

March 17, 2023 23:59:59

March 17, 2023 23:55:59
March 17, 2023 23:59:59
March 17, 2023 23:59:59
March 17, 2023 23:59:58
March 17, 2023 23:59:59

Mot Applicable

For more details on Licenses, refer to Working with Licenses.

Installing License on SWe Edge

After receiving the license file, follow the below steps to apply license on SWe Edge.

1. From the Settings tab, navigate to System > Licensing > Install New License.

2. Upload the License file by selecting Choose File and click Apply.

Q
¥ [ Call Routing
B [ Signaling Groups

b @ Virtual DR SBA

Expand All | Collapse All | Reload

P [ Networking Interfaces

Install New License

| Mode-Level Settings

w . Licensing

| Current Licenses

| Install New License

¥ [ Soltware Management

License Key

Select File Choose File | Mo file chosen

Reboot strongly recommended followin
Installing a license with reducad features may disrupt current configurations,

updated license installation

) =8

Installing license on SBC 1K/2K

Please ignore this step for SBC SWe Edge.

After receiving the license file, follow the below steps to apply license on SBC 1K/2K.

1. From the Settings tab, navigate to System > Licensing > Install New License.

2. Open the license file to get the license key and paste in the tab as shown in the snapshot.

3. Click Apply.
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Q
Expand All | Collapse All | Reload

b g# Call Routing
¥ @ Signaling Groups
j" Linked Signaling Groups

¥ @ Mode Interfaces
| Mode-Level Settings
L QoE
| DsPs
__| System Timing
__| System Companding Law

|| Current Licenses
|| License Keys
b [ Soltware Management

B Auth and Directory Services

b @ Protacols

bl osp

b cas

3 j’ Security

¥ @ Media

B Tone Table:

3

Install New License

License Key

Paste license key text in the box:

-----BEGIN LICEMSE KEY-----

MIICWQYIKoZIlweNAQeColICSJCCAKYCAQMXCzA B UrDgMCGgUAMIIBzwY)KoZ I hveNAQeBollB
wASCAbztvOdgHEMWISYvbep7flr! StigdKElgGATINIQCGBDswYNSpLsHWIHIymrKoHKZVZIXWYW
OMztnbz33nvwvifee+ +99707nU4n99//P1xmZAFs3s5K2smelYCqyBa/frwfPyL+x7/3H3z8eTxb
1011KjdFtizso93xzkd pyvpxWs2 J58dIHA/Z8 + +Cj3 + PoNOdePy +m+ bLIU2q + bBE%adrPPpg3TerR
36tV 1figIvigriduT ezsIv39/Ti+evpPFak2BWyabPINP/AviWT +a2PqLcdffwsz9p InTiBl b
/30fnM20Xp+9PHIA1/3dbiKTWbn0j3Z 3bBv3QAGh D2 /ROdPXt + noqefPzz64Kxr TqxIWV0+0n/2Q
nr25avf6AfUZEX/+kLpBd 62+ paSPi19/sXG2Yq8/ Ty 5c3j2r/wbXq2e/9 + hYdPfz0qzt6
+nr3Fh3tfilXpB9/2Gx+ U+ePbIFmGTZIFLEO SjalnMivbaND SdztK? 2jL4 7w s 3p2 [TEGuzvT
2c6nWiSw5 + HBgwind/3z3enjul4DfuF1XhdZ + WKImOR19)WHDxT{DRgRDbgrRujo/wEXYTBfAQED
0BSGFB2wLGBM1GuSaAbryLta2U6GiAIBgUrDgMCGgUAMAKGBYGGSMA4BAMELASAROMIMbIS62)
ooNFjEisg1sTDEOPGQIULS/13AUNIO3HFHhYaG+ 031 CIFYq8sh

-----END LICENSE KEY¥-----

Reboot strongly recommended following updated license installation.
Installing a license with reduced features may disrupt current configurations.

Decode

Ap

SBC Certificate

From the Settings tab, navigate to Security > SBC Certificates > Generate SBC Edge Certificates.

Click OK.

o > 0w Dd P

Q

Expand All | Collapse All | Reload

¥ j Call Routing
¥ j‘ Signaling Groups
¥ j‘ Metworking Interfaces
¥ j System
¥ j‘ Auth and Directory Services
F j Protocols
b osie
F \_j Users
F \_j Login Messages

¥ [ SBC Ceriificates
Generate SBC Edge CSR

|| SBC Primary Cerlificate
lh_, SBC Supplementary Cerdificates
[ Trusted CA Cerlificates
b @ TLS Profiles
|| Change Password
[ Ribhan Protect Bad Actors

Provide the Common Name of the SBC that includes Host and Domain.
Set the Key Length to 2048 bits.

Provide the location information.

The CSR will be generated and displayed in the result text box.

Generate Certificate Signing Request

Subject Distinguished Name

Common Name | }rbbnin ]'.Lf:str.:me or FQDN

Subject Alternative Name DNS | ‘commc-se;:r:red FQ

Email Address | ‘

I50 Country Code | India Vl

State/Province
Locality eg: City

Organizational Unit

e.g.: Department

I Key Length | 2048 bits VI

After generating the CSR on Ribbon SBC, provide it to the Certificate Authority. CA would generally provide the following certificates:

® SBC Certificate
® CA's Root Certificate

® Intermediate Certificate
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Settings Diagnostics

System

Expand A1l | Collapse All | Reload

¥ @ cail Routing
b @ signaling Groups

B @ Networking Interfaces
b @ system

S

SBC Certificates Index

February 28, 2023 22:48:38 @

* Generate SBC Edge CSR
® SBC Primary Certificate
* SBC Supplementary Certificates
® Trusted CA Certificates

P @ Auth and Directory Services
¥ @ Protocols
¥ sip

b @ Users

3 Login Messages
¥ .~ SBC Certificates
T ] Generale SBC Edge GSR

L] SBC Supplementary Cerfificates
] Trusted GA Certificates

There are two ways to import SBC Primary Certificate as described below:
To import an X.509 signed certificate:
Select X.509 Signed Certificate from the Import menu at the top of the page.

Choose the import mode (Copy and Paste or File Upload) from the Mode pull-down menu.

. If you choose File Upload, use the Browse button to find the file and click OK.

. If you choose Copy and Paste, open the file in a text editor, paste the contents into the Paste Base64 Certificate text field and click OK.
To import a PKCS12 Certificate and Key:

1. Select PKCS12 Certificate and Key from the Import menu at the top of the page.
2. Enter the password used to export the certificate in the Password field.

3. Browse for the PKCS certificate and key file and click OK.

3 Import K509 Server Certificate - Goagle Chrome o X
A Not secure | htpa//172.16.106.92/cgi/phpLl/corfic.phplcfy=/views/systam/uxSe ificatel... -

€3 Import X509 Server Certificate - Google Carcme - - X
Import X.509 Servar Cartificate February 28, 2023 22:54:2¢ @

A Notsect hi295,//172.16.106.52/cqi/php nfic.phpicfg=jviews/syst

Import X.509 Server Certificate February 28, 202322 54126 ©)

Hode

sSelect File | Chcose File No file chosen

Sxtensions (zem e cer ber 70 *

Paste Base6d Certifizate

& Import PKCS12 Server Certificate - Google Chrome - o X
A Not secure | hitps;//172.16.106.92/cgi/phpUl/config.php?cfg=/views/system/uxServerCertificatelmport

Import PKCS12 Server Certificate February 28, 2023 22:56:21 @

Password ‘

Select File | Choose File | No file chosen Extensions [.pfx or.pi2] *

Trusted CA Certificates

A Trusted CA Certificate is a certificate issued by a Trusted Certificate Authority. Trusted CA Certificates are imported to the SBC Edge to establish
its authenticity on the network.

For TLS to work, a Trusted CA (Certificate Authority) is required. For this interop, GoDaddy is used as Trusted CA.
Add an entry in the Public DNS to resolve Ribbon SBC Edge FQDN to Public IP Address.
Obtain Trusted Root certificate from your certification authority.
In the trust store of the SBC, ensure you have the following certificates as part of the root certificate trust:
¢ Cisco Control HUB Root R1
® GlobalSign Root CA (if required)
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Note
Refer to Root Certificate - Cisco Webex.

From the Settings tab, navigate to Security > SBC Certificates > Trusted CA Certificates.

a SBC Certificates Index February 28, 2023 22:48:38 @
Expand All | Collapse Al | Reload & Generate SBC Edge CSR

B @ call Routing * SBC Primary Certificate

b [ signaling Groups * SBC Supplementary Certificates

P [ Networking Interfaces ® Trusted CA Certificates
b @ system

B (@ Auth and Direclory Services
b @ Protocols

b @ sie

P [ Users

P Login Messages
¥ [ SBC Certificates
["] Generate SBC Edge CSR

[ sBC Primary Cerificate

[ SBG Supplementary Certficates
[ Trusted GA Certificates

This section describes the process of importing Trusted Root CA Certificates using either the File Upload or Copy and Paste method.

1. Toimport a Trusted CA Certificate, click the Import Trusted CA Certificate (ﬂ) Icon.
2. Select File upload or copy paste for the menu listed.

3. If you choose File upload, browse the certificate and Click OK.

@ Import Trusted CA Certificate - Google Chrome - [u] X @ Import Trustad CA Certificate - Google Chrome - o X
A Not secure | hitps;//172.16.106.92/cgi/phpUl/config.php?cfg=/views/system/trustedCAlmport.xml A Not secure | hitpsi//172.16.106.92/cgi/phpUl/config.php?cfg =/views/system/trusted CAlmport.xml.
Import Trusted CA Certificate March 01, 2023 13:23:07 @ | Import Trusted CA Certificate March 01, 2023 13:23:45 ©
Select File | Choose File | No file chosen Extensions [pem, der, cer, ber, p7b] *

Paste Base64 Certificate

Note
When the Verify Status field in the Certificate panel indicates Expired or Expiring Soon, replace the Trusted CA Certificate. You must
delete the old certificate before importing a new certificate successfully.

Networking Interfaces

The SBC Edge supports five system created logical interfaces known as Administrative IP, Ethernet 1 IP, Ethernet 2 IP, Ethernet 3 IP, and Ethernet 4
IP. In addition to the system-created logical interfaces, the Ribbon SBC Edge supports user-created VLAN logical sub-interfaces.

Administrative IP, Ethernet 1 IP and Ethernet 2 IP are used for this interop.
From the Settings tab, navigate to Networking Interfaces > Logical Interfaces.
Administrative IP

The SBC Edge system supports a logical interface called the Admin IP (Administrative IP, also known as the Management IP). A Static IP or DHCP is
used for running Initial Setup of the SBC Edge system.
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[gielelely]

Diagnostics System

Q Logical Interfaces February 28, 2023 23:07:45 O @
Expand Al | Collapse All | Reload
¥ @ Call Routing ] I;".‘:.’."“ TPva Address | 19v6 Address | Description ,;‘"_":':" “Dllplly | Primary Key
b @ signaling Groups » (@) AdminIP [P — | Enabled Counters. 35
2 Loglcal ialerfaces » [GI[] Ethernet11p TS m—| Enabled Counters 36

Admin IP b [CI[) Ethernet21p SELN m— | Enabled Counters 37
Ethemet 1 1P
e b [G1[] Ethernet31p 10.10.10.10 Enabled Counters 38
Ethemet 3 1P » (@[] EthemetsIp 20.20.20.20 Enabled Counters. 39
Ethemet 4IF

Ethernet 1 IP

Ethernet 1 IP is assigned an IP address used for transporting all the VOIP media packets (for example, RTP, SRTP) and all protocol packets (for

example, SIP, RTCP, TLS). In the default software, Ethernet 1 IP is enabled, and an IPv4 address is acquired through a connected DHCP server or
you can assign a static IP as well.

O © Monitor Tasks g Diagnostics System

Q w (][ | Ethernet1IP 1721 Enabled nters 36

Expand All | Collapse All | Reload

Identification/Status
¥ @ Call Routing

b @ Signaing Groups
e Interface Name  Ethernet 11P

I/F Index 7

Admio wos )

Sl

Ethemet 3 1P Admin State

Ethemet 4 1P

B @ System Networking
¥ @ Auth and Directory Services E

b @ Protocols
b @ se MAC Address 1]
b @ security 1P Addressing Mode | IPv4 v
b @ Wedia

b @ Tone Tables
B @ Telephony Mapping Tables IPv4 Information
b @ snMPiAams

¥ @ Logging Configuration IP Assign Method | Static v
b @ Emergency Serices
Primary Address

Primary Netmask

Media Next Hop 1P

Ethernet 2 IP

After initial configuration, you may configure this logical interface using the Settings or Tasks tabs in the WebUI or you can use the IP address
configured during Initial Setup. This interface will face towards Cisco Webex.

o) © Monitor Tasks 3 Diagnostics. System
w (]| Ethernet2IP 115.1 Enabled Counters 37 -
Q
Expand all | Collapse Al | Reload |dentificationiStatus
b @ Call Routing
» @ Signaling Groups Interface Name  Ethernet 2 IP
UF Index 8
Alias
Admin IP
Ethemet 1 1P Description
Ethernet 21P Admin State | Enabled v
Ethemet 3 P
Ethemet 4 IP
Networking
b @ System
b @ Auth and Directory Services
P @ Protocols
T —
b @ s
» @ Security 1P Addressing Mode | 1Pv4 v
b Meda
P Tone Tables IPvd Infor i
Information
¥ (@ Telephony Mapping Tables |
b @ SMMPiAlamms
P @ Logging Configuration 1P Assign Method
b @ Emergency Services Primary Address
Primary Netmask
Media Next Hop IP

Configure Static Routes

Static routes are used to create communication to remote networks. In a production environment, static routes are mainly configured for routing from
a specific network to another network that you can only access through one point or one interface (single path access or default route).

Confidential and Proprietary. Copyright © 2020-2023 Ribbon Communications Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.



Destination IP
Specifies the destination IP address.

Mask
Specifies the network mask of the destination host or subnet. If the 'Destination IP Address' field and 'Mask' field are both 0.0.0.0, the static route is
called the 'default static route'.

Gateway
Specifies the IP address of the next-hop router to use for this static route.

Metric

Specifies the cost of this route and therefore indirectly specifies the preference of the route. Lower values indicate more preferred routes. The typical
value is 1 for most static routes, indicating that static routes are preferred to dynamic routes.

From the Settings tab, navigate to Protocols > IP > Static Routes. Click the + icon to add the entries.

Q Static IP Route Table March 24, 202320:39:31 © @
Expend All | Collapse All | Reload
b @ Call Routing
¥ @ Signaing Groups O 1 0.0.0.0 0.0.0.0 — 1 1
B @ Networking Interfaces =
¥ @ Virtual DR SEA - H=— ass—1 ——1 : ¢
¥ @ system 0 s ss—— 2ss—] ——— 1 5
B @ Auth and Direclory Services
€ 28— 1 — | — 1 5
P @ ons 07 PEL.Y m— | 255 ——— 1 7
0 ——
T ) 8 pEcY mmm— | 2ssC—] 1 8
L1 Routing Table 40 s PEY | 2s5——] — 1 s
€ sotcamp T s ass—— ! *
——1
» @ Access Control Lisls =
» @ nar 11 13— 55— —— 1 11
b @ eve 0 12 L m— | 2ss—1 —— 1 12
P @ Network Monitoring
>l e 13 13— 2ss— ———1] 1 13
# s

SBC Edge Configuration for PSTN side and Enterprise Solutions
Media List - PSTN

From the Settings tab, navigate to Media > Media List. Click the -+ icon at the top of the Media List View page.

. Provide a name for the profile.

. Attach the Media Profiles by clicking Add/Edit.

1
2
3. The SBC by default has G711A and G711U media profiles.
4. Click OK.

riobon Diagnostics System

Q March 27, 2023 13:44:36 T @

Exnpand All | Collapse Al | Reload
¥ @ call Routing
P @ signaiing Groups

¥ @ Networking Interfaces
b [l Virtual DR SBA b [GI[] Webex Media list z

b [GI[] Default Media List 1

b i system v [J[| PSTN Media List 3
b @ Auth and Directory Services
b @ Protocols
b s
b @ Security
[¥ & hedia
|| Media System Configuration
B @ wmedia Profiies
b @ SDES-SRTP Profiles
J Media List
Default Media List
(1) webex media list :
SDES-SRTP Profile | None

Media DSCP |46

Description | PSTN Media List

Media Profiles List

b i Tone Tables

¥ [ Telephony Mapping Tables Dead Call Detection | Disabled v
b @ suMPiAlamms ISMeree Suppression | Disabled v|

b @ Logging Configuration

¥ (@ Emergency Services Enforce SG Codec Priority | Disabled v

SIP Profile - PSTN

SIP Profiles control how SBC Edge communicates with SIP devices. They control important characteristics, such as Session Timers, SIP Header
Customization, SIP Timers, MIME Payloads, and Option Tags.

From the Settings tab, navigate to SIP > SIP Profiles. Click the + icon to create a new SIP Profile.
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rivbon

Q
Expand All | Collapse All | Reload

¥ @ Cal Routing
b @ signaling Groups
¥ @ Networking Interfaces
P @ virtual DR SBA
b @ system
B @ Auth and Directory Services
P @ Protocols
@ Local Registrars.
@ Local/ Pass-thru Auth Tables
P [ SIP Server Tables
[ Trunk Groups
¥ NAT Qualified Prefix Tables
§# Remote Authorization Tables
[ Contact Registrant Table
b @ Message Manipulation
[ Node-Level SIP Seténgs
B ¥ Listen Port
@ SIP Recording
b @ security
P @ Media
b @ Tone Tabies
b  Telephony Mapping Tables
¥ @ SNMPrAlarms
b 3 Looging Contiguration

b @ Emergency Senvices

Provide a name for the profile in the Description field.

Enable Session Timer. This field specifies whether or not to use Session Timer to verify the SIP session.

Set Minimum Acceptable Timer to 600 and Offered Session Timer to 3600.
Click OK.

Settings Diagnostics System

© Monitor

Description [PSTN

Session Timer MIME Payloads
Session Timer | Enable v/ ELIN Identifier [LOC v
Minimum Acceptable Timer 600 - PIDF-LO Passthrough [Enable v
Offered Session Timer | 3600 | Unknown Subtype Passthrough | Disable v
Terminate On Refresh Failure | False |
Header Customization Options Tags
FQON in From Header | Disable ~| 100rel [Not Present v |
FQDN in Contact Header | Disable v path |NotPresent v |
Send Assert Header [ Trusted Only v Timer [Supported v |
SBC Edge Diagnostics Header | Enable ~| Update [Supported |
Trusted Interface | Disable ~|
Calling Info Source | RFC Standard v
Diversion Header Selection Last v
Record Route Header | RFC 3261 Standard v
Timers SDP Customization
5 s (50 Send Number of Audio
Transport Timeout Timer | 5000 | msisi st [Faise v
Maximum Retransmissions | RFC Standard | Connection Info in Media 3= |
| Section |l °
Redundancy Retry Timer | 180000 ms
Origin Field Username | $BC
RFC Timers oinCall
Session Name L
Timer T1
igit Transmission Preference | RFC 2833/Voice v
Timer T2 Digit Transmission Preference 33/Voice
SDP Handling Preference | Legacy Audio/Fax V.
Timer T4 s
Timer D
Timer B
Timer F
Timer H
Timer J

SIP Server Table - PSTN

SIP Server Tables contain information about the SIP devices connected to the SBC Edge. The entries in the tables provide information about the IP

Addresses, ports and protocols used to communicate with each server.

From the Settings tab, navigate to SIP > SIP Server Tables. Click the + icon to create a new SIP Server Table.

1. Provide a name for the SIP Server.

2. From the Type drop-down menu, choose SIP Server.

3. Click OK.

Expand Al | Collapse All | Reload

F [ Call Routing

P [ signaling Groups

¥ [ Networking Interfaces

b @ Virtual DR SBA

b @ system

P [ Auth and Directory Services
P [ Protocols

-

@ Local Regisfrars
@ Local / Pass-thru Auth Tables

[ SIP Profiles
b [ SIP Server Tables|

¥ Trunk Groups

SIP Server Tables

||  Description

O Monitor Settings Diagnostics System

Total 5 SIP Server Table Rows

b [ [] Default SIP Server 1

w [J[| PSTN

Description |PST!\ I

Type

SIP Server Table Entry

1. Click on the SIP Server Table created in the previous step.
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2. From the Create SIP Server drop-down menu, select IP/FQDN.
3. Provide IP Address and Port Number of the PSTN endpoint
4. Enable SIP OPTIONS by selecting SIP OPTIONS under transport section and click OK

O O Monitor Tasks e g Diagnostics System
PSTN Mar|
Q
Expand Al | Collapse all | Reload Create SIP Server ¥ ata
b @ Call Routing IP/FQDN Server Loakup Port Protocol BT —
¥ [ Signaling Groups R, 1P/FQDN 5060 TcP Counters 1
B @ Networking Interfaces
¥ [ Virtual DR SBA e— =
b @ System rver Host ransport
¥ @ Auth and Direclory Services
» i Protocets Server Lookup  IP/FQDN 5P Ootions -
Priority Keep Alive Freauency [0 secs (0.3
A mostroonre o Recove Frquency (5] ms530
[ Local / Pass-thru Auth Tables .
j 5060 * [1.65535]
¥ @ SIP Profiles E Part ‘@ S5 Local Username ‘»‘-\"unymcus "L of SBC Edge
¥ [ SIP Server Tables) C v
1ce Poer Usememe [Amornymous -
Default SIP Server
Nl WEBEX Remote Authorization and Contacts Connection Reuse
@ Trunk Groups
¥ NAT Qualified Prefix Tables Remote Authorization Table | None v+ Reuse |T".;E A
[ Remote Authorization Tables
. Contact Registrant Table | None v| & Sockets |4 ~
(¥ Contact Registrant Table
[ 3 ‘ Message Manipulation Session URI Validation |waera\ v Reuse Timeout |Forever v
[ Node-Level SIP Settings
B @ Listen Port

) SIP Recording

b @ security ﬁ

Call Routing Table - PSTN

Call Routing allows calls to be carried between Signaling Groups and Call Routing Tables are one of the central connection points of the system,
linking Transformation Tables, Message Translations, Cause Code Reroute Tables, Media Lists, and the three types of Signaling Groups (ISDN, SIP,
and CAS).

From the Settings tab, navigate to Call Routing > Call Routing Table. Click the + icon to create a Call Routing Table.

1. Provide a name for the Routing Table and Click OK.

Q
Expand All | Collapse All | Reload i Total 4 Call Routing Table Rows

F [ Transformation
@ Time of Day Table

[¥ 5 cail Routing Table | v (]| | PSTN_TO_WEBEX
¥ [ Call Actions

| (| Default Route Table

¥ @ signaing Groups
¥ [ Networking Interfaces
¥ @ vinual DR SBA

Description |PSTN_TO_WEBEX

SIP Signaling Group - PSTN

Signaling groups allow telephony channels to be grouped together for the purposes of routing and shared configuration. They are the entity to which
calls are routed, as well as the location from which Call Routing Tables are selected.

From the Settings tab, navigate to Signaling Groups. Click Add SIP SG.

. Attach the Call Routing Table CallRoutingTable-PSTN.
. Attach the SIP Profile SIPProfile-PSTN.

. Attach the SIP Server Table SIPServerTable-PSTN.

. Attach the Media List ID MediaList-PSTN.

a A W N

. Configure Protocol and Listen Ports in the “Listen Ports" panel.
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6. Associate the appropriate IP address in the "Signaling/Media Source IP" field. This address is used as the source IP for all SIP messages
leaving the SBC Edge.
a. This specifies the Logical IP address at which SIP messages are received.
7. Federated IP addresses and FQDNSs specified in a SIP Signaling Group are only allowed and configure the PSTN's address. The IP/FQDN
specify which IP/FQDN can access the Signaling Group.

Description  PSTN_SG

Admin State  Enabled
Service Status  Up

Action Set Table  None

Call Routing Table PSTM TO WEBEX

ose -
Ne. of Channels 30 Supported Audic | Provy -
SIP Profila  PSTN Modes  |Direct
SIP Mode  Basic Call Ereny with Local SATP -
Agent Type  Back-to-Back User Agent Supparted | Prooy -
- Video/Application | Direct =
SIP Server Table Mod >
Load Balancing  Round Robin —_—
; -
Notiy Lync CAC Profle  Dissble [itecia U 1D —PoTo wacia i

Proxy Local SRTP
Crypto Profile 1D Mome

Play Ringback  Auto on 180
Tone Table Default Tone Table
Play Congestion
Tane
Eary 183
Allzw Refresh
SDP

Challenge Request  Disable
Outbound Proscy IR/FQDN
Qutbound Proxy Port 5060
Call Setup Response Timer 255
Call Proceeding Timer 180
Use Register s Keep Alive  Enable
Forked Call Answered Too Soon Disable

RTCE
Multiplexing
Media Codec

Latch

SIP To Q.850 Override Table Default (RFC4497)
Q.850 To SIP Override Table 503
Pass-thru Peer SIP Response Code  Enable

Teams Local Media .
Optimization .

Disable
Enable
Enable
Music on Hold  Disabled
SIP Recording Status  Disabled e
Enable

Signaling/Media Source IF “E“n""l"!_t.llln.;,;n

S-ignaling DSCR 40
MAT Traversal
ICE Support  Disabled
Static NAT - Qutbound
Outbound NAT Traversal Mone
Static NAT - Inbound
Detection Dusabled

stal 1 SIP Federated IP Row

Message Manipulation Disabled
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Note
'Proxy with local SRTP' is supported only in SBC SWe Edge, 'Proxy with Local SRTP' is used to switch the media stream between
endpoints using SRTP media encryption on a call leg basis.

SIP Server Table - PBX
From the Settings tab, navigate to SIP > SIP Server Tables. Click the + icon to create a new SIP Server Table.

1. Provide a name for the SIP Server.

2. From the Type drop-down menu, choose SIP Server.
3. Click OK.

Total 4 STP Server Table Rows

¥ @ call Routing
¥ @ signaling Groups
¥ [ Networking Interfaces
¥ @ virtual DR SBA
b @ system
¥ @ Auth and Directory Services
¥ @ Protocols
v o SiP]
M Local Registrars
@ Local / Pass-thru Auth Tables
b @ SIP Profies

@ NAT Qualified Prefix Tables

@ Remote Authorization Tables
‘ LConiart D Takls

» ([ Default SIP Server
» (@) pPSTN

Description IC UcMm

Type |SIP Server

SIP Server Table Entry

1. From the Create SIP Server drop-down menu, select IP/FQDN.
2. Provide IP Address and Port Number of the PBX endpoint.

Create SIP Server ¥ | Total 1 SIP Server Row

¥ @ Call Routing
¥ [ signaling Grougs
B [ Networking Interfaces

IP/FQDN TcP

¥ @ vitual DR SBA
> # Sym (=T =
b [ Auth and Directory Services
¥ @ Frolacols Server Lockup  IP/TODN Menitor  |SIP Options v
v & sie] Priority Keep Alive Frequency (30 |*secs (30.300)
e Y e—
ﬁ [ P Recover Frequency D secs [5.300)
F [ SIP Profies Post ' fres8y Local Username ' Local Username of SBC Eage
Protocal .
T Detutsi . Peer Username | Ancnymous Peer Usemame of sip server

CipsTi
- | ectmmmmscomes | Commese
| cucm]

o Trunk Groups Remote Authorization Table + Reuse

@ NAT Qualified Prefix Tables Contact Registrant Table [N | + Socket:

i Remote Authorization Tables crlact Repiiam e =2 oo

@ Contact Registrant Table Session URI Validation Reuse Timeout

¥ @ Message Manipulation
[Z] Node-Level SIP Settings.
b @ Listen Port
@ siP Recoraing

Call Routing Table - PBX

Create a Call Routing Table to route the call from PBX to Webex.
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@ Time of Day Table
@ Call Actions

b @ signaing Groups

B @ Hetworking Interfaces

b i vitual OR SBA

b @ system

b (@ Auth and Directory Services

¥ @ Protocols

b s

Total 4 Call Routing Table Rows

b [GI[) Default Route Table
b [GI[) PSTN_TO_WEBEX

Description  [[CUCM_TO_ WEBEX

SIP Signaling Group - PBX

SIP Profile and Media List which created for PSTN can be attached in the PBX Signaling group as well.

1. Attach the SIP Server Table SIPServerTable-PBX.

2. Attach the Call Routing Table CallRoutingTable-PBX.
3. Federated IP/FQDN should be configured with PBX's address.
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Description  CUCM
Admin State  Enabled
Service Status  Up

Action Set Table None
Jcall Routing Table  Cucm 10 wesex]

osR
Mo, of Channels 30 Su Audio  |Proxy B =
ez i
SIP Mode  Basic Call Proxy with Local SETP o
Agent Type Back-to-Back User Agent Supported | Proxy .
Video/ ication | Direct
Appl .
Load Balancing  Round Robin
Netify Lyne CAC Profile  Disable |Media List ID__PSTN Media List |

Proscy Lacal SRTP
Crypio Profile 1o Nome

Play Ringback  Auto on 180
Tone Table  Default Tone Table

Play Congestion
Tane

Challenge Request  Disable
Outbound Proxy IR/FQDN
Qutbound Proxy Port 5060
Call Setup Response Timer 255
Call Proceeding Timer 180
Use Register 25 Keep Alive  Enable
Forked Call Answered Too Soon  Disable

Early 183
Allows Refresh
sop

RTCP
Multiplexing
Media Codec
Latch

SIP To Q.850 Override Table  Default (RFC449T)
Q.850 To SIP Override Table Default (RFCA497)
Pass-thru Peer SIP Response Code  Enable

Disable
Disable
Enable
Music on Hold  Disabled
S1P Recording Status  Disabled L=
Enable

I Signaling/Madia Source 1P mhﬁl
Signaling DSCP 40
NAT Traversal
ICE Support  Disabled
Static NAT - Outbound
Outbound NAT Traversal None
Static NAT - Inbound
Detection  Disabled

Totsl 1 STP Federastad IP Row

Listen Port

[Message Manipulation Disabied]

Note
'Proxy with local SRTP' is supported only in SBC SWe Edge, Proxy with Local SRTP is used to switch the media stream between
endpoints using SRTP media encryption on a call leg basis.

SBC Edge Configuration for Cisco Webex Calling side
Node-Level Settings

From the Settings tab, navigate to System > Node-Level Settings.
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From the Use Primary DNS drop-down menu, select Yes.

Provide the Primary DNS IP address and select the Ethernet pointing towards the Cisco Webex.

1
2
3. Configure the Host name and Domain name based on the name of the tenantl's FQDN.
4

Provide the desire NTP (Network Time Protocol) server, used for clock synchronization.

For SBC SWe Edge, refer to the snapshot below.

ribbon

Q
Expand All | Collapse All | Reload
¥ @ call Routing

¥ @ signaling Groups

P @ Networking Interfaces

b @ virtual DR SBA

Level Settings
¥ @ Licensing

¥ @ Sofware Management
P @l Auth and Directory Senices
¥ @ Protacols

bl ose

b @ Security

b il Meia

¥ @l Tone Tabies

¥ gl Teleghony Mapping Tables
b @ snMPrAams

¥ @l Logging Configuration

¥ g Emergency Sevices

Set Date/Time | Backup Config | Restore Config | Clear DNS Cache

NTP Server [172. |

NTP Server Authentication

Network Time Protacol

Use NTP  [Yes v

* 1P 5 Address or FQDN

NTP Server

Host Information Domain Name Service
Host Name Use Primary DNS | Yes ~
Domain Name [robnin ] primary Server 1?8888 |deexworioee

System Inf Primary Source | Ethemet 2 IP (115. 2

System Description | ] Use Secondary DNS [ No -
Systam Location | |
System Contact | |

Time Management Ribbon Application Management Platform (RAMP)
Time Zone [(GMT+5:30) India, Sri Lanka v Cannect to RAMP | No v

Use NTP Server 2 | No v
Country Level Information
Country Code | United States ~]

For SBC 1K/2K, refer to the snapshot below.

a Mode-Level Settings
Sadal al Srt Date,/Time | Nackup Canfig | Restore Gonfig | Glear DNS Gache

¥ @ can Routng
b @ Zignaing Groeps

B Linked Sigraling Groups
¥ @ Hode leturtaces

[NET
I oses

[ 2ystem Timing
i Comphngkng Lind
b @ Lceraing

b @ software Management
b Auth and Diwctory Sevices
¥ @ Protocols
L -
b g cas
b @ security
b vesa
¥ @ Tene Tables
b [ Telephony Mapping Tables
b s
b @ Logging Confguration
¥ @ Ermangency Serices
@ Hotncation Manager

Host Mame

Deenae Mafe

System Descripticn
System Location

System Contact

Host Information

E—1

b

-System Tnfarmation -

Domain Name Service

Use Primary DHS | ¥as |
Primary Server IP | 8222 N OF Y
Primary Seurce | Ethernet 2 IP 115 |
Use Secondary DNS | Mo i
Enable DNS Service | Mo w

Locator LED

Alarm LED  Blinking Bed
Ready LED  Green

On Green e

Time Management Ribbon Application Management Platorm [RAMP)
Time Zone | (GMT=5:30) lndia, 5ni Larka i Connect to RAMP | No il
Network Time Protocel
Use NTE | ¥as w
I NTP Server 172,
NTP Server fusthentication | Disabled -
NTP Server 2
Use NTP Server 2 | Mo w
System LEDs DHCP Server
Fower LED  Green Enable DHCE Server | Na »

Country Level Infermation

Country Code | None

v

TLS Profile

The TLS profile defines the crypto parameters for the SIP protocol.

TLS Profiles are used by SIP Signaling Groups when the TLS transport type is selected for incoming and outgoing SIP trunks (Listen Ports), and in SI

P Server Tables when TLS is selected as the Server Host protocol.
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From the Settings tab, navigate to Security > TLS Profiles. Click the + icon to create a new TLS profile.

1
2
3
4
5

. From the TLS Protocol drop-down menu, select TLS 1.0-1.2.

. Attach the certificate which is uploaded in the SBC Certificate.

. Add the cipher suites that are supported on Cisco Webex.

. Enable the Validate Server and Client FQDN fields to validate the CN and SAN name in the certificate send by Server and Client.
. Click OK.

Total 2 TLS Profile Rows

b @ Call Routing
b @ Signaiing Groups

b @ Natwerking Intertaces

¥ @ Virual DR 5BA

b @ System

¥ @ Auth and Directory Services
b @ Frotecels

¥

b Users

b @ Login Messages

() (@0 Default TLS Profie
v@Ej Webex_TLS

Common

TLS Protocol

Mutual Authentication
Handshake Inactivity Timeout secs [1.30]

b [ SEC Certficates
- 7
Client b

Dafpult TLS Profile

= Change Passwerd
|| Ribbon Protect Bad Acters

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384  ~
TLS_ECDHE_RSA_WITH_AES_126_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA3E4 o
v @ edia TLS_ECDHE_RSA_WITH_AZS_126_CBC_SHAZS6 =
Down
¥ § Tone Taties Client Cigher List | 1-S-ECDHE.RSAWITH_3DES EDE CEC 514 ;
b  Taiephony Mapping Tables TLS_RSA_WITH_AES_256_CBC_SHAZS6 Addl/Edic
TLS_RSA_WITH_AES_ 125 CBC_SHA256
b @ snvPiAanms RSA_WITH_AES_125_CBC_ pree—

13 ﬁ Logging Configuration
b @ Emergency Services

E—

Validate Client FQDN | Enabled v

& Note

The SBC doesn't support tracking active/closed TLS connections.

DNS Host

To Validate the Client FQDN, add the FQDN entries and corresponding IPs that are resolved from the Cisco Webex SRV under the Host section on
the SBC.

DNS host on SBC SWe Edge:

Total 4 Host Entry Rows

¥ @ call Routing

[ ﬁ Signaling Groups . . ST —— 1o
4 ﬁ Networking Interfaces
b @ Virtual DR SBA .webex.com 130,

b [ system : B *“.webex.com 139,

B [ Auth and Directory Services - —
* [ Protocols . “webex.com 139,
¥ [ DNS

| L Hosts |

DNS host on SBC 1K/2K:
Please ignore this step for SBC SWe Edge. In SBC 1K/2K, the Dynamic Refresh should be configured as No.

b system Total 4 Host Entry Rows
b g Auth and Directory Senvices
v o Protacols|

|| Spiit DNS
[7'] DNS Tabla

PP
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SDES-SRTP Profile - Webex

SDES-SRTP Profiles define a cryptographic context that is used in SRTP negotiation. SDES-SRTP Profiles are required for enabling media
encryption and are applied to Media Lists.

From the Settings tab, navigate to Media > SDES-SRTP Profiles. Click the + icon to create a new SDES-SRTP profile.

1. Provide a name for the profile in the Description field.

2. Attach the Crypto suite "AES_CM_128_HMAC_SHAI_80", a crypto suite algorithm which uses the 128 bit AES-CM encryption key and a 80
bit HMAC_SHA1 message authentication tag length.

3. Operation Option should be Required.

4. Set the Key Identifier Length to 0 to disable the MKI in SDP.

5. Click OK.

For SBC SWe Edge, refer to the snapshot below.

Q SDES-SRTP Profiles

Ex 4 All | Colla All | Reload = Total 1 SDES-SRTP Profile Row

[ ] Dmnphnn

P [ Call Routing Crypto Suite
P [ signaling Groups

B [ Metworking Interfaces

¥ [ Virtual DR SBA

¥ [ System

[ 3 ¥ Auth and Directory Services
b ¥ Protocols Description |\-‘\|'e::nex_Crypto

v [J[ | Webex_Crypto AES_CM_128_HMAC_SHA1_80

SRTP Config

[ B
¥ [ Security
AES_CM_128 HMAC_SHA1_80 I
|| Media System Configuration a
¥ [0 Media Profiles
|| webex_Crypto
F [ Media List
b [ Tone Tables Key Identifier Length | 0 v
P [ Telephony Mapping Tables
P [ SNMP/Alarms
P [ Logging Configuration

P [ Emergency Services ﬁ

For SBC 1K/2K, refer to the snapshot below.

Operation Option | Required v|

Crypto Suite

Key

# @ Call Routing L |.Desu'|'pﬁon Crypto Suite
¥ [ signaling Groups w [/ | Webex Crypto AES_CM_128_HMAC_SHA1_80
@ Linked Signaling Groups
P ¥ Node Interfaces
# ¥ System SRTP Config
¥ @ Auth and Directory Services
» @ Protocols Description | Webex Crypto
b @ sip Operation Option | Required v|
b cas . Crypto Suite | AES_ CM_128 HMAC_SHA1_80 v
P @ Security E
Media Master Key
| Media System Configuration Master Key Lifetime Set e
¥ ¥ Mmedia Profiles .
Lifetime Value | 2" v
[¥ 2 SDES-SRTP Profites|
Webex Crypto Derivation Rate | 0 v
¥ DTLS-SRTP Profiles Key Identifier Length |0 v
P ¥ Media List
¥ ¥ Tone Tables
¥ ¥ Telephony Mapping Tables
P @ SNMP/Aarms ﬁ
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Media Profiles - Webex

Media Profiles allow you to specify the individual voice and fax compression codecs and their associated settings, for inclusion in a Media List.

From the Settings tab, navigate to Media > Media Profiles. From the Create Media Profile drop-down, select VVoice Codec Profile.

Diagnostics

a Media Profiles March 01, 2023 11:33:30 & @

o

Fax Codec Profile Default G711A 1

Expand All | Collapse All | Reload

¥ @ Cal Routing
¥ @ Signaling Groups

Description

P @ Networking Interfaces
b @ system b Q) G711 p-law Default G711u

# @ Auth and Directory Services » @
¥ @ Prolocols
v @ sip ]
b secur

| Media System Gonfiguration

L Detaull A

6.722 W8 6.722 3

Opus oPUS 4

[ pefautt 67110
Eler2
I opus

For G.711U-Law and G.711A-Law, the SBC Edge has default profiles.
For G722:
1. Provide the profile's description.

2. Select G.722 from the Codec drop-down menu.

3. Click OK.

v [ | G.722 WB G.722

Voice Codec Configuration

Description | G.722

Codec |G.T722 W

Rate 64000 &%

Pavload Size 20m:

Media List - Webex

Media Profiles specify the individual voice and fax compression codecs and their associated settings for inclusion into a Media List. Different codecs
provide varying levels of compression, allowing the reduction of bandwidth requirements.

® Select Settings > Media > Media List.
® Create a media list with desired descriptions "Webex Media List", add the media profile List, and attach the SDES-SRTP Profile "Webex_Cr
ypto".
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Total 3 Media List Rows

b @ Call Routing
b [ Signaiing Groups b (C1[] Default Media List 1
¥ @ Metworking Interfaces —
B ﬁVmalDRSBA v @D Webex Media list 2
b @ System
b @ Auth ang Directory Services
b ﬁ Protocols Description “Nebex Media list I
> b <o ) G711A -
b securty G711u up
[¥ & Media) G722 —
|| Media System Configuration g Media Profiles List -
Add/Edit]
¥ [ Media Profiles
b i SDES-SRTP Profiles | Eemore)
¥ o Media List |
__| Defaull Media List | spes-sere profile | Webex Crypto | associsted 51 SG Listen Ports shouta be TS onty.
.
- — Media DSCP (46 |- 631
[Z] PSTH Media List
Dead Call Detection | Disabled VJ
b @ Tone Tables
P ﬁ Telephony Mapping Tables ISilence Suppression | Disabled v |
b @ sNMPiAlarms Enforce SG Codec Priority | Disabled v
b @ Logging Configuration

Message Manipulation
a) IP to FQDN Conversion in P-Asserted-ldentity

The Message Manipulation is used convert IP to tenantl's FQDN in the P-Asserted-Identity.
Condition Rule Table
Condition Rule Tables are used to apply the Message Manipulation only if the provided conditions are matched.

Here, the Condition Rule Table is used to match Tenantl Cisco Webex's number.

From the Settings tab, navigate to SIP > Message Manipulation > Condition Rule Table. Click the + icon to create a new Condition Rule Table.

Provide a name for the Rule table.

From the Match Type drop-down menu, select to.uri.userinfo.user.
Under Operation, select Regex.

Under Match Regex, enter Tenantl's number.

Click OK.

a0 bd PR

o Sysien
b @ Auth and Directory Services
¥ @ Protocols
# Local Registrars
@ Local / Pass-thru Auth Tables
¥ @ SIP Profies
b @ SIP Server Tables
@ Trunk Groups Description | Tenant1 Num
[# NAT Qualified Prefic Tables
@ Remote Authorization Tables
@ Contact Registrant Table

I' a Message Man'ul.ldiml

F [ Message Rule Tablkes

* _ Condition Rule Table E| to.uri.userinfo.user
|:| Tenanll Num Regex
=] 408 to 503

18919122452

|| Node-Level SIP Settings
B @ Listen Port
@ sIP Recording
b Security
b i Media
B @ Tone Tables
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Message Rule Table
From the Settings tab, navigate to SIP > Message Manipulation > Message Rule Table. Click the + icon to create a Message Rule Table.

1. Provide a description for the Rule Table.

2. Apply the message rule to All Messages, since the P-Asserted-ldentity has to be changed on all the messages.

3. Click OK.

| Test Selected Tables Total 2 SIP Message Manipulation Table Rows

b @ Call Routing
13 ﬁ Signaling Groups

b @ Networking Interfaces
b gl virusi DR SBA

w (| PALIPtoFQDN

¥ ﬁ System
P [ Auth and Directory Services
- Description | PAIIP to FOON
b il Protocols
v @ SIP| | Applicable Messages | All Messages ~|
¥ Local Registrars Table Result Type  |Mandatery v]

@ Local ! Pass-thru Auth Tables
b SIF Profiles
¥ [ SIF Server Tables
ﬁ Trunk Groups “
@ NAT Qualified Prefic Tables
[ Remote Authorization Tables

I b D[] 408tes03 Mandatory

age Manip
| ¥ Messape Rule Tables|
¥ @ Condiiion Rule Table

Message Rule Table Entry

Header Rule:

[N

. Select Message Rule Tables > PAI IP to FQDN.

N

. From the Create Rule drop-down menu, select Header Rule.

w

. Under Condition Expression> Add/Edit and select Message Rule Condition > Match all Condition and from the drop-down menu, select the
condition rule as Tenantl Num.

. Select Header Action as Modify and Header Name as P-Preferrred-ldentity.

. Under Header Value > URI Host, select Modify.

. Click on Add/Edit. Under the Edit Message Field, set Type of Value as Literal and Value as Tenantl's FQDN.

N o o A

. Click OK and Apply.
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b @ Call Routing
b Signaling Groups

L4 ﬂ Networking Interfaces

b @ Virtual DR SBA

13 ﬂ System

b Autn and Directory Services

¥ @ Protocals
(¥ Local Registrars

# Local Pass-thru Auth Tasies
» @ SIP Profies
b @ SIP Server Tabies
i Trunk Groups
i MAT Quaiified Prefic Tables
# Remote Authorization Tables

| 408 t0 503

¥ of Condition Rule Table
|| Mode-Level SIP Settings

b i Listen Port

i SIP Recording

¥ i securty

bl Media

¥ i Tone Tables

¥ § Teizshony Mapping Tables
R s

Request Line Rule

{eader Rule

Status Line Rule

Raw Message Rule

FQDN

-

Admin State |Enabled v
Result Type |Mandatory hd ‘
Header Action | Modify v

Header Name

Header Ordinal Number |1st v
e ——)

w Header Value

Condition Expression | Ada/Eait)|| 577

B-Asserted-ldentity

Display Name |Igrore hd
URI

R scheme

¥ URI User Info

Type of Valus

Walue

Literal

O

URI Host | Modify

v|[2carEsit] [

URI Port | Ignore v

O
]

URI Parameters

- Table is empty —

o Yo

b) 408 Request Time-Out to 503 Service Unavailable

@ Note

® The SBC doesn't generate an alarm and the inactive node is not removed from call routing when a 408 response is received from

the Webex node for SIP OPTIONS.

® |tis recommended to use the SMM given below to convert 408 Request Time-out to 503 Service Unavailable.

Condition Rule Table

The Condition Rule Table is here to match the 408 response that is coming only for SIP OPTIONS.

From the Settings tab, navigate to SIP > Message Manipulation > Condition Rule Table. Click the + icon to create a new Condition Rule Table.

N

Click OK.

Provide a name to Rule table.

Under Operation, select Regex.
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From the Match Type drop-down menu, select CSeq.

Under Match Regex, give the regular expression as [0-9] OPTIONS.



Total 2 Condition Rule Table Rows

3 ’ﬂmwm

3 ’Nemuddnglmerla:n

¥ @ vitual DR SBA

b @ System

¥ @ Auth and Directory Services

4 E Protocols
@ Local Registrars
@ Local / Pass-thru Auth Tables
b @ SIP Profies
b [ SIP Server Tables
ﬂ' Trunk Groups
@ NAT Qualified Prefix Tables Regex
: Gm”'“'m“'” m";“"“ [0-8) OPTIONS
Ll e
| = & Message manipuiation|
I3 ﬂ Message Rule Tables
| = & cencition Rue Tabie |
El Tenantl Hum

EI

Description | 408 to 503 |

eseq

Message Rule Table
From the Settings tab, navigate to SIP > Message Manipulation > Message Rule Table. Click the + icon to create a Message Rule Table.

1. Provide a description for the Rule Table.

2. Apply the message rule to Selected Messages.

3. Under Message Selection, click on Add/Edit and select 408 Request Timeout.
4. Click OK.

| Test Selected Tables Total 2 SIP Message Manipulation Table Rows

L
¥ [ PAIIPto FQDN

¥ @ call Routing
¥ ‘ Signaling Groups
b [} Networking Interfaces

¥ @ virual DR SBA w [J] 408to3503 Mandatory
¥ ‘ System
¥ @ Auth and Directory Seniices Description 405 to 503 |
¥ @ Protocols )
v 3 =8 Applicable Messages ISeledrEd MeEE VI
9 Locu e T —

i Locsl Pass-thru Auth Tables
Add/Edit
4 ' SIF Profiles Massage Selaction L
Remave

¥ [ SIP Server Tables

' Trunk Groups

i NAT Qualified Prefix Tables
i Remate Authorzation Tables
() Contact Registrant Table

Table Result Type | Mandatory

'Y Message Rule Tables
PAl IP to FQDN

L] 40810503

Message Rule Table Entry

Status Line Rule:

1. Click on the Message Rule Table 408 to 503.

2. From the Create Rule drop-down menu, select Status Line Rule.
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3. Under Condition Expression> Add/Edit, select Message Rule Condition > Match all Condition, and from the drop-down menu, select the
condition rule as 408 to 503.

4. Under Status Line Value > Modify > Add/Edit, set Type of Value as Literal and Value as 503 Service Unavailable.

5. Click OK.

.fo\
Expand All | Collapse All | Reload
b @ call Routing

¥ @ Signaling Groups Status Line Rule
b Hetwerking Interfaces

b @ virual DR SBA

b @ system
b @ Auth and Directory Services Message Rule Condition
¥ @ Protecols Description  [408 to 503 [t e
Lacu Registrars Condition Expression 2 LR
@ Local f Pass-thru Auth Tables Admin State
B @ SIP Profies Result Type | Mandatory v
b @ SIP Server Tables
j‘ Trunk Groups
[ NAT Qualified Prefcc Tables # Status Line Value v [Bddregit] | s2/20 503 Service Unavailab
@ Remate Authorization Tables Edit Massage Fleid

@ Contact Registrant Table
[ Message Manipulation)

v

| mawreom aos—

|1 PPIIP to FOON

SIP Profile - Webex
From the Settings tab, navigate to SIP > SIP Profiles. Click the + icon to create a new SIP Profile.

1. Provide a name for the profile in the Description field.

2. Enable Session Timer. This field specifies whether or not to use Session Timer to verify the SIP session.

3. Set Minimum Acceptable Timer to 600 and Offered Session Timer to 3600.

4. From the FQDN in From Header drop-down menu, select SBC Edge FQDN, so that sip Messages from SBC Edge to Webex will have SBC
FQDN in From header

5. From the FQDN in Contact Header drop-down menu, select SBC FQDN, so that sip Messages from SBC Edge to Webex will have SBC
FQDN in Contact header.

6. Click OK.
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1 Total 3 STP Profile Rows

¥ g Call Routing | | pescription

¥ @ signaiing Groups ¥ [G1(] Default SIP Profile

b @ Networking Interfaces

b @ vinual DR 584 ¥ (D) wabsx

—— ' - _ —

b @ Autn and Directory Services
3 l Brotsecis Session Timar ELIN Idantifier
m Minimum Acceptable Timar = secs [0 72007 PIDF-LO Passthrou
507200

Lozal strars
A Offered Session Timar 5800 ] scs 0. 7200 e T

@ Lecal ! Pass-tnru Auth Takles
Tarminate On R e

|| Defaunt SIF Profie

B psTni

3

Ao T

ToURs

@ NAT Qualified Prefix Tables DI in Contact Heade SEC FO)

@ Remate Authorization Tabies Send Assert Header

@ Contact Registrant Tasle sec Edge D . [ame ]
¥ @ Message Manipulation

Trusted Interface

[ Node-Level SIP Settings
¥ @ Usten Port : UA Header |Ribbon SEC Edge
@ SIP Recording Calling Info Source [ RFC Standard v

3 : Securty Diversion Header Selection
[ 3 Medi;
: Record Routs Header |RFC 3261 Standard 2

¥ il Tone Tabies

¥ @ Telephony Mapping Tebles
b @ sNMPiAams

¥ @ Logging Configurstion

b Emergency Senvices Transport Timeout Trmer [3000 | e 5000 32000] Sand "“""’erc‘f ”::"
annels
Maximum Retransmissions | RFC Stangard ¥ Connection Info in Media

Section

Redundancy Retry Timer ms [5000.150000]
Origin Field Username defauis: SBC
RFC Timers .
N e

TimerTi [500 | msi00.10000] VolpGall

Timer T2 m!lM.mmp: 9 Digit Transmission Preference | RFC 2833/Voice

Timer T4 mﬂm 1000007 SDP Handling Preference [ Legacy Audio/fax ¥
Timer O ms [5000.640000]

Timer 8 32000 m:

Timer F 32000 m:
Timer H 32000 ms (64 TimerT1)

S —T

II

SIP Server - Webex

From the Settings tab, navigate to SIP > SIP Server Tables. Click the + icon to create a new SIP Server Table.

1. Provide a name for the SIP Server.

2. From the Type drop-down menu, select SIP Server.

3. Click OK.

Total 3 SIP Server Table R

¥ @ Call Routing
|3 ’ Signaling Groups

¥ @ Networking Interfaces

¥ [ virtual DR SBA

13 ﬂ System

B [ Auth and Directory Services

W [ Default SIP Server

pDPS"I‘N

Description | WEBEX

Type | SIP Server w

c ial and Proprietary. Copyright © 2020-2023 Ribbon C Operating Company, Inc. © 2020-2023 ECI Telecom Ltd.




Click on the SIP Server Table created in the previous step.
From the Create SIP Server drop-down menu, select DNS-SRV.
Provide the SRV of the Cisco Webex and service of the SRV as sips.

Select the Protocol as TLS and attach the TLS profile which was created previously.

o > 0w Db P

Under the Transport section, enable sip OPTIONS by selecting SIP OPTIONS from the Monitor drop-down menu, and set the Local

username as SBC host name and the Peer Username as Webex.

6. Click OK.

Create SIP Server ¥ || Total 1 SIP Server Row

ro

DNS-SRV

¥ @ Call Routing
3 ﬁ Signaling Groups

¥ [ Networking Interfaces
¥ @ vinual DR SBA

b @ system

b @ Auth and Directory Services

b @ Protacols Sevalocn Monitor
¥ & si) Host [P Version Keep Alive Frequency * sees [30.300]

@ Local Registrars
@ Local / Pass-thru Auth Tables
b i SIP Profiles

I} Default SIP Server

Recover Frequency D s8¢s [5.300)

Local Username * Local Username of SBC Edge

Peer Username  |webex [* Peer Usemame of sip server

Service Name

DNS SRV

Protocal | TLS hd

TLS Profile | Default TLS Profile ~| *

ﬂ Trunk Groups
@ NAT Qualified Prefix Tables
@ Remote Authorization Tables
@ Contact Registrant Table

3 ﬂ Message Manipulation
[7] Node-Level SIP Settings

b @ Listen Port

Reuse | True

Reuse Timeout

Remote Authorization Table +
Contact Registrant Table +
Session URI Validation

Call Routing Table - Webex

From the Settings tab, navigate to Call Routing > Call Routing Table. Click the + icon to create a Call Routing Table.

1. Provide a name for the Routing Table.

2. Click OK.

Total 4 Call Routing Table Rows

¥ [ Transformation

@ Time of Day Table

b [0 Default Route Table

~ . Call Routing Table| b |G PSTN_TO_WEBEX
=] Detouk Rovle Table b (G0 CucM_To_wEBEX
|| PSTN_TO_WEBEX =
& cucm_To_weex ¥ [][_| WEBEX_TO_PSTN&CUCM
| WEBEX_TO_PSTNACUCM

¥ @ Cal Actions
13 ﬂ Signaling Groups
P @ MNetworking Interfaces
b @ virual DR SBA
b @ System
B il Auth and Direclorv Services

SIP Signaling Group - Webex
From the Settings tab, navigate to Signaling Groups. Click Add SIP SG.

1. Attach the Call Routing Table (CallRoutingTable-Webex).

2. Attach the Sip Profile (SipProfile-Webex).

3. Attach the SIP Server Table (SIPServerTable-PSTN).

4. Attach the SDES-SRTP Profile (SDES-SRTPProfile-Webex).
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. Attach the Media List (MediaList-Webex).
. Associate the appropriate IP address in the "Signaling/Media Source IP" field.

. Configure Protocol and Listen Ports in the "Listen Ports" panel.

Create an entry in the Federated IP/FQDN panel.

Enable Message Manipulation and attach the profile "PAI IP to FQDN" and "408 to 503" in the outbound Message Manipulation Table List.
Click OK.
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Descripton WEBEX_SG
Admin Szaze  Enabled
Service Status  Up

S1P To Q.850 Override Table  Default (RFC4L5T)
Q.830 To SIP Override Table 503
Pass-thru Pewr SIP Rasponse Code  Enable

Total 1 STP Pederated IP Row

Note
'Proxy Local SRTP Crypto Profile ID' is available for SBC SWe Edge only. This field is available only when 'Proxy with Local SRTP' (Suppor
ted only in SWe Edge) is included in the 'Supported Audio modes'.
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Call Routing Table Entry

Call Routing entries must to be created after creating SIP Signaling Groups as Destination SGs need to be attached to these entries.

Transformation Table

Transformation Tables facilitate the conversion of names, numbers and other fields when routing a call. They can, for example, convert a public
PSTN number into a private extension number, or into a SIP address (URI). Every entry in a Call Routing Table requires a Transformation Table. In
addition, Transformation tables are configurable as a reusable pool that Action Sets can reference.

Transformation Table Webex to PBX
From the Settings tab, navigate to Call Routing > Transformation. Click the + icon to create a Transformation Table.

1. Provide a desired name for the transformation table.
2. Click OK.

Total 2 Transformation Table Rows

e . P [} Passthrough Untouched
Passthrough Untouched

[F weBex_cucm v [J[| WEBEX_CUCM
[l ] weBEX_PSTN

@ Time of Day Table
b @ Call Routing Table
b @ Call Actions

¥ ﬁ Signaling Groups

B [ Networking Interfaces “

b @ virtual DR SBA

Description | WEBEX_CUCM

Transformation Table Entry PBX
From the Settings tab, navigate to Call Routing > Transformation > Webex_CUCM. Click the + icon to create a Transformation Table Entry.

1. Under Input Field, enter the PBX number that is dialed from the Webex.
2. Click OK.

Tetal 1 Transformation Entry Rew

I Ler Traostormsien v [I[ ) M,  Called Address/Number (.*7353662224)  Called Address/Number

| | Passthrough Untouched

I weBex_PSTN )
Description  [WEBEX_CUCM |
[ Time of Day Table
b @ Call Routing Table Admin State
b @ Call Actions Match Type | Optional (Match One) v

P ﬂ Signaling Groups

b @ Networking Interfaces

b [ virual DR SBA

b [ System

b i Auth and Directory Services
b [ Protocols

b @ sip

b @ security

b i Media

b @ Tone Tables

b (@ Telephony Mapping Tables

B [ SNMPlAlarms “

Transformation Table Webex to PSTN

Called Address/Number Type | Called Address/Number v

("7353662224) Value |\1

From the Settings tab, navigate to Call Routing > Transformation. Click the + icon to create a Transformation Table.
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1. Provide a desired name for the transformation table.
2. Click OK.

Total 3 Transformation Table Rows

Y |:] Passthrough Untouched

v 1| WEBEX_CUCM

||| Passthrough Untouched
5 weBex_cucm
WEBEX_PSTN

@ Time of Day Table
b @ Call Routing Table
b @ Call Actions

Description | WEBEX_PSTN

3 ﬂ Signaling Groups
B [ Metworking Interfaces

¥ ﬂ Virtual DR SBA

Transformation Table Entry PSTN
From the Settings tab, navigate to Call Routing > Transformation > Webex_PSTN. Click the + icon to create a Transformation Table Entry.

1. Under Input Field, enter the PSTN number that is dialed from the Webex.
2. Click OK.

Total 1 Transformation Entry Row

| in | S ”'-T d 1. X . - out
[¥ [ Transfomatio 0 Called Address/Number \+18919122453  Called Address/Number %1

| Passthrough Untouched

WEBEX_CUCM
W N
= = Description | CISCO_PSTN |
[ Time of Day Table
Y ’ Call Routing Table Admin State | Enabled hd
» @ CallActions Match Type | Optional (Match One) v

F ﬂ Signaling Groups

B [ Networking Interfaces

¥ [ Virtual DR SBA

b [ System

B @ Auth and Directory Services
B ‘ Protocols Type |Called Address/Number v Called Address/Number

b @ sip value [\+18919122453 \1
b security

b @ Media

B [ Tone Tables

b [ Telephony Mapping Tables

b @ SNMP/Alarms n

Transformation Table PSTN to Webex Tenantl

From the Settings tab, navigate to Call Routing > Transformation. Click the + icon to create a Transformation Table.

1. Provide a desired name for the transformation table.
2. Click OK.

_)
®
5
2
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Total 7 Transformation Table Rows

| v [ Call Routing
[ = Tran n

| ] E PBX to Webex
Passthrough Untouched
=] PSTN to Tenant 2

] PSTH 1o Webex
Tenant2 to PSTH
Webex to E PEX
Webex to PSTN

[E[] EPBXto Webex

[] Passthrough Untouched

-

E] PSTN to Tenant 2

Description |PSTN to Webex

@ Time of Day Table
¥ @ call Routing Table
B @ call Actions
¥ ﬂ Signaling Groups

ol 1 intnd Cimnafnn Aeninn

Transformation Table Entry

From the Settings tab, navigate to Call Routing > Transformation > PSTN to Webex. Click the + icon to create a Transformation Table Entry.

1. Under Input Field, enter the Webex Tenantl number that is dialed from the PSTN.
2. Click OK.

- (] !, Called Address/Number (.*9725980076) Called Address/Number +19725980076 Ma

Description  |Called Address/Number |

Admin State I Enabled A |

Match Type | Mandatory (Must Match) v |

Type | Called Address/Number Type | Called Address/Number

value |(9725920076) Value |+19725980076

Note
The same Transformation Table can be used for PBX Call Routing also because here, we only check the Webex Tenantl number.

-

Call Routing Table Entry

PSTN to Webex

From the Settings tab, navigate to Call Routing > Call Routing Table > PSTN_TO_Webex. Click the + icon to create a Call Routing Table.
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. Attach the PSTN to Webex Transformation Table, which is present in the SBC Edge by default.

1

2. Click on Add/Edit under Destination Signaling Groups, and select Webex_SG.
3. Select DSP for Audio Stream Mode and Proxy for Video Stream Mode.

4. Click OK.

* [ Call Routing

¥ @ Transformation

g Time of Day Table
¥ [ Cali Routing Table]

I Detauit Route Tabie

\_] CUCM_TO_WEBEX
[ wesex_To_PsTNACUCM
¥ i Call Actions

¥ @ signaling Groups

L] ’ Networking Interfaces

¥ @ virual DR SBA

b System

¥ @ Auth and Directory Services

b i Protocois

L K

b i securty

¥ @ Media

P Tone Tabies

¥ @ Telephony Mapping Tables

P @ snMPiaams

¥ @ Logging Configuration

b Emergency Services

| Display Counters
| priority

v @0 " 1

Tetal 1 Call Route Entry Row

Description
Admin State

Route Prierity

Call Priority

Number/Name Transformation Table

Time of Day Restriction

Destination Type

[PsTN_to_Cisco ]

nabled

Il

IPSTN to WEBEX vl +

[Nore v] +

z
Q
é
<

Message Translation Tsble | None ] #

Cause Code Reroutes

~] +

[Z]

Q

H
<

Cancel Others upen Forvarding | Disabied

Fork Call No

<

Destination Signaling Groups

Enable Maximum Call Duration

Audic Stream Mode  [DSP v|

Quality Metrics Number of Calls

Video/Application Stream Mode  [Proxy |

Quality Metrics Time Before Retry

Media Transcoding | Enabled ~]

Min. ASR Threshold

Media List [None v]+

Enable Max. R/T Delay
Max. R/T Delay
Enable Max. Jitter

Max. Jitter

Enable Min MOS Threshold |Disabled v

|||
I3 2
¢ <

[1..100]

1-60] min.

% [0.100]

ms [1.65535]

ms 1.3000]

PBX to Webex

From the Settings tab, navigate to Call Routing > Call Routing Table > CUCM_TO_Webex. Click the + icon to create a Call Routing Table.

. Attach the PSTN to Webex Transformation Table, which is present in the SBC Edge by default.

. Click on Add/Edit under Destination Signaling Group and select Webex_SG.

. Click OK.

1
2
3. Select DSP for Audio Stream Mode and Proxy for Video Stream Mode.
4
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| Display Counters Total 1 Call Route Entry Row
v Q0 % 1
Description  [CUCM_TO_WeSEX
Admin State
S —
|| WESEX_TO_PSTHACUCM Call pricrity
¥ @ CallActions Mumber/Mame Table |[PSTN to WEBEX w| +
¥ gl signaling Groups Time of Day Restriction | None ~| o+ "
¥ @ Networking Interfaces
¥ g virtual DR SBA
L] ‘ System
P et e ey s Destieation Tyve
¥ Protocols
e Message Translation Table | Nane, v] +
¥ @ Secunty Cause Cods Reroutes | None v] +
¥l e Cancel Others upon Farwarding
¥ Tore Tabes
g ey ForkCall [No v
b g snmPiaams “II we
¥ [ Logging Confguraion o
¥ @ Emergency Services Destination Signaling Groups -
Add/Edit
. | [ Remeve
Enable Maximum Call Duration
L
Audio Strearm Made  [D5P ~] Quality Metrics Number of Calls 10 |1t ro0r
Video/Applieation Straam Mode | Praxy ~| Quality Metrics Time Before Retry 17-60] min
Media Transcoding | Enabled v Min, ASR Threshold [0 s oo
Madia Ust  [Nare V] + Enable Min MOS Thrashold
Enable Max. R/T Dalay
Max. R/TDelay (53535 |maressss
Enable Max. Jitter
Max, Jitter (3000 |me(r.3000)
-
Note
For Passthrough calls, 'Audio Stream Mode' can be set to 'Proxy preferred over DSP' and enable SRTP on PBX leg.

-

Webex to PSTN

From the Settings tab, navigate to Call Routing > Call Routing Table > Webex_TO_PSTN&CUCM. Click the + icon to create a Call Routing
Table.

1. Attach the Webex_PSTN Transformation Table to the match the PSTN's number.

2. Click on Add/Edit under Destination Signaling Groups, and select PSTN_SG.

3. Select DSP for Audio Stream Mode and Proxy for Video Stream Mode.

4. Click OK.
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| #1 | Display Counters Tetal 2 Call Route Entry Rows

1

Description | WESEX_PSTN

Route Prierity
Cal riorty
¥ o canacions Number/Name Transformation Table JWEBEX_PSTN v| +

Time of Day Rastriction | None v *

Dastination Type

Massage Translation Table

Cause Coda Raroutes

Cancel Others upen Forwarding
Fork Call

Destination Signaling Groups

Enable Maximum Call Duration

Audio Stream Mode

DSP Quality Metrics Number of Calls 11. 100

video/Application Stream Mode | Proxy v| Quality Metrics Time Before Retry 11-60) min.
Madia jing [Enstled v] Min ASR Thresheld [0 |spog
Media List [None v] +

Enable Min MOS Threshold
Enable Max. RIT Delay
Max. R/T Delay n:sfr,assss;
Enable Max. Jitter
Max. tter [3000 s 13000

Webex to PBX

From the Settings tab, navigate to Call Routing > Call Routing Table > Webex_TO_PSTN&CUCM. Click the + icon to create a Call Routing
Table.

1. Attach the Webex_CUCM Transformation Table to the match the PBX's number.

2. Click on Add/Edit under Destination Signaling Groups, and select CUCM_SG.

3. Select DSP for Audio Stream Mode and Proxy for Video Stream Mode.

4. Click OK.
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| | #! | Display Counters Toral 2 Call Route Entry Rows

F'_-'— _F D o
P @ Transformation -
» @O 1 WEBEX_PSTN Normal
il Time of Day Table i
L * e e
\E] Default Route Table Description | WEBEX_CUCM |
) PSTN_TO_wWEBEX
B e Admin State | Enabled v
| WEBEX_TO_PSTNECUCM| Raute Priority
¥ @ caActions Call Priority
¥ @ Signaling Groups Number/Name Transformation Table | WESEX_CUCM |+
¥ Netusriing Inertaces Time of Day Restriction | None v e
» @ virtual DR SBA
P @i system
¥ @ Auth and Directory Services.
¥ o Protacols
vl sP Destination Type | Normal v
b security Message ion Table [ None v] +
14 Meag,
# vesa Cause Code Reroutes | None v %
¥ @ Tone Tabies
b o oy o s Concel Ohars upon Forwanteg
b g sNMP/Aams Fork Call [No v
b ; 1
 Logging Confguraton o cucH "
¥ Emergancy Services Up
Down
Destination Signaling Groups -
Add/Edit
Remave
- | L Femove |

Enabls Maximurm Call Duration

Audie seream Meds [0S ~] Quality Metrics Number of Calls [10_ |rr.700

Video/Agplication Stream Mode | Proy ~ Quality Metrics Time Bafore Rety 10 |rsgimin

Media Transcoding |Enan\ed V] Min. ASR Threshald D % [0 7007
Media List [None v]+ Enable Min MOS Thrashold
Enable Max. R/T Delay

Max. RTDelsy [63535  |mefréssay
Enable Max. Jitter
Max. Jitter m: [1-3000

Multi-Tenant with Single IP / Multiple Port on SBC

For Multi-Tenant deployment, refer to SBCEdgeConfigurationforCiscoWebexCallingside for Tenantl. Refer to the following configuration for Tenant 2.

TLS Certificates

CN-based TLS Certificate for Multiple Tenants

Create the certificate for Ribbon SBC with the CN containing the SBC's FQDN for Tenant 2.
Generating CSR Key for Tenant2 Certificate

From the Settings tab, navigate to Security > SBC Certificates > Generate SBC Edge Certificates.
. Provide the Common Name of the Tenant2 that includes Host and Domain.

. Set the Key Length to 2048 bits.

. Provide the location information.

. Click OK.
. The CSR will be generated and displayed in the result text box.

a A W N P
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¥ @ call Routing
[ 3 ﬂ Signaling Groups
¥ [ Networking Interfaces
¥ @ Virtual DR SBA
¥ [ system
¥ @ Auth and Directory Services
¥ @ Protocols
3k
- ity
b [ Users
¥ @ Login Messages

(] SBC Supplementary Certificates
(7] Trusted CA Cerificates
b @ TLS Profiles
|| change Password

Common Name

Subject Alternative Name DNS
Email Address

1S0 Country Code
State/Province

Locality

Organization

Organizational Unit

I rbbn.info

|+ Hostname o Fqon

| commao-separated FQON list

| India

v

| Karanataka

| Bangalore

|eg: city

| 2.g.: Company

| 2.9 Department

| ey Length

| 2048 bits |

After generating the certificate, import the Tenant2 certificate under Settings tab, navigate to Security > SBC Certificates > SBC Supplementary

Certificate.

b @ call Routing
b @ Signaling Groups

B @ Networking Interfaces

¥ [ virtual DR SBA

3 ‘Sysiem

b (@ Auth and Directory Services
b [ Protocols

b @ sip

b [ Users

Generate SEC Edge CSR

SBC Primary Certificate

SBC Supplementary Certificates]
Trusted CA Cerfificates

Upload the certificate in the SBC certificate (Refer to SBC Certificate).

@ Info

-

The SAN/CN name for the TLS establishment with Webex is CASE SENSITIVE on the Cisco Webex side.

TLS Profile

From the Settings tab, navigate to Security > TLS Profiles. Click the + icon to create a new TLS profile.

a A W N P

. Click OK.

. From the TLS Protocol drop-down menu, select TLS 1.0-1.2.

. Add the cipher suites that are supported on Cisco Webex.

. Attach the certificate which is uploaded in the supplementary certificate.

jal and Proprietary. Copyright © 2020-2023 Ribbon C

. Enable the Validate Server and Client FQDN fields to validate the CN and SAN name in the certificate send by Server and Client.
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b @ call Routing
b @ signaling Groups
[ Linked Signaling Groups
b ¥ Node Interfaces
b @ system
b @ Auth and Directory Services
b @ Protocols
b sip
b @ cAs
b @ Users
P [ Login Messages
b @ SBC Certificates
¥ [ TLS Profiles
__| Default TLS Profile
[Z] Webex_TLS_Profile
Ii| Change Password
] Ribbon Protect Bad Aclors
P ﬁ Media
b @ Tone Tables
» @ Telephony Mapping Tables
b @ sHMPiAlarms
¥ ﬁ Logging Configuration

. b (@[] Default TLS Profile
b |[E[) Webex_TLS_Profile

w [J[_| Tenant2TLS profile

Ce Attributes
TLS Protocol | TLS1.0-12  w
Mutual Authentication
Handshake Inactivity Timeout secs [1.30]
1 Certificate | com | v
Client Attributes®
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
Client Cipher List | TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 =
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_AES_256 CBC_SHA256
TLS_RSA_WITH_AES_128 CBC_SHA256 =
Validate Server FQDN Enabled 4
Server Attribute
Validste Client FQDN | Enabled v

SIP Server Table Tenant2

Create a sip server table similar to the one created before.

. From the Create SIP Server drop-down menu, select DNS-SRV.

. Provide the SRV of the Cisco Webex and set the service of the SRV as sips.

1
2
3. Select the Protocol as TLS and attach the TLS profile which was created using the Tenant2 certificate.
4

. Under the Transport section, enable sip OPTIONS by selecting SIP OPTIONS from the Monitor drop-down menu, and set the Local

username as the SBC host name and the Peer Username as Webex.
5. Click OK.

¥ @ call Routing
¥ [ signaling Groups
@ Linked Signaling Groups
b [ Hode Interfaces
¥ @ system
¥ @ Auth and Directory Services
¥ @ Protocols
@ Local Registrars
@ Local/ Passhru Auth Tables
¥ [ SIP Profiles
I Default SIP Server
[y psi
1) webex

@ Trunk Groups
(@ NAT Qualified Prefix Tables
(@ Remote Authorization Tables
(@ Contact Registrant Table

b @ Message Manipulation

Tetal 1 SIP Server Row

Create SIP Server v || I

N/A  TLS Counters

Server Lookup DNS SRV
Host IP Version |IPvd A

sips

Protocol |TLS bl

Tenant 2 TLS profile IR 3

Domain Name/FQDN

Service Name

TLS Profile

Remte Autharization Toble +
Contact Registrant Table +
Session URI Validation

Message Manipulation

IP to FQDN Conversion in P-Asserted-ldentity

The Message Manipulation is used to convert IP to tenant2's FQDN in the P-Asserted-Identity.

Condition Rule Table for Tenant2

" ses [30.300)
E_Juamm

Monitor
Keep Alive Frequency

Recover Frequency

Local Username 3

* Local Username of SBC Edge

Peer Username | Webex.

* Peer Usemame of sip server

Reuse | True hd
Sockets

Reuse Timeout | Forever v

The Condition Rule Table mentioned below is used to match Tenant2 Cisco Webex's number.

c ial and Proprietary. Copyright © 2020-2023 Ribbon C
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From the Settings tab, navigate to SIP > Message Manipulation > Condition Rule Table. Click the + icon to create a new Condition Rule Table.

Provide a name to Rule table.

From the Match Type drop-down menu, select to.uri.userinfo.user.
Under Operation, select Regex.

Under Match Regex, enter Tenant2's number.

Click OK.

o > 0w Db P

P [ Networking Interfaces -
¥ [ Virtual DR SBA

¥ ﬁ System
B [ Auth and Directory Services

Total 3 Condition Rule Table Rows

B :E] [] to.ur.userinfo.user Regex N/A
[ Local Registrars Y :E]E] cseq Regex N/A
Local f Pass-thru Auth Tabl
[i s = - @D to.uri.userinfo.user Regex N/A
b [ SIP Profiles
b [ SIP Server Tables
Trunk Grou
[i 5 Description lTenantZ I

[# NAT Qualified Prefix Tables
@ Remote Authorization Tables ———————————————

[# Contact Registrant Table

IV G Message Manipulaiimi
¥ [ Message Rule Tables
Iv g Condition Rule T“I Match Type |to.uri.userinfo. user

|| Tenant1 Num
Operation | Regex v |

| 40810 503
Match Regex | 1888997772

[ Mode-Level SIP Setiings
¥ [ Listen Port
@ SIP Recording

ey =

b @ Media

Message Rule Table for Tenant2
From the Settings tab, navigate to SIP > Message Manipulation > Message Rule Table. Click the + icon to create a Message Rule Table.

1. Provide a description for the Rule Table.
2. Apply the message rule to All Messages, since the P-Asserted-ldentity has to be changed on all the messages.

3. Click Ok.

B [ Auth and Directory Services «{1s1P Message Rule Table

¥ [ Protocols
m | | Test Selected Tables Total 2 SIP Message Manipulation Table Rows

i Local Registrars i o i |
—

[ Local / Pass-thru Auth Tables
b @ SIP Profiles
b @ SIP Server Tables Test Message
ﬁ Trunk Groups
(@ NAT Qualified Prefix Tables
ﬁ‘ Remote Authorization Tables Description | Towards Tenant2
@ Contact Registrant Table

v [J[| Towards Tenant2

Applicable M All M v
i G Message Manipulation -
Table Result Type | Opticnal w
|~ | Towards Tenant2

5y PaliP to FDON 1

[ 408 10 503
# [ Condition Rule Table “

Message Rule Table Entry for Tenant2
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Header Rule:

1. Select Message Rule Tables > Towards Tenant2.

2. From the Create Rule drop-down menu, select Header Rule.

w

Under Condition Expression> Add/Edit and select Message Rule Condition > Match all Condition and from the drop-down menu, select the
condition rule as Tenant2.

. Select Header Action as Modify and Header Name as P-Preferrred-Identity.

. Click on Add/Edit. Under the Edit Message Field, set Type of Value as Literal and Value as Tenant2's FQDN.

4
5. Under Header Value > URI Host select Modify.
6
7. Click OK and Apply.

¥ I Signaling Groups =
B 0 Networking Interfaces
b @ Virtual DR SBA 4 Total 1 Message Manipulation Rules Row
b @ System
¥ ; :‘.h and Directory Services U m Exlaiuns fassttins Sasaieten
b @ Protocols v @O B Header Rule Optional Towards Ten:
i Local Registrars Description lTu'.'.'e'ds Tenant2
[ Local ! Pass.thru Auth Tables Condition Expression | Add/Edit] | 5/
b @ SiP Profies Admin State [Enabled v
. ‘ AT D Result Type |Optiona v Edit Fiald
@ Trunk Groups Header Action | Modify v

[ NAT Quakfied Prefic Tables
. Header Name |P.Asserted-Identity
¥ Remote Authorization Tables

i Contact Registrant Table Header Ordinal Number |15t hd Type of Valuz Tera 77
: Valuz E
E|

* Header Value

PP o Dispiy tame

B e . T

b @ Condition Rule Table

(] Noge-Level SIP Settings URI Scheme
b @ unanron b oRs st i
A URT Hest | Modify v [2aezet] [
4Py R s
b @ veca
b @ Tone Tables +=I1x Tetal 0 SPRUriParam Rows
b l Teechony Magging Tabies - | |Wh |
¥ @ SNMPAarms URI Paramaters 2
> Contigur
¥ Logging Configuration _ h -

b @ Emergency Services

SIP Profile Webex Tenant2
From the Settings tab, navigate to SIP > SIP Profiles. Click the + icon to create a new SIP Profile.

1. Provide a name for the profile in the Description field.

2. Enable Session Timer. This field specifies whether or not to use Session Timer to verify the SIP session.

3. Set Minimum Acceptable Timer to 600 and Offered Session Timer to 3600.

4. From the drop-down menus of both FQDN in From Header and FQDN in Contact Header, select Static and enter the Tenant2 FQDN in the
Static Host FQDN/IP.

(4]

. Webex is case-sensitive for FQDN in the contact header.

6. Click OK.
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| Total § SIP Profile Rows

¥ @ Call Routing (]
P Signsig Groves b [0 Default SIP Profie
@l Linked Signaling Groups.
» @ Node Interfaces. # [@0) PSTN_SIP Profile
> o Sytem b [ Wsbex_SIP_Profile
b @ Auth and Directory Services
¥ @ Frotocols ¥ (@[] E_PBX_SIP_PROFILE
[~ @ s | v @O 'luﬂm
@ Local Registrars
@l Local [ Pass-thru Auth Tables.
v i SF Profles
el Sesson Timer LN et
7] PSTN_SIP_Profile
[ Vikbex SIP_Profie Minimum Accoptable Timer [0 secs [50.7200) PIDF-LO Passthrough
] E PEX _SIP_PROFILE Offered Session Timer  [1200 | secs 50,7200 Subtype hrough  [Disable v
Terminate On Refresh Falure | False e
b @ SIF ServerTables
@ Trunk Groups
@ NAT Cualified Prefix Tables
@ Remote Authorization Tables - -
5 Cortact Regisrant Table FQDN in From Header | seanc
¥ gl Message Manipulation Static Host FQDN/IP[:port]
[Z] Node-Leve! SIF Setings FQDN in Contact Header Present W
[E] SIP Voice Cuality Server S e
b @ cas
SBC Edge Diagnostics Header
b @ Security
b @ Media Trusted Interface
» (@ Tone Tables UA Header
b @ Telephony Mapping Tables Caling Info Source
> SmP § Diversion Header Selection
b @ Logging Configuration
b @ Emergency Servces Record Route Header
@ Notification Manager
Transport Timeout Timer [5000 | ms[5000.220007 Send Number of Audio
Channels
Maximum Retransmissions oo Y — .
Redundancy Resry Timer ms [5000. 180000) e
Origin Field Usemame  [58C_ |osfoursac
RFC Timers
B = S—
TimerT1 [500 | ms 100 10000 Session Name @ etal
Timer T2 [3300 e o0 so0580= 70 Dt Transmission reference [R5 V.
Timer T4 [5000 | msr1000. 00000 SDP Handling Preference [ Legacy Audio/Fax ¥
Timer ms [S000.640000)
TimerB 32000 ms
Timer P 32000 ms
Timer H 32000 ms (54 TemerT1)
Timer) [8000 | ms4000.620000)

Call Routing Table Tenant2 to PSTN

From the Settings tab, navigate to Call Routing > Call Routing Table. Click the + icon to create a Call Routing Table.

1. Provide a name for the Routing Table.

2. Click OK.

Total 6 Call Routing Table Rows

¥ [ Call Routing
¥ [ Transformation
(@ Time of Day Table

] Tenant2 to PSTH
PSTMN_To_Webex
Webex_Ta_PSTN
E PEX to Webex
Webex to E PBX
PSTM to Tenant2

¥ @ CallActions

Description |Tenant2 to PSTN

SIP Signaling Group - Webex Tenant2
From the Settings tab, navigate to Signaling Groups. Click Add SIP SG.
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10.

. Attach the Call Routing Table (CallRoutingTableTenant2toPSTN).

. Attach the Sip Profile (SipProfile).

. Attach the SIP Server Table (SipServerTableTenant2).

. Attach the SDES-SRTP Profile which is used for Tenantl (SDES-SRTPProfile-Webex).

. Attach the Media List which is used for Tenantl (MediaList-Webex).

. Associate the appropriate IP address in the "Signaling/Media Source IP" field which is used for Tenantl.
. Configure Protocol and Listen Ports in the "Listen Ports" panel.

. Create an entry in the Federated IP/FQDN panel.

. Enable Message Manipulation and attach the profile "Towards Tenant2" and "408 to 503" in the outbound Message Manipulation Table

List.
Click OK.
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Description  Tenant 2 56
Agmin State  Enabled
Service Status  Unlmown ()

Charngl Hurting  Round Robin
Netify Lync CAC Prefile  Disable
Challenge Requess  Disable
Outbound Praxy IP/FQDN
Ousbound Proxy Por
Ne Channel Available Override  34: No Circuiv/Channel Available
Call Setup Response Timer 255
Call Procesding Timer 180
Use Register as Keep Alive  Enable
Forked Call Answered Too Soon  Disable

Total 1 STP Listén Port Row

Prosgy -
Supported
Audio/Fax Modes | 018t .

. Supported
Vides/Application  Disabled
Modes
Tora Table Default Tone Table
Allew Rafresh
sop Enable

RTCP
Multiglexing Disable

SIP To Q850 Overrice Table Default (RFCA297)
Q.850 To SIP Override Table Default (RFCA297)
Fass-thry Peer SIP Response Code  Enable

Teams Local Madia
Optimizasion Disable

| Signaling/Media Source 1P E{Eiﬂnz_ ) I
Signaling DSCP 40
NAT Traversal
ICE Support  Disabled
Static NAT - Outbound——————
Outbound NAT Traversal None

Static NAT - Inbound
Derection  Disabled

Total 1 STP Federated TP Row

2535,255.255.235

Note

-

Proxy Local SRTP Crypto Profile ID is available for SBC SWe Edge only. This field is available only when Proxy with Local SRTP (Support
ed only in SWe Edge) is included in the Supported Audio mode list.

Call Routing

Create Transformation Table from Tenant2 to PSTN and PSTN to Tenant2.

Transformation Table

Tenant2 to PSTN

Create a Transformation Table similar to the one for Tenantl.
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From the Settings tab, navigate to Call Routing > Transformation > click on the new table created. Click the + icon to create a Transformation
Table Entry.

1. Under Input Field give the PSTN number that is dialed from the Webex or Passthrough can be used since we are creating a separate Call

Routing for Tenant2 to Webex.
2. Click Ok.

- ] ", Called Address/Number ==} Called Address/Number A\

Description [Tenantz to PSTN ]

Admin State | Enabled V|

Match Type | Optional (Match One) V|

Type ICaIIed Address/Number VJ Type | Called Address/Number VJ

Value [(7) | Value |\1 |

PSTN to Tenant2

Create a Transformation Table.

From the Settings tab, navigate to Call Routing > Transformation > click on the new table created. Click the + icon to create a Transformation
Table Entry.

1. Under Input Field, enter the Tenant2 number of Webex that is dialed from the PSTN.
2. Click OK.
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Total 2 Transformation Entry Rows

v Q] B Called Address/Number (.*9725980078)  Called Address/Number

Description Ikalled number I

Admin State | Enabled v/

Match Type | Optional (Match One) v |

Type |Ca|||:d Address/Number Type |Call\:d Address/Number

value |("9725980078) value |+19725980078

Call Routing Table

Webex Tenant2 to PSTN

From the Settings tab, navigate to Call Routing > Call Routing Table > Tenant2 to PSTN. Click the + icon to create a Call Routing Table.

1. Attach the Tenant2 to PSTN Table.

2. Click on Add/Edit under Destination Signaling Group and select PSTN_SG.
3. Select DSP for Audio Stream Mode and Proxy for Video Stream Mode.

4. Click OK.
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v

b @i SP

Tirrw of O

0 Defauit Route Tabie

5] PSTN_Teo_Wabax
[ Webwe_To_FSTN
I £ P2 1o Watex
I Watex 12 E PEX
{2 PSTN to Tenam2
= -

Call Actions.

b @ Sgnaiing Groups
@ Linked Signaing Groups
¥ @ Node Interinces
b @ Spen
b @ 2uth and Directory Services.
b @ Frotocols

b g cas
b @ Securty
b g Ve
b @ Tone Tables
b (@ Telephony Mapping Tabies
b @ SNMFiAlarms
b @ Logging Configuration
b @ Ememgency Services
@ Metifearion Manager

D [Tenan2 1o 75T |
Adrmin State
Routeprioity [T ]
Call iy
Number/Name Transformation Table | Tanam2 2o B5TN v+
Time of Day B ]

Dastination Type

Message Translation Table

Cause Code Reroutes
Cancel Others upen Forvarding
Fork Call

Deszination Signaling Groups

Enable Maximum Call Duration

Quality Metrics Number of Calls f1.100
Qualiey Macrics Time Sfore ey [10 ] rrserin
Min. ASRThreshold [0 %o

Enable Min MOS Threshold

Enabls Max. R/T Dalay

Max RTDelay [63335  |msirgsssy
Enable Max. Jier

Max, Jiver ms!lam

PSTN to Tenant2

In the existing Call Routing table which is created for Tenantl, add another Call Routing Table by clicking on +

1
2
3
4

. Attach the PSTN to Tenant2 Table.

. Click on Add/Edit under Destination Signaling Group and select Tenant 2 SG.

. Select DSP for Audio Stream Mode and Proxy for Video Stream Mode.

. Click OK.
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q

¥ @ Transformation
@l Time of Day Table

([ FSTN 1o Tenani2
[ Teraniz 10 PSTN

¥ @ Call Actions
¥ @ signaling Groups
¥ Linked Sigraing Groups
b Nose Intarfaces
¥ @ sysem
¥ @l 2uth ang Directory Senvices
¥ @ Protocols
» @ sP
»gcas
b @ Securny
b @ Media
b gl Tore Tables
¥ @l Telephony Magping Tables
b @ SNMP/Alarms
¥ @ Logging Cenfiguration
b Emergency Services
i Notfication Marager

v @0 1 PSTN to Webex Nermal
v Qo " 1 PSTN to Tenant 2 Normal
Description  [BSTN to Wisbex Tenanc? ]
Admin State [ Enabled b4
Route Priority
Call Priority [ Normal v
Number/Name Transformation Table [PSTH 1o Tenant 2 v+
Time of Day Restriction  [Nene w4

Destination Type
Message Translation Table [None w| &
Cause Code Reroutes | None v+
Cancel Others upen Forwarding
Fork Call Mot Licensed
Destination Signaling Groups Down | .

Add/Edit
w | | Remove

Audic Stream Mode |DSP

Enable Maximum Call Durstion

Vidwo/Apphcation Stream Mode | Prioiy

Madia Tr

Ersabied

B —

Quality Metrics Number of Calls
Quality Metrics Time Before Retry
Min, ASR Threshold

Enable Min MOS Threshold
Enable Max, /T Delay

Max. R/T Delay

Enable Max. Jicter

Max. Jicter

o oy
C—
P smpua
Disabied v

ms 11655357

Ensbled %

B Jmereowg

Multi-Tenant with Single IP and Port on SBC

For Multi-Tenant deployment with a single IP/Port, refer to SBCEdgeConfigurationforCiscoWebexCallingside with some changes in the following

profiles.

TLS Certificates

SAN-based TLS Certificate for Multiple Tenants

From the Settings tab, navigate to Security > SBC Certificates > Generate SBC Edge Certificates.

. Click OK.

ooswoN e

Provide the location information.

. The CSR will be generated and displayed in the result text box.

c ial and Propi
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Provide the Tenantl's FQDN in the Common Name and Tenant2's FQDN in the Subject Name Alternative.

Set the Key Length to 2048 bits.
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b @ Call Routing
¥ @ Signaling Groups

b [ Networking Interfaces

¥ @ Virual DR SBA

b system

B (@ Auth and Direclory Services
¥ @ Protocols

¥l sie

b users

| Generate SBC Edge CoR

|Z] SBC Primary Centificate

[ Trusted CA Centificates

b @ TLS Profiles
|_| Change Password

() SBC Supplementary Certificates

Subject Alternative Name DNS ||

Common Name rbbn.in I * Hostnome or FQDN
fbbn.infa |commo-separatea rqon st

Email Address | |

1S0 Country Code | India ~|
State/Province |lCaranar.ata |

Locality |Blng||or| I(.g.‘ City

Organization | | eg. Compeny
Organizational Unit | [e.g: Department
Key Length | 2048 bits

After generating the CSR on Ribbon SBC, provide it to the Certificate Authority and get the SBC certificate.

Upload the certificate in the SBC certificate (Refer SBC Certificate).

TLS Profile

From the Settings tab, navigate to Security > TLS Profiles. Click the + icon to create a new TLS profile.

1
2
3
4
5

. Click OK.

¥ @ Call Rauting
13 ' Signaling Groups

b Natwerking ntariaces

» @ Vidual DR SBA

¥ @ system

b @ 2utn and Directory Services
13 ’ Protocsis

3 K

& s

P [ Users

b @ Login Messages

b @ SEC Certficates
Dafault TLS Profile

[7] change Password
|| Ribbon Protect Bad Actors
b @ Media
¥ @ Tore Tatles
¥ @ Telephony Mapping Tecles
b @ svPiaanms
¥ @ Logging Configuration
¥ i Emergency Services

» (@0 Default TLS Profile

Total 2 TLS Profile Rows

. From the TLS Protocol drop-down menu, select TLS 1.0-1.2.
. Attach the certificate which is uploaded in the SBC certificate.

. Add the cipher suites that are supported on Cisco Webex.

. Enable the Validate Server and Client FQDN fields to the validate the CN and SAN name in the certificate sent by Server and Client.

vE] ‘Webex_TLS

TLE Protocel

Mutual Authentication
Handshake Inactivity Timeout
Cartificate

I SBC Edge Certificate

~]

Client Cipher List

Client Attributes

TLS_ECOHE_RSA_WITH_AZS_256_GCM_SHA3SE
TLS_ECDHE_RSA_WITH_AZS_128_GCM_SHA2356
TLS_ECDHE_RSA_WITH_AZS_256_CBC_SHA3E4
TLS_ECDHE_RSA_WITH_AZS_126_CBC_SHA236
TLS_ECDHE_RSA_WITH_3DES_EDE CBC_SHA
7TLS_RSA_WITH_AES_256_C3C_SHA256
TLS_RSA_WITH_AES_128_C5C_SHA256

3

validate Server FQDN

Validate Client FQDN

~

SIP Profile

In the existing sip profile which is created in the single tenant, Disable the FQDN in From Header and Contact header.
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¥ @ Call Routing
¥ @ Signaling Groups
@l Linked Signaling Groups
» @ Node Interfaces.
¥ @ System
¥ @ Auth and Directory Services

» ¥ Protocols
[~ & <P
Lscal Registrars

.| Default SIP Profile
FSTH_SIP_Profile

~ E_FEX_SIF_FROFILE
b @ S Server Tables
@ Trunk Grougs
@ NAT Quaified Prefix Tables
@ Remote Autharization Tables
@ Contact Registrant Table
b @ Message Manipuiation
[E] Node-Level SIP Setiings
[E] SiF Voice Quality Server
b @ cas
» @ Security
b @ Media
b @ Tone Tables
# (@l Telephony Mapping Tables
b @ SNMPIAlarms
b @l Logging Configuration
b @l Emergency Services
@ Notification Manager

Session Timer

Minimum Acceptable Timer
Offered Session Timer
Terminate On Refresh Failure

* secs [90.72000

Il

* secs [30.7200]

FQDN in From Header
FQDN in Contact Header

Send Assert Header

SBC Edge Diagnostics Header
Trusted Interface

UA Header

Calling Info Source

Diversion Header Selection

Transport Timeout Timer

Maximum Retransmissions

Record Route Header

s 1500032000

Redundancy Retry Timer rms (5000, 180000
RFC Timers

Timer TL ms [100..1000G]

Timer T2 ms [1000.B000> = T1)

Timer T4 ms [1000. 1000007
Timer D ms [5000.640000]
Timer B 32000 ms
Timer F 32000 ms
TimerH 32000 ms (64 TimerT1)

ELIN Identiier
PIDF-LO Passthrough

Unk Subtype k Disable ~
100rel [Suppored ]
Peth
T
Update [Suppories v ]
Send Numberdofn?‘nn:: P s
Connection Info in Media e -
on
Origin Field Usemname defouir 580

Session Name

defeus

VopCal

Digit Transmission Preference
50 Handing preferance

Message Manipulation

Condition Rule Table

Create 2 condition Rule Tables for matching the Tenantl and Tenant2 Number each as shown in the snapshot below.

T S
b @ Auth and Directory Services
¥ @ Protocals
¥ Local Registrars
i Local / Pass-thru Auth Tables
b i SIP Profies
b i SIP Server Tables
@ Trunk Groups
@ NAT Cualified Prefix Tables
i Remote Authorization Tables
i Contact Registrant Table
¥ [ Message Rule Tabes
|~ | Condition Rule Table
| Tenant1 Num
[T +0810503

|7 Node-Level SIF Settings
b @ Listen Port
@ SIP Recording
b i security
b Media
b @ Tone Tables

Total 2 Condition Rule Table Rows

¥ [J[ to.wriuserinfo.user

Description | Tenantl Num

Match Type

to.uri.userinfo.user | -

Operation  |Regex

Match Regex

18919122452 -

v

P @ Networking Interfaces

b [ Virtual DR SBA

b @ system

b (@ Auth and Directory Services

[ Local / Pass-thru Auth Tables
b @ SIP Profiles
b [ SIP Server Tables
[ Trunk Groups
[# NAT Qualified Prefix Tables
[# Remote Authorization Tables
i Contact Registrant Table

¥ [ Wessage Manipulatio

b [ Message Rule Tables

[ 40810503
[£] Hode-Level SIP Settings
b @ Listen Port
[# SIP Recording
b @ Security
b @ Media

Total 3 Condition Rule T:

» (@) to.uri.userinfo.user

able Rows

b (@0 csea

v [J[| to.uriuserinfo.user

Description [Tenant2

- 3

opartn
Match Regex 1888997772 B
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Message Table
From the Settings tab, navigate to SIP > Message Manipulation > Message Rule Table. Click the + icon to create a Message Rule Table.

1. Provide a description for the Rule Table.
2. Apply the message rule to All Messages, since the P-Asserted-ldentity has to be changed on all the messages.

3. Click OK.

b # signaling Groups

W

Linked Signaling Groups
b [ Node Interfaces
b i system
¥ i Auth and Directory Services
b @ Protocols
254
i Local Regisirars
(¥ Local / Pass-thru Auth Tables
b @ sIP Profiles
¥ j SIP Server Tables
j Trunk Groups
i NAT Qualified Prefix Tables Applicable Messages |AII Messages ht |

” .
[ Remote Authorization Tables Table Result Type | Mandatory v|
¥ Contact Registrant Table

I s é Message ManiEuIaIiad

l.._, Message Rule Table #1 m

u‘_, Towards Webex

Tetal 4 SIP Message Manipulation Table Rows

Result Type

Mandatory

w [][ | Towards Webex Mandatory

Description | Towards Webex

Message Rule Table Entry for Tenantl
P-Preferrred-ldentity Header IP to FQDN

1. Click on the Message Rule Table Towards Webex.

2. From the Create Rule drop-down menu, select Header Rule.

w

Under Condition Expression> Add/Edit and select Message Rule Condition > Match all Condition and from the drop-down menu, select the
condition rule as Tenant1.

Select Header Action as Modify and Header Name as P-Preferrred-ldentity.

Under Header Value > URI Host select Modify.

Click on Add/Edit. Under Edit Message Field, set Type of Value as Literal and Value as Tenantl's FQDN.

Click OK and Apply.

N oo o »
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Condition Expression

Admin State
Result Type
Header Action

Header Name

Header Ordinal Number

w Header Value

Sus e

- URI

UR] Schamae
¥ URI User Info

URI Host
URI Port

URI Parameters

= Table is empty =

Contact Header IP to FQDN

1. Click on the Message Rule Table Towards Webex.

2. From the Create Rule drop-down menu, select Header Rule.

w

. Under Condition Expression> Add/Edit and select Message Rule Condition > Match all Condition and from the drop-down menu, select the
condition rule as Tenantl.

. Select Header Action as Modify and Header Name as Contact.

. Under Header Value > URI Host, select Modify.

. Click on Add/Edit. Under Edit Message Field, set Type of Value as Literal and Value as Tenantl's FQDN.

N o o A

. Click OK and Apply.
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Total 1 Message Manipulation Rules Row

Condition Expression
Admin State

Result Type

Header Action

Header Name

Header Ordinal Number

w Header Value
oupy e
b4 URI

UR] Schamae

¥ URI User Info

URI Host

URI Port

URI Parameters

= Table is empty =

From Header IP to FQDN

1. Click on the Message Rule Table Towards Webex.

2. From the Create Rule drop-down menu, select Header Rule.

w

Under Condition Expression> Add/Edit and select Message Rule Condition > Match all Condition and from the drop-down menu, select the
condition rule as Tenantl.

Select Header Action as Modify and Header Name as From.

Under Header Value > URI Host, select Modify.

Click on Add/Edit. Under Edit Message Field, set Type of Value as Literal and Value as Tenantl's FQDN.

N o o &

Click OK and Apply.
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Condition Expression

Admin State
Result Type
Header Action

Header Name

Header Ordinal Number

w Header Value

Sus e

- URI

UR] Schamae
¥ URI User Info

URI Host
URI Port

URI Parameters

= Table is empty =

Note
Message Rule Table Entry for Tenant2:

1. Attach the Tenant2 Condition Rule Table.
2. Edit Message Field, set Type of Value as Literal and Value as Tenant2's FQDN.

Signaling Group

® The same Signaling Group can be used by attaching the newly created SIP Profile and Message manipulation.
® Attach the newly created TLS profile in the existing sip server table which is used for single tenant configuration.
® The same Call Routing Table can be used which is used for single tenant configuration.

® Both Tenant FQDN will be using the same listen port.
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Description Webex
Admin Stat= Emabled
Service Status  Unkmown ()

Action Set Table  Mone
| Call Routing Table  WEBEX_TO PSTN_CUCM|
Mo, of Channels 60
|5IP Profile  Webex SIP_Profile]
SIP Mode  Basic Call
Agent Type  Back-to-Back User Agent
Intercp Mode  Standard

Supported
Audic/Fax Modes | 07=ct

Supported
Video/Application  Disabled
Modes

Tone Tzble  Default Tone Table

SIP Server Table  Webex Allow Refresh _—

Load Balancing  Priority: Register All SDP

Channel Hunting  Round Robin - RTCP pehle
Multiplexing

Netify Lync CAC Profile  Disable
Chzllenge Request  Disable
Outbound Proxy IB/FQDN
Outbound Prosy Port
Mo Channel Available Override  34: Mo Circuit/Channel Available
Call Sstup Response Timer 255
Call Proceeding Timer 180
Use Register as Keep Alive  Enable
Forked Call Answered Too Soon  Disable

SIP To Q.850 Override Table  Default (RFC4497)
1,850 To SIP Override Table  Default (RFC4497)
Pass-thru Peer SIF Response Code  Enable

Teams Loczl Media

Optimization Disable

Ethernet 2
(192.65.79.122)

Signaling DSCP 40
MAT Traversal
ICE Support  Disabled
Static NAT - Outbound
Qutbound MNAT Traversal None

I Signaling/Media Source IP

Static NAT - Inbound
Detection  Disabled

Total 1 STP Listen Part Row Total 1 STP Federated TP Row

5061 TS Webex_TLS_Profile ] i . : 255.255.255.255

Messzge Manipulztion  Enabled

Messzge Table List Mezsage Teble List

Note
The same Call Routing can be used which is used in the Single Tenant Configuration by adding an Transformation table entry in
PSTN and PBX towards Webex to match the Tenant2 number.

Multi-Tenant with Multiple IP and Port on SBC

® For Multi-Tenant deployment with Multiple IP and Port, you can refer to SBCEdgeConfigurationforCiscoWebexCallingside for Tenantl. For
Tenant 2, refer to Multi-TenantwithSingleIP/MultiplePortonSBC.

® For Multi-Tenant with Multiple IP and Port, the same configuration above can be used by changing the signaling/media Source IP on 'SIP
Signaling Group - Webex Tenant2'.

® |f multiple Webex tenants are in same 'Webex control hub location' and when the SBC's source ethernet IPs are in different networks, it is
recommended to configure the static route using 'different netmasks' for the same destination (Location).
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Cisco Webex Calling Configuration

For configuration on Cisco Webex, visit https://help.Webex.com/.

Supplementary Services and Features Coverage

The following checklist lists the set of services/features covered through the configuration defined in this Interop Guide.

Sr. No. Supplementary Services/ Features Coverage
1 Basic Call Setup & Termination /
2 Call Transfer (Attended/ Consultative) v
3 Call Transfer (Unattended/ Blind) /
4 TLS trunk connections /
5 Load Balancing (SRV based) /
6 Trunk Monitoring /
7 Media encryption (
8 Voice Transcoding J
9 Multi-tenancy /
10 Call Park/Retrieve v
11 Video Calls /
12 Fax /
13 Calling Line ID /
14 DTMF /
15 Session Audit v
16 Call Diversion /
Legend

Supported /

Not Supported X

Caveats

Note the following items in relation to this Interop - these are either limitations, untested elements or useful information pertaining to the
interoperability.

STUN packets (ICE) not received from Webex during the Ringback stage

® For Webex to PSTN calls with the ICE mode enabled, the SBC doesn't receive any STUN packets from Webex. Due to this, the SBC rejects
the call with 5XX response.
® As a workaround solution, it is recommended to enable 'static NAT' on the Webex signaling group.

Not blocklisting the Webex node when the SBC receives 503 for the INVITE
® When PSTN calls Webex client and the Webex node sends a 503 response, the INVITE goes to the next available Webex node but the SBC

does not blocklist the Webex node. But this status will be for a short period only till OPTIONS is sent.
® This issue does not have any impact on calls.
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https://help.webex.com/en-us/article/n0xb944/Configure-Trunks,-Route-Groups,-and-Dial-Plans-for-Webex-Calling#Cisco_Task.dita_782661d4-8d4a-4ecf-b134-d038a85c4dab

Displaying the status/history of the nodes

® When the SBC receives 503/408/no response for SIP Options from Webex, the SBC generates an alarm in the Monitor tab but there is no

status (up/down) displayed for that particular node.
® Functionality is working fine but from a serviceability perspective, the SBC is unable to display the node status/history.

TTL issue

® The SBC is not adhering to the Time To Live (TTL) for sending the SRV query.
® This issue is observed only in SBC 1K/2K and not observed in SWe Edge.

SBC response to OPTIONS during drain mode

® When the SIP signaling group is in drain mode, the SBC is not responding with 503 Service Unavailable for incoming SIP OPTIONS.
® This issue is observed only in SBC 1K/2K and not observed in SWe Edge.

SBC supports only Proxy mode for Video calls

® The SBC supports only Proxy mode for Video calls, so the SBC relays Crypto lines without decrypting or encrypting.
® As a workaround, it is suggested to use SRTP on the Enterprise network.

These issues will be addressed by Ribbon in their upcoming releases.

Support

For any support related queries about this guide, please contact your local Ribbon representative, or use the details below:
® Sales and Support: 1-833-742-2661

® QOther Queries: 1-877-412-8867
® Website: https://ribboncommunications.com/services/ribbon-support-portal

References

For detailed information about Ribbon products and solutions, visit: https://ribboncommunications.com/products.

For detailed information about Cisco Webex, visit: https://www.Webex.com/.

Conclusion

This Interoperability Guide describes successful configuration for Ribbon SBC Edge interop involving Cisco Webex Calling for customer deployments.

All features and capabilities tested are detailed within this document - any limitations, notes or observations are also recorded in order to provide the

reader with an accurate understanding of what has been covered, and what has not.

Configuration guidance is provided to enable the reader to replicate the same base setup - there may be additional configuration changes required to

suit the exact deployment environment.

© 2023 Ribbon Communications Operating Company, Inc. © 2023 ECI Telecom Ltd. All rights reserved.
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